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sense of urgency to develop a strong deterrent. The participants shared concern that the nation
was complacent about the severity of the threat, and considered ways of increasing awareness.
Although several suggestions were discussed, most participants expressed concern that no
substantial action would be taken until an attack (or large-scale incident such as Y2K)
demonstrated the nation’s dependence on information networks.

Taking these issues into account, the participants had a difficult time developing a model for
deterrence of Information Warfare. While some believed that the most appropriate analogy was
criminal deterrence, others argued that this model would only work if the United States — or
some other country — were willing to act as the world’s policeman. Interestingly there seemed to
be a willingness among participants to see the United States in such a role; not as a strategic
actor, but as a policeman — a nation that could dictate solutions to other countries.

Alliances

The participants agreed that the cold-war era alliance structure was certain to change. Most
agreed that, in the place of NATO-like organizations in which America’s allies were essentially
client-states, future alliances will be more numerous “regimes” of nations aligned on specific
issues. Alliances will look less like a hub and spokes and more like a matrix, with groups of
nations allied on some issues and not on others. Some participants argued that, with the decline
of the nation-state, such regimes will eventually be open to NGOs. Looking back to the nuclear
age, many participants cited the strains placed on alliances by the political significance accorded
to nuclear weapons; some believed that focusing on such issue-specific regimes would allow us
to avoid this problem in the future.

Competitive Strategies

Largely because of the decline of the bilateral cold war, there was some skepticism that our
current approach to competitive strategies would be effective (and some thought that perhaps it
had not been highly effective during the cold war). Most participants agreed that, even when the
U.S. does engage in bilateral competition, as it may with China, it is unlikely to become the sort
of structured,' action-reaction cycle that characterized U.S.-Soviet relations. Further, because of
the low entry cost of developing an IW capability, it may be difficult to use arms competition as
a means of waging economic competition, as we did with nuclear weapons.

Despite this uncertainty, a few thoughts did emerge. As| ] noted, the goal in a
competitive strategies framework is to force our enemies into adopting postures that we find less

threatening; perhaps by developing an offensive capability we can force our likely adversaries to
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divert funds toward the development of an IW defense. suggested that we might be
able to use DARPA as a strategic tool, perhaps using it to foster research in other countries into
areas that we know to be dead ends. Thus, while strategic competition between the U.S. and our
adversaries may not be so structured as it was during the cold war, there seems to be reason to
believe that the competitive strategies approach will continue to yield valuable results.

Summing Up

Overall, there was clearly some utility in addressing the important “nuclear age” questions in an
information age context. However, given other changes in the international environment (e.g. the
proliferation of states and the increasing importance of non-state actors), and given the
uncertainties of the effects of information attacks or campaigns, it is difficult to develop a
strategic framework for information warfare. There are at least two steps that need to be taken.
First, there is a clear need to understand better the implications of an information warfare
campaign. Would the results be catastrophic, a mere annoyance, or somewhere in between?
Would the nation be able to recover quickly or would the effects persist over months or years?
This is an empirical question to which we need answers.

Absent an empirical answer to this most important question, it might be useful to conduct
analyses based on assumptions: What if information warfare were proven to be as devastating as
many of the pundits claim? How would we dissuade other nations from attacking? How would
we attack others? How would that shape our alliance relationships? What would it do to the
notion of competitive strategies? How would we avert “strategic blackmail?”
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