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Hiii TECHNICAL APPROACH AND JUSTIFICATION:

Executive Summary:

The State of Alaska is seeking the opportunity through the LASE grant to improve our services
to Alaska's Unitormed and Overseas Cilizens Absentee Voung Acl (UOCAVA) volers by
removing barriers to allow suflicient time for UOCA VA voters Lo apply, receive, vole and relurn
their ballot in a secure and etTicient manner. The EASE initiative will allow Alaska to continue
etlorts to research and evaivate mnmovative lechnologies and associated services that-we believe
will improve and increase Lhe successin fevel of partcipation of UOCAVA voters.

Alaska’s key program objectives include establishing and successtully improving clectronic
systems (or UOCAVA volers thal are sustainable, alfordable and reduce the Fallure raies in cach
stage of the absenlee voting process. Alaska believes these efforts can be shared and will bene(it
other junsdictons.

Aluska esiablished clectronic tols for UOCA VA volers lo receive and submil voler regisiralion
and abseniee ballol apphcations through email and facsimile. In 2000, we inroduced an online
wizard application o improve the accuracy and to case the process for completing both voler
regisiration and absentee ballot applications. Alaska alse provides an online method for
UOCAVA volers o veniy their registration status and o track the status of their abseniee ballot
appheation, ballol delivery and retumn.

Alaska law allows tor the mailing ol special advance ballots 1o VOCAVA volers who are
overseas 60 days prior lo Elechion Day as well as maihing the official baliol. In 1996, to assist
our military voters, Alaska eslabhished tacsimile voting. Alaska recognizes thal facsimile votng
Tor HOCAVA voters is an anliguated system and does not migel the needs of our men and women
swhe-are serving our country or are overseas, and-bi3aliols delivered by mail are less hkely to be
recelved and mailed back n time to be counted.

1 is Alaska’s intent 1o seek proposals [rom vendors, in which 1o apply the lunds trom Lhe FASE
grani, towards the purchase and implementation of an online voter registration, abseniee ballot
request, electronic ballot delivery and aulomalic bailot duplicating syslem. An all inciusive
sysiem will allow UQCA VA volers to register, request and receive abseniee ballots, allowing
Alaska to expedite the process for UOCA VA volers, This will ensure DOCAVA volers the
opportunity o vole and have their ballol counted. An avlomatic ballot duplicating system will
remove de-human error srassociated with manual ballol ranseribing or hand counting and will
reduce stafl Ume and supplies. As part of Uns sysiem, it is Alaska’s inlent to seek a system that
will interface with Alaska’s alreadyestablishedexisting ballot tracking system.

Ultimaicly, an online system will benetil the UOCAVA volers by removing barriers to access

their baliot. Upon cstablishing an online clecironic method, Alaska can be replicaied by other
jurisdictions o betler serve UOCAVA volers,
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Guoals and ebfeetivesOhbjectives:

UVOCAVA voters often experience lailures associated with absentee voting.

Alaska’s goal 15 lo seek an oniine system with 1ools thataHewaliowing TTOCAVA volers to have
instant availabilily to register to vote, apply for an absentee ballot, seamlessly access their ballot
online, receive instructions for voling and returning their ballot and anlomated duplication of the
returned ballot. State of the art oniine tools will improve the participation and voter experience
of the VOCAVA community. At the same time, an oniine system wili analyze the
implementalion ol efficient and innovative technology to reduce costs and ecror rate of the baliot

return process.

Significance:

Baliot delivery through mail service and {acsimile lransmission 15 one of the key issues for
receipt of ballols by UOCAVA voters. 1n 2008, the general abseniee voling population had a
return rale of 83.5% with 82% of the baliots being counled. UOCAVA volers had a retum rale

unavailable or inlermitient. A web-based online clectronic service is the only viable oplion for
ballot delivery, Alaskas stralegic approuach is lo reduce the Failure rale of relurned ballots o
meel of exceed the general abseniee population by oblaming an online web-based clecironic
delivery sysiem that alfords all UOCAVA voters more Uime ko receive, vole and retum their
ballot successiully, In addition, Alaska Foresees an increased efparticipalion by UCCAVA
volers and baiiol relum as the voung process will become more accessible. With this syslem,
Alaska wall also be reviewing the process tor instructions and voling nlormation.

An online ballot delivery system is signilicant in that Tact that i1 will provide an easy method for
OCAVA voters 1o seamilessiy access their ballot onhne using web-based tools. This will
mpact all UGCAVA voters by having instant availablity of their ballots beginning 45 days prior
to Fection Day.

Research shows thal UOCAVA volers experience a higher rate ol failure 1n every slage of the
voling process in comparison with the general voung population. An online system will address
each phase through improved dissemination of the processes.  Slages include:

+ Voter Repislration: Alaska will seek a system that establishes an online voter registration
wizard,

s Absentee Ballot Request; Alaska will seck a system that will establish an online abseniee
application wizard 1o guide the voler through the compiclion and retumn ol the absentee
request.

*  Online Absentee Ballot Access and Marking: Alaska will seek an clectronic managements
sysiem that will deliver the unique baliot sivie based upoen the voler's registralion
information through a sccure and accessible online portal. The system will be required to
inform the voler, via email notification of ballot availability, The sysiem will be required
to provide for instructions on voting, ballol relum as well as help and support. The
system will be required to coordinate with Alaska’s website tor voting information.

The syslem will be required Lo provide an inluitive onscreen marking wivard te-lor volers
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that-alseprevideswilh disabilinies in compliance with ferSection 588 and tIAVA
Section 508-comphant ballettovelersaith-disabilities. The system will be required to
provide an nterlace to mark the ballot, mcluding logic to prevent over voling and a
warning Tor under voting as well as provide an opportunity for the voler lo review,
change and conlirm ballot choices prior Lo finalizing their ballot.

+ Absenice lJallot Retum and Automated Baliot Duplication: The system will be required  « | { Formatted: Indent: Hanging: 0.25"

to provide the voler with the Facility o print their marked ballot, retum insiructions, oath
and any olher materials used For the correct retum of the ballot as well as provide for bar
code capability to automatically produce an oplical scan ballol reflecting the ballot
choices of the voler. Antomatic ballol duplivation will reduce siall, time and costs
associated with manual tanscription or hand-counting,

Sustainable:
Alaska will seek a system that: |

* I3 financially sustainable past year 2002, 1t is Alaska™s inlent to obtain 4 contract with a
vendor that includes the costs of the initia] one-tme sel-up fee, licensing and equipment
purchase along wilth continued support, mainienance and upgrades through 2012, Aller
2012, Alaska will absorb the cosis of continued support, mainkenance and upgrades,
Alaska believes the system will also provide for costs savings in the arca of automated
ballot duplication by substanlially reducing stail hours and matenals needed (o perform
the manual ranscription of retumed ballots,

+ Uses advanced technology 1o provide intormation in which lo report back to FVAP
regarding the performance of the system that wounld inclode the number of reguests tor
volter registration, absenlee ballots and oniine absentee ballot access.

«  Will provide a lower level of efforl which can be sustained even il there is a decrease in
the budgel. The system would provide lower costs in ballot delivery, {asier processing ol
retumed abseniee ballots and reliable duplication of ballots,

« Relies on advances in cryptographic prolections, advances in web-based platiorms
technologies and 1s redundant, robust and reliable infrastructure selup to ensure
sustainability.

Impact:

Alaska anticipaics an online web-based system will increase the number of parlicipants, the
number of successiully retumed ballots and the accuracy of the transcniption of duplicaling
ballols, With the case of use and consistent availability over multiple clection cycles, it will
resuli in increased Familiarily of the sysiem and an expectation for increased usage by
UGCAVA volers, Alaska will seek a system that will provide a Scotion 508, and HIAVA
compliant website that allows UOCA VA volers with disabilitics the opporiunily (0 vole using
personal assistive devices,

Strategic Approach:

Alaska anticipaies the innovation of implementing a web-based sysiem will have significant | { Formatted: Indent: Left: 0.06"
improvement for UOGCAVA volers by providing successiul, sustamable and affordable
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electronie tools thal will improve voling success rales for UDCAVA voters. 111s Alaska’s
| strategic approach 1o:

s Improve the rale of completed UOCAVA voling lransactions from registration lo ballol
retum,

+ Increase the nomber ot successluliy returned ballots to meel or exceed the general
absenlee voung populalion.

+ Reduce human error caused by mismarking, over voling or under voling while allowing
opporlunity for volers 1o review and conlirm ballot choices.

»  Reduce the failure rate voters experience in each ot the slages of the absentee voling
Process.

+ Provide informalion that can benelit other jurisdictions,
Provide security measures thal will protect the voler’s identilying information.

s [Provide Tindings generated Ivom reports tor research purposes.

* Reduce the number of stalf to perform ballot manual transcription.

+ [Reduce or eliminate the error rate tn manually transcribing ballots.

+ Reduce the amount of pre-printed baliots for manual transcription by replacing with 4

ballot on demand system,

Innovation:
Itis Alaska’s mnlent to seek innovauve kechnological concepis that can lead to {urther
development of processes, technology, products and lechniques that can be replicated by other

Jurisdictions, Alaska will pursue a system that;

s DProwvides a bar code lor automatic ballot duplication generated through an online marking
wizard.

» [as progressive securily measures Lo ensure voler privacy, voler verifiability, eleclion
integrity and syslem availability,

s I5expandable tor use of Smart Phone lechnology.
Uses technology 1o gather uscr feedback.
15 expandable 1o provide for a secure personal account.

Scalability:

tis Alaska’s intenl 1o seek a system that can be used over mulliple elections cycles, allow tor
changes in Alaska’s laws and meet the needs of a broad range of voters and not decrease the
level of performance and security. The system must allow tor:

An imcrease in the nomber of volers and baliot styles-H-san-support.

Expansion o include other types of voters (disabled and reguiar volers).

Mass email communication o volers regarding eleclion information and ballot
availabilily.

Bar code transcriplion which require less staff and iower cosls.

iMass email blasts of informalion o volers,

Allow {or seeure personal account,

Allow tor multipie languages.

»

»

.- s
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Collaborative:

Alaska 15 a single junsdiction stale regarding lederal and state elections. Alaska wiil share
wlormation lo other junsdichions (stales) regarding improvements to the voter registralion,
absentee voling process, ballol delivery and ballot transcriplion process.

Cost Benefit Analysis:

An improvemen! ol this syslem Tor voters will be the development of the capabilily for Alaska’s
VOCAVA voters lo oblain their ballots at a website. This method will be more secure and more
accessible for volers than allaching a scanned ballol te-in an email Lo the volers, as prescribed by
National Instilute of Standards and Technology (NISTY(NISTIR 7711 Securiny Best Practices
Jor ihe Llecivonic Transmission of Eleciion Muaterials for UOUAVA voiers, and DRAUT NISTIR
7682: Informaiion System Security Best Practices for UOCAYA-Supporiing Sysiems). This will
secure voling dccess for approximalely 9,000 1o 14,000 UOCA VA volers who currently
participate by absentce ballol in Alaska,

An advantage for Alaska will be the sysiem’s abilily to communicaie and nolily UOCAVA
volers through elecironic means, The system will avtomatically email volers a receipt and
approval of their application and instructions on how lo access their online ballot. For
VOCAVA volers who have requesied their ballol in advance of the 45 day ballol transmission
deadline, an emaii reminder blast can be senl. At this iime, Alaska mails reminder nolices and
cither manls or taxes ballots to DOCAVA voters. In the past, this procedure has been pertormed
by permanent and temporary emplovees ol the Division of Eiections that-who are paid bolh
wages and benehits. Sending the nolices o UOCA VA volers cosls the slale approximately
$7.494 in wages, benelits, overhead and mailing costs per election cycle. Eor-Mmailing the
ballots #costs the slale approximately $22.472 in wages, benelils and overhead per election
cycle. Alaska anticipales that having an intuilive online voling melhod will increase
parlicipation.

The ability 1o mterpret the choices on the returned ballot Irom a barcode reading will speed
processing of the baliols for Alaska. Ballots that-are-sent electronmcaliy 1o UOCAVA volers and
relumed are unable to be scanned Brough an oplical scan counting system, Currently Alaska
manually duplicates cach ballot using two election workers to transcribe the volers choices onto
4- machine scannable ballod, carclully accounting for cach one. This process can wke
approximalely live minutes per ballot,. Currently, Alaska only provides for facsimiie ballots and
participation using this method is low {or Alaska’s UOCAVA volers, However, with the
availability and case of an online system, Alaska anlicipaies an increase of volers parlicipaling n
this method. Taking the Ume [rom live minutes 1o approximately (ive seconds (o reereate the
ballot will be-a-tHme-savingsave Hme. expenses and reduce human errors, The savings will ensure
thatmore siates use modern lechnology o enfranchise UOCAVA volers,

Security Measures:
Alaska will seek a syslem thal provides Lhe following secunty measures:

Slate of Alaska, Division of Elections 9




(nformation transmiticd between voter™s browser and clection service 1s secured utlizing
encryption.

The selected system is hosted 1n a secwre dala cenler behind a layer of redundant lirewalls
and 15 under 2477 physical and application monilonng o ensure the secunty, health and
integnity of the system,

The selecied system infrastruciure, including all hardware, software and scounly controls,
are-ig monitored by trained onsite professionals. Physical and logical access conlrol 15
limiled lo authorized personnel.

Require the system (o consistently be updated with lakest security paiches,

Require the sofiware to be {ree of maliciously inseried source codes.

Ustablish protocol 1o establish a separate avthentic and encrypled communicalion channel
with cach vser,

Require thal election matenal, such as baliot delimtions, are digitally signed to prolect
inlegnly and are encrypted while in transit.

Require all personal identifying informalion be protesied through application level
eneryphion,

Ensure that digital barcodes used Tor ballot duplication are encoded with ballot
prelerences only. No personal information 15 slored on duplication barcode.

Sciesied vendor must sirictly adhere to the NIST guidelines {or encryplion, thread
modeling, physical server security and lamper-delection,

Ensure lhat voling preferences are never stored or saved on the server.

Schedule and Milestones:

Alaska has identilied the lollowing schedule and milestones based upon the award date of
August 1,2011:

1.

Alaska prepares and publishes Invitation to Bid
Schedule: Angust 2011 — approximalely 45 days

This phase will {irst consider the procedural and lechnological measures currently being
employed lo address UOCAVA voling barniers and establish a benchmark for suceess.,
Alaska will conduct research into lechnological, legal and logistical requiremenis which
afleet the development, feasibilily, sustainability and acceptance of an improved
UGCAVA voling solution. Alaska, bused upon rescarch gathered, will prepare the
specifications for the UOCAVA voting solulions for an Invitation to Bid document,

Milestones:
=  Completion of research of UQCAVA solulion.
« {ompletion of Invilaton o Bid document,
« Selechion of vendor.

Initiation and planning phase with vendor
Schedule: Seplember 2011 — approximately 30 days

The imuiation and planning phase will start the project and introduce all stakeholders.
During Lhis phase, tull project management and quaiity management plans will be
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developed including a detailed schedule, work breakdown structure, slatement ol work
with the vendor, project goals and the approach to achieve them as weli as a risk
management plan.

Milestones:
¢ {ompletion of project management plan.
» Complehion of quahly management plan.

3. Delivery, set-up, testing and training
Schedule: October 2011 — approximately 60 days

The delivery, sel-up and lesting phase will implement the HOCAVA solation in
preparation of the tirsl election and conlinvously through the 2012 elections.

Milestones:
¢ Delivery and set-up of equipment,
+ Delivery, customization and achivalion ol sollware.
¢ {Completion of chient User Acceptance Testing,
» Training of key ¢lections statf.

4. Go Live and Cleseclose of Electionselections
Schedule: Januwary 1, 2012 — approximateiy 335 days

The Go Live phase will inibate Lhe [irsl day volers can regisler 1o vote, apply tor an
absenlee ballot and vote online. Atfter each election, Alaska wili collect data, analyze
statistics and trends and review lindings against the overali goals and objectives of the
program. Based upon the lindings, Aldaska will either continue with current approach or
make alterations o the program plan,

Milestones:
* Primary Election completion.
+ Analysis of statistics and trends of Primary Uleclion.
¢ (eneral Election completion,
» Analysis of statistics and trends ot General Llection.

5. Final Analbysis-analysis and Repostingreporting
Schedule: December 1, 2012 — approxumately 90 days

uring Lhe linal analysis and reporling phase, research data will be aggregated and [inal
report will be writlen. The Tindings and conclusions will include a comparison of the
resuits aganst the goais and olyectives, a report on lessons leamed and a cost-benetit
analysis,

Milesiones:
« Completion ol syslem program final report.
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| RepestingReports:
Programmatic and Financial Progress Reports:
Alaska’s will prepare programmatic and tinancial progress reports as required by FYAD. Fach
report will include:

*« 2 2 2

Overall siatus,

Goals and objective progress.

ighlighis {or the cumment reporting period.
iMilesiones,

Uinancial progress repord,

Data Collection Points Reports:
| For cach clection, Alaska will ensure that-the selecied sysiem will collest dala for analysis lor
cach phase of the voling process. This includes:

LI I N AR

.« %

Number of [irsl hme voler access.

Number of registration requesis,

Number of absentee applicalion requests,
Number of baliol requesls.

Number of ballot styles supporied.

Number of baliol styles downioaded.
Number of balloks successlully retumed.
Number of ballols nol relurned.

Types and number of problems incurred.
Number of email notifications sent successtully or unsuccessiully,
VYoter Ieedback through online survey.
Customer services and help desk log reports.

Final Report:
The final report will include Findings and conclusions {or each of the lollowing arcas:

s (verall * Impact

+  linancial * Innovation

+  Securily » Scalablity

s Significance s  {Collaboration

*  Sustainability »  (Costvs, Benefil

s Stalegy
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Hiv. MANAGEMENT APPROACH:

Personnel and Contractor:
1. Gail Fennmiai, Director, Division of Flections
{907y 46540611

oail fenumiaifialaska. sov i Formatted: Underline

Carol A_ Thompson, Absentee and Petition Manager, Division of Tlections
{9073 375-6400
carol.thompsonfialaska sov

Tem Kimlinger, Ulechions Systems Dalabase Adminisirator, Division of Llections
(V746534611
tom kimlinger@alaska. gov

2. Contractor will be selecied through an Invitation to Uid process.

Introduction:

One of the primary challenges Faced by UOCAVA voters 1s the length of time required belween
regisiration and the Uime of actual vouing. Alaska will pursue an online sysiem will
atowallowing UCCAVA volers to complete the FPCA or state application. The form will be
made available in a consislent location on the slale website. This same site will allow access lo
the ballot marking solution, as well as other necessary links lor UCOAVA volers. Once the form
15 completed onine, 11 will be malched against the slalewide voter registralion database to
delerming eligibility Tor absentee voting. Once approved, the voler will reccive the appropriate
mslruclions tor Lhe nexl steps of the election process. By-aAulomating the UOCAVA absentee
request process and-will allowing regislered voters 1o cast their ballol immediately or beginning
45 days prior to Llecuon Day;-_#hisThese enhancements wiliasms-e reduce the tme required lor
currently disentranchised volers to complete and return their baliot, increasing ballot completion
rates and reducing tailure rales-forthesesoters.

Another key challenge taced by UOCAVA voters 1s Lhe length of lime required tor absenlee
ballot delivery and retum,  Alasks will pursue an online elecironic ballol delivery sysiem to
allow {or JOCAVA volers Lo have immediate access to their ballot following the MOV Act;
ballot delivery beginning 45 days prior o Llection Day. An online clectronic delivery method
removes the obslacle ol mailing 4 ballot to the voler through the posial service and eliminates the
issuc of ballot mailing address changes. The carlier the UOCA VA voler receives their ballot, the
snccess rdic sereasesofol the voler, having suiticient ime o vote and relun their ballot,

reside in remote arcas where mail service 15 slow and {acsimile service is inlermilient or nol
available, immediate ballol access, Alaska will seck an online elecironic delivery system that
assisks the voter by providing clear instruclions, climinaics human eror by preventing spoiled
ballots using logis o prevent over voling, and provides for a warning for under voling. |

To determine success of the online eleclronic delivery system, Alaska will ensure tracking
requirements of the system and will compare failure rates wilh a similar previous election. 1L is |
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Alaska’s strategic approach to mcrease the suceess rate of UQCAVA baliols retumed and
counted 1o meel or exceed the general absentee voting population. In 2008, the general absentee
voling population had a relarn rate of 83.5% with 82% of the baliots being counted. UVOCAVA
volers had a relurn rate of 86% with 82% of the ballols counted. Alaska will also track overall
participation to conlinue 1o increase voler population ol the UOCAVA volers.

Paper ballots relurned 1o Alaska currently require manual duplication process or hand counting.
Manuai duplication increases costs in higher stalf needs, time and he cost of preprinled bailots
used for duplication. Manual duplication alse-1s also at risk tor human error when transeribing
the voters cholces. 11 baliot duplicalion is not performed, a hand counl 1s necessary. Again, this
process requires higher stafl needs, tme and s 4k risk For human error when tallying the voles, Tt
is Alaska’s intent o apply EASL grant {unds wowards a sysiem that will automale this process
through a ballot-on-demand type system. An aulomalic ballot duplication system will
automatically duplicate the ballol #vde-onlo an accuraie optical scan ballol This system will
climinate human error in processing the UOCA VA ballois,

ILis Alaska’s mient to form a strategic alliance with the selected vendor lo provide the necessary
lechnology and lools (o allow Alaska 1o mect the proposed rescarch goals and grant evaluation
Factors For the purpose of assisling UOCAVA volers. Alaska iniends on using an organized
project management methodology with the selecied vendor o achieve these goals ina
sustainable and organized way. The program will include military and overseas volers, key
election personnel and Lhe selected vendor 1o help guide the direchion ol the program and analyze
the resuits.

Strategic Goals:

Alaska’s goal 15 1o oblain a system that will deploy secure online toois and will assess the abihity
of such tools to improve the participation and veterexperience of UOCAVA voters. Al the same
tume, the program will propose and analyze the implementabion of etTicient and innovabive
technoiogy and processes to reduce the cosls and the error rate at cach pesnt-gtage n the absentee
voling process, parbicularly in the processing of documients and baliols received Ifrom volers.

Goal: Provide successlul, suslainabie, and aftordable electronic 1ools that will improve absenlee
balloting success rates {or volers covered by UCCAVA,

Obhjectives:

+ Improve the rale of compieted UQCAVA voling transactions trom regislration 1o ballol
returi.

* Increase the number of successiully retumned ballots o meet or exeeed the general
absceniee voling population.

+ Reduce human error caused by mismarking, over voting or under voling while ailowing
opportunily {or volers o review and confirm ballot choices.

s Reduce the Failure rale volers experience in cach ol the stages of the absentee voling
PrOCEsS.
Provide mformation that can benelit other jurisdictions,
Provide security measures Lhat will protect the voler’s identifying information.
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Provide findings generated from reporis {or rescarch purposes.
Reduce the number of stall to perform ballot manual lranseription.

s Reduce or eliminate the error rate in manually transeribing the ballols.

»  Reduce the amount of pre-printed ballots for manual transcription by replacing with
ballol on demand sysiem,

Analysis and measurementMeasurement of eurrent-Current processesProcesses:

Online Voter Registration and Absentee Request:

Currently, Alaska ulllizes an online wizard For voler registration and absenice volng requests,
and-vetersVoters may submit their application by mail, fax or as an email altachment. This
method does nol provide for aulomatic ematting-email responscio-the-veter thal their request has
been received.

Online Electronic Ballot Delivery:

Currently Alaska’s only method for electronic delivery is by facsimile machine. Alaska
acknowledges that this method of voling does not lend iself to DOCA VA voters who do nol
have access to a facsimile machine and is an antiqualed system ol delivery. Not only is this
syslem cumbersome to UQCAVA volers, it poses difficulties to-daska-in transmilting ballots
due 1o dilferent time zones, availabilily ol lacsimile machines and inlermittent service.

Automatic Ballot Duplication:

Alaska prepares For ballot duplication by ordering, through the prinler, a quantity of blank ballots
for cach ballol style marked specilically Tor ballol duplicalion. Teams of two work logether
duphcating the bailot. One person reads Lhe bailol choices while the second person records the
ballot choices. Onginal ballots and duphicated ballots are placed in separaie envelopes and
Forwarded to the counling teams. Uor hand counting, leams of three work together, One person
reads the ballol choices while the other wo memberrpeople record in an original and duplicate
wlly book the ballot choices, Both processes are labor intensive and require a large number of

Identification of eEach precess-Process and the elemenis-Elements that are related-Related
to the precessesProcesses:
Online Voter Registration and Absentee Request:

s Development of the online version of the Federal Post Card Application and/or staie
approved application.

+ lntroduchion ol Alaska registration dalabase.

s Testing of the application information integration with the online version of the ballot,
Release of the combined sysiem to UOCAVA volers,
Reporting of final results.

Online Electronic Ballot Delivery:
o DProvide lor comphant website lor UOCAVA volers to identily themseives uniquely and
receive their correct ballot style, based upon their regisiration.
«  DProvide a system that will prevent over voting, a warhing for under voting and allows the
UOCAVA voter the opportumly to contirm and venly their ballol.
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«  Trovide HOCA VA voters access 1o voling instructions and vehag-materiais thal weuld
will be helplul to the voler, such as, a voter guide, as-wellas-instmctions and online heip.

«  Voting package to include required oath and atTirmation, envelope templales and return
stmctions.

Autematic Ballot Duplication:

« Ballot to include barcode technology contaming the voters bailot cholces (including
write-ins).

o Upon receipt of retumed ballots, Alaska will scan the bar code into the chosen baliot-on-
demand system o aulomaltically duplicate the ballot inlo an oplical scan ballod,

¢ The duplicated baliot is scanned into the counting syslem.

Identification of petential Potential risks Risks and mitigating Mitigating
stratesiesSirategics:

An assessment of the procedural process as well as possible sceurity risks will be conducied and
reviewed, As obstacles are identified, acoeplable solutions will be selected and implemented to
correet deficiency

Formalization of Performance indiesters-Indicators {or eaeh-Each

processProcess:

Online Voter Registration and Absentee Request:
« Increase n registration and absenlee requests by DOCAVA voters.
o UOCAVA volers save money in handiing cosis to mail an application.
+ Reduce errors i processing the application.

»__Reduce the faluresate-TIOCA VA velers-voter's lailure rale. experionee: . { Formatted: Bullets and Nummbering

Online Electronic Ballot Delivery:
o Online sabistaction survey Irom UOQCAVA volers.
o Increase the number of ballot successtully returned.
o Inerease m voler participalion.

Automatic Ballot Duplication:
¢ Reduce costs, by reducing the time required for stalf Lo manually duplicate or hand count
the ballols.
« Improve the imeline for processing and counting UGCAVA ballots,
«  Allows Alaska o supporl more UOCAVA volers withoul increasing stall, Ume or cosis.

Justification for the medifieation-Modification to the existing-Existing precesses-Processes
and prejections-Projections of the effectiveness-Effectiveness of
meodifientionsModifications:

This portion of the rescarch efforl will seck to refine and propose exaclly how an online sysiem
can reach voters and provide them tools to {ully partcipate in the absenice voting process, This
etTorl will focns on meeling the specitic needs of Alaska’s volers in a signiticant, suslainable,
impactinlelfective, innovalive and scalable way. The expectalion is to miligate or eliminate
almost ali registration and ballot delivery difficultics taced by UOCAVA voters. The tollowing

Slate of Alaska, Division of Elections 6



provides a description of proposed moditication, the-justitication and the-projection lor the
modification lor cach slage in the absentee voling process.

Stage Description of Justification Projection
Modification
Voter Provide for online voler Traditional posial The provision ol
Registration | registration wols and dehivery 1s much slower | online clectronic
procedures o provide than cleclronic delivery | assistance o volers in
information to volers, enhance | and does not provide an intuitive way
thelr voler regisiration easy lracking of increases the number
interaction and irack the progress. Some volers | of volers who
progress of the regisiration also experience successiully regisier
process, difficully completing to vole on lme.
the registration form
sorrectly,
Absenlee Provide an online absenlee Traditional postal The provision of an
Ballot ballot request wizard which delivery and retum of | online clecironic
Request will guide the voler through ballot requests balloi request wizard
the completion and return ol | introduce delays inko will shorten the Ume
the absenlee request, the process which may | required lo deliver
delay {ulure sleps. balloi requests and
Voters can oflen forget | will help ensure
when-a-ballel-reguestis | voters complete them
dueforan-electionor correctly.
are not aware of ballot
request deadlines, or
may nol complete it
meorrectly.
Absentes Provide online baiiotl delivery | Traditional postal The electrome
Ballot of districl specific ballots via | delivery of baliols can dehvery ol baliols
Dehivery a secure and accessible online | be lenglhy and through a secure
portal. Volers will be notified | unpredictable. 11 is also | internet based portal
by email ot ballot availability. | costiy m terms of will provide
To assist n the baliot logistics, panting, and | consistent access to
dehivery, the onhine portal will | mailing. Volers who eligible voters which
provide instructions for all olten move or are in wiil improve the
screens, a help and support inaccessible areas successiul completion
section to assist with muluple | receive ballots lale or and retum rales ol
help lopics and other helpful not at all. ballots.
iools.
Abseniee Provide for an intuitive Some absentee volers Voters who use an
Ballot onscreen marking wizard have dilficully intuitive and
Marking which conforms to the highest | understanding ballot accessible onscreen

usability standards and has
been tested For use with a
broad spectrum of assistive

content and compleling
ballots correctly, Volers
with disabililies face

marking mierlace will
have a higher
probabilily of
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devices which may be used by
volers with disabilities, The
ballot marking wizard aiso
provides conventional
proteclions againsl common
nistakes made by voters,
including over votes and
under voles. The baliot
marking wizard always
concludes with a review
screcn where-the-velarean
sonfirm-tallowing the voter to

signiticant problems
marking paper ballots,
I'urthermore, manual
duplication is oflen
required of ballots
which are relumed.
When a voter uses the
onsereen marking
wizard, the syslem will
provide lor a
mechanism Yae
theallowing tor

contirm the selections made
or elect lo ehange-make
changes them-betore
generaling the marked baliot,

automated duplication

lo an oplical scan baiiol.

compleling the ballot
correctly which will
increase the number
of ballots relurned
successlunily.

The baliol dupiwcation
mechanism will
provide greater
operalional
elficiencies in Lhe
relurn processing of
the ballot.

Absentee
BBallot
Return and
Tabulation

Provide voters return
information along with the
ballot will help tacilitate the
correct relurn. To provide
{aster and more accuraie
processing, ballots will
contain the ballot choice
barcode which assist n the
automaled duplication of
returned paper ballots inio
optical scan {ormal for
tabulation. Ballot retumn
trucking updates are provided
to the voter immediately upon
processing through email
notifications.

Voters ean-sat-eontised
erhavmay ofien have 8
misunderstandings
about how and when to
retum their baliot,
Volers are oflen nol
aware of when their
ballol 15 Feturned
received and iF it was
accephed.

l'urthermore, without
automated interlaces,
there are delays in the
processing and tracking
of baliots,

The use ol an onine
electronic portal Lo
provide correct return
information and
retum documents will
improve the case and
rate of successtul
retumn of baliots,
Auvtomated interlaces
and the usc of
barcodes will shorten
the processing delay
and shorten the time
it lukes lo provide
trucking information
o volers,

Measurements of performaneePerformance:

To ensure that-the project is developing as expecied, perfonmance management measures will be
used during the project lite sycle, The project performance objectves are as follows:
* To achicve goals and objectives while lesting the hypothesis in a quanufiable and
reportable way.
+ To deliver the agreed project outcomes on schedule and within budget.
s To manage the project nsing a defined and documented methodology.
The lollowing are the initial performance measuremenls indicated for each ol the project
objectives. These measurements will be detined in greater delail during the pertormance

planning,

Objective

| Measurement of Success
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Improve the raie of compleled
UGCAVA voling transactions from
registration o ballot relum,

Slate of Alaska, Division of Elections

At cach sicp n the abseniee voling process, the number
of voiers who complete cach phase of the process
increases. This will be measured on 4 per clechion basis,
comparing previous cleclion of thal type (o the current
election. For example, the 2012 Primary Flection will be
compared with the 2008 Primary Election.
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Increase the percentage of
UGCAVA volers participating and
voling in Federal Ulections,

U'or cach Federal Election, there 13 an increuse
percentage of UOCAVA volers who participaie n at least
one portion of the voling process.

Reduee the Failure rates for
UCGCAVA volers expericnced in
each of the various stages of the
abscniee voling process.

[3ased on a comparison of the average Failure rales for
cach slage in the abseniee voting process with the {ailure
rates of the current election, there 1s & decerease in the
{ailure rale in cach stage,

Provide tools and services thal can
benelit other jurisdictions,

The solution provided supporis the legal, procedural, and
technical requirements of other junsdictions.

Provide securily measurcs o
prokect users’ personal identifying
information and any ransmitled
election material.

Data collected through system audit logs, intemal
auditing, and intcractions with voters does not indicale
that any user’s personal Wentifying information or
sensilive clection material was compromised in any way.

Provide evidence and findings
generaled from authoritative and
documented rescarch efforls o
mieasure and report on the success
of the previous objectives,

Reports provided must include reliable data, complele
analysis, and disceming conclusions for cach of the
objectives above,

Slate of Alaska, Division of Elections
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v. MANAGEMENTAPPROACHBUDGET PROPOSAL:

Direct Labor:
itis Alaska’s intention lo absorb all direct labor costs lor current full-ime division employees.

Administrative and derical-Clerical laberLabor:

Alaska anticipates the employment of two lemporary employees fordwo-periads-el-timelrom
June 2012 through November 2012,

Temporary Date Computation Cost
Employee
Two Absentee 21 days x § hours per day x $17.11 per

¥ - :
Clerks (10/4) une, 2012 hour X iwo employees §5,748
lwo Absentee July — November, 2012 110 days x 8 hours per day x $17.45 $30.712

Clerks (10/4) per hour x lwo employees

Total:

Fringe Benefits and Indirect eastsCosts (F&A, Overhead, G& A, efc.):
Alaska does not {oreseen any fringe benefits,

Travel:
Alaska anticipates a_-one- time tramming tor employees in regional otTices who will process voted
returned ballot using the antomated ballot duplication syslem as foliows:

Purpose Jestinalion {tem Cosl
Training One Employee Nome to Anchorage Adrfare 3467
totel $181

Per Diem 3104

Car $63

Training One Employee tairbanks to Anchorage  Aufare $354
tiotel 3181

Per Diem 3104

Car $63

Training Two Employees  Juneaw o Anchorage Adrfare x 2 people $708
iiolel x 2 people $362

Per Dicm x 2 people $208

Car $63

Total: $2.858

Subcontracts/suh-Sub axwardsAwards:

Online Voter Registration
and Absentee Ballot
Request

Year 1(2012)

License Fee
{one-time fee)
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Annual Maintenance Inciuded

Total:

Online Ahsentee Ballot

Access and Marking Year 1(2012)

License Fee EC =$125,0060
{one-time fee) Seyl = $230.00
Annual Maintenance or 1C = Included
Subscription Scytl = $125,000

Ballot Processing Per EC = $10,000
Election Scyil = $14,394

Total:
Consultants:

Alaska does not foresee arrangements with a consuliant.

Equipment:

Voled ballots are relumed bythevoters-{or processing to 1 7 7+ saiellie office or one of
1t four regional officesofficesand-onesatolite-office. Alaska plans on {ive anlomatic
ballot duplicating systems for cach office (or processing the voled retumed ballok:

L. ) Year 1
Autemated Ballot Duplication System (2012)

Printer, Feed Tray, Desktop Computer
and Shc‘ct Fed Scanner $86 000

{one time purchase)
Conversn?n Software $22 500
{one time fee)

Shipping, Installation and Training $9,400
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{one time fee)

Annual Software License and
Maintenance

Included

Election Support Costs {per election)

$1,400

Total:

$41,900

Materials and Supplics:

Scyl had these cosls not sure
what they were for but asked 26,209
and am walling

Other Direct Cosis:

Seytl had these costs not sure
what they were for but asked 4 086
and am wailing

Slate of Alaska, Division of Elections
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1. Technical Proposal

Catalog of Federal Domestic Assistance Number: 12.217
BAA number: H38210-BAA-11-0001

Title of proposal:
CAGE Code:
DUNs Number:

Applicant:

Sub Contractors:

Electronic Absentee Systems for Election Grant Applications

(b4}

{b}4)

Arkansas Secretary of State’s Office
Election Systems and Software, Inc and Scytl USA LLC

Arkansas Secretary of State’s Office Technical contact:

Name:
Address:
Phone:
Fax:
eMail:

Rob Hammons

State Capitol, Room 256
501-683-3717
501-683-3732

rob hammons(@sos.arkansas.gov

Arkansas Secretary of State’s Office Administrative/ business contact:

Name:
Address:
Phone:
Fax:

eMatil:

Martha Adcock

State Capitol, Room 256
501-683-3733
501-683-3732

martha.adcock{@sos.arkansas.sov

Period of Performance: September 2011 to December 2016
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3. Technical Approach and Justification

3.1. Executive Summary

While running a state-wide campaign for Secretary of State and three district campaigns for State
Representative, Arkansas Secretary of State Mark Martin saw first-hand that every vote was
important and every voter needed the ability to cast their vote in a timely, secure manner in order
to have their voice heard. Unfortunately, due to his prior service in the United States Navy as a
sub-mariner, Secretary Martin learned first-hand that the voices of members of our active-duty
armed forces are not always heard, because they can not get their ballot in a timely, secure
manner.

With personal knowledge of the challenges faced by UOCAVA voters, as well as the planned
deployment in 2012 of over 3,000 Arkansans from the 39" Engineering Brigade, Secretary
Martin is committed to changing the system. Immediately after taking office, Secretary Martin
worked with the Arkansas Legislature to pass two key pieces of legislation. The first, Act 1185
of 2011, guarantees that absentee ballots will be sent to UOCAVA voters at least 46 days prior to
all state elections, not just federal elections. The second, Act 1188 of 2011, authorizes the
electronic transmission of election material. UOCAVA voters can now utilize all electronic
means (not just fax machines) to request and receive all election material including, but not
limited to voter registration applications, absentee ballot applications, and if funding is available,
absentee ballots. The legislation also authorizes, if funding is available, the development of a
free access system to verify that UOCAVA absentee ballots have been received.

Funding through the Electronic Absentee Systems for Elections (E.A.S.E.} Grants made
available by the Department of Defense will allow the system to be implemented. Due to the
intense poverty in the State, it will allow many counties who do not have the resources to afford
this technology to fully participate. Partnering with ES&S and Scytl, as well as academic
researchers from Cal Tech University and the University of Utah, the Arkansas Secretary of
State will implement the UOCAVA System Enhancement Research (USE} Program,

The USE Program will provide electronic systems for UOCAVA voters that are innovative,
repeatable, sustainable, and affordable, and will reduce the failure rates for UOCAVA voters in
each stage of the absentee voting process. The Arkansas Secretary of State believes the efficacy
of our efforts can be shared. The diversity of Arkansas’ counties — ranging from the urban and
moderately affluent counties in central and northwest Arkansas to the poverty-stricken and rural
Delta counties — should provide research information that will benefit a number of different
jurisdictions around the country,

Seventy-two of Arkansas’ seventy-five counties currently utilize ES&S voting devices and
technology for preparation of paper ballots. All seventy-five Arkansas counties utilize ES&S for
voter registration. The current relationship between ES&S and the State of Arkansas should
ensure a seamless delivery of data and increase the confidence of the county clerks who will
utilize the USE Program.

The Arkansas Secretary of State views the collaboration with ES&S and Scytl and their
electronic absentee balloting product - BALLOTsafe, as the best solution for Arkansas.
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3.2. Goals and Objectives

3.2.1. UOCAVA System Enhancement Research (USE) Program Overview
The Arkansas Secretary of State’s Office proposes a UOCAVA System Enhancement Research
(USE) Program with ES&S and Scytl where state of the art secure online tools will be used to
assess the ability of such tools to improve the participation and voter experience of the overseas
voter community. At the same time, the program will propose and analyze the implementation of
efficient and innovative technology and processes to reduce the costs and the error rate in the
ballot return process.

3.2.2. Factors Achieved
The Arkansas Secretary of State’s Office believes that our unique assets, capabilities, locations,
and personnel through the UOCAV A System Enhancement Research (USE) Program with
ES&S and Scytl will foster and develop products and processes which will lessen the
impediments that exist for the UOCAVA voter and will strongly address the Evaluation Factors
stipulated in the FVAP EASE Grants program. For example, these factors are achievable through
the deployment and use of the BALLOTsafe solution complimented with customizations for
Arkansas and related research and analysis. Our research and resulting reports will provide
statistics and findings related to the progress towards achieving these factors.

3.2.2.1.  Significance
Research indicates that UOCAV A voters experience a higher failure in every stage of the voting
process than comparable populations in the general electorate. The failure rate for UOCAVA
voters in Arkansas is alarmingly high. In 2008, of the 6,515 UOCAVA ballots transmitted, only
4,028 were returned and submitted for counting. That’s only 61.82 percent. In 2010, that
percentage decreased to 47.08. Those numbers must be improved. The USE Program will
address each phase through greater information dissemination, monitoring, increased operational
efficiencies, and multi-channel confirmation of voter success or failure at each stage of the
voting process. These phases/stages include:

+ Voter Registration — BALLOTsafe will work in coordination with any online voter
registration system and through the use of tools and procedures will provide information
to voters, enhance their voter registration interaction, and track the progress of the
registration process.

s Absentee Ballot Request - BALLOTsafe will provide an online absentee ballot request
wizard which will guide the voter through the completion and return of the AB request.
Further, this process will also allow the voter to setup an account on BALLOTsefe to
track the return and processing of the AB request. With an account, the voter will also be
able to setup email reminders to complete requests for each election.

+ Absentee Ballot Delivery —- BALLOTsafe will utilize the ballot data from any Arkansas
election management system and deliver the precinct specific ballots via its secure and
accessible online portal. Voters will be notified by email of ballot availability. To assist
in the ballot delivery, the BALLOTsafe online portal provides instructions for all screens,
a help and support section to assist with multiple help topics, a secure messaging service
to the voter’s local election official, a newsfeed to provide the latest important news
items, and other helpful tools.



¢ Absentee Ballot Return and Tabulation — BALLOTsafe will provide voters with exact
state and county specific return information along with the ballot and will help facilitate
the correct return. To provide faster and more accurate processing, BALLOTsafe will
also use ballot tracking barcodes to assist in the correct receipt and tracking of ballots.
Furthermore if state law permits and the state chooses, ballots may contain the ballot
choice barcode which assists in the automated duplication of returned paper ballots into
optical scan format for tabulation. Ballot return tracking updates are provided to the voter
immediately through BALLOTsafe and through email notifications.

3.2.2.2.  Sustainable
The Arkansas Secretary of State’s Office is focused on constructed cost-effective and sustainable
solutions which successfully enhance voter awareness consistently across multiple election
cycles. There are multiple factors in Arkansas’s assessment of sustainability shown below. The
Arkansas Secretary of State’s Office believes these factors are achievable through a unique
approach using lean principals and incorporating a research evaluation of improvements to
sustainability.

+ The program and solution will be financially sustainable. Arkansas will see a future cost
savings in the overall cost of UOCAV A absentee balloting through the execution of the
USE Program. Further information can be found in the ROI analysis provided in the
Budget Proposal.

¢ The program and solution will be logistically sustainable. The USE Program will seek to
realize operational efficiencies over the current processes through the BALLOTsafe
technology which will provide a lower level of effort which can be sustained even with
decreasing budgets. Examples of this include easier exchange of ballot and voter
information between technology systems, less effort and cost in the delivery of ballots
electronically, quicker processing of returned absentee ballots, and quicker and more
reliable replication of ballots upon retum.

+ The program and solution will be technologically sustainable. The BALLOTsafe
solution 1s designed with an advanced technology platform which relies on advances in
cryptographic protections, advances in Java based web platform technologies, and a
redundant, robust, and reliable infrastructure setup to ensure sustainability.

By selecting the ES& S/Scytl product offering of BALLOTsafe Arkansas is ensured of a long
term commitment from a vendor who has a long history of election experience and can continue
to provide updates and enhancements to the product for many years to come. Furthermore, by
incorporating the cost for the USE Program through the year 2016, Arkansas is ensuring a
consistent and sustaining offering to its voters and election officials. Also, utilizing multiple
election cycles to gather and analyze statistics and feedback will strengthen the USE Program’s
findings and allow for a greater impact and significance. Specifically, the Arkansas Secretary of
State’s Office expects to support the following through 2016:

+ Maintain BALLOTsafe services with ES&S and Scytl through an annual Right to Use
License

s  Ongoing research and evaluation of BALLOTsafe for each election cycle
s  Generation of Election Analysis and Assessment Reports (EAAR) after major elections
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3.2.2.3. Impact
The ease of use and intuitive nature of BALLOTsafe in concert with its consistent availability
over multiple election cycles will result in increased familiarity and expectation for its usage
which provides for the broadest impact to voters and election officials. Some advanced concepts
which may be utilized by the State of Arkansas will provide greater impact to voters. They are:

+ Sample Ballot — The sample ballot feature of BALLOTsafe allows voters the opportunity
to access the jurisdiction’s sample ballot before the election. Through the election
official’s interface, officials are allowed to publish campaign statements from candidates
as well as additional information that will be available to voters in the sample ballot.

¢ News Feed - BALLOTsafe provides specific news feed to voters. The news feed is
provided in a sidebar of the voter web site and includes news events generated by the
local election official. As desired, the news feed may also be linked to FVAP or the
jurisdiction’s social media feeds.

s Accessibility - BALLOTsafe has been purposefully constructed to be in compliance with
the applicable web accessibility standards and to provide an intuitive interaction when
being understood or controlled through personal assistive devices. Below are the usability
and accessibility standards which BALLOTsafe follows:

o  Web Content Accessibility Guidelines (WCAG) 2.0

o User Agent Accessibility Guidelines (UAAG) 1.0

o Section 508 of the US Rehabilitation Act, Web-based Intranet and Internet
Information and Applications (1194.22)

o NIST Accessibility and Usability Considerations of Remote Voting Systems,
Draft — June 28, 2010

3.2.2.4.  Strategic approach
The Arkansas Secretary of State’s Office has presented a credible hypothesis and will provide a
well-defined and appropriate plan to test that hypothesis. The plan is further defined in 3.3
Schedule and Milestones and the Management Approach, Section 4. We believe the hypothesis
advances the body of knowledge needed to alleviate the obstacles faced by UODCAVA voters in
their absentee voting process. It also identifies risk areas and provides mitigating strategies and
controls as well as benchmarks for success.

3.2.2.5. Innovation
The USE Program presents an innovative research and development approach that utilizes the
best and most innovative technology component in the market with a credible research and
analysis component. The Arkansas Secretary of State’s Office believes this will lead to further
development of processes, technology, products and techniques that will be replicated in other
jurisdictions. Included below are some of the innovative technological concepts of BALLOTsafe
which may be selected:

& Security. The groundbreaking cryptographic protocols inherent in BALLOTsafe provide
elections with the highest levels of security, in terms of voter’s privacy, voter
verifiability, election integrity, system availability, and access control. BALLOTsafe
provides security through the use of a physically secure data center, complete redundancy
of critical resources, and the application of cryptography at multiple levels that ensure
authenticity, integrity, and confidentiality.



+ Ballot Choice Barcode. BALLOTsafe provides accurate and reliable automated remake
of returned ballots with its ballot choice barcode feature. Using a barcode on a ballot
generated through the voter’s onscreen marking wizard, the ballot choice barcode can
replicate the voter’s selections onto the local jurisdictions optical scan readable ballot,

¢ Social Media Interaction. BALLOTsafe provides mechanisms for the voter to interact
with social media content (Facebook, Twitter, etc) through BALLOTsafe. This is done
through multiple concepts such as a Newsfeed and interactive sample ballots.

¢ FPCA barcode. BALLOTsafe provides a feature whereby the voter can complete an
FPCA through the BALLOTsafe FPCA wizard with an absentee data barcode. This
barcode provides for the automated exchange of the voter’s information from the FPCA
through an FPCA import module, and into the local voter registration processing queue,
This reduces the need to manually enter voter information.

e UOCAVA community forum. With BALLOTsgfe, ES&S and Scytl have established and
will maintain a pipeline of 1deas, techniques and best practices of election officials and
their services for UOCAVA voters. This is done through a secure online data repository
and message board.

3.2.2.6.  Scalability

The USE Program has been established with respect for the vanances in election cycles, the
electorate and changes in election statute, law or rules. Thus, BALLOTsafe has been designed to
meet a broad range of voter and election official needs now and in the future without impact to
its level of performance or efficiency. BALLOTsafe 1s constructed using a modular architecture
with dynamic lifecycle management technology similar to OSGi. This allows for enhanced
flexibility and scalability. The BALLOTsafe solution is the most scalable in terms of:

Usage — increases in the number of voters and number of ballots styles it can support;
Impact — changes to and increases in the types of voters and their requirements it can
support {i.e. extendable to other types of voters),

+ Security — changes to and increases in the types and number of changing threats it can
mitigate and protect against; and

+ Scope — changes to and increases in the features and functionality which it employs.

Furthermore, our agreement with ES&S and Scytl 1s to obtain all of the existing features and
functionality of BALLOTsafe regardless of our current need. With the ability to access and use
features if selected by the state on an as needed basis thereafter, we are able to adjust our growth
and use of the product in such a way that we can meet the demands of tomorrow as easily as the
demands of today.

3.2.2.7.  Collaborative
The Arkansas Secretary of State’s Office has designed the USE Program to be a collaborative
program involving key election technology providers — ES&S and Scytl, reputable academic
researchers from Cal Tech University and University of Utah, and other election jurisdictions
through a data and experience sharing portal in BALLOTsafe. This consortium of election
officials, election service and system providers, and researchers will collaborate together to
address and improve the absentee voting process. To do this, we will use a six-sigma approach to
improving existing business processes:

* Define the problem, the voice of the customer (i.e. the voter), and the project goals.



Measure key aspects of the current process and collect relevant data.

* Analyze the data to investigate and verify cause-and-effect relationships. Determine what
the relationships are, and attempt to ensure that all factors have been considered. Seek out
root cause of the issue under investigation.

* Improve or optimize the current processes based upon data analysis to create an
improved, future state process.

s Control the future state process to ensure that any deviations from goals and objectives
are corrected before they result in issues. Implement control systems and monitor the
process.

3.2.2.8. Cost Benefit Analysis
Each major component of BALLOTsafe can separately, orin total, be evaluated for ROl against
current processes and associated costs. The ROl analysis 1s provided in the Budget Proposal.

3.2.3. Security Measures
The USE Program will provide administrative, technical, and physical controls to protect voter
personal 1dentifying information (PII) and sensitive election material. At a minimum,
administrative security controls include personnel training and awareness, adherence to written
privacy policies, separation of duties, use of tamper evident seals, and document control.

Technical and physical security controls include protections afforded by ES&S and Scytl
through the BALLOTsafe solution. First, the BALLOTsafe application is hosted in a secure Tier
[11 data center behind a layer of redundant firewalls and where i1t 1s under 24/7 physical and
application monitoring to ensure the security, health and integrity of the system around the clock.
The infrastructure, including all hardware, software, and security controls are also monitored by
trained onsite professionals. Physical and logical access control is also extremely [imited to
authorized personnel and is properly logged.

Second, BALLOTsafe is run on hardened operating systems updated with the latest security
patches. The BALLOTsqafe application is also digitally signed to ensure its integrity and is
executed using Java Virtual Machines that require the software to be free of any maliciously
inserted source code. At the application level, each connection over the Internet s required to
utilize the HTTPS protocol to establish a separate authentic and encrypted communication
channel with each user. This also allows the voter’s web browser to seamlessly verify the
authenticity of the web domain. Sensitive election materials such as ballot definitions are
digitally signed to protect integrity and are encrypted while in transit. All personal identifying
information (PII) is also protected through application level encryption and digital signatures.
Furthermore, advanced routines are employed to protect voters™ identifying information from
ever being associated with their ballot selections.

3-6



3.3. Schedule and Milestones

The Arkansas Secretary of State’s Office has identified the following as the initial schedule
assuming an award date of August 1, 2011, During Phase 1, a detailed schedule will be agreed
upon by the program team.

1. Initiation and Planning Phase
Start Date: August 1, 2011 Duration: 45 days

The initiation and planning phase will initialize the project and introduce all stakeholders. During
this phase, full project management and quality management plans will be developed. These will
include a detailed schedule, work breakdown structure, statement of work with each sub-
contractor, incremental project goals and approach to achieve them, and risk management plan.

Milestones/Deliverables:
a) Completion of Project Management Plan
b) Completion of Quality Management Plan

2. Background Research and Specification Phase
Start Date: September 15, 2011 Duration: 60 days

With the program stakeholders, this phase will first consider the procedural and technological
measures currently being employed to address UOCAV A voting barriers and establish a
benchmark of success in this area. According to this analysis, the project team will conduct
research into technological, legal, and logistical requirements which affect the development,
feasibility, sustainability, and acceptance of an improved UOCAVA voting solution amongst the
stakeholders. The approach will lead into a detailed requirements gathering and specification
development effort to capture the analysis into quantifiable measures necessary to improve the
UOCAVA voting process. This will result in procedural and technological requirements and
specific information will be identified for each phase of the UODCAVA voting process. Much of
these will be addressed directly through BALLOTsafe while others will be addressed through
policy changes.

Milestones:
a) Completion of Requirements Specification Document
by Completion of Technology Modernization and Sustainability Plan
¢) Completion of initial test plan and test cases for technology modernization

3. Technology Modernization
Start Date: November 14, 2011 Duration: 305 days

The technology modernization phase will provide for the customization, activation, and outreach
efforts in preparation for the first election and continuously through the 2012 election cycle.

+ Customizations — Based on requirements and the specification developed in Phase 2,
BALLOTsafe and other systems will be customized to address Arkansas’s requirements
such that UOCAVA voters are best supported.

s Voter Education — During this phase, voters will be notified of the modernization and
how 1t impacts them through multiple communication channels,



s [ntegration and Testing — The technology modernization effort will include an integration
and test period where each component of the solution is tested and individual test cases
are verified to achieve the proper results prior to going live to voters.

Milestones:

a) Technology Modernization Completion — Primary Election
b} Technology Modernization Completion — General Election

4. Election Operations and Analysis Phase
Start Date: January 9, 2012 Duration: 305 days

The election operations and analysis phase consists of iterations of elections followed by a period
of analysis and reporting. Specifically, each 2012 Federal Election will be supported by the USE
Program to enhance the technology and services provided to UOCAVA voters. Each progressive
election will include greater enhancements to achieve the incremental goals established in phase
1. The incremental goals are designed to progress toward achieving the full program goals and
objectives. After each election, the program team will collect data, analyze statistics and trends,
consider environmental and circumstantial factors, and determine findings against the
incremental and overall goals and objectives of the program. Based upon these findings, the team
may decide to continue with the current approach or to make alterations to the program plan.
Please note, Arkansas does not have a separate Presidential Primary election.

Milestones:

a) Completion of Election Analysis and Assessment Report — Primary Election
b} Primary Election Completion
¢) Completion of Election Analysis and Assessment Report — Primary Election
d} General Election Completion

e) Completion of Election Analysis and Assessment Report — General Election
5. Final Analysis and Reporting
Start Date: November 12, 2012 Duration: 90 days

At the conclusion of the 2012 election cycle, the final analysis and reporting phase will collect
the relevant data from the 2012 General Election(s) as well as reports and data from the previous
elections. This will include data related to the financial, programmatic, technological, and
procedural factors of the program. During this phase, the final data will be analyzed by the
program team to identify trends and ascertain important data points which will be used for
generating findings and conclusions. This analysis will include considerations of environmental
and circumstantial factors as well as an audit of anomalies reported. The findings and
conclusions will include a comparison of the results against the goals and objectives, a report on
lessons learned, and a final cost-benefit analysis.

Milestones:

a) Completion of USE Program Final Report
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3.4. Reports

1.  Programmatic and Financial Progress Reports

Beginning with the fourth quarter of 2011 and concluding with the first quarter of 2013, the
Arkansas Secretary of State’s Office will prepare quarterly programmatic and financial progress
reports. For the purposes of the USE Program, these reports will be prepared separately.

The programmatic report will provide

¢ Overall status
Goals and Objectives progress
Highlights during current reporting period. This includes current activity,
accomplishments, and major and minor milestones met

+ Highlights scheduled for next reporting period.
Milestones. This 1s a log of major milestones, the goal date, and the current status

+ Risk Log. This is a log of project risks, each with a description, probability, mitigation
approach, and current status.

+ Open Issues. This is a list of open issues and actions items being managed during the
reporting period.

The financial progress report will provided:
* Will be provided in accordance with project requirements and schedule.
The following programmatic and financial progress reports will be prepared:

Fourth Quarter 2011 Programmatic and Financial Progress Reports

First Quarter 2012 Programmatic and Financial Progress Reports

Second Quarter 2012 Programmatic and Financial Progress Reports

Third Quarter 2012 Programmatic and Financial Progress Reports

Fourth Quarter 2012 Programmatic and Financial Progress Reports
f. First Quarter 2013 Programmatic and Financial Progress Reports

2. Data collection points reports

0000w

There will be several data collection point reports prepared throughout the USE Program. For the
purposes of the program, these will be called Election Analysis and Assessment Reports
(EAAR). Each EAAR will contain the data collected for each election, environmental and
circumstantial factors considered, an anomaly report, and findings and conclusions. The types of
data collected will provide sufficient detail for analysis at each phase in the absentee voting
process. This includes:

+ Total number of voters with accounts

+ Number of first time voters accesses

+  Number of ballot requests

¢  Number of ballot styles supported

+ Number of ballot styles downloaded

+  Number of ballots successfully returned

¢  Number of ballots not returned



¢  Types and number of problems incurred
«  Number and type of email notifications sent successtully/unsuccessfully
+ Voter feedback through survey

The following EAAR’s will be prepared:

a. Primary Election EAAR
b. General Election EAAR (will be incorporated in the Final Report)
3. Final Report

The USE Program Final Report will be prepared during the Final Analysis and Reporting Phase
and delivered at the conclusion of the grant performance period. The final report will include the
final data collected, an analysis of the data, a report of important technological, environment,

procedural, and circumstantial factors, findings; and conclusions for each of the following areas:

Overall
Financial
Security
Significance
Sustainability
Impact
Strategy
[nnovation
Scalability
Collaboration
Cost vs. Benefits

* & & ¢ 5 & ¢ 5 & » @
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4. Management Approach
4.1. Introduction

ES&S and Scytl have formed a strategic alliance to provide the necessary technology and tools
to allow Arkansas to meet the proposed research goals and grant evaluation factors for the
purpose of assisting UOCAVA voters. The Arkansas Secretary of State’s Office intends on using
an organized project management methodology with ES&S and Scytl to achieve these goals in a
sustainable and organized way. The approach will incorporate formal financial management and
project management principles. Furthermore, the program will incorporate important
stakeholders and experienced researchers to help guide the direction of the program and analyze
the results. At a minimum, stakeholders will include military and overseas voters, local election
personnel, and election officials from other jurisdictions. This cooperative of the Arkansas
Secretary of State’s Office, election officials, election service and system providers, and
researchers will provide an important steering committee for the direction and execution of the
project. Furthermore, this approach will utilize six-sigma principles for improving existing
business processes:

Define the problem, the voice of the customer (i.e. the voter), and the project goals.
Measure key aspects of the current process and collect relevant data.
Analyze the data to investigate and verify cause-and-effect relationships. Determine what
the relationships are, and attempt to ensure that all factors have been considered. Seek out
root cause of the issue under investigation.

* Improve or optimize the current process based upon data analysis to create an improved,
future state process.

s (Control the future process to ensure that any deviations from goals and objectives are
corrected before they result in issues. Implement control systems and monitor the
process.

4.2. Project Organization

4.2.1. Project Director
The Arkansas Secretary of State’s Office will serve as the project director. The project director
manages the strategic aspects of the project, oversees the steering committee, reviews major
deliverables, and provides direction to the project manager.

4.2.2. Project Steering Committee
The project steering committee will be comprised of the project director, project manager, key
personnel from ES&S and Scytl, high level stakeholders, and research experts. The steering
committee will provide guidance to the project director and will ensure alignment of project with
the strategic goals and objectives and key factors in Section 4 4.

4.2.3. Project Manager
Election Systems and Software (ES&S) will serve as project manager for the USE Program.
ES&S maintains a global team of PMI certified Project Management Professionals and Elections
Experts with specific experience in election solution implementations. The ES&S Project
Management Office (PMO) has over 285 years of combined elections experience, which has
allowed the PMO to develop election specific best practices to accommodate the unique and
challenging aspects of the election industry. This team of professionals is trained to manage
projects pursuant to the Project Management Institute’s project management principles. Each
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Project Manager 1s supported by a team of Technical Engineers, Subject Matter Experts, and
Support Specialists to assure that each aspect of the project 1s managed effectively and
efficiently.

4.2.4. Project Research Team
The Project Research Team will consist of researchers from Cal Tech University and University
of Utah and election research experts from Scytl. The research team will coordinate with the
project manager and will be responsible for data collection and analysis. The research team will
form hypotheses and will report findings. All research products will be validated with the
steering committee which will prepare the conclusions.

4.3. Project Resources

4.3.1. ES&S
ES&S and Scytl will work collaboratively to leverage the strengths of each company for the
purpose of installing and supporting the BALLOTsafe system. Specifically, ES&S will provide
development expertise in the areas of system integration for voter registration and election
management systems. The ES&S training department will provide instructional information and
facilitate training activities. The ES&S support group will install and coordinate the usage of
BALLOTsafe with Scytl subject matter experts. The ES&S Helpdesk will provide 1™ and 2™ tier
level support to the State and local election officials and ES&S and Scytl will work jointly to
provide any 3™ tier level support required.

4.3.2. Scytl
Scytl is a software company specializing in the development of highly secure election
modernization solutions. These solutions incorporate unique cryptographic protocols that enable
election administrators to carry out all types of election processes in a completely secure,
transparent and auditable manner. For the USE Program, Scytl will provide the BALLOTsafe
solution, election experts, and contribute to the research and analysis efforts with their dedicated
research and development (R&D) department.

4.3.3. Academic Researchers
The USE Program will utilize outside academic researchers — Michael Alvarez and Thad Hall —
for some of the research and analysis efforts. [n their academic careers, they have focused on
elections, voting behavior, election technology, and research methodologies. The Arkansas
Secretary of State’s Office believes that the addition of these experts will enhance the quality of
the program’s research and assist in tackling some of the prevalent challenges facing democratic
elections.

4.4. Project Strategic Goals

The UOCAVA System Enhancement Research (USE) Program will deploy state of the art secure
online tools and will assess the ability of such tools to improve the participation and voter
experience of the overseas voter community. At the same time, the program will propose and
analyze the implementation of efficient and innovative technology and processes to reduce the
costs and the error rate at each point in the absentee voting process, particularly in the processing
of documents and ballots received from voters. In addition, when the system has been
demonstrated a success with UOCAVA voters, Arkansas intends to extend its utilization to other
voters, including those with disabilities.



Goal: Provide successful, sustainable, and affordable electronic tools that will improve absentee
balloting success rates for voters covered by UOCAVA.

Objectives:

* Increase the percentage of ballots successfully returned by UOCAV A voters 1o be either
equal to, or greater than the percentage of ballots returned by the general absentee voting
population in the jurisdiction.

* Improve the rate of completed UOCAVA voting transactions from registration to ballot
return.

Increase the percentage of USCAVA voters participating and voting in Federal elections.
Reduce the failure rates for UOCAVA voters experienced in each of the various stages of
the absentee voting process.

Provide tools and services that can benefit other jurisdictions.

Provide security measures to protect users’ personal identifying information and any
transmitted election material.

+ Provide evidence and findings generated from authoritative and documented research
efforts to measure and report on the success of the previous objectives.

Hypothesis: By providing a repeatable and consistent portfolio of innovative tools and services
over multiple election cycles to support overseas voters (independent variable), Arkansas will
see an increase of ballots successfully returned by overseas voters either equal to, or greater than
the percentage of ballots returned by the general absentee voting population {dependent
variable).

Plan: Implement tools and services provided by ES&S and Scytl in a phased fashion to baseline,
research and test their utility, functionality, risks, benefits and costs for improving Arkansas’s
capabilities to support our overseas voter population.

4.5. Research Methodology

The USE Program will provide for a research effort in parallel and in collaboration with the
technology innovation and election support aspects. As a critical component, the research effort
will extract data from and provide inputs into the overall project. Primarily, the project research
team will analyze and measure the data points of current processes, identify each process and the
elements which are related to it, provide suggestions for improvements, project the effectiveness
of modifications, and measure and report on progress throughout the project. The following
sections outline the primary concepts in the research methodology.

4.5.1. Analysis and Reporting
The project research team will be responsible for preparing the Election Analysis and
Assessment Reports (EAAR) and the final report. This will include the data collection, analysis,
considerations, and findings. The research team will work together with the steering committee
to draw conclusions and finalize each report.

4.5.2. Analysis and measurement of current processes
Part of the research approach is to conduct analysis and measurement of the current processes.
The project research team is already conscious of the challenges facing overseas voters and 1s
prepared to suggest ways to grow and adapt services and support technologies to better meet
their needs. As a starting point, the Arkansas Secretary of State’s Office knows firsthand that the
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logistics of overseas absentee voting is inherently difficult. Delays and limitations in traditional
mail service can slow and, in some case, prevent mail delivery and return. Traditional mail
cannot always reach military voters involved in rapid troop movements or find overseas citizens
who are located 1n remote locations. In addition, although active duty military members
complete Federal Post Card Absentee (FPCA) voting requests, sometimes this process cannot
keep up with multiple address changes over the course of a year.

Furthermore, Arkansas citizens are likely to experience widely divergent voting experiences
depending upon their country of residence. Worldwide postal delivery systems vary, and U.S.
postal system coordination with other countries also varies widely. The aforementioned are but a
few of the well known challenges faced by our overseas voters. These challenges will be
addressed and cataloged by the research project team in an effort to design and deploy the most
impactful and meaningful technology solution for voters.

4.5.3. Technology Enhancements
While Arkansas is already aware of many areas where BALLOTsafe can alleviate the difficulties
faced by voters, this portion of research effort will seek to refine and propose exactly how
BALLOTsafe can reach voters and provide them tools to fully participate in the absentee voting
process. This effort will focus on meeting the specific needs of Arkansas’s voters in a significant,

sustainable, impactful, innovative, and scalable way. The expectation is that the use of
BALLOTsafe will mitigate or eliminate almost all registration and ballot delivery difficulties
faced by UOCAVA voters. The following provides a description of proposed modification with
BALLOTsafe, the justification, and the projection for the modification for each stage in the
absentee voting process.

Stage

Description of Modification

Justification

Projection

Voter
Registration

BALLOTsafe will work in
coordination with online voter
registration tools and procedures to
provide information to voters,
enhance their voter registration
interaction, and track the progress of
the registration process.

Traditional postal
delivery is much
slower than
electronic delivery
and does not provide
easy tracking of
progress. Some
voters also
experience difficulty
completing the
registration form

The provision of
online electronic
assistance to voters
in an intuitive way
will increase the
number of voters
who successfully
register to vote on
time.

correctly.
Absentee BALLOTsafe will provide an online | Traditional postal The provision of an
Ballot absentee ballot request wizard which | delivery and return | online electronic
Request will guide the voter through the of ballot requests ballot request

completion and return of the AB
request. Further, this process will
also allow the voter to setup an
account on BALLOTsafe to track the
return and processing of the AB
request. With an account, the voter

introduce
unpredictable delays
into the process
which delay future
steps. Voters can
often forget when a

wizard will shorten
the time required to
deliver ballot
requests and will
help ensure voters
complete them
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will also be able to setup email
reminders to complete requests for
each election.

ballot request 1s due
for an election or
may complete it

correctly,

incorrectly.
Absentee BALLOTsafe will provide online Traditional postal The electronic
Ballot ballot delivery of precinct specific delivery of ballots is | delivery of ballots
Delivery ballots via its secure and accessible lengthy and through a secure
online portal. Voters will be notified | unpredictable. It is internet based portal
by email of ballot availability. To also costly interms | will provide
assist in the ballot delivery, the of logistics, printing, | consistent access to
BALLQTsafe online portal provides | and mailing. Voters | eligible voters
instructions for all screens, a help and | who often move or | which will improve
support section to assist with multiple | are in inaccessible the successful
help topics, a secure messaging areas receive ballots | completion and
service to the voter’s local election late or not at all. return rates of
official, a newsfeed to provide the ballots.
latest important news items, and
other helpful tools.
Absentee BALLOTsafe will provide voters Voters can get The use of an online
Ballot with exact state and county specific confused or have electronic portal to
Return and | return information along with the misunderstandings provide correct
Tabulation | ballot and will help facilitate the about how and when | return information

correct return. To provide faster and
more accurate processing,
BALLOTsafe will also use ballot
tracking barcodes to assist in the
correct receipt and tracking of
ballots. Furthermore, if selected by
the state ballots may contain the
ballot choice barcode which assist in
the automated duplication of returned
paper ballots into optical scan format
for tabulation. Ballot return tracking
updates are provided to the voter
immediately upon processing through
BALLOTsafe and through email
notifications.

to return their ballot.
Voters are often not
aware of when their
ballot is returned and
if it was accepted.

Furthermore,
without automated
interfaces, there are
delays in the
processing and
tracking of ballots.

and return
documents will
improve the ease
and rate of
successful return of
ballots.

Automated
interfaces and the
use of barcodes will
shorten the
processing delay
and shorten the time
1t takes to provide
tracking
information to
voters.

4.6, Performance Management

4.6.1. Performance Management Approach
To ensure that the project is developing as expected, Performance Management measures will be
used during the project life cycle. The project performance objectives are as follows:
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¢ To achieve the USE Program goal and objectives while testing the hypothesis in a
quantifiable and reportable way
To deliver the agreed project outcomes on schedule and within budget.
To manage the project using a defined and documented methodology.

There are three major processes in performance management:

¢ Performance Planning: Performance planning is a process that supports overall project
planning and should be performed regularly throughout the project Iifecycle.
Performance planning is performed in parallel with other planning processes and
establishes a performance threshold for each major project milestone.

+ Performance Assurance Performance assurance is the planned activities of a project
that monitor all other performance management processes to ensure that the project will
meet the performance objectives. The project steering committee will be responsible for
performance assurance.

¢ Performance Control: Performance control is the monitoring and analysis of certain
project results and data to determine if they comply with the relevant performance
standards and performance objectives such as meeting the project goal and objectives in
Section 4.4. Analysis i1s performed to determine ways to eliminate causes of
unsatisfactory results. The performance control activity will also include taking remedial
steps to address unsatistactory results and progress toward the project goals.

4.6.2. Performance Measurements
The following are the initial performance measurements indicated for each of the project
objectives. These measurements will be defined in greater detail during the performance

planning.

Objective

Measurement of Success

Improve the rate of completed
UOCAVA voting transactions from
registration to ballot return,

At each step in the absentee voting process, the number
of voters who complete each phase of the process
increases. This will be measured on a per election basis,
comparing previous election of that type to the current
election. For example, the 2012 Primary Election will be
compared with the 2008 Primary Election.

Increase the percentage of
UOCAVA voters participating and
voting in Federal elections.

For each Federal Election, there is an increase in
percentage of UOCAVA voters who participate in at [east
one portion of the voting process.

Reduce the failure rates for
UOCAVA voters experienced in
each of the various stages of the
absentee voting process.

Based on a comparison of the average failure rates for
each stage in the absentee voting process with the failure
rates of the current election, there is a decrease in the
failure rate in each stage.

Provide tools and services that can
benefit other jurisdictions.

The solution provided supports the legal, procedural, and
technical requirements of other jurisdictions.

Provide security measures to protect
users’ personal identifying
information and any transmitted

Data collected through system audit logs, internal
auditing, and interactions with voters does not indicate
that any user’s personal 1dentifying information or
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election material. sensitive election material was compromised in any way.

Provide evidence and findings Reports provided through the USE Program include
generated from authoritative and reliable data, complete analysis, and discerning
documented research efforts to conclusions for each of the objectives above.

measure and report on the success of
the previous objectives

4.7. Risk Management

4.7.1. Risk Management Plan
A Risk Management Plan, including procedural and security risks, will be implemented in order
to identify the risks that could prevent voters from participating in the voting process. These risks
will be focused on identifying possible obstacles in the process, design, logistics and
implementation of different procedural steps during the election process. Risk management
activities will be conducted to minimize negative risk impacts and maximize the positive
(opportunity) risks identified for the project in order to meet the project’s objectives.

The purpose of the Risk Management Plan is to describe how risk management activities will be
organized and performed during the project’s life cycle. Risk management activities are:

Risk Management Planning. Determine the approach to risk management
Risk identification. Identify all known project delivery risks, system security risks, etc.
Risk Analysis. Perform an assessment of the probability of occurrence and potential
impact of each risk
Risk Response Planning. Create action plans to manage the identified risks
Risk Monitoring and Control. Monitor, review and update risk status and plans
Risk Closeout. Document lessons learned
The risk management plan does not address the responses to individual risks — these are
documented in the Risk Log.

Risk planning is an iterative process, beginning as early as possible in the project and concluding
at project close-out. The approach to and appropriateness of risk management activities should
be reviewed throughout the project at the regular project status meetings, as defined above.

The risk identification activity will:

« Commence at the Project planning stage, be repeated at intervals as defined by the
project and conclude at Project Closeout.
¢ Identify a comprehensive list of potential risk events that have a negative (threat) or
positive {opportunity) impact.
The identification of risks will be based on several sources, including:

+ Examining each element of the project work breakdown structure

s Comparing the current project with previous similar experiences

e Interviews with the stakeholders
Analyzed risks will be prioritized to identify the top ten risks with threats and
opportunities. When selecting the top ten risks, consideration will be given to those risks with
overall rating of “HIGH” as well as risks that are important to the customer or other
stakeholders. The remaining risks that will not be the focus of immediate risk management effort
will be reconsidered at monthly intervals.
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Risk Response plans (Risk mitigation plans) will be developed for both threats and opportunities
for each of the top 10 risks selected from the prioritization process.

Deliverables:

*

Risk Management Plan: This document describes how risk management activities will
be organized and performed during the project’s life cycle.
Risk Log: This document contains the details of all the risks identified, especially the
ones with higher impact. This document will contain the following for each specific risk
identified:

o The risk owner who is the person responsible for managing the response plan

o Therisk response strategy that will be used

o The description of the mitigation or contingency plan

o Any stakeholders impacted by the risk

o The cost of the risk response
Risk Mitigation plans: This document, one for each of the high priority risks detected,
describes the risk details, planned mitigation actions and possible contingency plan{s).

4.7.2. Security Risk Assessment

Security risks are also considered for detecting possible issues that could damage the election
accuracy or voter privacy. A security risk assessment will be performed to ensure that security
risks are properly considered and mitigated against.

To perform the Security Risk Assessment, the following steps will be executed:

a.

Assets Identification: The assets managed or accessed by the election processes shall be

identified as well as the interactions with them and their importance/value (e.g. voter
credentials, votes, ballot box, election configuration .. ).
Issues/Threats Identification. Identification of the adverse actions, such as workflow

execution problems or security threats that could affect the assets of the election. This
includes the analysis of the context that generates these issues.
Issue/Threat Assessment. An estimation of the complexity of the issue, the occurrence

probability, and the impact in case it happens.
Controls/Countermeasures identification. Identification of measures that are reducing the

issue/threat probability or the impact level. The effectiveness of these controls shall be
evaluated in order to estimate the issue probability/impact mitigation,
Risk Assessment: Finally, an estimation of the risk level that the voters are facing is

evaluated combining the issues/threats assessment and the implemented
controls/countermeasures studies.
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4.8, Current and pending project proposal submissions

Not Applicabie.

Title of proposal and summary:

Source and amount of funding:

NA
NA

Percentage of effort devoted to each project:

Identity of prime applicant:
List of subcontractors:

Technical contact:

Name: XXX
Address: XXX
Phone: XXX
Fax: XXX
eMail- XXX

Period of Performance:
Award period:
Award amount:

Man months:

XXX
XXX
XXX
XXX

NA
NA
NA

Relationship (if any) with the current request; XXX

4-9



4.9, Qualifications

4.9.1. Introduction
To assist personnel from Arkansas, the Arkansas Secretary of State’s Office has selected ES&S
and Scytl to provide operational, research and technology support with their key personnel list
below. Arkansas believes ES&S and Scytl have the best product and personnel to provide the
services and support sought for the EASE grant execution in Arkansas.

4.9.2. Key personnel

Martha Adcock, Director of Elections- Martha Adcock 1s an attorney with over 25 years
experience. During her career she has handled both trial court litigation and appeals while
serving as in-house counsel for a telecommunications company, enforcing environmental
regulations, and working extensively with nonprofit organizations. While working with a
nonprofit she served for a number of years as a reviewer of federal grant applications. Her
experience working on state-wide campaigns to place issues on the ballot and working to educate
voters and encourage voter participation in elections, prepared her to serve in her current position
as the Director of Elections for the Arkansas Secretary of State.

Rob Hammons, Assistant Director of Elections- Upon graduation from the University of
Mississippt in 1999 and a move to central Arkansas, Rob began a career in elections with the
State Board of Election Commissioners. From 1999 until 2003 Rob acted as the Agency Program
Coordinator for the State Board overseeing the training of election officials, the certification of
voting systems, the compliance of polling sites statewide with the Americans with Disabilities
Act, investigating elections irregularities and reviewing reimbursements to counties for state
funded elections.

In October of 2002 the Help America Vote Act was passed through Congress which included
new legislation and requirements for states beginning in 2006. During this time a team was
assembled under the Secretary of State to oversee the implementation of those guidelines and
requirements. [n the summer of 2003 an invitation was given to Rob to join this team.

From July 2003 until January of 2011 Rob acted as an election coordinator overseeing and
monitoring elections for 21 counties, as well as being the administrator of grants statewide for
polling site accessibility grants through the US Department of Health and Human Services.
During this period, Rob assisted his counties through the implementation of the new mandated
voting systems, training of election administrators, and election night reporting.

In January of 2011 Rob was promoted to Assistant Director of the Elections Division by
Arkansas Secretary of State Mark Martin.

Justin Clay, Voter Registration Administrator- As the Voter Registration Administrator,
Justin plays a central role in maintaining Arkansas’s uniform statewide voter registration
database and is responsible for assisting local election officials to ensure compliance with the
National Voter Registration Act of 1993 (NVRA) and the Help America Vote Act of 2002
(HAVA). Justin serves as a |iaison between the Office of the Secretary of State, Arkansas’s local
election administrators, and ES&S, the voter registration software vendor.
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Before joining the Office of the Secretary of State in 2005, Justin received a BS in Business
Administration from the University of Arkansas. As the Ethics Compliance Officer in 2006 and
2007, Justin assisted with the implementation of a new internal filing database for Candidate
Contribution & Expenditure, Lobbyist, and PAC reports. Justin was also a key player in the
initial implementation of online Financial Disclosure filing functionality and acted as a liaison
between the Office of the Secretary of State and the Arkansas Ethics Commission. In addition to
his duties as Voter Registration Administrator, Justin also assists with the design and testing for
online applications, maintains the election results reporting website, and fulfills various requests
from the general public.

Fletcher Allen, Programmer Analyst - Fletcher started in 1985 in the Computer Industry and
has over 26 years experience as a programmer, team leader, project leader and supervisor. He has
worked with UNIX, Linux, C, bsh, Ksh, csh, Mainframe’s with COBOL and SAS, PC’s with
MS-DOS, Windows, Linux and SQL databases on PC’s, Linux and Windows. Of the 26 years,
he has 14 years of experience in Elections, starting in 1995 at the Pulaski County Election
Commission,

Fletcher’s current duties with the Arkansas Secretary of State Elections Division include but are
not limited too maintaining the SOS Statewide Voter Registration (VR) System, interfacing with
the ES&S vendor to design, test and upgrade their VR system; ensure that all aspects of the VR
system are Arkansas compliant; verification process checks (daily, weekly and monthly); and
ADHOC reports.

Thomas H. Ferguson, National Sales Director, Electronic Ballot Access, Election Systems
and Software

Thomas Ferguson 1s currently serving as the National Sales Director, Electronic Ballot Access
and an Election Product Specialist for ES&S. He has approximately ten years of government
management experience as the Director of Elections for the Office of the Secretary of the State
of Connecticut. Prior to taking the position with the state, Mr. Ferguson served as the Registrar
of Voters for the Town of Manchester, Connecticut for six years. Additionally, he is a past-
president of the National Association of State Election Directors. During his tenure with the
Secretary of the State, he was the Project Manager for the development and implementation of
the Statewide, Centralized Voter Registration System. Mr. Ferguson was also the Project
Manager for the development of Connecticut’s browser based Campaign Finance Information
System, as well as systems that house and manage the Connecticut Statement of Vote, Annual
Election Calendar and the certification criteria for Connecticut’s chief polling place officials. He
has an extensive elections and project management background from his 25 years of work and
experience in local and state elections.

Peter M Zelechoski, MBA-TM, CISSP, CISA, Election Systems & Software

Mr. Zelechoski has 9 years experience in the voting systems business sector with experience at
county and state levels {(US) and in international countries defining, customizing, and deploying
voting systems, and operating voting systems/machines in elections. Mr. Zelechoski has
experience as president, board, committee chair and committee member levels for large and
small non-profit and not-for-profit groups. With 30+ years experience in computer systems, he
has hands-on experience with data interchange in financial, business, and election applications



and as an architect for computer systems integration across platforms, networks, security
boundaries. Mr. Zelechoski 1s a Certified Information Systems Security Professional (CISSP),
Certified Information Systems Auditor (CISA), a member of 1IEEE P1622 Voting Systems
Electronic Data Interchange standards workgroup, and a member OASIS EML task group
(Election Markup Language). He has a Master of Business Administration in Technology
Management.

Paul Miller, Business Development Manager, Scytl USA, LL.C

Mr. Paul A. Miller, a former State and County Elections Official, is a highly qualified Project
Manager, Elections Subject Matter Expert, and Technologist with more than 30 years’+
experience in technology and software development industries, foremost being in State and
County Government Elections. He has been called upon by the EAC time and again, to provide
Election Subject Matter expertise to panels, workshops, working committees, and testimony
before the EAC commissioners. He was selected by the National Association of State Elections
Directors {(NASED) to serve as one of two NASED representatives to the Technical Guideline
Development Committee (TGDC). The TGDC 1s a small panel of national experts tasked to
work with the EAC and NIST to draft next generation voting systems standards.

Mr. Miller’s election related experience has made him a nationally known subject matter expert
within the elections community. Beginning with his tenure as Assistant Elections
Superintendent-Data Processing in King County to Senior Technology/Policy Analyst at the
Washington Secretary of State, he has gained a comprehensive knowledge of County
Administrative Processes, Election Processes and Procedures, State and local Voter Registration
Databases, Voting Systems, State Certification procedures, the Federal Testing and Certification
Processes, Voluntary Voting System Guidelines and Federal and State Election Statutes. He has
led innovative changes to county elections processes, most notably the most extensive use of its
day in the nation of high-speed scanning to sort, process, and validate signatures in the absentee
return ballot processes. He led the state’s efforts to completely modernize its petition/signature
checking processes, upgrade its voting system certification program in a high-visibility
environment, and develop the state’s HAV A- compliant Voter Registration System.

After being the state project manager for the 2010 implementation of U.S. Federal Voting
Assistance Program’s Electronic Voting System Wizard project in Washington state, Mr. Miller
joined Scytl as Business Development Manager in April 2011,

Aaron Wilson, Project Engineer, Scytl USA, LLC

Mr. Wilson serves Scytl as a project manager and engineer for its U.S. based electoral
modernization projects. He has managed multiple electoral modernization projects for a dozen
counties and states in recent years. Mr. Wilson joined Scytl from a background in both the
elections and defense industries. He was previously an auditor for the Florida Division of
Elections” Bureau of Voting System Certification and, before joining Scytl, was an embedded
software engineer for Lockheed Martin’s information assurance department. With the Florida
Division of Elections, Aaron tested various voting systems at the state and county level and is an
expert in a variety of election and voting technologies. Mr. Wilson 1s a Systems Security
Certified Practitioner (SSCP) and received his Bachelor of Science in Computer Engineering
from Florida State University.



Thad E. Hall, Ph.D. (Researcher)

Thad Hall is an associate professor of political science at the University of Utah. His primary
research is in the area of public administration and public policy, with a focus on election
administration and policy development in legislatures. He has authored or coauthored five
books, most recently, Flectronic Flections: The Perils and Promise of Digital Democracy
(Princeton University Press) and dbortion Politics in Congress: Strategic Incrementalism and
Policy Change (Cambridge University Press).

Hall has also published more than 20 research articles and book chapters and his research has
been supported by The Pew Charitable Trusts, Camnegie Corporation of New York, the Election
Assistance Commission, the Smith Richardson foundation, and the IBM Center for the Business
of Government. He has testified before the United States Election Assistance Commission and
the United States Senate Judiciary Committee.

Hall has conducted many studies on election administration and reform, including studies on
Internet voting, electronic voting, election auditing, public attitudes toward various aspects of the
voting process, poll worker attitudes toward the election process, and observational studies of
election administration in the United States and abroad.

He has a Ph.D. from the University of Georgia (2002), a Masters in Public Administration from
Georgia State University {1992) and a B.A., with honors in political science, from Oglethorpe
University (1990). Before coming to the University of Utah, he worked as a Program Officer for
The Century Foundation in Washington, D.C., a policy analyst for the Southern Governors’
Association in Washington, D.C., and in various positions for Georgia Governor Zell Miller,

R. Michael Alvarez, Ph.D (Researcher)

R. Michael Alvarez received his B.A. from Carleton College, and his Ph.D. from Duke
University, both in political science. He has taught at the California Institute of Technology his
entire career, focusing on elections, voting behavior, election technology, and research
methodologies. He has written or edited a number of books {most recently, New Faces, New
Voices: The Hispanic Flectorate in America) and scores of academic articles and reports.

He has studied elections throughout the world, including recent research in Argentina and
Estonia, and has worked closely with public officials in many locations to improve their
elections. Alvarez’s research has been funded by the National Science Foundation, the John S.
and James L. Knight Foundation, the Pew Charitable Trusts and JEHT Foundation, the Camegie
Corporation of New York, and the John Irvine Foundation. He was named to the Scientific
American 50 in 2004 for his research on voting technologies. Alvarez is a Fellow of the Society
for Political Methodology, co-editor of the journal Political Analysis, and co-director of the
Caltech/MIT Voting Technology Project.



State of Arkansas Budget Information
Non-Construction Program

Under the USE program, BALLOTsafe will be offered by ES&S-SCYTL as a software as a
service {SaaS) model in order to facilitate its adoption and use by jurisdictions across the United
States and its Territories in a cost effective manner. This model has several price components:
Activation and Implementation Services Fees, Annual Right-To-Use License and Service Fees
during the Research Program, and ongoing Right-To-Use License Fees and Per Ballot Processing
Fees after the Research Program 1s completed.

For the initial Research Program, which includes the 2012 Election Cycle, the following

deliverables will be provided:

System Activation & Initial configuration
Definition of specifications
Customization to meet specifications
Installation and deployment

Integration with existing EMS
Integration with existing VR

Training & Documentation

Project management

Right-to-use license of BALLOTsafe
Election Specific System Configuration
Secure Primary and Backup Hosting
Help-desk / Technical Support
Enhancements, New Releases & Upgrades

Account Management

Contains trade secrets and commercial or financial information that is privileged and confidential.

Use or disclosure of data on this sheet is subject to the restriction on the title page of this document,



Budget for the participation in the USE Research Program

The budget for the State of Arkansas to participate in the USE Research Program is $259,000.00,
as set forth in the table below. This budgetary quote includes the Activation and Implementation
Services and Annual Right-To-Use License and Service Fees through the 2012 General Election

Year.

Description

Activation and Implementation Services:

Activation, Configuration, Customization, and
Documentation

Fee

$183,635.00

System Integration $70,000.00
Acceptance Testing $15,000.00
Project Management and Research Support $15,750.00
Training and Documentation $3,150.00
Total Activation and Implementation Services $287,535.00
Software License and Services — 2012:

Right-to-use license of BALLOTsafe, Secure

Primary and Backup Hosting, Help Desk/Technical $54.590 00
Support, Software Maintenance and Support for all [
elections through Nov 2012

Account Management and Research Data Support $15,375.00
Election Specific System Configuration $7,500.00
Total Annual License Fees and Services - 2012 $77.465.00
Less: Discount ($106,000.00)
Total Fees $259,000.00

Contains trade secrets and commercial or financial information that is privileged and confidential.

Use or disclosure of data on this sheet is subject to the restriction on the title page of this document,



Ongoing Fees

Following the initial phase of the Research Program, BallotSafe is available for use and research
in supporting UOCAVA voters, as well as disabled voters and absentee-by-mail voters. The
ongoing Annual Software License and Service Fees will consist of & fixed price per year and a
per ballot processing/duplication fee as follows.

Description UOM 2013 2014 2015 2016
fﬂgﬁfﬁ‘gm'%'use Software License | $49,590.00 | $52,000.00 | $52,000.00 | $54,600.00
Outgoing Ballot Processing Fee Each $1.00 $1.05 $1.05 $1.10
Incoming Ballot Processing Fee Each $0.25 $0 .26 $0 .26 $0.27
Automatic Ballot Duplication Fee Each $0.75 $0.79 $0.79 $0.83

The above fees entitle the State to the following:
- Right-To-Use License
- Upgrades and Enhancements from Product Roadmap and Bug Fixes
- Help Desk & Troubleshooting Support
- Primary and Backup Secure Hosting
- Research Data and Support
- Account Management

Should the State of Arkansas require additional Training, Election Specific System
Configuration, or other Services not included in the Ongoing Fees table above, those services
will be subject to a separate charge to be agreed to by the parties.

Total Fixed Fees

The total fixed fees budget (excluding Ballot Processing/Duplication Fees) to the State of
Arkansas from ES&S/Scytl for participation in the USE research program through the 2016
General Election Year is $467,190.00

Return on Investment Analysis for the USE Research Program

Based on initial analysis of information gathered, Arkansas expects over a 5 year period, to see a
10% return on investment — Arkansas believes that as the system gains wider acceptance, the
number of voters using the system will improve the overall ROIL. The enhancements and research
being provided and conducted through the UOCAVA Systems Enhancement Research Program,
cost and time savings will be realized for multiple costs items associated with the absentee
voting process. Overall, the easier process and technology of the USE Program will
enfranchise more voters such that the number of ballots processed and registrations will
increase.

* Return on Investment — postal mail of ballots

Contains trade secrets and commercial or financial information that is privileged and confidential.

Use or disclosure of data on this sheet is subject to the restriction on the title page of this document,




Currently, ballots delivered by postal mail incur per-election personnel and capital
expenditures to print, package, and mail the ballots. By providing electronic ballot
delivery, established in a onetime development and integration effort, there will be less
costs over time as the cost to maintain the initial expenditure is much less than the per-
election cost now incurred to print and mail ballots to the UGCAVA voters.

o Return on Investment — emall of ballots

To support the email of ballots, it requires a significant per-election time investment
from an 1T official in the office to attach PDFs and address each email. By providing
electronic ballot delivery via an online website, established in a onetime development
and integration effort, there will be fewer costs over time as the cost to maintain the
initial expenditure is much less than the per-election cost now incurred to print and mail
ballots to the UOCAVA voters.

+ Return on Investment — duplication of ballots

Currently, ballots returned by voters who receive them by email must be duplicated
manually. This normally takes 2 or more people at least 5 — 15 minutes to duplicate one
ballot. This accounts for the time it takes to duplicate and verify correct duplication in
front of witnesses. The automated ballot duplication provided by BALLOTsafe provides
an automated work flow which reduces the number of people and time it takes to
duplicate a ballot. This process also reduces the errors which are introduced and
expedites the accounting which must be done. This saves time and money invested in
employing many permanent and temporary election workers to perform this task.

e Return on Investment — communication with voters

The online presence of BALLOTsafe will provide UOCAVA voters the ability to
retrieve jurisdiction specific communication in the form of messages, online chat, and
help menus. This will reduce the amount of support required by dedicated personnel and,
thereby, reduce per-election cost associated with providing assistance.

These cost and time savings will add up to a positive return on investment. Specifically, the
jurisdiction will save more money over time, by reducing per-election costs, than the amount of
the initial investment through the grant. The research and analysis conducting during the grant
period will collect real statistics and provide a more quantitative ROI analysis based on improved
data collection policies and procedures,

Contains trade secrets and commercial or financial information that is privileged and confidential.

Use or disclosure of data on this sheet is subject to the restriction on the title page of this document,



Initial Return on Investment Calculation

Cpen mail, print email and data entry 27,123 9,131 27 668 18,630 28,225

Resolve an inguiry of a voler calling to the Election Office 16,274 5,479 16,601 1,178 16,935
Contact a voter when hefshe has provided an invalid registration address,

mail or email 904 913 922 1,397 941
Update voter record with date of request for tracking purposes 4,068 1,370 4,150 2,795 4,234
Lookup correct ballot style for voter 4,068 1,370 4,150 2,795 4 234
Locate correct ballot file for voter 4,068 1,370 4,150 2,795 4,234
Sends ballot file or location of ballot file to voter via email or fax 4,068 1,370 4,150 2,795 4,234
Locate correct scannable ballot 16,274 5,479 16,601 11,178 16,935
Insert correct ballot with envelopes into mailer package 16,274 5,479 16,601 1,178 16,935
Add postage and drop mailer package in the mail 16,274 5,479 16,601 11,178 16,935
Update voter record with date of mailing for tracking purposes 16,274 5,479 16,601 1,178 16,835
Print email ballot image to paper 8,544 2,876 8,716 5,868 8,891
Open envelopes 5,696 1,918 5,810 3912 5927
Check signature to authenticate voter 8,544 2,876 8,716 5,868 8,891
Update voter record with return date for tracking purposes 8,544 2,876 8,716 5,868 8,891

Locatefobtain correct scannable ballot if returned ballot is not scannable
{i.e. returned ballot was printed on voter's printer, or returned via fax or
email.) 8,544 2876 8,716 5,868 8891

Duplicate voler choices to scannable ballot 14,240 4794 14,526 9,781 14318

Compare duplicated scannable ballot with coriginal document of voter
choices (o ensure no efrors made. 8,544 2,876 8,716 5868 8,881



Frint email ballot image to paper

Open envelopes

Check signature to authenticate voter

Update voter record with return date for tracking purposes
Locatefobtain correct scannable hallot if returned ballot is not scannable

{i.e. returned ballot was printed oh voter's printer, or returned via fax or
email.)

Duplicate voler choices to scannable ballot

Compare duplicated scannable ballot with original document of voter
choices {0 ensure 1o eirors made.

Ballots
Stamps and other mailing costs
Other office material and supplies

Equipment
Report and publication

5,126 1,438

3,418 959
5,126 1,438
5,126 1,438
5,126 1,438
8,544 2,397
5,126 1,438

8,202 2,416

8,202 2,416
729 544
547 483

3,486
2,324
3,486
3,486

3,485
5810

3,488

6,150
6,150

547
410

2,054
1,369
2,054
2,054

2,054
3,423

2,054

3,804
3,804
507
380

2567

1,778
2567
2567

2667
4,445

2667

5187
5187

461
346
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THE BEXAR COUNTY
ELECTRONIC ABSENTEE SYSTEMS FOR ELECTIONS (EASE)

TECHNICAL PROPOSAL
COVER PAGE
Catalog of Federal Domestic Assistance {CFDA) Number:
12.217
BAA Number:

HQO0034-FVAP-11-BAA-0001.

Title of Proposal:
The Bexar County Electronic Absentee Systems for Elections {(BCEASE) Project.

CAGE Code and DUINS Number:
(bK4)

Identity of applicant and complete list of contractors, and/or sub recipients:

The applicant is Bexar County Commissioners Court on behalf of the Bexar County
Elections Department. The BCEASE Project will be almost entirely subcontracted with
funding awarded through an open, transparent, and competitive process.

Technical Contact:

Ms. Jacquelyn F. Callanen
Elections Administrator
203 W, Nueva

San Antonio, Texas 78207
(210} 335-VOTE (8683)
jcallanenf@bexar.org

Administrative/Business Contact:
Ms. Jacquelyn F. Callanen
Elections Administrator

203 W. Nueva

San Antonio, Texas 78207

(210} 335-VOTE (8683)
jcallanenf@bexar.org

Proposed Period of Performance:
October 1, 2011 — September 30, 2012 {Ballot Certification Deadline for November 2012
General Election).
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TECHNICAL APPROACH

Executive Summary

Bexar County, Texas (includes the City of San Antonio) is a community of 1,714,773
individuals." It is the fourth most populous county in Texas and the nineteenth most populous
county in the United States. The city of San Antonio is now the second largest city in Texas
(after Houston) and is the seventh largest city in the United States having recently surpassed San
Diego, California.

Bexar County is often times referred to as “Military City, USA” This is because Bexar County
1s home to numerous military installations such as: Fort Sam Houston, Lackland Air Force Base,
Randolph Air Force Base, Brooks Army Medical Center, and Camp Bullis. In fact, every single
enlisted airman/airwoman in the Air Force 1s required to attend basic training at Lackland Air
Force Base. The County is home to more than 195,000 Federal employees of which the largest
segment is active-duty military personnel >

The military community in Bexar County votes. In the gubernatorial general election of
November 2010, there were approximately 7,500 Uniform and Oversees Citizen Absentee Voter
Act (UCCAVA) voters who submitted their ballots from abroad. In the presidential general
election of November 2008, there were nearly 17,900 UOCAVA voters. Of the more than 3,000
counties and parishes across the United States, Bexar County has the fifth largest number of
UOCAVA voters being surpassed only by Los Angeles County (California), Harris County
(Texas), San Diego County (California}, and King County (Washington State).

The Bexar County Electronic Absentee Systems for Elections (BCEASE) Program is our
community’s attempt to improve the processes by which UOCAVA voters vote. The goals and
objectives of the BCEASE Program are to: 1) Establish and operate a successful, sustainable, and
affordable electronic system for voting by UOCAVA voters; 2} Increase the percentage of
ballots that are successfully returned by UOCAV A voters; 3) Improve the convenience of voting;
4) Reduce the failure rates for UOCAVA voters experienced in each stage of the absentee voting
process, 5) Provide the Department of Defense a model and infrastructure of UODCAVA voting
that can be replicated regionally and nationally; and, 6) Ensure security measures are instituted to
protect users” personal identifying information and any transmitted election material,

Bexar County requests $474,327 in order to subcontract with a service provider to develop and
implement a user-friendly system of absentee voting for overseas citizens of Bexar County. As
part of this proposal, we also ask for funding to hire a local systems programmer who is
answerable to the Bexar County Elections Administrator and who can work with the
subcontractor of services. Finally, we ask for travel and training funding that is mandatory to the
solicitation and some ancillary funding for day-to-day office supplies.

' U8, Census Bureau (2010).
* Bexar County Department of Economic Development (2011).



Goals and Objectives

The goals and objectives of the BCEASE Program are six fold:

+ Establish and operate a successful, sustainable, and affordable electronic system for
voting by Uniformed and Overseas Citizens Absentee Voting Act (UOCAV A} voters,
Increase the percentage of ballots that are successfully returned by UOCAV A voters,
Improve the convenience of voting;

Reduce the failure rates of UOCAVA voters e