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A. Copyrights & Trade Secrets: Non-
software (Cont.)

—_—

* In Govt Contracts: combine © and TS license rights jointly
:ggrredwas'rightsm‘ hnical data” or “comput fty
1s"

of a scientific or

- T data: any
technical nature
= drawings, reports, bluepnnts, etc.

- Computer software:
+  computer programs (e.g., object code or executable code)
»  Source code - human readable .. key for modification
« Computer databases??7
«  Software Documentation?77

“Databases” — FAR vs. DFARS ... butin the end it's all the same
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Why Does IP Seem So Hard? : Why Does IP Seem So Hard? ’
(Example: the DoD model...) _ (Cont.) B
« The Essence of IP; any information that has value
e Traditionally: DoD-unique, and DoD-funded - Bestknown: patents, copyrights, trade secrets, trademarks . . .
- Ahways gat ail the data, and all the rights, ail the time e Legally Protected (but limited) "monopoly” power

- The bridge between cool technology and $5$$$

¢ 1990's Acq Reform: use commercial & non- o The IP business model:

developmental - Return on Investment (ROI) ... PLUS Profits Galore
= Never get the data (or only the fiuff), and "no” rights as the rule - Selling/Licensing must preserve your exclusive rights
- Cost-sp i g from wide base
® Tog:g .;2:133;':‘ ?:2::;::15&;: both * The Govemment procurement business model: 3 Key elements
b - petition
- Integration of comm/NDI into DoD systems L mplllllnﬂ
- competition
|
r '/
/ /
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i. Standard Contract "
Background DoD’ “IP Gurde”

——— e,

USD(ATAL) Guidebook:

Navigating Through
Commercial Waters: Issues
and Solutions When
Nmm:w Intellectual
Property With Commrc.l'af
Cmpmiu

(Ver 1.1, 15 Oct 2001)

See hitp:/iwww.acq.osd.milldpap/
specificpolicy/intelprop.pdf

I__ﬁ_—l _,_—I
FY 2007 National Defense g § 802(a) — Tech Data in Acq Strategies "
Authorization Act (NDAA) for Sustainment
- § 802 - Additional requirements relating to T enana by ading s o ko o s encion 20 o e 10.Untes
technical data rights et b e veasn syt [ s e g e b S e o e
e I e o o e et e o
(a) Acquisition planning for major weapons R ey oL S g i v b
systems ‘(1) be developed before isuance of a contract sokcAation for the weapan system or subsystem.
(b) Presumptions regarding development of "(2) st e marts o ichuing uprice contractopton forthe uure delveryof techncal ana ot
major systems "9 3369 the potanlfor changs n he ustammentplan over e o cyce of e wespon system
b m:”mm WP SYSamS a1 ey e S o 6 e soppoted oy ey
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» | —

Section 802(a) of FY07 NDAA | Section 802(a) of ' FY07 NDAA

S — e —— = ==

e THOU SHALT - . A ts and corresponding acquisition strategies ... shall—
- assess the long-term technical data needs for your systems

system or subsystem;
and

*(2) address the merits of including a priced contract aption for the future X l
- establish acquisition strategies to get that data you need for life delivery of technical data ...not acqui upon initial contract award; |

cycle sustainment | |

l *(3) address the potential for changes in the sustainment plan over the life

# This includes - | cycle of the weapon system or subsystem; and
- In-house capabilities |
and | ‘(4) apply to P b and subsy that are to be supported
—_Out-houu capabilities — competitive, that is l by performance-based logistics arrangements as well as ... by other

j sustainment approaches.’.

]

| — ] [
§ 802(b) — Presumptions Regarding = B
Development Funding § 802(c) — Regulatory Implementation
Eh] Madification of Presumption of Davelopment Exclushrlljr at Private ¢ (c) Regulations-
xpense- Section 2321(f) of title 10, United States Code, is amended—

) panser (1) Excupt 4 provided in paragras (3} i and "ertn0 Not ater than 180 ?cy:t:f;esr ::;r: ofthe

(2) by adding at the and the following new paragraph: shall revise regulations under section 2320 of title

: "(2) |n the case of a challenge to a use or release restriction that is asserted with 10, United States Code, to implement subsection

i :c.u‘contm:i for ::‘..'.:.'.?c..n mmsll':rr. major system or a uuh:yn::n or | (e) of such section (as added by this section),
componert Was duveloped exclusively st proveis expanse, the challange to ! including incorporating policy changes developed

! the se or ""“’., shallbe nless information p under such subsection into Department of

| P ively at privats sxpanse.. Defense Directive 5000.1 and Department of

Defense Instruction 5000.2,

Strategies for Preserving Rights in Copyrights and Trade
Secrets; Subcontracting Issues 6




April 1, 2008

= e

DODI 5000.02 (12/08/08) -- Encl. 12,79

DFARS 2006-D055, Additional requirements re!armg fo
technical data rights - amended (added) DFAR
207.106(s-70); 227.7103-1(f); 227.7203-1(e).

DFARS 2007-D003, Modification of presumption of
development excfuswer’y at private expense; not yet
published

o USD(AT&L) Memo, Data Management and Technical
Data Rights, 19 July 2007

Preserving IP Rights in Govt Contracts: A
Beginner's Guide
] 7
e —
i “ DoDI 5000.02 — Encl. 12, Systems ®
; § 802 - DoD Implementatlon Engineering

8 DATA MANAGEMENT AND TECHNICAL DATA RIGHTS

a. Program Managers for ACAT | and Il programs, regardiess of planned sustainment
approach, shal assess the long-term technical dats needs of ther systems and reflect that
assessmaent in @ Data Management Strategy (OMS) The DM3 shail

(1) Be integrated with other ie-cycle sustainment planmng and included in the
Acgusition Strategy,

2} Assess the dm rouuua L] deugn manufacture, and sustain the system, as well as to
support . of upgrades, and

{3) Address the merits of including a priced contract optien for the future delivery of
technical data and mteBectual property nights not acqured upon nital contract awaid and shail
consider the contractor's resporsibilty to verdy any assertion of restricted use and release of
data

b. The DMS shall be approved in the context of the Acquisition Strategy prior 1o issung &
contract solicitation

]

— e
FLl

Data and Software Basics

e Policy: Acquire only the MINIMUM
- Deliverables ... AND
- License Rights . . .
. . hecessary to meet DoD needs!!!

e Commercial - only the "usual" commercial . . .
- Deliverables € except for OMIT, FFF, or mods ...
- License rights € except as otherwise mutually agreed

« Specify the deliverables (priced [option] CLINS)

| - NO help from clauses - must be generated for EACH K

I

7

Data & Software basics

|
|

e Govt can not requ|re Ccntractors to rehnqwsh certain
minimum rights .

o Early Identification & Assertion of Restrictions
- Standard DFARS clause for NONcommercial
- MUST supplement for commercial!!l!

e Definitions are CRITICAL . . . do NOT underestimate
e Specialized "validation" process

e Subcontracting issues . . . same rules . . . ~almost privity
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_‘;,.__ i Lo .
Data Deliverable vs. Data Rights L:cense Rights in TD & CS
» Govt MUST specify Delivery Requirements e "Hybrid" license — covers speclﬁc actwihes
- NO delivery requirements in the clauses - Use; modify; rej u | or disclose; and

- Well .... Deferred Ordering is nice (DFARS 252.227.7027) ol iz onelsansw ”

o Rights Determined in THREE primary ways

 Specify three aspects for each deliverable (See "Navigating....") By i _mtml
%ru +level of detail or nature of information) - By “default”. fundi praer type of
- Recording/storage format (e.g., image files vs. word pm.uh«pfoﬂnﬂl commercial technology" data vs. software
- Delivery storage medium (e.g., CD-ROM, or on-lie access). - Commercial Software: use VENDOR's license as baseline
b [zer:'l::ilti'eyulon: CDRLS and DIDs ¢ Doctrine of Segregability (a.k.a. "divide & conquer"):
- P based: data/softs y for ... - Rights determined at the “lowest practical segregable level"

|
License Rights in TD & CS

Default by Funding: More funding < more rights
* 100% Govt Funded - Unlimited Rights (UR)
*  Mixed Gowvt-Private > Govt Purpose Rts (GPR)
* 100% Private - Limited Rights (LR) (for all TD)

Restricted Rights (RR) (for CS)
+ Noie: C TO ~LR - Presumption of . Private Expense

® BUT - Doctrine of Segregability!!!

i Strategies for Preserving Rights in Copyrights and Trade
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License Rights in TD & CS s -

T romme e ] Negotiating for IP and Beyond
100% — - 100% B e I e R
Private Mixxed Govt

+ Both license rights and deliverables are negotiable!

« Policy: minimum to meet Govt needs
- But don't forget Govt also “needs” reasonable ' on Investm
- There s no “free money™ in the private model ~ Investors expect returnll

Limited Rts [LR]
< LR Unlimited ;| >tk

o s ) y -
or Government Purpose Rights Interest-based negotiations (IBN) techniques

j P (Title s - Position: your default rights (~ also serves as objective criterla and starting podnt)
or RR Restricted Ris (RR (GPR) RIS;“ ui.",.',.:,) - Interest: negotiate up of down to balance parties needs/interests
o — (UR) i - Figure out how this makes sense ... for them
C;* S « For Govt: mou is not necessarily better ~ ya get what ya pay for .. . and ya pay
[ m————— = H for what you get!
HHK ‘-- ..... T — . - Govt Purpose Rights Is usually more than sufficlent
Global Exception: Unlimited Rights for OMIT, FFF, CSD, etc | + The X-Purpose License Model (based on DoD's “Govt Purpose qulm 1]

How about ... AgencyPR? CommandPR? ProgramPR? DepotMaintP

i Government's RIGHTS ]

[P— _]ﬁ,___,_ — ]
| “ i. Standard Contract *
i. Standard Contract DFARS - Rights in NONcommercial TD & CS

(See the DoD IP Guide -- Navigating ...)

= Types of rights
Limited Rights
- Government Purpose Rights (DoD)
- SBIR Rights
- Unlimited Rights
- Specially Negotiated License Rights (DoD)

Strategies for Preserving Rights in Copyrights and Trade
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I N |

i.  Standard Contract (Cont.) *
-- SBIR Data Rights (Cont.)

» Applies to all Phases =1, I, and Il
- DFARS 252.227-T018

» Applies to ~All~ TD and CS that is developed under the contract
- ... except for certain types = Unlimited Rights due to type

« Govemnment “in-house” use
- Includes support service conlractors

+ S-year Protection Period (i.e., SBIR Data Rights)
- Can be extended LAW the SBA Policy Directive
- Unlimited Rights afterward...

# NOT required to include in the pre-award list
- ... unless SBIR data developed under previous contract
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W
N /
|
|
| - -
|
|
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i.  Standard Contract (Cont.)

o Negotiating Special Licenses
- First — are you sure? Perhaps modify the deliverables?

- Policy: minimum to meet Govt needs
# But don't forget Govt also wants return on investments

based tiations (IBN) technig

- Government RARELY needs full Unlimited Rights UR
+ Govt Purpose Rights is usually sufficient

- Government Purpose Rights as a Model
* How about ... DoDPR? NavyPR? AFPR?
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i.  Standard Contract (Cont.) — “’ i. Stanqard Contract (Cont.) - o
Commercial Technologies Commercial Technologies
a. Generally b. The FAR Implementation
* Statutory Coverage: does it cover commercial TD?
i ia " o No special coverage at FAR 27.4?
f::-"“'*-f-"’:';“;m_ i e e

= DFARS 212.211

< “The Dald padicy far o EERIT A
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PR NPT |
i. Standard Contract 55
DFARS - Rights in Commercial TD & CS
Through Ci Waters...)

(See the IP Guide — N

| Tad'c Sod Raghes! - Comanironsd Compnter Satare'* (€% sd Techana’ Dara 1700 Cones g € e’ Spms'

|
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|
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i. Standard Contract
Data Clauses

ur mail uses

1. Identification and Assertion of Restrictions

2. Primary allocation of rights

i.  Standard Contract 5
Key clauses - Early ID & Assertion of
Restrictions

3. Vali Chall of restricti (marki

4. The Supporting Cast

» FAR52.227-15 Representation of LR Data or RR Computer Software

+ DFARS 282.227-xxxx

- a7 of TORCS tobe
* ALWAYSI — Reqursd tn way “Mone® i ol uniimited

- <7028 Listing of TOVCS previously delivered ts Govt
® Dy I < UK, and “nama ar sebetantialy entics., =

* Incorporated by reference Section K of the RFP

®  List required as part of the Contractor's proposal - and must be incorporated into the K
AS AN ATTACHMENT

Strategies for Preserving Rights in Copyrights and Trade
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50 J i.  Standard Contract &1
Key Clauses - Validation/Challenge of
Restrictions (Markings)

i.  Standard Contract

* DoD Primary Rights-allocation clauses -~ DFARS 252.227-x0 | Civilian: built into the FAR 52.227-14 clause
' TD Ccs * DoD: Key clauses and references
- MNeonconforming legends: ¥ (h) of the -7013 & -7014 clauses
| Non- -7013 -7014 - Formal validation/challenge: -7019 and -7037
if Commercial* * Nonconforming Legends
N - Marking is not one of the parmitted forms, content
Commercial -7015 [attachment!!] - Give Kor 60 days 1o correct ... or we will do it (check the list])

“And non-S8IR * LUnjustified Legends - marking does not accurately characterize the
win most use both the and the clavses  you are ovt's license (Note: based on 10 USC 2321)

ety to get a mix of both types of technology - Check the istiilil {pre-award from -TO17; post-award -T013{s) or -7014{a))
wCommercial CS attachment will ba edher the contractor's standard commercaal license o @ - Prechallenge request for info

SPECIALLY NEGOTIATED LICENSE - Formal challenge by Contracting Officer's final decision

#-ALL "standard commercial kcenses” violate federal law ) * Handied like a clalm under the disputes clurse

disputes, choice of law, #ic ) - consult your atiomay*"

1]
i.  Standard Contract e
Key Clauses - Validation/Challenge of
Restrictions (Markings) (Cont.)

P

i. Standard Contract &
Key Clauses - Validation/Challenge of
Restrictions (Markings) (Cont.)

Non-Commercial Tech Data and Software e Commercial Technologies
InDoD: Only 5 legends are permitted — generally indicates the

scope of the Government's license - Tech Data: A restrictive legend is required under 252.227-
1. Copyright Notice from 17 USC 401 or 402 7015(d) but ... no specific format
"Govemment Purpose Rights® — both Tech Data and

2
3 "Special License Rights” — both Tech Data and Software
4
5

- Computer Software: no clause, and no specific requirement for

“Limited Rights" - only for Tech Data (incl. software documentation) alegend - follow standard commercial practices

“Restricted Rights" - only for Computer Software
e OK, there are a couple more

“SBIR Data Rights" * No specific legends provided for proprietary information
- Pre-existing markings | other than data/software (e.g., non-technical info such
® All other legends are “nonconforming” as financial, commercial, or business information)

Strategies for Preserving Rights in Copyrights and Trade
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O ’""“s__d[ d Cont
. ” T i. tandard Contract e
i. Standard Contract i Key elements not covered by the
Key Clauses -- The Supporting Cast standard clauses
FAR .227- d * Delivery Requirements
- NO delivery requi in the

7018 Rights in Bid & Proposal info « FAR 52.227-16, Additional data requirements

+ 7025 Contractor's use of Govt furnished info with restrictive + DFARS 252.227-1027 Deferred Ordering

markings - Three key asp for each del qui
. lavel of
* -7027 Deferred ardering (optional) . %n e detall or nature of information)
* Becorsing/storage format (e.g., Image files versus word processing format)
- May be resisted by the contractors

* Deliveryistorage medum (e.g., paper, CO-ROM, or ON-line access).
- Ywmmm#Fthnmwmmdhmmanm
need: Establish priced OPTIONs If you're not sure

* Aftachments — asse ights or special licenses:
* -7030 Withholding of payment - Assertion of Restrictionc (from clause category 1)
* -7039 Reporting of Subject Inventions (only if using the PR clause FAR 52.227- - Specially negoti i or coples of “standard”
11 for small biz, nonprofits, educational) ial I a (with as
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ERTT |

7

1. Financing as Affects Rights

-,

® Same as technical data

i i

2. Pre-Contract Submissions

e Same as technical data

Strategies for Preserving Rights in Copyrights and Trade
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i. Standard Contract -- software

e Computer Software — or “computer program” in
the DFARS is also an operational end-item
- It causes a computer to do something
- Not just information related to an end-item

e Source Code vs. Object/executable code
- Source Code: human-readable, for programming

- Object/executable Code: machine-readable,
causes computer to perform ops

Strategies for Preserving Rights in Copyrights and Trade
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e |

8%

ii. & iii. CRADA & Other Transactlons

CRADA & Other Transactions essentially same

% Review: The Eye Chart ... Again

Review: Key Aspects of TD & CS T e ey

= 100% 100%
Private Mixxed Govt

o "Hybrid" license - covers specific activities
- Use; modify,; rform; display; rel or discl and
.. access? (OI: this one is a new entry)

e Rights Determined in THREE primary ways <LR | LimitedRis (LR) Unlimited |- >o%
- By negotiation — mutual ag N mnm:rm{RRl Government Purpose Rights Rights . (Ttenr
- By "default™: funding for devel t; type of deliverable: [ T (GPR} (UR) | Omerhin
commercial technology?: data vs. software "‘“ i
- Commercial Software: use VENDOR's license as baseline i
e Doctrine of Segregability (a.k.a. "divide & conquer”): Global Exception: Unlimited Rights for OMIT, FFF, CSD, etc

- Rights determined at the “lowest practical segregable level"

| Government's RIGHTS |
T
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PHNSRIER S |

Review: Negotiating for IP and Beyond

« Both license rights and deliverables are negotiable!

+ Policy: minimum to meet Govt needs
- But don't forget Govt also “needs” reasonable Return on Investments
= Thare is no “free money™ in the private model — Investors expect returnl!

* Interest-based pegotiations (IBN) techniques
- Pull!bn your default rights |~ also serves as objective criterla and starting point)
Interest: negotiste up or down to balance parties needs/interests
M‘ﬂmmmﬂum « for them

= For Govi: mmi:Mlmusnrhrbmr—ngumnnmybr...mwpnr
for what you get!
Govt Purposs Rights Is usually more than sufficient
*  The X-Purpose License Model (based on DoD's “Govt Purpose Rights")
- How about ... Agency ogramPR!
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S PENET |

D. Preservation Techniques *
Data/Software: 4 Keys to Success

® START EARLY! -- Identify and Resolve IP Issues

- Listing i for any/all deli <UR

- Include anticip cial technologies (no
* Ensure Contract addresses Issues Outside Clauses

- Deln format, i

- Commercial Software!

- Proprietary other than TDICS

+ Focus on Specially Negotiated License
- ‘Interest Based" Negotiations
- E:m please offer something other than Limited Rights or Restricted

* Markings, Markings, Markings!!!|!!l
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ERRERI TR | I N
D. Preservation Techniques (Cont.) = D. Preservation Techniques (Cont.) i
2. Markings and Restrictive Legends 2. Markings and Restrictive Legends (Cont.)
* The "conspicuous” req't Commoan Ambiguities
- However - cover page, inside cover, headerffooter, storage *
media or transmittal docs o ) B i s R
- ESPECIALLY tricky with electronic documents - Any restrictions on use within uco;«e
# Divide up a single document into smaller components i m wm“mh Compare?
# Internet as a source ... check those copyright notices! - Possble solution. ADD information specifying contracticanse
* "0 Campany 2003° perh: with Al s rved”
« Ensure Markings are MEANINGFUL it
- "Easy” when it's a defined/regulated mark 0. Gnedsh Rights - A R
- Harder — commercialfindustry practices - 1!-:- m- rmmw "‘:Tsm I:.I:::o‘ z
- Multiple markings — most r g - Mo markings requred for COPYRIGHT protection
- Procedural requirements for release!!lll = Markings are a CORE element for Trade Secrats, but nat an absolule requiremant
. ple: DFARS St Use & Non-Disch Agr
|
|
4”' |
4
/./
.'/z.
TG ATEERIN|

D. Preservation Techniques (Cont.) "
3. Don't forget to verify the attachments

L] tin cte: il -
- DFARS 252.227-T017 and updated post-award by -7013(e) or -7014(e)
- DFARS 252.227-7028

- Special contract requirement for list of commercial TD or CS, or
other proprietary info
® License agreements
- "Standard" C ial Comg S
wrap” or "click-wrap" license)
* CAREFUL! What happens to provisions that are
“inconsistent with federal procurement law" 7

=S y (under 7013(b)(4); T014(b){4); T015(c),
or for commercial software pursuant to 227.7202-3)

License (a.k.a. "shrink-
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