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13 December 1978 

MBRORANDUM POR 'f'll SICRB'l'ARY OP DBPIHIB 

Subject• Requice•ent foe suc~1vable and Bnducant Stcateglc 
co .. unlcationa (U) 

1. (U) 'l'he atate .. nt of requirement ln the Appendix tor a 
two-way aurvivable and endurant etrateqic eommunlcatlona 
capability has been approved by the Joint Chiefa of Staff. 
'l'he needa of the unified and apeclfled co ... nde have been 
conal4ere4 in ite prepacatlon. 

~~J~.~,.·:,.h~-A;~.~~~:- is fQr~t:de~· f~ use :..:. l'l'l Qj[!;11C'It 
r-::t.~t.'~nt f)f t"eoutr.,..IMI'!"'t" :..o~ :n!'l1o•: s-urviv:s~!;: ln' ~m~:.r."'RI: 
-eol'I"''J"'i C~t:!'1NJ ';lrO'!r.!1"1">r nUt'h ·'n '1/f,f./trr olnti j<'!r.lr 3..\0'J••t~VI'~. 
T!t', Rn!'l ·ttt<:P ctTcs.tE''1ic:" -satr.tlitP. 1lV"I:t?""· \lthnu.-r;h nt• r.t.I.~"":H• 
;:rre)trra:n ~u 1 satisfy -5·1:1. · .:r!l~'eeot!: ~f t~e '#t.'lt~·i t'ol't;ui r"'~el'lt., 

· · 'tliii · c~cmtj:i_~ti,on r.ra~P. bV ·C!<l\=h · :"!'h<lllH be .,"~i'i'"tr-:i~t 1'lo ..,hi!! I\ 
·-· · ·, · n.oVtl:llfilt·~~ a-:rlllnst. 'fe-..uibi 1 i ~v ::~n•: cc!lt. 

-.- . . ~ . . 
3. cu; Without attach•ent, this memo~andua le downgraded to 
CONPIDBHTIAL, 
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APPDDllC 

aaautiiBDR'r lroR. SURVIVABLE AND 
IRDVJWI'l' sUAftGIC c:oMIIli'N!CA'l'IOIIS (U) 

; 
S~TION .I 

STA~.OF-NE!D 

1. <ll Purpose. The mission of tba WWNCCS is to provide the 

NCA and the Joint Chiefs o~ Staff.with information and 

support necessary to assi•t them.in th~ national decision­

making process and to direqt US :military efforts. The 

overall mission requires tbe capability to receive and 

transmit inforMAtion accur~tely and responsively. The 

need for this capability is particularly crucial during and 
' after a general nuclear war wb8rein fixed and nonhardened 

communications are expected to be severly diarupted or 

nonexistent and th• security of the United States is 

tbreat.ne4. C~unications capabili Ues auz:viving- under 

these circumstances must be credible, flexible, responsive, 

and secure. Except in certain special cases, such as the 

Minimum Essential Emergency Communications Network, these 

capabilities must provide two-way information transf~r. 

2. ~ Introduction. The primary utility of the survivable 

communications capability will ba durinq and immediatoly 
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following a massive nuclear attack. Following thi• exchanqe, 

and until di•rupted coununication• can be reconstituted, 

the two-way aurvivab1e and.endurant cONmUnioationa 

capability may be used to direct and support tbe force•. The 

j-.resistant char-acteri,stiea of survivable co11111unications 

may .be uaed to insure communication• connectivity in a crisis 

or contingency where jamming or other localized disruption of 

normal service ia prevalent. 
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·.~;;,.:·IH •. , ..... , .• ,..~.i . ~-· .IJia ... J~ 
3. -~·.Bad.#@' .... 

z~=~=:±:v:.::=.=o:. 
dafitl'lng cx':ttetiitl :fer ··•·· .: · · _eationa ···llupJiort :syiit••= 

"Ul ~ ·c:.merai'a\icl~..,r ·?oat;tire. ·Define• the 

l:ev.l of ·syatetn •survJ:vabi~ity, 'Ondqrance, cal)4cii=.y I , 
·cradi.btlt·ey; flextbi~fty 1 \ana ·raliponatven••• :r~'qired 

to pii:Jvtde ·effective ·~ioatlona auppor.t of ·gener.al 

·.nucl:ear·-wri. 'lhe 9eneral inuclear war •upPc,rt posture 
I 

aoea not need to ·be func~nal under routtnR, noncrisis 
I 

condition•. When ·di'recte~, the attairuaent of an 

i:nc:reaaed post1ae ·•ust ·be··~ ·simple, rapid process. 

capable of' 2(•hour ope:.:ati\ona tor a sustained period. 

( 2) (U) Crisis ··Support Poelture. Defines the laval of 

·sy.at:em .avai labi.l±l:y • raU.abili ty, anci responsi-veness 

required to insure cOUIIIIuni~ations effectiveness under 

·conditions of significant electronic jamming or other 

41arupt1on of normally us~ conmunicationa. 

b. (U) The survivabla communications raaourcea must be 

·responsive to the n•eda of tb~ NCA, the Joint Chief& of 

S.taff, and tbe conaandera of the unified ancl apecified 

comaands. Access to resource& by other authorized 

~era will be controlled and prioritized conaistent with 

the availability of re110urcea. operational control ot 

the survivable can.unications,~aaourcea may tranaition 

to ari ··ope'r,at.i;A'g' ·ele!lllint of .t:be .·JIMCS .under· general nuclear . . . 
,,var ~r. ~iai8 .wppor.t .. poatul:e~. 
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-------------... r .. _____ , ____ ... _.,.. ___ ~·-. 

! 

:-'.,JX 
·c. -~ ConU~Ilit,y o~ ck-~eationa support t.hrouqh all 

le:wil• .or ·ccm:tl;i:et·amf'~ications··:-.y.,t.em ·-ut~lizaticn 
•h0ul4-~be' JlaXbd:H,iS.~~ t~bll '. op~a".-tcr .'JJhcu1i2 -have •vdlable 

the -'•ame ca;p~i,l·itia; :i'J'oa m!s.i:a ,~¥Ol:vin-g _jll!llllling or 

Babo~ge. as ·are -plam:i~· ~or .. -use- in ··auppo.r:.t of .tJeneral 

nuclear· ·war. ·Thll .~ic&.tiona needs J.n 8UPPQrt of 

general nuclear ·-war ,e.t.llbliah ;the upper limit on and 

.-termi:ne ·the crttter.iaj for _.·ays.t.ma • Pr.iori ty access 

must be providad to .i~aure information is processed in 
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order of importance. a"he eyatem Jl\ust allow for qraceful !2. 

degradation •o that k~ information can be transmitted 

short of total failure. Techniques for recovering from 

system failure •u•t inaure mintmun loss of communications. 

The survivable communipationa capability must be reliable 

and available to the extent that this key information can 

be transmitted without delay. A sufficiently detailed 

record copy ia needed to facilitate manual (ncn-ADPl 

operations • 
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·IPD~ \.H .. :, .· . , .·· 

1;2;···; ~~:~;§4'~;/.:-:=~····· ... 
-~ONI.; ·ct~t.u~·;;~~o .; .: .. ~~ii'.~Y • .~rted h1' 

··.a ;~a'y :au'Yi..aj"l;e''~ ·i:+ant: ~adoat::lom · ·' 

a&pMI:)Hftiy --~--~iili.ri~.~-~~t:· -~ .canado · 

•ituat:l0iul·:ii2~ · d.&iin:~ffttild <:.as t-t!o:ti't;n: · · . 

·tl l ;#{· ~ndur::t ·of· the· sr-tf :imllft--~ittona ·of ·a · 
·--siva· nuclaar--uchange·. \·· 

!."2l Jllf-·Parc.e res;!111llning-~d repositioni.ric:r 'fol.lowing 

• _.lv.e ·nucltHir ~han~. .!! 
(3) Jl1f ·support .o·f :erbis iac:tiviti:.ea wherein QOliiiRmi- £ 

cation&· '·Planned for uae halve bean di•rupted. 

·Vital ccmaunicat±ons to ·tAeater .nucl-ar forces 

an '!IO:t llddrea.ed here, but Jtiay be auppcn:tad by the lllll!le 

raource•. "'rbe cCIIiillunicatiordl functions deacribe'd 

are x)eb!f£ed ·to-worldWide atre~egic torca management. 

SuppOrt- ·bl «· •cdaia· 'mvolvinq! ~i.-Gaticma ·diJiruptJ.on 

is ilat a pr&!Uy daa:i;gn·.r4q~t. 

b. J!fiJ BUv.i-.hbi :JlDiL::BIUlUfg-'~i-u.UOala i;SQf'por-t 

of ::fJie.:aJtntgiiC't"Poroee. · :'!l'bei·1frulro·,. 'tbroggh the :;Joi-nt 
. . I 

'Chi-·'0£<-"sftff, ana· :s.;~re-o'f ·the unHied ·and 

·a.peC!;fied..:.,.....ncis ~he- :t."'IIIJ"'.way :·aun-iv.ab'l:e ·ar.d ·. 

•endu'z!aRt:•.ci:lo!rlliNiiiultl:o.sa •:-t:o ~iv:e 'laiaai-1-e :wftD.i~ :and 

. ,;:;r~~jtf~~:=::: 
··.':··. 
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.:·1111 .: · rer·•~ 

tNU:r:pui'O'~; · l'r~ ....... 1~· .ib 1:hi"'l co~oept ill -tiven ! 

i:O ·~·~·.:·~~,, .. ·..ftd ~·$· · · ·dtaa.m.nni.i:m .of 

-~ aJid 't.imai•t:ioil ~-- ~ 1~ . 'J~o~·w~y aon­

f~ VQiQe. ·~.uaicatic!'n• ,' i;U -" ''U!ed between ·the 

J~ ·~• of Staff •an4 ·~• ~den .of 1:.he .LliiJ.fied 

and ~Uied ~ 1w . .xch~.SJ~. i.Q.formation .neceaauy 

to •\\!IPQrt cdaciaionlll&k~. .'fbe 1.Jo1nt C!J.J,.eh of Staff will 

WI•:·• ~ vo~a COMIWdcati~na·~ink with the RCA to 

pro~~ ·i;"Q.fo:caation, !Mke raco..ienc!ationa, and receive 

iusaucU:ona.. Additional cODD~icationa .from the Joint 

Chl.ef.a of ,Staff to unified ond ~cified c:onnana headquarters 

ud dlreo~ tc atrateqic ~.,.. ~· required to exec1.1te 
I 

ar te~nate actiona ·~Y those f~rcea. A two-way c~uni-

cati~na ·capability between atra~qic nuclear-~apable 

commande~ ,.a4 theiz forces could be used to transmit 

addit:ion&l. inetructJon& and reeeive •tatua reports 

! 
! 
i 
5 

!. 

! 
! 
lj 

10 

11 

and co11ld be 1110ni tored by the Jo!int Chieh of Staff. These !! 

funct:iooaa can be cate<JQrbed •• ~ollowa: (1) information 

excb&n~Jti, (l) deciaionmalcinq. (3~ ~orce direction and 

contzol,. .ad (4) •trateqic force: support and management. 

{1) ~} :tftfor-t.i-an Bxcbanse.: 'l'hia fungtion ia orequired 

t.o ·.p!:OVJAe conferencing ~i.cattoM batwaen the 

COJIDWI!deril ·of the unified ·and: specifieCl ooJD&Dd.s anCI the 

Jo4\t. :Chiab ·.of Staff :to ,.upport the &tvalopment of 

r~ltCiat:icms -w -the IICA·uc! ·.to iiftplement .•ubsequ.ent 

·JreA.~~n•• ·~ ncur •. "'YYi~ ·cc~catioaus 
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l'l .•• ~ ·.tJ:.MIPJJii~ 

. ·· .... 
·: ... 

..-. ·-S"~ ·:ta·:-fad.t~t:t.au - n11pon•• !. 
U.:-..nl~ri·'*i'tid,fl~ ;fi; · · • ~ •• ..,, 4e'lle1'11ilaation of . 

-~• of·,~~·aa"~i·'· ~".d: n:eo.,I'DrJn:Le. 
·a.-r.y ;ai~UtiCin' ~- ;R& - ::npOr.t. .re' :riquJ.;:rea -bY 

:tftla ..1c:i:i;n~ ;,~.- o'f, ·ftd{;. · · ':5GUA xecoril CCillmluni• 

'c&ttOII:S lib0Ul.c1 .be-'uJie4:a• ~eriaiy to ccinfini 'lioice 

~ca.--tiO'DIIa~ -u ~lia -v¥ea cap;d)ility. 1• i:l!IP&i:red 

te!'-Ue'·.po·int '-Wbere -r.cotd c::~-icat:ion ·woU:l4 ·'be· •mo-re 

~Uou.. I · · 
-fill· J11f Dicl·•·tonlli&Jt.t-1i.g.. ~· ifunct-i:en ·b £"equirea to 

11rovlde 11ituation in-formati:on, atatua o'f forcaa, and 
I 
I 

recCIIIIIIen4ation• tc:i the NCA ~roM the Joint ·Chiefa of 

.s.taff. tn•trucUon11 od ~e•t• for information will 

'be .sent: by the ·J«:A to tu Jo~nt Chief• of Staff. 

'Record traff1c on thi• -net ~.ill be u11ed e• written 
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15 

--coDfU'ma'tion or u ·-backup. !!. 
(3) Jll(f 1'01lce .Dir-ecUon .t.n4 Control. A aecure record/ !! 
voiCe coaun-ication• capa-bility ill req11ired to 

dit..ainate deciaiona in ·the! form of execution/ 

war a:ciLtnaticm ma•••v•• f.x-011 . the Joiut -Cb.iefa o.f 

-st.aff ~at· .to. the •tr«te9tb -foren., •• nll aa to 

the--o~ll4•r• of ·ttH~ ·un:i:U:ai! and specified comma.nds. 

!rhe•: !:rWtJ.al !Die.f,!ltiftq 'kti~ ·Nn••;e• will nomally 

.;be -prafD~•d : e'n4 ,of_ ~ ~•P'!-ciU.ed 1en9th. 1lowever, 

:1~ ~·••vaa Z~CJadlDV ;~~etiu-,get::LDCJ -5Dd .uae Gif the 
-~· : 

m:~i ~~' -fol:~, :wll.1. -;inat \liltel'f ~ a•vel~ 

~~~ tti. ~ ~t-:tt.,_:,.ad :My.~- ••uch ·y·· .. ::·:' ---. .-- ·_.·- ·I _-.- · . 

. . :' :~~ · .. ·-.· .:-: . 
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,',,tl?;Yli~~--. : 
.... ~· _.,._ ~-~ .... --...... ""''""" l 

.!t-.a.aagea •.. ~.tl.QW ... . 't; ,gf,._.••OJ• .receipt-, if ! 

1?~11;1~:~ •. will .pe ~"(! • • li~~ect i!)y ,mcmito:rin9 tbe :force !!. 

JI!!I,Da;!J~t 1;r.affi~ ·4~~d :in .1ubpuagu.ph '4b(4) below. 4 

(4} )111'.-stnteqic P.o~e ~support: .and Nanage~Mnt·. A i 

two-way .aacu;e. ~.lcation.a capability· ia required 6 

be.twaan -~ ~x;ll ~f. the. -unif.ied -and .apecifi.ed · 7 

eommanda ~nd their for~a.for .the purpo•e-of ~sauing ! 

instructions and obtain~~g force status and situation 9 

r~pcrt~. These instruc~ions and reports will be 

relatively short, sboul~ lend themselves to beinq 

prefor.atted, and aho~l~ not degraae the covertness 

of the SSBN forces. The Joint Chiefs of Staff 

may uae these reports to; .keep generally -abre-a.et of 

the .sitUAtion and to fla~ iteas for t.he NCA. In a 

situation where communications between the Joint 

Chiefs of Staff and a commander of a unified or 

specified command are ae~ioualy impaired or 

noneldatent, the Joint Chief.&: of Staff will uae 

the monitored aituation.and-atatus reports to 

4evelop .si tu.ation .. aynop•e• and reconuaenda tions 

no.rmally made li.Y tbat cOIIIII&nder. 

c. )llf,'IJIO='AU .Su.r:vi.v~ ad ~ant COIIIIIIunications 

Suppo~t.of Strat~qic POrce.Beplan~inq and Repositioning 

(.1..) cSubaequent ·t:o . a: .... ~,. -nuclear attaek I •ame replanning 

·.of .. j:l~~l-ttar ~o.rces, ·repositioning of other forces 1 as 

;.ve-~1 «.• ·the ·•~i:l~.tY'·*.o ·:~~~.u~•. t~• · •-tr.-tegi-~ reaerv.e 

,/~O~·- :an6 •aC!J:·e~~ect;,:-c!'.~;t:1~•~1loi:!'l•tion-·wnl be ·1!'8qu.ired • 

• ·.• I• '·,' 

.. ·, •. ::. • :.. ! ·; -·~· 
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'!li!i• i 

/ . Tc:i lllilintai;n an ··effective 'ba!ttle ;posture, nu,cleax forces 

'liay ·be -~- .u.. 1)t:bft itorc:.a ·npoait·ionec!/ 

r.info:rGC~d• .. ·'lh• ~i:o4l.~~· required for 4ec~aion-. 
-..lt~D.V and oinfor~~~at.ion ~91! ~r ,pau.gr•ph Ab above 

COV.l4 :be--~ t;o. ~,up -~ • .-4.,cia~ oa vh&~ 
I 

repl~ing.and-~epoaitioninp·ia ~equired. 

: 2) :clMCSAC haa atatlld t:lJati~eo.umi:cationa :are :r@qu.i.red t.o 

acCOIIIpliah-' Btrateq:ic fot:ae r·~;r;y and retUqeting during 

the fizst '7.2 ·houra. ClNcaP baa --.~a that force realiqn­

ment·.and r•po.~~ttioning wi.lli .reguire CCJ~~~~~unicaticns 
from 60 to 144 houra follow~ng the nuclear.exchange,and 

the re•erve force .manag ... nlt requireMnt III&Y extend for: 

several months. Bffactive •ccompliahmant of mission 

functiou. will depend upon :the endurance of the a!UIIe 

two-way eurviv&ble o~O&tiona capability used 

during·tbe OOAflict an4 Ui:ability tc raatore 

~U.ca.Ucms (l&Jldline, Jllldio, sat.llite, etc.). 

(3) Record/voice two-way coamunicati~ns between the Joint 

Chiefa of Staff an4 the coa..n4er of an aperopri•te 

unified or specified command are required to provide 

di~ectiona for per.onnel or aupply BOV*Dent and to 

direct tran•por~ation ~J:a~9amenta as neceaaary. 'l'Wo-way 

recorc1/voice caammJ.cation~ -PlAY .be used by the 

appropriat;e COIUIADder and hia 9rollnc1, afloo~~t, and 

aiJ:~M! fo;c:e~. t.o coordinate and accomplhh the required 

r•EIC!'-~~C!~P~.· .. o 0 ·'-· , • • •• _. 

d, )'1"~#~~~~7·.'~~~ati!ffl~.~~~~ s.upport or Cri•h 

.Jnvol."riM ;Coamnie.luona l)iarg2t:i.on. A aurvi v&ble 

c~~~fio~ ·ca~ilitY ~-i~ed to operate in the 

an\ri1'o~ of .• 9enQil.l n~allr, -w.r b .. ,an ·:.inherent 
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U1! •• \14,-t:y .in<~~-~.-: .. _._ . •· ··t·. . ·•a: . .c. r.bia or 

c:~;m~;.;aU•U'CJ!Q. >a~a ·· · nc~l terreatrial .. ' . ... . : ·····: ~· ... .. ~ . •, ...... ' . . 

. . ~' ....•. "· .. · ........ 

or at!el.HtA:~aaauilJ.:cati'QD•:4 ;&~~~vrad.a-or nttr;rated by 

el.eotizonic --WU:fare ·.or.· -~•e..dj"a~t•<Je, the au.rv.i v,ilble 

co-Wlication.· -lYStem -lltfil,l. proyi• ·an impor.tant capa-
i 

i3illtY• The .Joint Ch.iefa.·~f ·llrff and the appropriate 

coa.anora '.of the unifi-ec! ..rut ,,pecifiaci c<*!Mnda -will 
' 

use :.the aurvivable .-COIIIIIUDioat~ns :.capability to receive 
. I 

a11:uatJ..on reports .fr~ -r111110te ~n: jo~t task force 

COIIIIIIolildt!r• or on-aa.De pe:r.a~l in crisis 

·.-_.,_, . 

!. 
2 

l 
.. 

~ 

7 

! 

lU 

or contingency .aituationa. T~ Joint Chiefs of Staff ll 

will provide instructions to the appropriate co.mander 

and. in some c•aaa. direc::tly to::t.he ~der on the scene. 

The theater commander Will cootdinate the forces under 

his oammand·with the activity of the forces at the 

J2 

14 

15 

crisis location. It ia not intended that a survivAble !! 

CQmmUDicationa capability be ~••d in a crisis situa­

tion as tJul aole meau of auPP4»rting the COIIIIIlWli­

cations functions required. T~ia concept apacifically 

capitalizes on the inherent c~ility of survivable 

c~ic&ti'Qila. 

(l) )llf',situation R!J!OrtiDg, Situation and -at&tua of 

.fo~oea.inforuation and rec~ndations will be 

. -~ded :.to the Joint .Chiefs of Staff by the comandel' 

. on .-the ·ac.ne, ·an4 ·-by otlw"' 4PJlropriate rnili tary 

~nden --in :-.pea~ :to ·_qu.n.t~M ,,from the Joint 

:cru.•t•·o'f St•ff and d.evelopiallt8 &t the ecene. 
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s.a.ure 'Wiee ~d ~oat:iou ue ·:required fox­

ilera~'··~~~;- ·:+-tor c'lv~ aa4 

ailit;az;'y :oificl~a. ~~~ -~1 . . 

abo regUl-a.a · ~ ·9-Paraid:~ :.pen 
,, . . . . . 

l 

! 
5 

record confir-t.ian of ~porta w :J,l be provided by a ! 

aeeure uet Whic:ll .will ·abo ·••I'Ve •• e adlU tional· 1 
I 

.backup to the voice f.unc:tiona, if required. !. 

(2 l Jll1 Force Direction. The aecl~ae voice c011111and 9 
I 

function identified above will a~ao be used by l?. 
senior officials for iaauinq ord~ra, decisions, and ~ 

instructions, in real time, with :all appropriate IJ 

comman~ levels receiving the direc:tiv.e. The 

aeoure teletype capability will provide a record 

copy of directives iaa1111d and a backup to the voice 

capiiGili.t.y, 

(3) ,jlf Force Management. The theater co~~~~Under will 

use an additional aecure record ~ratfic capability to 

coordinate tbe activitiee of t'tw iforcea under his 

command with the situation at the scene of the crisis 

or continqency. This record capability will normally 

be supported by the exiatinq Defense communications 

system and ·tactical coaav.nicationa with an interface 

through tbe •urvivable canaunicaeion• sy•tem •• 

naces•ary to penetrate tbe electronic warfare 

enviro~ -or 'cit-cwawnt the !f.iibotaqe . 

. . ·: 
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