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THE JOINT CHIEFS OF STAFF
WASHINGTON, D.C. 2011

JCSM~-153-78
13 Dacember 1978

MEMORANDUM POR 7THE SECRETARY OF DEPENSE

Subject: Requivement for Survlvablo and Endurant Strategic
Communications (U)

1. (U} The statement of requirement in the Appendix for a
two~way survivable and endurant strategic communications

capability has been approved by the Joint Chiefs of Staff,
The needs of the unified and specified commande have besn

coulldored tn ttn preparaelon.

RE M'rha Appendix is farvgrdoﬂ t‘nr use 5 an explicit
ctate®ent of reoulrenant rat mafor survivakle anl endueant
fnnﬂunicab!nns aroTrIns, such 13 VLE/LE aatijam, adantive
nr, and the ctratejic =ateélpite svatem. Althouch no ain~ie
Trrgaram will satisfy ald’ Tapects af the statnd ze*uirn*ent,
“the -contribution mad= bv. cagh - vuaull be nﬂ?raeiable when

R nﬁileat*d ayainst Eeasibilitv an cost.

3, (V) wtehoue attachment, this memoranduez is downgraded eo.
CONPIDENTIAL.,

na Joing Chiefs of Staff:
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APPENDIX

REQUIRRMENT |FOR. SURVIVABLE AND
ESDURANT STRATEGIC COMMUNICATIONS (U)

SECTION .1

suqtm .OF NEED

1. (\ Purpose. The mi:si&n of the WWMCCS is to provide the
NCA and the Joint Chiafs o{ Staff with informaticn and
support neceasary to aasilé them in the national decision-
making process and to dire¢t US military efforts. The

overall mission requires the capability to receive and

transmit information accuradtely and responsively. The
need for this capahility is particularly crucial during and
after a g;neral nuclear war wharein fixed and nonhardened
communications are expected tO be severly disrupted or
nonaxistent and the security of the United States is

threatened. Communications capabilities surviving under

thase circumstances must be credible, flexible, responsive,
and secure. Except in certain special cases, such as the
Minimum Essential Emergency Communications Network, these
capabilities must provide two-way information transfer.

2. N Introduction, The primary utility of the survivable
communications capability will be during and immediately
following a massive nuclear attack. Following this exchange,
and until disrupted communications can be reconstituted,

the two-way survivable and endurant compunicationa

capability may be used to direct and support the forces. The
jam-resistant characteristicas of survivable communications

may be used to insure communications connectivity in a crisis

or contingency where jamming or other localized disruptién of

B BN EREERNEREBEEEEEBIZISIKIEIR vie s wis w v -

normal service is prevalent.
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defining crtvefia: !clr -
“{1) M ,G-neral ‘Hiad beari

" leval of ‘system =surv.i:vabi.lf

nuclaar war.
does nct need to be functi

‘conditions.

When directed

(2}

Sipbort poitires: dclcxi'hiu

lcations “Support systems:

‘cradibiitty, flextbility, !and ‘radponsiveness required
to provide effective cmdnicationl support of ‘general

The general Jm‘uc];car war support posture

increased posture must be F 'simple, rapid process,
capable of 24~hour operations for a sustained period.

(U} Crisis -Support Posk

‘survivable commun Aications
6w piovide 4 reference for
t ‘Posture. -Defines the

i‘t‘y, ondurance, capacity,

lbnal under routine, noncrisis

« the attainment of an

ure. Defines the lavel of

b.

' commands.

systen availabilicy, rcliabint:y, and responsiveness
required to insure communic
‘conditions of significant @lectronic jamming or other
disruption of normally usefd communications.

(U} The survivable communications resources must be

responsive to the nuweds of the NCA,
Staff, and the commanders of the unified and apecified
Access to resourced by other authorized

users will be controlled and prioritized consistent with
the availability of t.lblltc.l‘
the survivable communications:
to an- cpcraung -alemant of the -RMCS under general nuclear

WY or crhi: aupport poltm:es.
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N M Continuity of dommuynications support through all

levels .of ‘conflict 2
should be meximined.

oogemunications gystem utilization
The operator .should -have available
the ‘Same capabilities in:a p!}#in JAnvolwving jamming -or
#abotage :as ars .p.’l;annﬂ‘d- for ueq in-support of general
nudlear war, The communications needs in support of
general nuclear -war mstablish :the upper limit on and
deatermine the cr.tur.lql for systems. Priority access
must be providsd to iri:aure information is procesaed in
crder of importance. The system must allow for graceful
degradation so that key information can be transmitted
short of total failuref. Techniques for recovering from
system failure must ingure minimun loas of communications.
The survivable communipations capability must be reliable
and available to the axtent that this key information can
be transmitted without delay. A sufficiently detailed
record copy is needed to facilitate manual (non-ADP)

operations. ‘
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il sdy b wipported by
© s wsway ‘SHrviviBle ind ‘endirant: comoniations
Gipubility a¥e Sceniric depeident.: ‘The wcesario
situatichs -a¥a idént ftied ‘as follcws: -
1) jaffiGofiduct of ‘the SIGP undér-conditions of &’
‘misgive nuclear -exchange. | -’
t2y ?f ‘Porce replanning dlrnd ‘repogitioning following
a masiive nuclear -mhihq;.
(3} ﬂ‘&up‘port of crisis incti'viti'e. -whérein communi-
cationa ‘planned for use have been dimrupted.
Vital communications to theater nuclsar forces
are not addrewged here, but my be supportsd by the same
resources. The cosmunicationi functions described
are rélated ‘to-worldwide strategic force management.
Bupport in w ‘cri#is ‘involving commnications -disruption
is Dot a primsry design’réquipiment.
b. J# Burvivihie anf Eniirant: Comminitoaticna:s
of #he BtrategicForoes.’ -:mlm', “through the ‘Joint
‘Chidste of SEALE, and ‘thé -comnsriders of ‘the unified -and
:reca:ﬂedmds raquivre - two-way 'survivable and -
‘enduast somwitoat {oas o recuive missile warning and
e mfwdimionfm )
Fitieal ‘Toroes under -
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Ay B e e eaebeme.

their- gumiu ' Privisry utphuiL in this concept is given
to t:h. m. wimely:, m ol et
u-cuﬂan and termination inetry

ite dimsamination of
tions. . Two-way con-
!czﬂqm woice communications - i1l be used between -the
Joing M: of Staff and -the anders of the unified
and specified compands to exchange information necessary
_ to susport dscimionmaking. The'Joint Chiefm of Staff will
i use.a two-way voice comsunicatidns link with the NCA to
| mvi-dé information, make recomiendations, and receive
instructions. Additional comux?icationa from the Joint
Chiefa of Staff to unified and specified command headquarters
and direot to strategic forces are required to execute
or 'b.':minau‘ actions by those fdilrces. A two-way communi-
cationa «unpnbility between stratiegic nuclear-capable

commanders .and their forces could be used to transmit
additional instructions and receive status reports

and could be monitored by the Jo_‘,i.nt Chiefs of Staff. These
functions can b2 categorized as :follown (1) information
exchange, {2) decisionmaking, {(3) forece direction and
control, and (4) strategic foros: support and management.
) }4} ‘Information Bxcbangg This function is yeguired
0 pmv.m. conferancing MXcaﬁom batween the
mﬂm of the unifisd 'ma;upacuicd' commands and the
Joint. Chisfs of Staff to -support the devalopment of
recopnerndations -to -the mand “to implement .mubseguent
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are zqnh'-d 1o fasilTtite fior hiini:&n’g, resl-tine responuve
vbcm-tleu. :ﬁ.tuﬂm A signe;,- determination of .
-atitns of ‘Sorcés; A mki"‘ - of Peccmmanidations.

“BUMSRYY .lismion ol m ; xepmrt.l are Toquired by

e Joidt Chilets of ‘Staft. - ‘Secure record communi-
.catigns should ba-uned as Jcnury to eonfirk voice
cosemmications and if tha v#ic- ‘capability is impaired
to-the: point ‘where record ¢ b ication ‘would be more
#xpoditious. ‘T"’"“ ' '

(@ 9 Decistonmsking. This function is required to
provide witvation informaticn, wtatus of forces, and

recoumendations t6 €he NCA from the Joint Chiefs of
Staff. Instructions and Jroqfha-t- for information will
be sant by the KCA to the Joint Chiefs of Staff.
‘Record traffic on this net Qill be used am written
ponfirmation or as backup. :

{3) % Force Direction and Qontrol. A secure record/

volice communications capability is regquired to
dinseminate decisions in the! form of axecution/

war tarmination messages ‘fxojn -the Joint Chiefs of
Btaff dirsct to. the-itrmq;t.b farces, as well as to
the -conmandars of the unifisd and specified commands.
These irbtial Bmergency "lﬁt’i’?!\"lﬂ'llqel will normally
be praformstted . and of a sphrifisd. length. However,
later messages cpgwng ,-net-:u:geti.-nq and use of the
stratagic resexve. Torce, will sost Likely be developed
basegingen tie curcens eltussion and sy be a8 moch
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a8 10 .tiwes longer than previous ;-zmrqcnéy Action

Hassagea. Acknqu
required, will be acoo

t -of message raceipt, if
ﬁli{llu_d by -menitoring the force
mpnagement traffic duc*ﬂnd :in subparagraph 4b{4) -below.
(4 )If -Strategic l'.e:i.ce %Smtt:and-u‘magemnﬁ. A
two-way Becure. con_mm,l'cltlou- capability is reguired
beatwaen the conmund.u qr_,r_ne, unified -and -specified
vommands and their forﬁg .‘for the purpose - of imsuing
ingtructions and obtainii;ng force status and situation
reporta. These instructions and reports will be
relatively short, shcul.d; lend themselves to being
preformatted, and should not degrade the covertness
of the S5BN forces. The Joint Chiefe of Staff

may use thege reports to keep qenerall} abreast of
the situation and to flag items for the NCA. 1In a
situation where comnunic;ations between the Joint
Chiefs of Staff and a commander of 2 unified or
specified command are seriously impaired or
nonexistent, the Joint Chiefs of Staff will uase

the monitored situation.and status reports to

develop situation synopsés and recommendations
nermally made by that commander. )

c. )ﬂf Puo-Way Burvivable -l-lildMant Communications

support .of Strategic Force Replanning and Repasitioning

(1) :Subsequent ‘o a:massive nuclear attack, wowe replanning
-of auclear forces, yapositioning of other foxces, as
~well as ‘the iabiliry-to execute the strategic reserve

force: :dnt_i -to-eEfect wak, ternipation will be -required.
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i
'ro n-mzam an ‘effactive - blFth jposture, nuclear forces
. mEY . be mu:gtw m um !on:ll :papositioned/
-uinfomed;-. .'thn---mtc;n jons. reguired for decision-
making and -information uchrnqc yndar puag:qph Ab above
could be undtomauptond-cnm on what

replanning .and ~rqpo-1tioninr;- is required.

i2) 'CIRCEBAL has stated thati:cmnnication- are required Lo
acconplish-strategic force ;ucovm and retargeting during
the first 72 'hours. cmmb haw stated that force realign-
ment-.and repositioning willi require communications

from 60 to 144 hours follow?.ing the nuclear .exchange, and
the reserve force mmgmngl: requirement may extend for
saeveral months. Effactive "h:cou\plilhnant of migsion
functions will depend upon ithe endurance of the same
two-way survivable communidations capability used

during the cenflict and US .ability to restors
scsmunications (landline, xadio, satellite, etc.).

{3} Record/voice two-way communications between the Joint
Chiefs of Staff and the commander of an appropriate
unified or specified comn:d are required to provide
directions for personnsl or supply movement and to -
direct transportation arrangaments as necessary. TwO-Way
record/voice communications.may be used by the

appropriate commander and his ground, afloat, and

airborne forces to coordinate and accomplish the required

npoaiti.onipq .. .

vivnhle eomm.ctt.lom ‘_tam sn_pport ot Criaie

A suzv:l.vnhlo

.comun.taattons capubi.uty ﬂuigmd to aperlte in -the

R IBEREBEERERERIBIERIEREIEIRIEE e~ ie v wis -

" ‘nnviﬂ_:mug of a general nudhtr war has an “icherent
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utility in.other. -scenarios.
cqneinqoncy mi&uum o;:qnu
or- ntclliu cmninut!:om er idagraded -or negated hy

elmle -warfare or: Lsnllhd’-lcbotaq., the survivable

& erisis or

‘norsal terrestrial

communications sysatem will p:oyide an important capa-
Hility. The Joint Chiefs of -s’nﬂ ‘and the appropriate
commanders :of the unified and specified ecommanda will
uge :the lmivabll.cummioatiq!ml :capability to receive
-sitﬁtion ‘reports . from remote ¢r joint task force
commanders or an-scene pexsonndl in crisis

or eontingency situations. 'rhé Joint Chiefs of Staff
will provide inatructions to tl.'le appropriate commander
and, in some cases, directly toithe commander on the scene.
The theater commander will coo)l:dimlte the forces under
his command with the activity of the forces at the
crisis location., It is not intended that a survivable
commnications cepability be used in a crisis situa-
tion as the sole means of suppprting the communi-
cations functicns reguired. This concept apacifically
capitalizes on the inherent caéahility of survivable
comsunications.

{1) MSit\utinn Reporting, Situation and status of

. forces information and racowssndations will be
~provided:to the Joint Chiefs of Staff by the commander
. on -the -scene, "and -by other Wpriate military
cmmu in u;ponu to quuu:onl «from the Joint
muetu of staff and dcvelopﬂclltl at the scene.
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micati«mn are

also roquima hy o_punum pars
wation upward £o the Joint CThief

el to relay infor-

ot Btarf. A
recoxrd confirmatian of reports will be provided by a

ascure net vwhich will also .sezve as an additional
backup to the voice functions, if required.

(2) W& Force Direction. The sedure voice command

]
function identified above will nlrao ba used by
senior officiale for igguing nrdqfr:, decisions, and

instructions, in real tima, with .all appropriate
comsand levels receiving the diréctivn. The

secure teletype capability will provide a record
copy of directives issued and & bhackup ta the voice
capability,

{3) ‘wf force Management. The theater commander will
use an additional secure record tiraffic capability to
coordinates the activities of the ifc:rt:u under his
comman@ with the situation st the scens of the crisis
or contingency. This racord capebility will normally
be supported by the existing Defange Cummunications
system and tactical communications with an interface
through the survivable communications system as
nacessary to penetrate the slectronic warfare

environmént or tircumvent the sabbtage.
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