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MEMORANDUM FOR SECRETARY OF DEFENSE 

SUBJECT: Proteotion of Future Environmental Satellite Systems 
Against Unauthorized Use (U) - ACTION MEMORANDUM 

.... You recommended on 15 April 1977 that the SEASAT-A gravity 
data be unolassified. President Carter upheld your recommenda­
tion on 29 April 1977 and direoted that the data be oolleoted 
and distributed openly. However, that recommendation was made 
in the particular context of SEASAT-A. We should not let it 
be precedent setting for more general use. I believe we should 
establish a position with NASA which maintains an option for 
appropriate proteotion of civil environmental satellite systems 
of the future such as SEASAT-B and operational oceanoqraphic 
satellites now being oonsidered by a joint DoD/NASA Ad Hoo 
committee. By so doing, the Presidential deoision on SEAS~T-A 
will not be considered applioable to future satellite systems. 
A proposed letter to NASA has been prepared whioh indicates 
this position and requests that options for enoryption or other 
suitable means of proteotion be maintained pending a Presiden­
tial deoision on the national spaoe policy. 

(U) Recommendation: That you sign the letter to NASA • 
. / Slgnt')d 

Oerald P. Dil1M')\'\ ~ 

At tao hment 
Suggested Reply to NASA 

Prepared by 

_lIll"WIIS 

William J. per/y 
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Or. Robert A. Frosoh 
Administrator 
14.tiooal Aeronautic. and 

Jpaoe Administration 
Ua II hi ng ton, D. C. 20546 

Dear Dr. Froaoh: 

.., The recent SBASAT-A decision with respect t~ the 
ala •• ifiaation of gravity data left unanswered the ~u.stion 
of eDcryp~ion for later satellite systems. Polioy on this 
may oom. up in the deci.ion. on PRM-23 but will more likely 
ari •• in the ~pl ... ntatioD of 'RM-23. I feel that it is 
timely to oo~ide:r: future systems and particularly to main­
taia the option tor protection so that lat~ deciaions to 
~cnti4. enoJ:yptiOD are nott precluded. I propo •• thatt :lASA, 
in ou.ren_ planning effort. for futura systeml, maintain 
the Op'iGD for oommand and da~ link proteatioD until the 
qeaecal polioy i.lue hal ba.. oompletely relolved and 
di ••• ha1:e4. S,eaifl0 reo01J8lten4ationa lOI: the follow-on 
Sf st. •• hau14 be aaa4. by our joint Ad lJoo COl_itt •• on 
SUSA'I wi'khin the fr_ework of general polioy •• tablishdd 
by the Pr •• ident aa the result o~ PRM-23 deliberations. 

(U) I would b. pl ••• ad to roo.ive YOUI: comments on my 
propo •• l. 

SincerelYt 

0\1) 5 U.S.C. § 552(b)(t.) 

S&AS/Capt BiXbY~56l88/7/29/77 

R()sS N. WilLIAMS: 
. .oM. U.S; NAV-Y :" 

..... 
I . 

g JilL 1~'71 
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Or. Robort A. Frosoh 
Administrator 
Ifa tional aeronautics and 

Spaoe Administration 
Washing~OD, D. C. 20546 

DGar Dr. ~roschl 

IIUY'te+ 

OECLASSIFIEO IN FULL 
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", The rocent SBASAIf-A deciaion with respeat to the 
classification of gravity data left unanswered the question 
of encryption for later satellite systems. polioy on ~li. 
may come up in the uGel_iona on P~~-l3 but will more likely 
arise in the ~plementation of PRM-23. I foel that it is 
timely to consider futuro SYSta.8 and partioulaxly to main­
tain the option for proteot:ion so that lAt.r decisiona to 
provide enoryption ue not precluded. 1 propos. that ::lAaA, 
in cw:rent: plannirlg efforts for fut.ure systema, maintain 
the option for o~an~ and data link proteotion until the 
general polioy isaue haa heen oompletely 1'0801vod and 
dia.aminated. Speoifio ~ooommQndations for the follow-on 
ayata.1l should be "!lade by our join'" Ati tIOO C~:l.tt.e. on 
BBASAT w:l.thin the frl.U:l.ework of generAl policy INtabliahed 
by the President aa the result of P&I-23 deli~er.tions. 

(n) X would be pleased to rooeivG your comments on my 
proposal. 

!Jinceraly, 

oso S&As/captBixbY~56188/7/29/77 

010 5 U.S.C. § 552(b)( iI) 
d~ &E 

8[8RE" 

DDS&SS 
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I.,)FFICE OF THE DIRC1!'j';)R or PliffiNSE' RESEARCH AND ENGINEERING 
WASHINGTON. D. C. 20301 

COVERING BRIEF 

TO: DIRECTOR, DEFENSE RESEARCH AND ENGINEERING 

FROM: DEPUTY .DIRECTOR, STal'EGIC AND SPACE SYSTEMS 22 JUl 1917 

?ROBLEM: "". Convey a DOD position to NASA for maintaining the 
option to provide appropriate protection for future satellite 
systems against unauthorized use. 

DISCUSSION: ~ The SEASAT-A issue was resolved by the 
President in favor of collection and open release of the data. 
This decision agreed with the position taken by the Secretary 
of Defense. I do not feel that this decision should be 
precedent setting for all civil environmental satellite systems 
of the future. The general space policy is being formulated 
under the auspices of Presidential Review Memorandum #23. Until 
the presidential decision is disseminated, it is important that 
NASA, in planning for future environmental satellite systems, 
maintain options for protection against unauthorized use. 
Encryption of data links is a viable option but lower order 
schemes may also be acceptable to provide the desired protection. 

IMPLEMENTATION: f!IIIII An Action Memorandum has been prepared 
for your signature to the Secretary of Defense which transmits 
the proposed letter to Or. Prosch, Administrator, NASA. The 
letter requests that NASA maintain the option pending the final 
Presidential decision on PRM #23. Alternatives are not 
presented for Secretary of Defense consideration. 

RECOMMENDATION: (U) That you sign the Action Memorandum to 
the Secretary of Defense. 

CONCURRENCE: (U) 

Director, Defense Mapping Agency (See Memo, 16 Jun 77) 

Director, Joint Chiefs of Staff (See Memo, 21 Jun 17) 
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DEFt~N6E MAPPING AGENCY 
DUlLOiNG ''',11. u,tJ: ',IAVAL ODSERVATORY 

WASHINGTON. D.C. Z030' 

16 JUlle 1917 

MEMORANDilll FOR THE DIRECTOR OF DEFENSE RESEARCH AND ENGINEERING 

ATTN: RAm! Ross Williams 

SUBJECT: Appropriate Heans for Protection of Satellite Systems 

~1A concurs with your proposed letter to the Acting Administrator 

of NASA relative to protection of satellite systems. 

FOR THE DIRECTOR: 

MARK M. MACOMBER 
Acting Deputy Director for 

Systems and Techniques 

Page determined to be \Jnd,t8aIfied 
Reviewed Chief. ROD. WHS 
lAW EO 13526. gecIion 3.5 

Date: MAR 2 1 2014 
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THE JO:N't CHlEFS OF STAFF 
WASHINGTON, D,C, 20301 

MJCS-196-77 
27 June 1977 

MEMORANDUM FOR THE ACTING DEPUTY DIRECTOR, STRATEGIC 
AND SPACE SYSTEMS, OFFICE OF THE DIRECTOR 
OF DEFENSE RESEARCH AND ENGINEERING 

Subject: Appropriate ~1eans for Protection of Satellite 
Systems (U) 

1. (U) Reference your memorandum, 14 June 1977, subject 
as above, which requested comments on a proposed letter 
to NASA which provided the Department of Defense position 
on future satellite systems such as SEASAT-B. 

2 .... The proposed memorandum to NASA is' concurred in 
provided the following sentence is revised. 

Page 2. Change to read: 

"Barring this, lower order means sh.eti±6. could be con­
sidered including such concept,s as sui table telemetry 
antennas to narrow the'beam pattern relayed to central 
readout sites or extraneous data bits in the data trans­
mission streams." 

REASON: The future NASA systems will probably be 
designed to use satellite data relay techniques. Narrow 
beam patterns in themselves do not necessarily restrict 
data access unless incorporated in a satellite data relay 
system.' , 
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For the Joint Chiefs of Staff: 

eVAN 
eutenant General, USA 

irector for Operations 

• 
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77-27311 

AUG 1977 

3tJ.JJ:C'f: P:.:otection of Future l!!nviron;!lontal Satellite Systems 
AJain3~ Un<.luthorL~ec1 Use ('J) - ;\C'I'ION Hml0?Ii\i7DUtl 

.. You rccol:1lnonJec1 on 15 ~\prtl 1977 that tlh:! G!mGAT-l\. grav'ity 
dilta ba nncla:J312ici1. Presiuent Cartor upheld your recommenda­
tion on 29 April 1977 and directed tll.:!t the <1atil be coll(3cteu 
.:1.n..:1 llistributcd openly. However, thaI: r(·)coH'llucmdation ','/as made 
in the particular context of SEASA'f-A. tie should not let it 
he p:r.ccod(':!nt setting for :aore '.Jeneral U~30. I beli(~ve t'le should 
USblblish a position ",lith l.Jl\:JA vlhlch nmintaill;;; ,::m option for 
.l~):).cu~).ciat<·~ protection o,e civil environnwntal satellite sY3toms 
.-)f t.h'~ iu l:ur~ such 30,3 D;~l\8AT-I.l and opera·tiol1il1 occanoSjl:"lphic 
~.;;.ltollito::J nQ~" bein'] consi-1cl."i.'!d by a joint DOD!!\fAG..:\ Ad Hoc 
C (,; u;t:.t ttco. :37:30 Join:.;, the Prcsiuc:mt.ial deci3ion on SEAShT-l-!t. 
~,Jill not bt-~ c,")nsil.h!r::d a~·plicable to future! 8.-:.l.t(~11il;:r~ syotmas. 
A i.;roposr;d V.:~tter to N7l.I:.L:\, has been i>repared \."hich indicw.tes 
l:h.i.:::; fH)citioa <1n:.1 rccp.1H,;ts l;h.lt options for onci·ypt:.ion or other 
sui t(.tbl~ m';ann of prot;:~ctlon be mainl:.J.incd pcnulng a l?rosiucn­
tilll dcci:3ion on the n:lti'oniJ.l Hpilce policy. 

(U) Recommendation: '.rh':"lt you ::Jign the let1:er to ~U\.Sl\.. 

.1\ l: t:..\duncnt 
:"~ll(J'J\1S tcJ RGply to ~lAS.'\ 

7 'J 

-- Signed ~ 
Gerald P. Dinneen 

':"i111<1.11 .1. P0r 

r 
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COVERING BRIEF 

TO: DIRECTOR, DEFENSE RESEARCH AND ENGINEERING 

FROM: DEPUTY DIRECTOR, ST1.EGIC AND SPACE SYSTE.M,S 2 2 JUL 1977 

PROBLEM: tIP Convey a DoD position to NASA for maintaining the 
option to provide appropriate proteotion for future satellite 
systems against unauthorized use. 

DISCUSSION: .., The SEASAT-A issue was resolved by the 
president in favor of oollection and open release of the data. 
This deoision agreed with the position taken by the Seoretary 
of Defense. I do not feel that this deoision should be 
preoedent setting for all civil environmental satellite systems 
of the future. The general spaoe policy is being for-mulated 
under the auspioes of Presidential Review Memorandum 123. until 
the presidential deoision is disseminated, it is important that 
NASA, in planning for future environmental satellite systems, 
maintain options for protection against unauthorized use. 
Encryption of data links is a viable option but lower order 
schemes may also be aooeptable to provide the desired proteotion. 

IMPLEMENTATION I tilt An Aotion Memorandum has been prepared 
for your signature to the Seoretary of Defense whioh transmits 
the proposed letter to Dr. Frosoh, Administrator, NASA. The 
letter requests that NASA maintain the option pending the final 
Presidential deoision on PRM #23. Alternatives are not 
presented for Seoretary of Defense oonsideration. 

RBCOMMBNDATION: (U) That you sign the Aotion Memorandum to 
the Seoretary of Defense. 

CONCURRENCE: (0) 0';) 5 U.S.C. § 552(b)(~) 

Direotor, Defense Mapping Agenoy (See Memo, 16 Jun 77) 

Direotor, Joint Chiefs of Staff (See Memo, 27 Jun 77) 

--.....27 Jun 77 
~11iams/5 Ju1 77 
OAD(S&AS).--

AD (S&AS 

DD(S&SS 
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