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Introduction to Section V

(U) The preceding two sections (IIf and IV) of thia
issue comprise a series of papers on various aspects of
thetechnology which describes the EMP phenomenon
that underties the requirements for EMP hardening of
systems. For this section, we discuss those hardening
applications by presenting the range of options avail-
abie to the designer and program manager for harden-
ing, for validation/ assesstnent, and for life-cycle main-
tenance of the deployed hardness.

(U) Most bardening approaches that have been
implemented, to date, can claim some measure of
improvement in ecither reducing the EMP stresses
within the system or reducing the susceptibility of the
internal efoctronics. However, the key technical issues
to be resolved are whether the improvement is
sufficiont, whether the hardening can be verified, and
whether the improvements can be maintained over
the life cycls. Therefore, any hardening approach
must be reviewed and discussed in concert with its
associated validation and maintenance spproach.

(U) Since the verification and maintenance imple-
mentation is so strongly affected by the hardening
approach, the system designer has been confronted by
differing opinions on what combination of appr.aches
would best suit his system development. Some typical
questions that result include the following:

1. “A systom s hard (survivable) until it Is demon-
strated to be soft {vulnerabie).”

Versus
“A system s soft until it is demonstrated to be
hard,” o
2. “A reasonable probability of survival to EMP
can be adequately verified."
Versus .
“Survival probability cannot be well calculated;
best to make it as cloes to | as technically
feasible.”
3. “For many systenws, only EMP damage noed
be of concern; upsst can be adequately dealt
with by preset cutomatic or manual recovery
procedures.” -

Rata .‘7,

UNCLASSIFIED |

Versus
“The history of EMP testing has provided many
examples of mission aborting upset-induced
anomalies; these more often thas not were not
predictable modes of the system. Thus EMP
hardness must include protection against all
upset.”
{U) Thess differing interpretsticas of “EMP hard-
ness” have led to advocacy of “electronics or
distributed hardening” on the one hand versus
“integral shisiding™ on the other hand. In addition to
interpretive (or perhaps subjective) differences, there -
are some real, but simple, technical differences
between the two approaches. The electronics
approach leads to moderate EMP transient stress
reduction in general, with soms stringent attenuation
required for special, predictable cases, As such, it is
argued, there is no “overkill® in the hardening
solution. The integral shieid approach admits to an
overkill, but argues that thore is no way of reliably
predicting just where the increased protection is
needed, ’
(U) The most significant underiying technical issuss
are the following i

1. The previously noted “damage versus upset”
question.

2. If only damags is important, then whal- are
relisbie threshold vatues 10 uss at the componem
or Interface pin leve!? The cloctronics approach
generally relles on having damage levels higher
than noimal operating levels, lsading to only
moderate stress atienuation for most intesfaces. .
If, In foct, approprints bounds for damage
thresholds were near the normal operating levels,
then the distinction between “slectronies™ and
“integral shisld” would practically vanish in
tormas of the sttenuation requicemants; the only
remaining disiinction would be the distribution
of that protection within the sysiem. )

3. How reliable is analysis, as opposed 10 test, as 3
tool for validating the designed and implemented

EMP proiection? How docs ons deal with the -
problem of the very large aumbers of predictions
or (23t results which can be required by designs
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which distribute the protection deep within ths
system 10 the subsystem interface levels?

4. Finally, how does one practically maintain the
deployed hardnass if it depends on & very large
number of elements retaining their deployed
characteristics?

(U) To illuminats, if 2ot provide solutioas to, these
issues, in this section we have first & paper by
Morgan, Vance, and York which discusses the range
of EMP hardening options availabls to the design
engineer, followed by Schaefer’s discussion of vali~
dation procedures & they relate to differemt design
options. We note that Schaefer requires compiste test
validation of hardeniag protection at every interface
and does not consider the use of analysis and statisti-
cal sampling in his provedures. A paper by Mo dis-
cusses, with illustration, soms of the coustraimts
imposed on conclusions from test data when appropei-
ate statistical theory is spplied. A throe-part paper by
Dubois, Merewetber, Reod, and Morgan trests both
managerisl and ongimcering aspects of hardmess
uﬁmmmudmnﬂhmfmﬂnmmm
sient stress-reducing hardware (shiclds, filters, termis
nal protection devioss) rather than on the logistics
aspects of maintainiag subsysiesn EMP hardness.
Fiaally thers are (wo papers which present views on
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Bow choices should be made from this menw of
endnuimoniouwfomhunmmfor
achieving EMP survivable systees,

(U} Gage, Wallsce, and Wunsch argue for 3 :yatem
"™ and present a formalism for

: mwmnhdmohpﬂy-

The imerreiation of EMP hardening
with other system requirements is emphasized, and a
six-task procedure s outlined which envisions system-
atic alternative design studies with quantitative cost-
eoffectivencss rosults, enabling the final choics of
hardening programs to be optimized. The authors
mmmumhkvhbbnmbym
some studies of the kind of information available iv
oday's Jata base, but do not presest & quantitative
discussion of this dsts.

(V) The final paper. by Karzas and Bell, presests a
view, by arguing from historical evidence, thet there is
a peeforred EMP hardening solution for both new
und existing systems which uses today's tocks and
data base—the integral shicld with minimized cone
trolled penetrations—snd that this solution has waany
atiraciive features for reducing life-cycls costs as well
as providing EMP protsction with low risk.

nuqmmmwmmndynwmum
specifications.

Wiliam J. Kerzes
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EMP Hardening Design Approaches (U)

GNE B. MORGAN EDWARD F. VANCE? AND EDWIN N. YORK'
(Received May 21, 1984)

EMP, ws canaot rely on sliminating the source, and
we assume hore that any uanecesary vietime have
alrendy bess ciiminated, 10 thet the EMP control
 methods recasialag are physieal separation, orthoges

'WMM&MWM“MM'WMMM

Weshingan,

" methods can he used 3 elemnents of barriors in some

P—

nalizstion, a0d plasiag & batrier betwosn the EMP
and the system o0 be prosscted. The first twe control

cases. Other schames, such as wenkening the source o¢
making the vietim more tolerant, ase almost slways
an applisution of oae of the barrier tochalquss to the
source or vieti, : ’

{U) Theeleotromagnetie barrier is a surfhoe that com-

enclesss ¢ither the source or the viotim, as
iltustrated in Fig. 16. The ides] bartier s 8 perfectly
condueting shicld: ne slestromagastic evenis occur-
ring autside the shisid can be dutected inside s clased,
porfostly conducting shisid. Ia praciice, we have
neliber pasfectly conducting shieids nor completely

energy 1o the system [aside the shield, g information
int0 and out of the systum, remove excess hest, and 50
forth. - ]

(V) Thus, ¢ven' if we had & pesfectly conducting
shisid, 8 petwizating wise, us illunraed ia Fig. 25, can
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 nagate the effecs of the shield, since the externally -
induced cusrent passes through the shicld uasttens~ -
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o hespactare . Peusd (V) Compromionof thioks.

Table § shows the open-oironia volings induced In the
largest singlo-cuen loop that can be placed lnside 2
sphetigat skileld of 10-meter radius for variows wall
thiskuosses and wmaterials. The S0-2V/m plane-wave

- exponestisl pules with 250-nsee decay time constant

is Incident on the shihl. Note that with walls only

..c.......s..?..f....,
AT AR




DECLASSIFIED IN FULL
Authority: EO 13526
Chief, Records & Declass Div, WHS

Dste: NQV O mwgw o
R

_i.ngﬁcosgsagzgﬁrlg
EE-:E_S-E.SE_RQ%E_.FB_.E
gi??ﬁ.aﬂa:-ags_o?
Egg;ggiﬁi_«&
ordinary metals is not an important compromise.

(U) Because the shield conductivity and thickness are v

scldom important considerations in designing EMP

protection, we often speak of electromagnetic barriers

that consist of the shisid, fliters, and other surge

limiters (which are impervious to the waves prope- 0..”-5

gated along wires and pipes), and aperture trest-

ments, such as waveguide-beyond-cutoff applications UNCLASEIFID

to windows or other openings, gaskets on doors and '3 (U

! acoms hatches, and various other devices designod to Figwm 1. (U) Couplog hemghanspmes.

J form 2 surface impervious to external waves. Most of  trated in Fig. 4, almost always contain sufficient
v the EMP protection design effort is thersfore divected  metal of adequate conductivity to serve as the shield
,, - toward the wire and ‘aporture trestments. clement of the berrier. Usually, .g.-rﬂuﬂnn
U) The gost of EMP haniening is lo develop Clowed burriecs; they may kave many wires,

basriers that are sufficiently ispervious to the EMP  1ines, control cables, and other conductors that pene-
0 ensure system protection and that are also cconomi-  (rate 1be shisld, and they may have many windows,

liable, and maintainable in an operstional doors, snd hatches that allow the EMP fields to intar-
ﬂ_.cr.-ﬂl.l. g " act with the interior, Thers ls seidom aa clectromag-

ggjiﬂ?i&rﬁs
- hull, or other system-lovel structure. -
1CA TOSYSTEMS (U) On the other hand. the equipment (usually inside 11,
(U) Many milliary sysems are comstrucied with  the aatural system-level shicld) almost always bas & -
metal exteriors that may be adapted for ugs a3 an  shisiding requirement. Most military electronics unite R
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Figun 3. (U) Bouipsment level barrier.

Wi

wires, tubes, cables, ducts, and so forth. Windows,
dooss, and other large openings must also be identi-
flod, examined, and possibly treated to reduce EMP
inkeraction through them with interior wiring and
suructure,

(U) The objective of the barrier closure is to keep
externally indwcad currents and associsted flelds out
of 1he protected spece. Thue, the treatment of pone-
tratlng wives, cables, pipes, and 0o forth oy conelst
of diverting the wire (or other conductor) current to
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: o the shield (Fig. fa), nterrupting the current (Fig, 6b),
i . .” : - orby orthogenatication (Flg. 6c) 30 that, for example, -
" " UNGASSPED . She Interior clrewit responds only to the diffirestiel-
C o . mede signal, while the EMP Induces only a common-

Figuwe . (U) Nasusnt barsier comonts. - mede current on the exteriorcireuit.
requirements; they must withstand " (U) Piges, wavegnides, ground wires, and other cos-

0urces outside the usk, and they must not uaduly
contaminaie the snviconment outslde
the unit. Thus, each unit has its own barrier, usvally

£ . Saiktirouad its mets case g luerated in Fiy S, they

excluties external interforedien and confines the ineer-
ference that its inseraal cizeuiis genarate. The goal of
the electromagnetie compatidility ssandards is to
© emaure that such equipment tolerasés, but does not
contamingle, the poacatime opessiing environment.

(U) To adapt the natwrel systess berrise, such as an
aircraft skin, for ust as the EMP bacrier, alf opeaings
in the metal structure must be identificd, and appeo-

{ptinte measures o closs the electromagnetic barrierad:

" thess poluas must be developed. O conventional air-

enf, for example, the conductors pesetsming the
hull from exposcd arpps, such as bomb days, whed
wells, open aress of kg wings, must be treated in such

8 wuanser that the EMP barrior ls cloued sbout these

" ductors that can be contiawowsly connected 10 the
.,nwm‘hmammmm o

awcted to the shisld whars they pesstrate to divert the

- EMPdaduced current (0 the shicld (as ilhwtrated on

the right of Fig. 6a). Signal and power wires cannot
beco .

e momentarlly conneciod through & surgs arrester. -
when the voliage enceeds a predesermained theeshiold,

o they can ba conmeciod to the -putside » pasee

band through a filver, -

(V) Correm inserruption (Fig. 60) can be imple- -
mencd by using plastie pipe or tabing for plumbing

penstrations, certain types of filters, and: optical or

dislectrie waveguide isclators. Howeves, becavse the

open-sireuit vokeges induoed by the EMP on long

" exteranl conductors are very lnrje, current interrups
tion at the sysem level should be uiod with causion.

(1) mmwmdm .

m
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i) ORTHOBONALIZATION
© UNGLASSPED

Figuon &, (U1 Basser loments on wires sad asbie.
. theoommen-mods rejection In belanoed cirouita (Plg.
6c). This is an effective and economioal method of

* protecting cirowits from insesfavence induced on inter-
connecting cables. It can aleo be wsed on some power

. ‘pomstrations (usually i conjunction with other -

devices), as well 50 on sigra) pairs. Tha commen-
mode curtest may be either diverted or Inigrrupted,
a8 wus the case for single-conductor currents, and
with the same considerations as. for single-wire
cuments. - - : :

(U) Seversi mushoda srv available 10 closs the barrier

8t large openings n the shield, Hess the goal is 1o
minirize the elsotromagnetic flelds penetrating these
windows, vests, and 50 forsh, Some cpenings con be
closéd‘with a condiscting cover. Thoss that cannet be

petforatod sheet when pasugs of air or light are
impertant, or subdivided and trenicd with many small
waveguides beyond sutoff. The last two metbods are
Bustrated in Mg, 7. . B
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o, (U) Reduntion of ubde rasimiog iperures.

(U) Evidonty, these methods of reating penstrsting
condustors and apertures can be imphmented iR
is to devermine how much protestion is needed. The
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EMP PROTECTION OPTIONS
GENERAL

ik (U) As noted above, many systeros have natural

barrier surfaces at the system level and at the equip
ment unit or box level. Furthermore, some interfer-

4

b ence and compatibility controls already exist at the
p _.n.wrﬁ_.-..osl_o!u-:o.-w.z_ﬁa.-ﬂ&.rw
& existing system-level structure and unit tolerance in

designing EMP protection, that is, o allocate the pro-
tection between these two levels.

S (U) Before discussing specific allocations, it is useful
0N to consider some of the factors that affect our choices.
3 Consider, for example, an all-metal aireraft. A barrior
. could be formed at the skin having only & fow dozen

penatrating conductor—mosily communication and

antennas—and perhaps the cockpit

X windows. If all the EMP prosection s placed at this

level, and the EMP-induced stress is not dominant

% inside this Jevel, only the interaction of the EMP with

theexterior of the aircraf and thess antennas must be

y  undersiood to design and evaluste the protaction.

' (U) However, if the protection is allocated to the
Y oquipment uaits inside the alrframe so that esch unit
s hasaspecific EMP roquirement, an undersianding of
v & much higher level of intersction complexity is
s required, A typical large transport or bomber aireraht

containg several thowsand line-repincesbie units, cach
of which imerfaces with the aircraft or dther wnits

S through (typleatly) 28 or J0 connector pins, Thus, 0
> ‘design and evaluate EMP protection st the unit level,
>  ont is obliged to understand the EMP imteraction
¢ desper in the sysiem and lo understaad he interac-

tion with tens of thousands of cireuits.

B (V) In general, the deepar inko the systers the EMP
3 requirements are specified, the more comples the

EMP interaction one must cops with becomes. In

. addition, the number of systemms or circuit sates alse

AL the alrcralh skin, only & fow stawes are important

v (those associated with gear up or down, bomb buy
. .doors open or closed, VLF antensa exweaded or not,
b ground powsr atiached or not, and 30 forth). Inside

the aircralt (but outsids the wnits), thare are many

- additloaal states. These are associsted with the huse

dreds of switchus; reinys, and cireuit breakers that

- controlsireralt powsrand systeme. Inaide digital eloc
- tronics vaits, the circuits can have unimaginaMy large
. aumbers of states—s oae-Rilobyie processor has
, 298 states. Whils many of (hese sistes are ualmpore

- tantor have the same threshold, sufficient understand-
" ing must be acquired to determine which are unimpor-

tant or have common thresholds. The sheer numbers
involved deep in the system make the probability of
significant oversights worrisome.

(U) Conversely, if determination of the system thresh-
old (at the system leval) requires an understanding of
all of the internal interaction to transfer solid-state-
device thresholds to the systam level, then there is no
advantage to applying the EMP protection at the
outer level, because the complexity of transiating
thresholds owtward to the skin is about the same as
the complexity of transferring EMP interaction
inward to the circuit, However, the threshold transfer
Is necessary ouly if the EMP-induced stress is the
dominant siress deep in the system; presumably, if the
normal operation of the sysiem itself produces
stresses greater than those induced by the EMP, one
does not need 1o understand the EMP interaction to
know that 1he system will tolerate the weaker EMP
stress (nssuming that the sysiem normally functions
properiy). Hence, it is possible to know that the
sysiem will withatand the EMP stresses without under-
sanding the detalled responses of the complax
interior of the system.

(U) In sddition 1o the circuil complexity and states
probiems just discussed, there is another contridulor
10 the complexity problems; the aumber of modes of
excitation. Although the unit with a 20-pin connector
way have 10 10 20 signal and power diive modes,

thasoare 400 ways the pies can be driven iwosta tise - 1

in the general case where momlinear circuits are
Involved. Since the EMP is not obliged to interact

with the unit and s cabling in the same way that the -

nosrmal operating sigaals do, it may be necessary to
undersiand the unit response (or threshold) te all
these excitation modes (and perhaps thres-or-more-

pin modes) if the EMP-induced stress is the dominane

siress ot the wnit. Again, the poesibilities for over-

required to dasige and evaluate the EMP protection. -
Thus, there I a strong desie to minimize this uncer-
tainty and alleviate validation concerns by minimizing -
the number of pencirating wires that ust be under-
swod, trented, and svaluated.

ALLOCATION

{U) Although thers are sn iafinisc aumber of possible
divisions of the protection betwies lhe two satural
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barriers (the system shield and the equipment case),
only four possess distinctly different characteristics.
In two of these, all protection is allocated to one
barrier; in the other two, part of the protection is
allocated to each barrier. The principal differences in
their characteristics gre the complexity of the EMP
interaction that must be evaluated and controlled and
the amount of coafiguration control needed to main-

tain the protection.
Single Systesw Level Barrier

(U) Consider first applying alt the protection to the

system-level barrier and allocating no protection to
the isternal units. This usoally impiles thet the units
cannot be relied upon for EMP tolerance, 3o that the
system-level barrier must reduce the EMP-induced
stress to well below the system operating signal levels.
This is illustrated in Fig. 8 by the bold system border

" and the dashed unk borders.

(U) The single systom-level EMP barrier hes the
advantags thet no elements inside the bartier must
meot any specific EMP requirement. Thus, there are
a0 configuration control problems inside the EMP
barrier, and %0 special equipment must be flagged
and stocked separately for the EMP-hardencd
systems. The latter is Important for hardness main-
tenance and operating economy. 1t eliminates the cost
of mainaining an inventory of special EMP units
throvghout the life of the system. and it eliminates the
possidility that as unherdened standard unit will be
substivund for i fesckionally oquivaient special EMP
i.!ﬁ«ﬂri%i.&i
systers. y. madifications and equipment
Eintﬁgefi...?gg
without redesigning the syswem EMP protoction, since
there'ars vo EMP requirements om internal uaits and -

strusture. .

(V) in addition, the single systemelavel burvier can be
made with a minkmun: number of penetrating wites
and relevant system stases. Thus, the lesting and analy-
sis required 1o sscertain hat the EMP proncion
porforms prepevly are more irctabis and less time
consuming. Similatly, a more comprehensive
hardnesesurveiliance procedune caa be established,
since thars uee fower *fallure passibliitics™ 10 monitor.

(U) The disadvaningss of the single system-level
bartier are that it requires integration of clestro-
magnetie protection with sirectund, comtrel. hy-
draulic, and other functions (o form a single closed
Surrier and maintain this durrier (hsoughout the life

Figuns.
of the system. Because a fairly high-quality barrier i
required to suppress the EMP 10 the levels needed for
this aliocation, the barrier is somewhat more suscepti-
bie to compromises that result from negligence or
poor maintenance. Because the uait tolersnce for

{U) AN EMP protection st sysiem level.

intarference is assumed not to be applicabie to the

Single Unir-Lavel Barvier . . £ T
(U) Bucsuse most equipment units are required to -~ 2e
ment clestromegnetio compatibility standards suek a2

MIL-STD-48! to ensure that the units will tolerate
system nolse environments and will not contaminate
these environments, it hus been postuiated thet
adding an EMP requirement 1o theae existing stan-
dards would be a practical way to incerporate EMP NN
protection inte sysem developmont. The primary >R
sdvantage claimed for this allosstion b (haa the BMP -
reguirements:cyn be integrated into the normal pro- b
curesynl and quatification soutine with mialmue
added cont. : )

{U) However, if afl the EMP peotection s provided
by the usits asd oo is required at the syster level
{us swggesied in Fig. # by the dashod dordor of the
system and the deld border of the units), the units
would be requieod to withetsad very lasge currents s
snd voliapes thal can be induced om interconnecting S5
cablen, 85 well &u the uomitenvated incidemt EMP -7
fivide. in sddition, & mitiet be detcrmined that none of ....

EMP, this aliocation docs not take advantage of the
inberent immuaity of the uaits.

(U) Risaleo sllegod that the single-basrier allocation
is more costly to implement than some other allocs-
tions, but it s difficult 1o compare costs that are
derived from dissimilar projects with dissimilar
objectives, Seme belleve that any higher initial cout is
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Piguse 8, (U) ANl EMP prowoction at intecnsl anies.

the system-level structure outside the units is casential
to the mission (that is, is required to survive the
EMP), since none of this structure is helped by the
unit EMP specifications. It must also be determined
that no EMP inwersction with system structure
outside the units can cause the units or the system to
malfunction,

(U) Bocause of thess limitations, this allocstion bas

n - uever been implemented in a complex military

systemt. In all cases where “box hardening” has besa
used, the system-level structure has been credited with
providing soms (oftsn 40 or 50 d5) reduction ia the
EMP stresess 90 that (he requirements oa the units
ware -considerably less savere than they are in the
single unit-level barrier allocation. (Allocation In

~ which the protection is distributed betwesn the system.

level and the uaits are discussed below.) However,
this approach Is useful for single-unit systeme that
have no systemlovel structure, and it is weed for

. lightning protestion.of. remote telsphone cable

repesters, cicrowave repeaters, and 10 forth,
(U) Thers are two ways of distributing the protsction

2. between 1he two natural darviers in the sysem. The
s - importam differsnce ths In whether or not the EMP

induces the dominant stress inside the sysiem-tovel

:  bartier, The allocation that Jets the EMP jnduce ihe

largest sress inside the syssam-level bartier, ae illue
teated in Plig. 10, bs cailed the “dintriduted-siress”
slocation. tn this sMoesiion, both the sysenleved
barrier and the unit-ievel basviers have specifie EMP
requirements [mposed 45 Dem. .

(V) Thedistributod-seess allocatios is used primarily
Un retrofis hardening, whers tite systerelevel siree-
tuce is svailabie to develop imto 8 sysiem-level berrier
and whare the cost of fmtalling @ system shield is
probibitive. Thus, its mais strengih is \het & allows
some handszing 10 be provided te cristing systead

. DTRA ,N.w@mwu :

anneane®

-“—P.Sff(‘.‘?—ti
dominamt. .

Et"t?iﬂ.‘l!&snﬂl .

an EMP barrier. . ] .
{U) The main shortcoming of dlatribuied-stress allos .
catlon ia that & s difTlewit 1o determine the effective-

aess of the peowsction becawse of the wumber of -

clrouis, statey, and modes, 8¢ discussed shove. In par-
ticular, bosnwse the BMPeinduced itrcsses are doml-

nant inside the systomn, ik sysiem interior respomssto

the BMP is important, and furthermere, R depends
on the configuration of ihe interior structure (cadling,
plumbing, snd other metal). Changss (n the inwerior
omy affest the EMP stress inslde the systens; hence

" rigorous cealiguration soatrol it renuiced 1o malntain . -

harduess. In adéition, because the units theshesives -
have specifie EMP requirements, & special inventory
of thess EMPetreaed .usits must be stocked 1o
. support the malatensnce of Kardwesh, and special care
s required 10 avoid having sandard Unils substitisied
foe the EMP-trested units. Finally, there ls convern
that (he semsitive interior citeults are expecied 1o -
tolesate & greater wartime EMP stress 1han they sre
aver exponcd (e in pescction.
o

i
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ing stress is smail, most of the protection must be
alocated to the system barrier.

(U) This distribution of protection has all the advan-
tages of the tingle system-level barrier. In addition, it
takes advaniags of the known tolerance of the units
for the normal operating environment in the system.
(V) One feature of the subordinate-siress allocation

rnm.la.f Aa S
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SR
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This environment is at pressnt only loosely controlied

M ol T T
. srem

s 2300 same a6 for the single system bacrier.

N Pigus 6. (U) Distridbuiod burdesing with opersting sirsesss

domiman. OTHER CONSIDARATIONS

Design for Relisbility

(V) One of the unique festures of the nuclear EMP,
and a major resson for conoern about relisbility and
surveillance of herdening, is that most systems will
never be exposed 10 it during peacetime. Thus, during
. normal pescetims operation of the system, there Is no
indication of whether or not the EMP protection is
adequats. This lack of fesdbuck on performance pro- 2
ducses a sirong motivation to desiga the EMP protee- &
tion in such a way that the opportunities for malfuno-  SnJel
tiom are strietly limited and to peovide some kind of 3.0

hubord monitor or surveiliance sysiem 00 astificially generate
sysws induece \he largeet stressss laside the system-  (U) Obviowsly, the ability ts maintsin sysiem hard-

rcs!.f..n;?!-.:.rﬂg.'g ness and (o knew that the protestion ls still funstions . 54
) . of  ingisinfiwenced by hi hardening design. One of the 13
3 i’i.‘f.isiﬁ ohjections 10 the distributed-stress approach ls thet
Y : the hardening is potentially fragile=-i is wnsitive t0
systemn-lavel barrisr is required 10 reducy the EMP- many easily possible compromises of the protection, % ¢
It figigtiif and R Is very difficelt to moniter or periodically eheck by
BS. - pencctime stremes. . alt these poseibliicies (or compromise. However, it ls -
[ (U) Thessbostinmte-strusnaiiocation s sisilartothe 8100 Possible to dusign ke single-shield aad subord- i
H - single sywer-level barrier diocuseed above, but itis  P0Weiress hurduaiag in such & way that they are
g presemed thet the units enn (olivaie the normal pesce  9gile and difficult to moniser. :
Unes stresess, Like the single syssem barrior, i places  (U) Consider, for example, the twe barriers shown in
oo spesific BMP requiriamats on the intacior equip- - Figs, 123 and 120, These Barriens are topologieally
. mam, becanss the EMP is not the dominemt siress on identical, but they can be physically quite dilferert.
the uaits of other imterior structure. Neverthiless, the  The busrior ia Fig, 120 lo closed through cible shields,  *
- protection la disiributed butween the two darrierss the  cunmectors, condwit fittings, ad similar elessents that
amwunt allocated 10 each barrier depende om the livel  ure casily brolien, damaged, or ke lowse to compre- )
of narma) system operating siress. I the sysierm  ice the Dasries, There are miny more opperiunities =
operating stress is very lasgs, & large fraction of the  for failure of the complen, somewhat fragile shield of »
g!t!ﬁt&li;sig Fig. 1201han there are in the rugged, simple structuse kK

Jor us
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e . repressated by Fig. 12s. Thus, it is much more diffi-
cult to monitor the complex barrier that is rich in
failure possibilities than it is to monitor a simple
barrier that bas only a few likely failure possibilities.
(U) One aiternative to the complex barrier with con-
fectors, conduits, and fittings is to divide the barrier
into several independent barricrs, as illustrated in
Fig. 12¢c. Unfortunately, this approach complicates,
| rather than simplifics, the bartier, becauss each of the
interconnecting wires that is inside the barrier in
Fig. 12b must penetrate the shield and be supplied
with individusl bacrier clements i Fig, [2¢. Usually,
using separate barriers (as in Fig. 12) is advanta.
geous only if communication between the units is by
means outside the EMP spectrum (for exampls,
optical or microwdve), is multiplexed so that one pair
carries the information formerly carmried by many
pairs, ot Is by nonsiectrical means.
(U) Indesigning EMP hardening, it is well to remem-
bor that the personnel who operate and maintain the
systeme are unaware of the subtieties of EMP protec-
tioa. For this reason, the EMP protection should be
designed 30 that inadvertent (but rostine and -

el Will not easily compromiss the protection. 1t is
also advisabie 10 use interlocks, alarmy; and other
indicaiors to warn ssrvice pessosnel whea the protec-
tion has been breached. Large, critical systems should
alse incorporate surveilianoe syswms thet generats
the feedback needed 1o assure the operators thet the
Pprotaction is fuactioning propesty. ’ :

. (U) Related to ths lack of pescetims experience with
© .- EMPisthe issue of designing the protection o that it
caa be verified. Dessuse peacetime operation of the

_ Sysem will providé ne information on ihe BMP pro-
* wotion, s partiesiarly diligant testing effort is required
10 ensure that the prosection will woek if i s ever
neaded. Of course, the siarulased EMP stress used 10

© - testrhesysiem shonld approximate as nearly as possh
Die the actusl EMP, and the sysom tesied should be

‘88 nearly identical to the fleldnd aperating system a3
possible, bosks in- configuration snd in vpersiing

‘ ’ : status and environment. The fewer the entrapolationd
) SELP-CONTANNED SARRIER or other adjustments thet are regquiced (0 sccount for

< ezl

TN BACH Uy differcaces Detween the test sysium and a8 opers-
) UNCLASOFED . tionsl system exposed to cenl EMP, the less Hkely it is
R - that on ienportast subtiety will be overlosked.
Reum 13. () mhm“ (U)I\n way in which the EMP peokction i
08 ' - . cMEGREM.
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i designed affects the ease with which it can be
{ evalusted, as shown in the discussions above of the

aumbers of circuits, states, and modes of operation.
Hardening designs that require evalvation of the
EMP responses of large numbers of circuits deep in
the system for large numbers of system states and
modes of excitation sie difficult to evaluate.

(U) On the other hand, the protection can be de-
signed to simplify its evalustion. To minimize the
uncertainties associated with the absence of peacetime
experience with EMP, the protection showld be
tesiable. Fortanately, those features described abave
that make the hardness design more reliable also tend -
10 make it easior 10 cvaluste, Those features that
minimize the number of failere possibilities often
minimize the number of measurements nveded to-
28038 the protection, .
(V). Since the EMP that penctrates the wmetal walls of
8 shield is usually negligidle, simplifying evaluation
oftan implies limiting the number of wires that pass
through the shield, limiting the aumber and sizs of
other openings in the shield, and making the EMP-
induced stress subordinate 10 the operating sirezses
inside the systom.

(U) Surveillance tasting that monitors the incgrity of
the protection in operating sysieras has the same goal
a8 the design acceptance testing: oamely, L0 dovesmine
whether the system s hard. Thersfore, a dosign that
eary 10 test is alve 'ediy to monitor, and & more
thorough monkioring system can be devised for &
system that has & limited number of failure

PROTECTING EXISTING SYSTEMS

(U) While incorporating reliable EMP prawection in
& new system can be [airly straiginforward asd oo
nomical (particularly whan siiform proceduses, ten
sandands, and specifications are adopied), o large
wgmemt of hardewing. acsivity involves upgradieg -
" cxinting sysema. Jum as there is a lavge variaty of
5 tardoning critaria {raeging (rom very bigh confidence
o . tequired in some strategic facilitics. to anticipited,
X bt net demonsirated. mprovement in nohmilitary
systeme that are impoctant 10 the postatiuek condust - -
of civil affuics), theve is an equally rge varistion ie
the amenability of exisling systems 10 EMP protee-
tion. Sume (tems. such as telephone cosnial cable
tepeaters. are designod 30 that they are easily pro-
tocted, if indead they are oo sircady immuns 1o \he

"
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"y be an squipmend festure. information on equip:

EMP. Othars, such as some of the older communica~
tion centers, have little metal structure that can be
sdapted to EMP protection, and they are so complex
eleciromagoeticaily that it is difficult to evaluate their
resporacs to high-level transients. Protection
approaches for some of thes exiating, primarily non-
strategie, systema are discuseed below. .
(U) An orderty EMP protection program begins with
an engineering svaluation of the function to be pro-
tected, the equipraent (and activities) needed to per-
form the function, the constraints (time, costs, inter~
ference with other activities) on the program., and the
protective features and devices that may be applica-
bie. The EMP protection must be integrated with' o
other system activities, and the constraiots of sched- £ N0Z
ules, system peculiarities, and budgets can be used 1o """"'_
e

AN

s
A
o

determine the most effective, economical, and reliable
protective festures and devices, However, obtainiag RO
accuratoand weful information on these four aspects
of the sysiam is often tedicus. i

{U) The lunction of intevest may be the transmission
of messages, the performance of selected (light
profiles, the delivery of munitions, or the detection,
wquisition, idemtification, and racking of urgels.
Although the weer can only estimate expecsed battle
situations, he Rnows that the situation witl be -

d - AL
“complex and that he will need morc capability than <

for restine pesostims sctivitie. Initially, he may also
speciy that: no interruptions con be tolerated: the
process of deficing replistic snd. achievable baule

sffecss are defined.

(U} Theequipawt necessary Lo parform the function
is usnally & mix of commercial items. sandardiced
military equipmues, and speciatised mission equip-
ment. There will be varivus degrees of operator inmer=
action. Control, and fevet capabilitien. Built-in o

1oting shd tesd With s0me oa-hand replacentint paris

et vulnérability Wresholds 1o damage Of upeat is -
viually - lisked. ARhoUgh more information on :
thresholds can be obisined by anslysis and test, there
may vot de sufficient time and resources to perform
these siudics. Furthermore, the potential cost savings
of protecting only semitive items rather than provid-
ing overall prowtion, whither or aot sl ems are

onm
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- sensitive, must be balanced against the cost of analy-

ses and tests to identify and obtain dats on the
unknown items and 10 monitor and maintain the pro-
tection, once achieved. '

(U) Milisary equipment, subsystems, snd systems
usually follow an evolutionary sequence that inciudes
concept, preliminary desigm, final design, prototype
production, desiga validation, serial production.

. cquipment may be iztalled in old facilities, sad new

buildings may have. ud cquipmeat. Similarly, im-
proved equipment may be setrefit into oxisting sin-
craft, while new sircralt may use existing avionics: the.
mmhmwmmmmu«m
wili by a mixture of new, old, and modified equip-

i
I
;
;

of 19 simulate full-stale, theeat-devel ficlds for tests on
large, comples facilities or systems. Validstion
requires carcful use of awailable simulation capabilis

e tenatama e
e T LA AT

ties, combined with anslyses, 1o obtain adequate
representalions of threat-level. response. A third
unique aspect at present is the reistive newness of
some protective devices; data on long-term stability
and refiability are insufficient 10 permit accurate pre-
dictioas of space perts rquirements ¢r the necessary
frequency of surveillance actions. This incresses the
need for stringent pans control and active monitoring
of surveillaace aad maintcasace programs.

CONCLUSIONS

(U) Because the clectromaguetic pulse is never experi-
enced in a poacetime environment, but is certaia to be
experienced in 8 nuciear engagement, the protection of
systiems from the effects of the EMP poses some
unique problems. Most other cioctromagnelic effects
are move likely ‘o be experienced during peacetims
than in wez, 30 that flaws in the protection design are
discoverad uader peebettie circumstances; and ladeed,
some | peovements are aimost always needed. To
avoid the omienadie situstion of discovering EMP
problems under baltle conditions, much cffort has
gone imo developing EMP prowection procedures
that can beavaluetcd and maintained with socs confi-
dence evon though the system is never exposed to the
actual EMP. ,

{U) The koy 10 providing such protection is a system-
fevel EMP bartier that - proveats the EMPuinduced
stress from being the dominunt siress inside 3 sysem
with large numbers of circuits, steses, and modm of
excistion. in addition. the EMP bartier must by
designed 1o minimize the possibilities for fatlure: ihis
usually requires some appreciation for humaa frail
tes, a8 well 85 & gosd undersiaading of electro-
magnetic theory,

(U) However, EMP hordening is ulse often incor-
porsted ino existing tactical oe other notstategic
Tacilities or systema, Since cach such retrolit program
his maay onique featuces, a¢ well us unigue con-
sirwbuis uf schodules, costs, and operating restrictions,
00 sngle, unitersal selotion con provide the Best
EMP prolection foe visting sysioms and fucifities,
The varicty of prowetive messwres sod prowstive
devices new available permits fenibitity ln develop-
ing EMP protection sysiems, 50 solutions cas de
found (or simost any situstion of imterest. A
considerabie bady of experience exiats = guidance in
seiecting candidaie protection methods for poestial
applicstions. 4
ST
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(U) In many airbome and marine systems, a major
component of the barrier—the shield—already exists
in the form of the metal skin or hull. However, in
conventional aircralt and ships, this shield is pene-
trated by many openings, wires, cables, and 3o furth.
These penetrations must be climinated or the shield
st be extended to enclose the exposed wires and
cables. In new systems, the added weight and cost of
such protection should be nominal; in existing air-
mnandships.themﬁorcmisinddminami
installing modifications that provide protection and
are also compatible with the ship or airframe. Maoy

aircraft require some additional weight, because the

airframe was not originally designed as a shield.
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(U)Sy:temﬂhudowhlvelhemdinemofa
system-level shicld are much more difficuit Lo protect.
mmmmmdimmuammm
system is installed and operating are often untenable,
Achieving reliable and demonstrable hardening with~
out a shield is- difficult. In new systems, however, an
adequate EMP barrier can be incorporated into the
design for a small pemtlgeofthuynﬂncon:nthe
techuology matures, this cost will probably decrease.
Incorporation of the EMP protection will probably
nnimmmmm':mmm lightning,
power line transients, electronic countermeasures,
and other external threats.
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