
DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTJGA TIONS 

ANDREWS AIR FORCE BASE MARYLAND 

HQ Air Force Office of Special Investigations 
1535 Command Drive, Suite C301 
Andrew AFB, MD 20762-7002 

De~ 
ln accordance with an official foreign counterintelligence investigation and pursuant to section 

34 14(a) of the Right to Financial Privacy Act of 1978, 12 United States Code 3401, er seq., you are 
requested to provide the follo.wing account information pertaining to the below-named person: 

All financiaJ and account information including, but not limited to, any charges made by che 
cardholder during the period January - October 1997. As possible, such infonnarion should 
include the date, business, locations, and the amount of such charges. 

Regardless of whether you provide this infonnation, Section 3414(a)(3) of 12 United Stales Code 
3401. et seq., prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtained. 

A certification that AFOSI has complied with all requirements of the Ace in making this request is 
attached. Under Section 3417(c) of the Act, good faith reHance upon this certification relieves your 
institution and its employees or agents of any liabiJity to your customer in connection with the disclosure 
of the requested financial records. 

Attachment 
Certification ofCompliance 
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DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

Air Force al investigations 
l 535 Command Dr, Ste A302 
Andrews AFB, MD 20762 

10 July 2002 

I certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
340 l , et seq., that the Special Procedures Provisions (Section 3414) 
ililiiiiiliiliiJest for the following financial records 

AU financial and account information including, but not limited to, any charges made by the 
cardholder during the period January - October 1997. As possible, such information should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section 34 17(c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer in connection wrth the 
disclosure ofthese records. 

Regardless of whether you provide this infonnation, Section 3414(a)(3) of 12 United States Code 
340 l. et seq., prohibits your institution or its officers. agents, or employees from disclosing to any person 
that these fmancial records have been sought or obtained. 

"flRESERV!NG OUR LEGACY. PROTECTING THE FUTURE." 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR FORCE BASE MARYLAND 

Air Force Investigations 
1535 Command Drive_, Suite C301 
Andrew AFB, MD 20762-7002 

Dear-

In accordance with an official foreign counterintelligence investigation and pursuant to section 
3414{a) of the Right to Financial Priv.acy Act of 1978, 12 United States Code 3401, et seq., you are 
requested to provide the following account information pertaining to the below-named person: 

All financial and account information including, but not limited to, any charges made by the 
catdholder during the period January - October 1997. As possible, such infonnation should 
include the date, business, locations, and the amount of such charges-. 

Regardless of whether you provide this information, Section 3414(a:)(3) of 12 United States Code 
3401, et seq., prohibits your institution or its office.rs, agents, or employees from di.sclosing to any person 
that these financial records have been sought or obtained. 

A certification that AFOSI has complied with all requirements of the Act in making this request is 
attached. Under Section 3417(c) of the Act, good faith reLiance up<;m this certification relieves your 
institution and its employees or agents of any liability to your customer in connection with the disclosu{e 
of the requested financial records. 

Attachment 
Certification of Com pi iance 

"PRESERVING OURLEOACY. PROTECTING THE FUTURE." 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

Air Force ons 
1535 Command Dr, Ste A302 
Andrews AFB. MD 20762 

Dear-

I 0Ju1y 2002 

r certify, pursuant to Section 3403(.b) oflhe Financial Privacy Act of 1978. 12 United States Code 
3401, et seq., that the Special Pr~edures Provisions (Section 341 ofthe statute have been ied 
with in. to this for the · financial records 

All financial and account intonnation including, but not limited to, any charges made by the 
cardholder during the period January - October 1997. As possi.ble, such i.nformation should 
include tbe date, business, locations, and the amount of such charges. 

Pursuant to Section 3417(c) of the Act, good faith reliance u,pon this certificate relieves your 
institution aod its employees and agents of any possible liability to the cu.stomer in connection with the 
disclosure of these records. 

Regar-dless of whether you provide this iofonnation, Section 3414(a)(3) of 12 United States Code 
3401 , et seq., prohibits your institution or its officers, agents, or employees from disclosing. to any person 
that these financial records have been sought or obtained. 

"PRESERVlNG OUR LEGACY. PROTECTL'VG THE FUTURE.'' 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR FORCE BASE MARYLAND 

HQ Air Force 1ce ial tnvestigations 
I 53 5 Command Drive, Suite C30 1 
Andrew AFB, MD 20762-7002 

(n accordance with an official foreign counterintelligence investigation and pursuant to section 
3414(a) of the Right to Pinandal Privacy Act of 1978, 12 United States Code 3401 , e1 seq., you are 
requested to provide the following account information pertairUng to the below-named person: 

All financial and account infonnation including, but not limited co, any charges made by the 
cardholder during the period January - October 1997. As possible, such information should 
include the date. business, locations, and the amount of such charges. 

Regardless of whether you p,rovide this information, Section 3414(a)(3) of 12 United States Code 
340 1, et seq., prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtained. 

A certification that AFOSI has complied with all requirements of the Act in making this request is 
anached. Under Section J417(c) of the Act, good faith reHance upon this certification relieves your 
institution and its employees or agents of any liabiliry to your cusromer io connection with the disclosure 
of the requested financial records. 

Attachmerlt 
Certification of Compliance 

"PRESERVING OUR LEGACY, PROTECTING Tf!E Fl.IrUR£." 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

Air Force Office of Special Investigations 
l 53 5 Command Or, Ste A302 
Andrews AFB, MD 20762 

Dear-

LO July 2002 

1 certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
3401, et seq., that the Special Procedures Provisions (Section 3414) lied 

toUowing fmancial records of 

All financial and account infonnation including, but not limited to, any charges made by the 
cardholder during the period January - October 1997. As possible, such information should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section 34l7(c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liabi lity to the customer in connection with the 
disclosure oftb.ese records. 

Regardless of whether you provide this infonnation, Section 3414(aX3) of 12 United States Code 
340 I, l!f seq .• prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtained. 

'
1PRESERVING OUR LEGACY. PROTECTINv THE FUTURE." 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR FORCE BASE MARYLAND 

orce investigations 
I 535 Command Drive, Suite C30l 
Andrew AFB, MD 20762-7002 

[n accordance with an official foreign counterintelligence investigation and pursuant to section 
3414(a) of the Right to Financial Privacy Act of 1978, 12 United States Code 3401, et seq., you are 
requested to provide the following account information pertaining to the below-named person: 

All financial and account information including, but not limited to, any charges made by the 
cardholder during the period January - October 1997. As possible, such infonnation should 
include the date, business, locations, and the amount of such charges. 

Regardless of whether you provide this information, Section 3414(a)(3) of l2 United Siates Code 
340 I, et seq., prohibits your institution or its officers, agents, o.r employees from disclosing to any person 
that these financial records have been sought or obtained. 

A certification that AFOSJ has complied with all requirements of lhe Act in making rhis request is 
attached. Under Section 3417(c) of the Act, good faith reliance upon this certification relieves your 
institurion and its employees or agenrs of any liability to your customer in connection with the disclosure 
of the requested financial records. 

Attachment 
Certification ofCompliancc 

/tPRESERVJiVG OUR LEGACl~ PROTEC71NO THE PUTURE. II 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

Air Force Office of Special tnvestigations 
1535 Command Dr, Ste A302 
Andrews AFB, MD 20762 

10 July 2002 

I certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
340 I, et seq., that the Special Procedures Provisions (Section 341 
~ this request for tbe following financial records 

All financial and account infonnation including, but not limitl!d to, any charges made by the 
cardholder during the period January - October 1997. As possible. such information should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section 34l7{c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer in connection with the 
disclosure of these records. 

Regardless of whether you provide thjs infonnation, Section 34l4(a)(3) of 12 United States Code 
340 I, et seq .• proh·ibits your institution or (ts officers, agents, or employees from disclosing to any person 
that these tinancial records have been sought or obtained. 

"PRJ:;'SBRVJNG OUR LEGACY. PROTECTING THE FUTURE. II 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTlGA TIONS 

ANDREWS AIR FORCE BASE MARYLAND 

HQ Air Force 'al Investigations 
1535 Command Drive, Suite C301 
Andrew AFB, MD 20762-7002 

In accordance with an official foreign counterintelligence investigation and pursuant to section 
3414(a) of the Right to Financial Privacy Act of 1978, 12 United States Code 3401, et seq .. you are 
requested to provide the following account ioformatioo pertaining to the beJow-named person: 

All finaociaJ and account infonnation including, but not limited to. any charges made by che 
cardholder during the period January- October 1997. As possible, such infonnatioo should 
include the date, business, locations. and the amount of such charges. 

Regardless of whether you provide this information, Section 3414(a)(3) of 12 United States Code 
340 I, et seq., prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financia l records have been sought or obtained. 

A certification that AfOSI has complied with all requirements of the Act in making this request is 
attached. Under Section 3417(c) of the Act, good faith reliance upon this certification relieves your 
institution and its employees or agents of any liability to your customer in connection with the disclosure 
ofthe requested financial records. 

Attachment 
Certification of Compliance 

"PRESERVING OUR LEGACJ~ PROTECT!NG THE FlffVRE." 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

Air Force Office of Speciallnve~tigations 
1535 Command Dr, Ste A302 
Andrews AFB, MD 20762 

De a-

10 July 2002 

I certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
340 I. et seq., that the Special Procedures Provisions {Section 34 14) of the statute have 
.. ard to this request for the following financial records o f 

All financial and account information including, but not limited to, any charges made by the 
cardholder during the period January - October 1997. As possible, such infonnation should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section 3417(c) of the Act. good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer in connection with the 
disclosure of these records. 

Regardless of wh.etber you provide tltis information, Section 3414(aX3} of 12 United States Code 
3401, et seq., prohibits your institution or its officers, .agents, or employees from disclosing to any person 
that thes~ fi nancial tecords have been sought or obtained. 

"PRESERVING OUR LEGACY, PROTECTING THE FUTURE. 1
' 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIALINVESTIGA TJONS 

ANDREWS AIR FORCE BASE MARYLAND 

HQ Air Force Office of Special investigations 
I 535 Command Drive, Suite C301 
Andrew AFB, MD 20762-7002 

In accordance with an official foreign counterintelligence investigation and pursuant to se<:tion 
3414(a) of the Right to Financial Privacy Act of 1978, 12 United States Code 3401, et seq., you are 
requested to provide the foUowing account infonnation pertaining to the below-named person : 

All financial and account information including, but not limited to, any charges made by the 
cardholder during the period January - October 1997. As possible, such infonnarion should 
include the date. business, locations, and the amount of such charges. 

Regardless of whether you pro:vide this information, Section 34 14(a)(3) of 12 Un ited States Code 
340 1, et seq., prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtained. 

A certification that AFOSf has complied with all requirements of the Act in making this request is 
attached. Under Section 341 7(c) of the Act, good faith reliance upon this certification relieves your 
institution and its employees or agents of any liability £0 your customer in connect ion with the disclosure 
of the requested financial records. 

Attachment 
Certification of Compliance 

"PRESERVING OUR LEGACY. PROTEC11N(I THE PT./TURE." 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

orce 
1535 Command Dr, Ste A302 
Andrews AFB, MD 20762 

10 July 2002 

I certify, pursuant to S~tion 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
340 I, el seq., that the Special Procedures Provisions (Section 3414) l . . ' . • ~· 

to this request for the following financial records of 
I 

All financial and account information including, but not limited to, aoy charges made by the 
cardholder during the period January - October 1997. As possible, sach information should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section 3417(c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer in connection with the 
disclosure of these records. 

Regardless of whether you prov ide this information:, Section 34l4(a)(3) of 12 Uniled States Code 
3401, et seq .. prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtained. 

"PRESERVING OUR LEGACY, PROTECT!NG THE FUTURE." 



j 

DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

HQ Air Force Office of Special Investigations 
1535 Cammand Drive. Suite C301 
Andrews AFB. :MD, 20762-7002 

NOV 3 2003 

RECeiVED 

NOV 112003 

In accordance witl'l an official foreign coun.terintelligcne¢ investigation and 
pursuant to section 3414(a) of the Right to Fioan¢ial Privacy Act of 1978. 12 United 
States Code 340L, el seq., }'QUare requested to provide the foUowing acoount information 
perta.in.ing to the below-named person: 

All financial and account information includin&. but not limited to, types of 
accounts, accoWlt balances and assets from 1998 to present. 

Regardless of whether yon provide this information, Section 3414(a)(3) of 12 
United States Code 3401, et seq., prohibits your institution or its officers, agents, or 
employees from disclosing to any person that these financial records have been soueht or 
obtain.ed. 

~oono o · c1 zzoc;i! - SBZO OL Z z:z o ~: L r £00 Z.E ! "hON 



A certifieorion that AFOSI bAs complied with all requirements of the Aet in 
making this request is attached. Under Section 3417(c) of the Act. good faith reliance 
upon this certification reli~vcs your institution and its employees or agents of any liability 
to your customer in connection with the disclosure of the requested financial records. 

Anachment : 
Certification of Compliance 

-



Dcar-

DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

1 certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
3401, et $efi •• that the Special Procedures Provisions (S~on 34~ complied 
with in regard to this request for the following financial records o~ 

All financial and account infonnation including, but not limited to, any cb3r~ made by the 
cardholder during the period January 1998 - present. As possible, gucb infOCTn.ttion snould 
include the date, business, locations, and the amount of suc:h charges. 

Pursuant to Section 3417(c) oft be Act, ~ood faith reliance upon this certificale relieves your 
institution and its employees and agents of any possible IUblliry to the Custom¢r in connection with the 
disclosure of these r~ords. 

Regardleu ofwhetber you provide this information, Section J4l4(a)(3) of 12 Unired Sb.!e$ Code 
3401 , et seq., prohibits your in&itutioD or its offi~ers. a,ents, or employees from disclosmg to any J)l;.'rSOn 
that these fmancial records have been soua:ht or obtainoo. 

''PRESEB.YING OUR LEGACY. PROTECTING TH£ PCflUB.E." 

- ss~~ oLz zrz :~:Lr rccz.rt·AoN 



HQ Air Force Office of Special Investigations 
1535 Command Drive, Suite C301 
AndrewsAFB, MD, 20762-7002 

In accordance with an official foreign counterintelligence investigation and 
pursuant to section 3414(a) of the Right to Financial Privacy Act of 1978, 12 United 
States Code 3401, et seq., you are requested to provide the following account information 
pertaining to the below-named person= 

All financial and account information including, but not limited to, types of 
accounts, account balances and assets from 1998 to presenL 

Regardless of whether you provide this information, Section 3414(a){3) of 12 
United States Code 3401, et seq .• prohibits your institution or its officers, agents, or 
employees from disclosing to any person that these financial records have been sought or 
obtained. 

Thi$ Subpo 
. ena contains a· 

NO,·.J-DJSCLOSURE . 

ORDE~ 

~o ~ot Notify Customer 
~ - J O f\~ct Change A 
---- ccount 



A certification that AFOSI has complied with all requirements of the Act in 
making this request is attached. Under Section 3417( c) of the Act, good faith reliance 
upon this cenification relieves your institution and its employees or agents of any liability 
to yow- customer in connection with the disclosure of the requested financial records. 

Attaohment: 
Certification of Compliance 



Air Force 
Unit 2042 
APOAP96278 

DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR ORCE ASE, MARYLAND 

I certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States C-Ode 
3401, et seq., that the Special Procedures Provisions (Section 

! f • . • to tlris request for the following fmancial records 

All financial and aGcount infonnation including, but not limited to, any charges made by the 
cardholder during the period January 1998 - present. As possible, such information should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section 3417(c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer in connection with the 
disclosure of these records. 

Regardless of whether you provide this information, Section 3414(a)(3) of 12 United States Code 
3401, et seq .• prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these fmancial records have been sought or obtained. 

,.PRESERVING OUR LEGACY. PROTECTING THE FUTURE." 

L-------------·----------



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

HQ Air Force Office of Special Investigations 
1535 Command Drive, Suite C3<H 
Andrews AFB, MD, 20762-7002 

L' l l'•' 
v W"t 

In accordance with an official foreign counterintelligence investigation and 
pW'Swmt to section 3414(a) of the Right to Financial Privacy Act of 1978, 12 United 
States Code 3401, et seq., you are requested to provide the following account information 
pertaining to the below-named person: 

All financial and account information including, but not limited to, types of 
accounts, account balances and assets from 1998 to present. 

Regardless of whether you provide this information, Section 3414(a)(3) of 12 
United States Code 340 l, et seq., prohibits your institution or its officers. agents, or 
employees from disclosing to any person that these financial records have been sought or 
obtained. 



A certification that AFOSI has complied with all requirements of the Act in 
making this request i8 attached. Under Section 3417(c) oftbe Act, good faith reliance 
upon this certification relieves your institution and its employees or agents of any liability 
to your customc:r in connection with the disclosure of the requested financial records. 

Attachment: 
Certification of Compliance 



Atr 

DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL JNVESTlGA T10NS 

ANDREWS AJR FORCE BASE MARYLAND 

Unit 2042 
APO AP96278 

I certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
3401. et seq., that the Special Procedures Provisions (Section compliod 
with in regard to this request for the following financial records 

All fmancial and account information including. but not limited to, any activ~ 
account bolder during the period January 1998 - present. Accounts may include--­
As possible, such information should include the date, business, locations, and the amount of such 
charges. 

Pursuant to Section 34J7(c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer i.n connection with the 
disclosure of these records. 

Regardless of whether you provide this infonnation, Section 3414(aX3) of 12 United States Code 
3401, et seq., prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtaioed. 

"PRESERVING OUR LEGACY. PROTECTING THE FUTURE." 



• 
DEPAR'I'MENT OF THE AIR FORCE 

AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

HQ Air Force Office of Special Investigations 
1535 Command Drive, Suite C301 
Andrews AFB, MD, 20762-7t>02 

In accordance with an official foreign counterintelligence investigation and 
pursuant to section 3414(a) of the Right to Financial Privacy Act of 1978, 12 United 
States Code 3401, et seq .• you are requested to provide the following account information 
pertaining to the below-named person: 

All financial and account information including, but not limited to, types of 
accounts, account balances and assets from 1998 to present. 

Regardless of whether you provide this information, Section 3414(aX3) of 12 
United S1ates Code 3401, et seq., prohibits your institution or its officers, agents, or 
employees from disclosing to any person that these financial records have been sought or 
obtained. 



A certification that AFOSI has complied with all requiremenu of the Act in 
makina this request is attached. Under Section 3417(c) of the Act. good faith reliance 
upon this certification relieves your institution and its emplo,.:es or agents of any liability 
to your customer in connection with the c:Wc1osme of the requested financial records. 

Attacbment: 
~nofComp~ 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

ANDREWS AIR FORCE BASE MARYLAND 

Air Force Office of Special Investigations 
Unit 2042 
APOAP96278 

Dear-
I cenifY, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 

3401, etseq., that the Special Procedures Provisions (Section 3~ complied 
with in regard to this request for the foUowing financial records o~ 

All financial and account information including, but not limited to, any activity made by the 
account bolder during the period January 1998 - present. As possible, such infonnatioo should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section 3417(c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer in connection with the 
disclosure of these records. 

Regardless of whether you provide tbjs infonnation, Section 34l4(a)(J) of 12 United Sta1Cs Code 
3401, et seq., prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtained. 

"PRESERVING OUR LEGACY. PROTECTING THE FUTURE." 



DEPARTMENT OF THE AIR .FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

HQ Air Force Office of Special Investigations 
1535 CommandDrive, SuiteC301 
Andrews AFB, MD, 20762-7002 

JAN . ~ 20CK 

In accordance with an official foreiio counterintelligence investigation and 
pursuant to section 3414(a) of the Right to rtnancial Privacy Act of 1978. 12 United 
States Code 3401, et seq., you are requested to provide the following account information 
pertaining to the below-named person: 

All financial and account information including. but not limited to, types of 
accounts, account balances and assets from 1998 to present 

Regardless of whether you provide this information, Section 3414(a)(3) of 12 
United States Code 3401, et seq., prohibits your institution or its officers, agents, or 
employees from disclosing to any person that these financial records have been sought or 
obtained. 



A certification that AFOSI has complied with all requirements of the Act in 
making this request is attached. Under Section 34l7(c) of the Act. good faith reliance 
upon this certifkation relieves your institution and itS employee& oc agents of any lability 
to your customer in connection with the disclosure of the requested financial records. 

Attacb.ment: 
Certification of Complianc:e 



Unit 2042 
APO AP96278 

Dear-

DEPARTMENT OF THE AIR FORCE 
AJR FORCE OFFICE OF SPECIAL INVESnGAnoNS 

ANDREWS AIR FORCE BASE MARYLAND 

i ,. 
' I • 

I certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United States Code 
3401, et seq., that tho Spec:iaJ Procecfwes Provisions (Section 34~ compliod 
with in regard to this request for the following financial records of----

All financial and account information including. but not limited to, any activity made by the 
account holder during the period January 1998 - present. As possible, such information should 
include the date, business, locations, and the amount of such charges. 

Pursuant to Section J417(c) of the Act, good faith reliance upon this c:ertificate relieves your 
instiwtion and its employees and asents of any possible liabiHty to the customer in connection with the 
disclosure of these records. 

Regardless of whether you provide this information, Section 34I4(aX3) of 12 United States Code 
3401, el seq., prohibits your institution or its officcts, agents, or employees ftom disclosing to any person 
that these fmancial records have beeQ sought or obtained. 

"PRESERVING OUR LEGACY, PROT.ECTIN(; TH.EFUTURE." 



DEPARTMENT OF THE AIR FORCE 

• 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

HQ Air Force Office of Special Investigations 
1 S3S Command Drive, Suite C301 
Andrews AFB, MD, 20762~ 7002 

JM\ v 2001i 

In accordance with an official foreign counterintelligence investigation and 
pursuant to section 3414{ a) of the Right to Financial Privacy Act of 1978, 12 United 
States Code 3401, et seq., you are requested to provide the following account infonn.ation 
pcr:taining to the below-named person: 

All financial and accotmt information including, but not limited to, types of 
accounts, account balances and assets from 1998 to present 

Regardless of whether you provide this information, Section ·3414(a)(3) of 12 
United States Code 3401, et seq., prohibits your institution or its officers, agents, or 
employees from disclosing to any person that these financial records have been sought or 
obtained. 



A certification that AFOSI has complied with all requ.iremaus of the Act in 
making this request is attached. Undes- Section 3417( c) of the Act, good faith Idiance 
upon this certification relieves your institution and its employees or agcuts of any liability 
to your customer in connection with the disclosure of the requested financial records. 

Attachment: 
Certification of Complianc:e 
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DEPARTMENT OF THE AIR FORCE 
.;,. ·J a

,"'''', 
.... -'c; 

AIR FORCE OFF1CE OF SPECIAl INVESTIGATIONS 
ANDREWS AIR FORCE SASE MARYLAND 

. . 

Air Force 
Unit2042 
APOAP96278 

Dear-
1 certify, pursuant to Section 3403(b) ofthe Financial Privacy Act of 1978, 12 United States Code 

340 I, et stq., that the Special Procedures Provisions (Section complied 
with in regard to this request fur the following financial records 

All fmancw and acco_unt information ~ludin& but not limited to, any charges made by the 
account holder during the period January 1998 - present. As possible, such information sbouJd 
include the date. business, locations, and the amount of such charges. 

Pursuant to Section 34t7(c) of the Act, good faith reliance upon this certificate relieves your 
institution and its employees and agents of any possible liability to the customer in connection with tbc 
disclosure ofthesc records. 

Regardless of whether you provide this information, Section 3414(aX3) of 12 United States Code 
340 I. et Je.q., prohibits your institution or its officers, agents, or employees from disclosing to any person 
that these financial records have been sought or obtained. 

"PRESERVING OUR LEGACY. PROTECTING THE FU/'URE." 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

Air Force Office of Special Investigations 
1535 Command Drive, Suite C301 
Andrew AFB, MD 20762-7002 

Dea~ 

• 22-

In accordance with an official foreign counterintelligence investigation and pursuant to 
section 3414(a) of the Right to Financial Privacy Act of 1978, 12 United States Code 3401 , et 
seq., you are requested to prov~de the following account information pertaining to the below­
named person: 

All financial and account information 
and other accounts listed 

Regardless of whether you provide this information. Section 3414(a)(3) of 12 United 
States Code 3401, et seq .• prohibits your institution or its officers, agents, or employees from 
disclosing to any person that these financial records have been sought or obtained. 

A certification that AFOSI has complied with all requirements of the Act in making this 
request is attached. Under Section 3417(c) of the Act, good faith reliance upon this certification 
relieves your institution and its employees or agents of any liability to your customer in 
connection with the disclosure of the requested financial records. 

Attachment: Certification of Compliance 

70-,-<-,t-<Tf'J .(J~ u,yo :Jz,{,t,IJII 1 
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DEPARTMENT OF THE AIR FORCE 
AlR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

CERTIFICATION OF COMPLIANCE TO ACCOMPANY NATIONAL SECURITY LETTER 
REQUESTING INFORMATION PURSUANT TO THE RIGHT TO FINANCIAL PRIVACY 

ACT 

ce 
PO Box2070 
Lancaster, CA 93539-2070 

Dear-

, Detachment 707 

1 certify, pursuant to Section 3403(b) of the Financial Privacy Act of 1978, 12 United 
States Code 3401 , et seq., that the Special Procedures Provisions (Section 3414) of the statute 

to this request for the following financial records of 

AU financial and 

Pursuant to Section 3417(c} of the Act. good faith reliance upon this certificate relieves 
your institution and its employees and agents of any possible liability to the customer in 
connection with the disclosure of these records. 

Regardless of whether you provide this information, Section 3414(a)(3) of 12 United 
States Code 3401, et seq., prohibits your institution or its officers, agents, or employees from 
disdosing to any person that these financial records have been sought or obtained. 

··eYES Or THE EAGLE" 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS 

/\ rc.: Spec 
1535 Comm<mll Drive. Suite CJO l 
Andrews AFB. MD ::!0762· 700:::! 

Dl.'llr-

Tile Air Force OOiC\! 1>f Spcciallnvcst•garions (AFOSIJ is n Federal 11gcncy outhorizcd to conJuct lorcign 
count~:rin rellil.f,cncc activities by Ex~utive Order I :!333 :md Department of Oefense ()rrectivc 5240.2. Pursuant lO 

Till~ I:!, lin iwcl Stat..:s Code, Section 341~(a) you arc requested to provide the follow in~ aco.:ount inf\Jmm1ion 
pcr1ainrng 10 clr~: bdow-nam~o:d person: 

:'\II person;~( account inlonn:uion including, hut not limited 10, accounl rransacrious. mJividuals Juthom.ed 
10 us~: lhc .~ecounrs ami lhcir personal information, ~~Ceount dcposics. wilhdrmvals . ..:rcdils anJ account 
rcpon.s. r ransaclion infonnalion should indude the date. busin.:ss. loca11ons. and the amount of .. ·barges 
from No"t'mb.!r I 999-prc:sent if possible 

Pleas~: forward rh.: rc tju.:stcd documt:nL'> via LIS Po~tal Sl·rvil:.: 1<~: 

Investigations 
Unil 5695 
,\PO. i\F. 11'1~70·5695 

R.:gardloss of whether you provide this infonnulion. pleas~: b.: nJvbl.'d thnr Scl'li(lll i-ll-l(aJ(3 ) or' rille I~ 
prohibils yl'>ur institution ur its offic.:rs. ug.:nts. or tmployees from tlbdlf.>in~ In an)' p~:r:;ort thill Lhcs.; linanciol 
records have b..:cn sought ur obtained. 

:\ c.:rtiJit.lllOil pursu:mt {I) s~tinn Jlf>3tb) indicating lh:tl A FOSI h:ts l'OOip)led \\ ith ,til M JUIT<:ment.; of thl.! 
Rrghr to financial l'nvacy Acl in making this request is a11ad1~:d. llnd.:r Section 34 I 7( c) •If ritle 11. gnod f:uth 
rcli3ncc upon this ccnilicari<Jn rdieVt!s your insritution and its ~:mploy~:c~ or agc:nts ,,f :\11) li<.~hilit) tu rcmr .:ustomcr 
10 conn.:ction w11h th: JU.closun: orth.: r.:qucst.:d lina.ndal re<'e~rds. 

Alluchmcnt 
L\milic:ll t<Jn ltft: l•tllpli.liiC.: 



DEPARTMENT OF THE AIR FORCE 
AIR FORGE OFFICE OF SPECIAL INVESTIGA noNS 

Spco:cial Agent 
1\ir Fore!! Office ofSpcciallnvc:;Jigations 
I teadquarrers 

Dear-

! certify, pursuant to Title 12, United Stat\!S C\'ldc, Section 3403( h). that the Special Proccdun.:s 
Pruvisions of the Right to fina11cial Privacy Act (co<f 3414 of Title I:!) h;~ve been lollowed 
wnh regard ro this r~.:quesl tor lh~: lin~1cial records 

R<!gardlcss o f wh~:ther you provide this information. please be ad" iseJ that Sect inn 31ll ·l(a)( 3) ol 
l"i!lc 12 prohibits Yl'llr institution or iiS officcl"li, agents, or cmployt.-cs fmm disdnsing to any person that 
th.:sc financial ret.:ords have been St>ught or thlll may have i>btaincd. 

Under Scctit1n 3-ll7(c) of Title 12. ~ood faith rel iance upon this c~rtilicnti\ln relic\·cs y\1ur 
in ·ritutinn :md its employees or agents of any liability to your cusromcr in connL.-ction wit11 the disclosure 
of the n::quc:sted tlnand:tl rL.'Cort.ls. 



DEPARTMENT OF THE AIR FORCE 
AIR FORCE OFACE OF SPECfALINVESTtGATIONS 

ANDREWS AIR FOACE BASE, MARYLAND 

JUL I 8 2005 

HQ Airf-wcc Oftic.: uf S~iallnv~tigJtiuns 
13J5 C:ommltld Orh:c. Suite C301 
Andrew~ :\FB. MD 20762-7002 

Dear-
ln "-'.:.mlance with :m off~ei:sl foreign couolerintc:lli;ence invcstig;u:ion and p~u.'lm· 10 <eCtllln 3.$ 14(a} i){ 

the Ri!!hl to Finand:ll Priv3Cy At:t of l97S. 1.2 Unit~ SUllts Code 3-401, cr rcq •. you arc requ.:su:d to pi'U\-ilk rh;:l 
fullowjng a.."':nunt infonnation pcrtairting to r.hc: bc:k,w.n;amed ~m: 

AU pt:f'S(ln:!l liC~ount tnform;~tion inclu.Ji tlgo. bul 001 limilc:d 1<1 • . :k'Col.IJU lr3L\Slleti<>ns. individll:lh 11.11tht1ri1.Cd 
10 115¢ ~ ~·wunts and lbc:ir ~fSOn(IJ informa1ion, xcoont d.::po1itss ,.·ith~w:lls. credit$ ~Ad MXO\Inl 
rcJ11>tlS- Tron.<;:J<.--tion infonnation ~ indudc the dau: •. bu.\illC:i&, loollllonli. u·nd the umouot ,,{ charg.:;; 
Cfl\m l:mUAry 2003 to lhc present 'if possible. 

ReJ:.ilrdlc)S o( whetll<!r you pi\>Yilh: 1his iniO!'rrnat••1n, S<..-..:lion 341-'(3)€3} of I;! llnii;Cd SUI~ l'u.1c 3401, c:r 
.uq .• prohtbt!S your in.~tilu.lioo· or irs ofticcr~. ;agc11ts, un:mployccs fwm c.ltsdMinill'• lll\)' pcnurt rh•u Jhcsc: ftnotBc:ial 
t<.'t.'llrd.~ h;H'c: 11..-en suughl or 11b1ai ned. 

i~ .:crulic:HitiJ} t~t AfOSl 1\ll> .;nmfll~<:u w.th all requirement.• m 11w Act 1n mal.:111g l/H.\ IUIIJC~t u att:~<oik.-d. 
Under Se::tion 3.J 1 7t~ 1 uf !he 1\.:r, good f:aith rdian.:e upon rhi!. ,;erlilkation n:hc' e.\ )IIIII in:>lrtuti<m :tlld irs 
employee~ Of az;:nth uf any liabilily tv YNir customer in tirundnl 
r«cll'ds. 

:\(1:14' hm~ 111 : 

C.:rtifi..::llt\ln 1•f I \.>ulpl•auc.: 



Air 

DEPARTMENT OF THE AIR FORCE 
AlR FORCE OFFICE OF SPECIAL INVESnGATIONS 

ANDREWS AJR FORCE BASE, M.AAYLANO 

Unit 3050 Box 95 
APO. AE 090944 5095 

I certify, pursuant to So;tion 3403{b) of the Financ;:w Priv:acy Act of !978. 12 llniEcd States Code 
JMll, et stttJ •• Ih.lt tbe Special Proced~ Prcwisions (Sa.'lion 34~omplicd 
with In regard to dlis request for the {ollowiflg fi~W~cial records of----

All pcrsonw a.ccoont ioformatioo for <~<:COWl( munbc:r- induding. but oot limited 10, 

a.ccou01 lmlSaCliom. individU<tls authorized to us.e·tbe accoums :md th.:ir petsonal information. 
>~c~:ount deposits, withdraw-.&!~ credits ancJ acCQWlt reportS. Transaction inform:ltioo should 
include the date. business, locations. and the amOUnt of charges from Jxnuary 2003 to the present 
if possible. 

l'tc.ase ~ rho requested doc:uments vi~ Q.S. Postal Sc~ice to rhe llddress lined above under my 
name. Furrhermor~v~: any queslions or COfK."efYYS, ple3se contxt m&: directly Ql lite 
following nunlb.:r:-- . 

Pursuant 10 Section ]4 t 7(c) of the A(;t, good faith rcliao\!C upon this ~;crtilicate reli.l!v\.'S your 
institution and its emp1oyees and ~gcfltS of .any possible li3bility tC\ till! custom.:r in connection with lhc 
disclosure of these records. 

Rc~ardless o( whether you provide this inform:.ttion. Sc.cH.on 3-'14(a)(3) of l2 United StAtes Code 
34tH . "' si!q .. prohibits your institution or its officers. agent<~. Of' employees from Ji.sdosing to an}' p.!fson 
thai these financial records have ht:cn sought or obtained. 



------------------ -~--·-·-· -

DEPARTMENT OF THE AIR FORC! 
AIR FORCE OFFICE OF SP£CIAL.INVESllGATlONS 

ANDREWS AIR FORCE 8ASE MAAYLAHO 

LS3S Command Drive, Suite C301 
Andrew AFB. MD 20762-7002 

17 Jan06 

Under the authority of EJtecurive Order 12333. <bled December 4 , 1981. and pursuant to 
Title 12. United S trues Cede (U.S.C.), Section 3414 (a) (S). (as amended, December 13. 2003). 
the Air Force Office of Speci3J Investigations (AFOSI) request.s all fmanciaJ records. pertaining 
ro the customer(s) listed below be provided in suppcn of an on-going counterintelligence 
in vescigation. 

Name(s}: 

Account Number(s); foot/A 

Social Security Number(s): 

Oate(s) of Birth: -

Period: I Dec 04 · Present 

If the tune period noted above is to the "present.'' that term lS intended to request 
infot"IIUltjon to the date of the processing of this request. If providing informatwn to the date t)[ 

processing is not feasibl~. please provide infonnatioo to !he dale of receipt of this request. 

Please see the art.lclunent following this request foe the types of information your 
tinar.cial institution might consider to ben t1naacial record. Howev~ifical ly 
requests information associated with all wire transfers originated b~in the 
t: meframe indicated above. Such information includes but not limited to; date wire senl location 
sent r'rom. amount of ttansaction. name of redpien: receiving transaction, date ~d location wire 
transfer received, form and panicu.lars (j.e .. passport n wnber. driv~s license. SSN. cte.) of 
:Je :1tification r~ipient used to receive money. lf available AFOSJ also requests copies of all 
docume:ua1ion containing original signau.1.res used to i 3.11 wire tt:msfers . [n 

:~Jdition. AFOSI requests information establi.shmem and 

"EYES OF THE £~GL£" 



charge invoices. repayment records disclosing the dates. amounts and method of :-epayment . 
.:hecks used :o make repayments (front and back). 

Purchases of Bank Cbecb: purchases or' banlc checks. cashier, tclJer, traveler's checks records. 
or money order records, including checlc register. f&Je copies of the cllecb or money orders, 
~ecords revealing the date and source of payment for said checks or mor.ey orders. 

Other Records: records of certified checks, wire transfers, or collections, letters of credir, bonds 
:1nd securities purchased through your financial institution. savings bond transactions and 
:nv~stment accounts. Such records th:u disclose the dare and amount of I.Jansaction. tllethod 
(c:l.Sh or check) and source of payment, instruments and statements .:>ftransactions: all 
correspondence with the above individual(.s)lenrities and/or with third parties regarding the 
above individual(s)lentities; all memoranda, notes, files, or records relating to meetings or 
-::onversacions concerning the above individual(s)lentiiies. 


