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ASSISTANT SECRETARY OF DEFENSE
(COMMUNICATIONS COMMAND CONTROL AND INTELLIGENCE)

The Office of the Assistant Secretary of Defense (Communications, Command and
Intelligence) (ASD(C31)) provided the attached documents to the Carter-Reagan
Transition Team. The releasable segregable portions of the document are attached.
The withheld portion of the document has been reviewed with the determination
that it is currently and properly classified within the meaning of Executive
Order 12065 and denied under 5 USC 552(b)(1l). Further, the denied information
contains the opinions, recommendations and conclusions of various staff officers
and the unauthorized release of their comments could inhibit the free flow of
information and ideas between subordinates and superiors and severely inhibit

the decision-making process. This information is therefore denied under 5> USC 552

(b) (5).

The Initial Denial Autherity is Mr. Laurin Knutsen, Director Program Control and
Administrator, Office of the Under Secretary of Defense for Research and Engineering.
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Assistant Secretary of Defense (c31)
and
Principal Deputy ASD(C3I)

Introduction and Overview

The Assistant Secretary of Defense (C3I) is responsible to the Secretary

of Defense for the DoD's communications, command, control, and intelligence
programs. In addition, the ASD(C31) serves as the principal deputy to the
Under Secretary of Defense, Research and Engineering. At Tab B is_the De-
partment of Defense Directory Chart showing the place of the ASD(C31)/PDUSD

(R&E) in the organization.

The combination of ¢3 and Intelligence functions under a single assistant
secretary was new with this administration. Previously, there was an assist-
ant secretary for intelligence and a director of Defense Telecommunications
and Command and Control Systems (DTACCS). To reduce the gumber of people
reporting directly to the Secretary of Defense, the ASD(C~1) was placed under
the Under Secretary of Defense, Research and Engineering, and made his prin-
cipal deputy as well. As a result, three positions were combined into one.
The DOD Directive 5137.1 at Tab C lists the specific responsibilities and

functions of the ASD{C3I).

There is another position in the Office of the Secretary of Defense with
responsibility for communications, command, control and .intelligence - the
Deputy Under Secretary of Defense (Policy Review) in the Office of the Under
Secretary of Defense for Policy. Under DOD Directivs 5130.2, the DUSD(PR)
is responsible for Defense policy as it relates to C” and intelligence
analysis, requirements, and priorities. (The original DOD Directive and a
draft up~-dated one are at Tab D.) The intent of having two organizations
at the 0SD ievel involved in the same area was to differentiate between
the responsibility for establishing policy/requirements and for developing
and implementing the programs evolving from the policies/requirements. In
practice there has been a smooth working relationship between ASD(C31) and
DUSD{PR) helped by the fact that the differentiation mentioned above was

flexible.

The Office of the ASD{C31) is organized with a principal_deputy, four other
deputies, and eleven directors as shown at_Tab E. The €31 programs are
managed by mission area, e.g., Strategic £3, rather than by functional areas,
e.g., communications. A listing of these mission areas is also given at Tab
£ and a detailed discussion of them is given in the program books.

The organization and function descriptions of the Principal Deputy and four
other deputies are St Tab F; the duties of the directors at Tab G. The entire
office of the ASD(C®I) is authorized a total of 84 people, 6% civilians and
15 military. A1l but two of these positions are filled or in process of
being filled. A roster of all the people is at Tab H. Listed on the roster
are seven additional people on loan from other agencies and organizations.

+



The two program books &.: designed to present a coherent view of the entire
€3I program. To carry out our presently required program will require $11.3
billion in FY 81 and about $13.0 billion in FY 82 as shown in Tab I. The
numbers in the chart do not reflect the final Congressional action on the

FY 81 appropriation bill passed on December 5, 1980. The numbers for FY 82
and FY 82-86 are based on the budgets submitted by the Services. and Agencies.

One of the major_tasks of the ASD{C3I) is testifying before Congress in
support of the C3I programs. Normally there are six hearings; the authori-
zatijon, appropriations and intelligence committees/subcommittees of both

the Senate and the House. A list of the Congressional Chairmen and contacts
for these committees is listed at Tab J.

In addition to extensive involvement with Congress, the ASD(C3I) and his
principal deputy are involved with numerous other committees, councils and
organizations within and without DoD. The list at Tab K shows the rijor
ones which are reasonably current and expected to continue.
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March 11, 1977
NUMBER 5137.1

ASD(C)

Department of Defense Directive

SUBJECT Assistant Secretary of Defense (Commmunications,

Command, Control, and Intelligence)

References: (a) Title 10, United States Code, 133 and 136

(b) DoD Directive 5135.1, "Director, Telecommuni-
cations and Command and Conirol Systems,"”
January 17, 1974 (hereby cancelled)

(c) DoD Directive 5115.1, "Assistant Secretary of
Defense (Intelligence/Director of Defense
Intelligence)},” July 20, 1976 (hereby
cancelled)

(d) Dol Directive 5000.19, "Policies for the
Management and Control of Information
Reguirements," March 12, 1976

PURPORSE

Pursuant to the authority vested in the Secretary of
Defense under the provisions of reference (a), one of the
positions of Assistant Secretary of Defense is designated
the Assistant Secretary of Defense (Communications,
Command, Control, and Intelligence) (hereinafter "the
ASD(C3 T)"), with responsibilities, functions, and
authorities as prescribed herein.

CANCELLATIONS

References (b) and {c) are hereby cancelled.

RESPONSIBILITIES

The ASD(C3 I) is the principal staff assistant to the
Secretary of Defense for DoD telecommunications, command
and control, and intelligence resources (including related
warning and reconnaissance activities). He also serves

as principal staff assistant in carrying out the Secretary
of Defense's responsibilities as Executive Agent of the
National Communications System (NCS). For each of his
assigned areas he shall:

A. Provide advice, make recommendations, and lssue guid-
ance on DoD plans, programs, and fiscal activities.
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B. Develop policies, systems and standards for the administration
and management of approved plans and programs.

C. 1Initiate and review programs for carrying out approved policies.

D. Review the quality and timeliness of products and their effec-
tiveness for users.

E. In conjunction witk the ASD (Comptroller), review proposéd
programs and the resources required to implement them, for-
mulate budget estimates, and recommend rescurce allocations.

F. Monitor the implementation of approved programs, cooperation,
and mutual understanding between the other Pederal agencies.

G. Participate in those planning, programming, and budgeting
activities which relate to ASD(C3 T) responsibilitles.

H. Exercise, subject to the direction of Pirector of Defer_e
Research and -Engineering, the latter's direction, authority
and control over all research and development matters
related to communications, command, control, and intelligence.

I. Exercise direction, authority, and control over all DoD actions
to allocate resources for intelligence activities, except
those organic to combatant forces and those intelligence
support activities specifically delegated to the Joint Chiefs
of Staff. Authority over the intelligence activities of the
Military Departments will be exercised through the Secretary
of the Military Department concerned.

J. Serve on boards, committees, and other groups pertaining to
his functional areas.

K. Perform such other duties as the Secretary of Defense may from
time to time prescribe.

- PUNCTIONS

the ASD(C3 I) shall carry out the responsibilities described in
section III. in the following areas:

A. Facilities, equipment, systems, and resources.
B. Satellite activities.

C. Command and Contrcl Systems, including the World-Wide Military
Command and Control System (WWMCCS).

D. Telecomruunications.
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. E. Application and integration of ADP technology.

Q F. National Communications System.

¢. Surveillance, warning, and reconnaissance related to communi-
cations, command and control or intelligence.

H. Integration of national and tactical communications, command
and control, and intelligence.

I. Intelligence collection and processing.
J. Communications Security (COMSEC).
K. Electronic Counter-Countermeasures (ECCM).

L. Such other areas as the Secretary of Defense may from time to
time prescribe,

M. Exclusions:

1. Operational direction of communications, command, c¢ontrol,
and intelligence.

2. Telecommunications and command and control systems integral
to weapons systems designed for, and usually delivered
with, and as part of an alrcraft, missile complex, ship,
tank, etc., the costs of which are normally included in
the cost of the weapons systems.

% V. ORCANIZATION AND MANAGEMENT ARRANGEMENTS

A. The ASD(C3 I) may be assisted by such deputies as he shall
appoint with the approval of the Secretary of Defense.

B. The ASD(C3 I) shall provide technical guidance to the World-
Wide Military Command and Control System (WWMCCS), Engineer, =
Joint Tactical Commuunications Office (TRI-TAC), and Electro-
magnetic Compatibility Analysis Center {ECAC).

VI. RELATIONSHIPS

A. In the performance of his duties, the Asp(C3 I) shall:

1. Coordinate and exchange information with other Dob organi-
zations having collateral or related functions.

2. Use existing facilities and services, whenever practi-
cable, to achieve maximum efficieicy and economy.

B. All DoD organizations shall coordinate all matters concerning
the functions cited in section IV, with the Asp(c3 1),




VII.

VIII.

AUTHORITIES

The ASD(C3 I) is hereby delegated authority to:

A,

Issue instructions and one-time directive-type memoranda
which carry out policies approved by the Secretary of Defense,
in his assigned fields of responsibility. Instructions

issued to the Military Departments will be issuved through the
Secretaries of those Departments or their designees. Instruc-
tions to Unified or Specified Commands will be i1ssued through
the Joint Chiefs of Staff.

Obtain such reports, Iinformation and assistance, congistent
with the policies and criteria of DoD Directive 5000.19 (refer-
ence (d)), as he deems necessary.

Communicate directly with the heads of DoD component organi-
zations, including the Secretaries of the Military Departments,
the Joint Chiefs of Staff, the Directors of Defense Agencies
and, through the Joint Chiefs of Staff, the Commanders of
Unified or Specified Commands. '

Establish arrangements for DoD participation in those non-
defense governmental programs for which he has been assigned
primary cognizance.

Communicate with other govermment agencies, representatives
of the legislative branch, aud members of the public, as
appropriate, in carrying out assigned functions.

EFFECTIVE DATE

This Directive is effective ifmmediately.

ﬁézazézfﬂ5”4:21, /‘glzcwcthxﬂ—.____

Secretary of Defense
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June 16, 1977 l
NUMBER 5130.2

ASD(C)

Department of Defense Directive

SUBIECT Director of Policy Review

Reference: {a) DoD Directive 5000.19, '"Policies for the
Management and Control of Information
Requirements,” March 12, 1976

A. PURPOSE

Pursuant to the authority vested in the Secretary of
Defense under the provisions of Title 10, United States
Code, the position of Director of Policy Review is hereby
established with responsibilities, functions, and author-
ities as prescribed herein.

B, RESPONSIBILITIES

The Director of Policy Review is the principal staff
assistant to the Secretary of Defense for Defense policy as
it relates to commurications and intelligence analysis,
Tequirements and priorities, as well as other policy matters
as determined by the Secretary of Defense. For eac.: of his
assigned areas the Director shall:

1. Develop Department of Defense commmications and
intelligence policy and means to verify response to policy.

2. Confirm requirements for research, development and
systems acquisition for intelligence analysis and production,
intelligence collection and communications.

3. In accordance with existing guidelines determine
priorities for Defense intelligence collection and estab-
lish guidelines for the assembly, integration and validation
of all Defense intelligence requirements.

4, Exercise staff supervision on policy matters over
the Defense Intelligence Agency, the National Security Agency,
the Defense Mapping Agency, the Defense Comm: nications Agency,
Air Force and Navy special intelligence programs, Defense
communications and intelligence functions retained by the




Military Departments, and, in conjunction with the Assistant Secretary
of Defense (Comptroller), the Defense Investigative Service.

5. Provide staff support for the Defense Intelligence Advisory
Board.

6. Conduct liaison with the Joint Staff and Unified and Specified
Commands on policy matters related to his areas of responsibility.

7. Develop Department of Defense policy and requirements for use of
space for matters related to his areas of responsibility.

8. Provide to the Assistant Secretary of Defense (Commmications,
Command, Control and Intelligence) requirements for intelligence and
commmications programs.

9. Oversee Department of Defense participation in sensitive intel-
ligence matters, including contracts or arrangements with other coun-
tries; cooperate with the Assistant Secretary of Defense (International
Security Affairs) with respect to review of intelligence matters related
to the Special Coordinating Committee (Intelligence).

10. Provide policy guidance, oversight, and coordination for intel-
ligence-related programs and issues.

11. Particirate in studies and analyses involving commmications or
intelligence policy matters and other matters as directed by the Secre-
tary of Defense.

12. Serve on boards, committees, and other groups pertaining to
his functional areas.

13. Perform such other duties as the Secretary of Defense may from
time to time prescribe.

C. FUNCTIONS

The Director of Policy Review shall carry out the responsibilities
described in section B. in the following areas:

1. Intelligence planning, policy and requirements.
2. Commmications planming, policy and requirements.

3. Requirements for intelligence production, research, development,
and systems acquisition.

4. Intelligence collection and analysis requirements and priori-
ties.

5. Consolidated Defense Intelligence Program.
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6. National and tactical intelligence.

7. Counterintelligence and security policy.

8. Mapping, charting and geodesy.

9. Sensitive intelligence (HUMINT and TECHNICAL).

10. Liaison with users.

11. Such other areas as the Secretary of Defense may from time to
time prescribe.

D. RELATIONSHIPS

1. In the performance of his duties, the Director of Policy Review
shall:

a. Coordinate and exchange information with other DoD organi-
zations having collateral or related functions.

b. Use existing facilities and services whenever practicable to
achieve maximm efficiency and economy.

2. All DoD organizations shall coordinate all matters concerning
the responsibilities cited in section B. with the Director of Policy

Review.

E. AUTHORITIES

The Director of Policy Review is hereby delegated authority to:

1. Issue instructions and one-time directive-type memoranda which
carry out policies approved by the Secretary of ~=zfense,. in his
assigned fields of responsibility. Instructions issued to the Mili-
tary Departments will be issued through the Secretaries of those Depart-
ments or their designees. Instructions to Unified or Specified Commands
will be issued through the Joint Chiefs of Staff.

2. Obtain such reports, information and assistance, consistent with
the policies and criteria of DoD Directive 5000.19, as he deems necessary.

3. Commmicate directly with the heads of DoD organizations, in-
cluding the Secretaries of the Military Departments, the Joint Chiefs
of Staff, the Directors of Defense Age cies and, through the Joint
Chiefs of Staff, the Commanders of Unified and Specified Commands.
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'ui 4. Communicate with other government agencies, representatives
of the legislative brunch, and members of the public, as appropriate,

(ﬁ in carrying ul assigned functions.
) F. EFFECTIVE DATE
This Directive is effective immediately.

Deputy Secretary of Defe
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NUMBER 5130.2

Department of Defense Directive

SUBJECT Deputy Under Secretary for Policy Review

*Reference: (&) DoD Directive 5000.19, "Policies for the Management

and Control of Information Requirements,” March 12,
1876 )

A. PURPOSE

Pursuant to the'authority vested in the Secretary of Defense
under the provisions of Title 10, United States Code, the position
of Deputy Under Secretary for Policy Review is hereby established
with responsiblilities, functions, and authorities as prescribed
herein.

B. RESPONSIBILITIES

The Deputy Under Secretary for Policy Review is the principal
staff assistant to the Secretary of Dcfense for Defense policy
as it rclates to command, control and communications (C3) and
intelligence analysis, requirements and priorities, as well as
other pelicy matters as determined by the Secretary of Defense.
For each of his assigned areas the Deputy Under Secretary shall:

1. Develop Department of Defense C3 and intelligence policy
and means to verify response to pelicy.

2. Advise and assist the Secretary of Defense on matters con~
cerned with the integration of Departmentzl C3 and intelligence plans
and policies with overall national sccurity objectives.

3. Represent the Department of Decfense as directed in C3 and
intelligence matters involving the National Security Council, the
Department of State, the Intelligence Community, and -other depai .
ments, agencies, and interagency groups in the naticonal security
area.

4. Review and confirm requirements for research, development
and systems acquisition for intelligence analysis and production,,
intelligence collection and communications.

5. In accordance with existing guidelines determine priorities
for Defense intelligence collection and establish guidelines for the
assembly, integration and validation of all Defense intelligence re-
quirements,
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6. Exercise staff supervision on pelicy matters over the DefenSe
Intelligence Agency, the National Security Agency, the Defense Mapping
Agency, the Defense Communications Agency, Air Force and Navy special -
intelligence programs, Defense communications and intelligence fupctions
retained by the Military Departments, and, in conjuction with Assistant

Secretary of Defense (Comptroller), the Defense Investigative Service.

7. Establish priorities for Department of Defense C3 and intelligence
requirements. Recommend priorities for 3 and intelligence programs to
the Defense Resources Board, Assistant Secretary of Defense (C3I), and

the National Foreign Intelligence Board.

8. Review €3 and intelligence progrars and systems to determine com-

pliance with Department of Defense policy end réquirements.
9. Provide staff support for the Defense Intelligence Advisory Board.

10. Conduct liaison with the Joint Staff and Unified and Specified

Commands on policy matters related to his areas of responsibility.

11. Develop Department of Defense policy and requirements for use of

space for matters related to his areas of responsbility.

12. Provide to the Assistant Secretary of Defense (Communications,
Command, Control and Intelligence) requirements for intelligence and

C3 programs.+




13. Oversee Department of Defense participation in sensitive intel-
ligence matters, including contracts or arrangements with other countries;
cooperate with the Assistant Secretary of Defense (International Security
Affairs) with respect to review of intelligence matters related tp the

Special Coordinating Committee (Intelligence).

14, Provide policy guidance, oversight, and coordination for intel-

ligence-related programs and issues.

-

15. Participate in studies and analyses involving €3 or intelligence

policy matters and other matters as directed by the Secretary of Defense.

16. Serve on boards, committees, and other groups pertaining to his

functional areas.

17. Perform such other duties as the Secretary of Defense may from

time to time prescribe.

\

C. FUNCTIONS :

The Deputy Under Secretary for Policy Review shall carry out the re-

sponsibilities described in section B. in the following areas:

1. Intelligence planning, policy and requirements.

FiL
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and systems acquisition,

time prescribe.

D.

2.

3.

10,

11. Liaison with users.

1z.

RELATIONSHIPS
= LUhedl s

C3 Planning, pelicy and requirements,

Requirements for intelligence production, researqh,\deveiqpmanm,;~

Consolidated Defense Intelligence Program.
Electronic Warfare and C3 Countermeasures
National and tactical intelligence
Counterintelligence and security policy.
Mapping, charting and geodesy.

Sensitive in“.telligence (HUMINT and TECHNICAL).

Such other areas as the Secretary of Defense may from time to

-
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1. In the performance of his duties, the Deputy Under Secretary for

Policy Review shall:

8. Coordinate and exchange information with other DoD oxgani-

zations having collateral or related functions.

b. Use existing facilities and services whenever practicable to

achieve maximum efficiency and economy.

-

2. All DoD organizations shall coordinate all matters concerning the
responsibilities cited in section B. with the Deputy Under Secretary for

Policy Review.

E. AUTHORITIES

The Deputy Under Secretary for Policy Review is hereby delegated authority

to:

1. Issue instructions and one-time directive-type memoranda which
carry out policies approved by the Secretary of Defense, in his assigned
fields of responsibility. Instructions issued to the Military Departments
will be issued through the Secretaries of those Departments or their de-
signees. Instructions to Unified or Specified Commands will be issued

through the Joint Chiefs of Staff.
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2. Obtain such rzports, information and assistance, consistent with

the policies and criteria of DoD Directive 5000.19, as he deems necessary. B

+

3. Communicate directly wiih the heads of DoD organizations, including.

v
4

the Secretaries of the Military Departments, the Joint Chiefs of Staff,
the Directors of Defense Agencies and, through the Joint Chiefs of Staff,

the Commanders of Unified and Specified Commands.
4. Communicate with other government agencies, representatives of
the legislative branch, and members of the public, as appropriate, in

carrying ocut assigned functions.

F. EFFECTIVE DATE

This Directive is effective immediately.
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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

COMMUNICATIONS, COMMAND, CONTROL AND INTELLIGENCE

[TASST SEC'Y OF OEFENSE |

(ASD) C3l
DR. DIINEEN
PRINCIPAL DEP'Y ASD C3I l
OR. VAN TREES | SECIALASST

D/ASD PLANS & ’ D/AS[FI'EEH. POLICY
RESOURCES : o , D/AsD 3 & 0PS. O/ASD INTELLIGENCE
Mr. Cocper o Dr. Quinn Mr. Solomon Dr. Babcock
oin ¢l 1 0IR THEATER & DIR COMMUNICATIONS . . DR NAT'LINTEL
RESOURCES TACTICAL C2 SYSTEMS SYSTEMS
Dr. Sullivan Mr. Cittadine . Mr. Salton Dr. Tether
. T
DIRINTEL DIREWS& - DIR STRATEDIC C
RESQURCES e COUNTER 3 — ' m@?&‘nﬁgu
Mr. Mayer . Mr. J. Porter Dr. Turner i ' Mr. Hawkins
DIR SYSTEMS |- DIR INFORMATION : Dif TAC RECCE,
RES' & EVAL : SYSTEMS _ , _SURV & TGT ACQ
Dr. Starr ' Mr. Walker . Mr. Hawkins

{Dual Hat)

As of 18 Nov.BO
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(~] M"ission frees

Responsible
DASH

é&aﬁ" 130 Stretegic C3I

QuINV 131 Strategic cé
132 Strategic S&W
133 Strategic Comm
134 Strategic Info Systems
QING 250 Theater & Tactice) 31
251 Theater C2
252 Theater S & Recce
254 Tactical €2
255 Tactical Surv, Recce & Tgt Acqg
256 Tactical Comm
257 EW & cc3
“K 310 Consolidated Defense Intelligence
B afeocy 311-314 NFIP
. 315 Cmd Spt Intell
316 Other Intell
QUINN 320 Defense-wide C31 Support
321 HMav & Pos Fixing
322 Spt & Base Comm
323 Common User Comm

324 ComSec

Responsible Dﬁrect?r'

Turner
Turner
Frishett
Turner

Walker

Cittadino

Cittadipo

Hawkins’

Cittadino

Hawkins
Salton
Porter
Tether
Tether
Hawkins
Hawkins -

Salton

Cittadino . # - 1

Salton

Salton

‘Sa1ton

325 Other €31 Spt (Spectrum Mamt, Arch. Spt & Eval, Info Processing)

BABCOCK 420 Global Mil Env Spt {DMSP only)

s/

Hawkins

o
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Principal Deputy Asst Secy Defen.e (o031}

Organization
This position is located in the IrmaZizte Office of the Assistant

Secretary of Defense (Commuriications, Command, Control, and Intelligence).
The incumbent serves as the Principal Deputy Assistant Secretary of Defense

(c31).

Incumbent works closely with the Assistant Secretary of Defense

{C31) in providing support to the Secretary of Defense for DoD Tele-
communications, Command and Control, and Intelligence resources {including
related warning and reconnaissance activities). He serves to support

the Secretary of Defense in the execution of his responsibilities as
Executive Agent of.the National Communications System {NCS). On behalf
of the Assistant Secretary, the Principal Deputy guides the performance
of the internal DASD(C3I) organization in executing its day-to-day

responsibilities.

Functions

As Principal Deputy, the incumbent serves as alter-ego to the
Assistant Secretary in providing policy guidance and technical direction
to the OASD(C3I) Staff in providing advice and recommendations on DoD
plans, programs, and fiscal activities within area of responsibility.
This inciudes the deve1opment'of policies, systems, and standards for
the administration and managemént of research, development, aﬁd
acquisition of command and control and intelligence systems. The
incumbent furnishes policy guidance and technical direction in the
establishment of major €3 and intelligence programs; takes executive
action on internal management matters; reviews proposed resérve
programs, recomnending resource allocations and evaluating systems

performance as appropriate. Substitutes for the ASD(C31) in the

]
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the Department of Defense. _ %

T e

grams to c0ﬂgressiona1 cormitteesy

presentation and Just1f1cat10n of pro

al and 1nterdepartmnnta1 comn1ttee mnet1ngs and

L

an expert spokesman for’

at various department

conferences, and at international forums as

- .

Works closely with the ASD(C3I) in p1ann1ng the 3 and inté11i§€§eg

program in order to provide the secretary of Defense with the most

meaningful and relevant recormendations on major systems d9ve1opméﬁt'?

requirements and attendant program and resource implications. ,,‘fﬂ\*
h . ! . '3‘?‘ i g
Exercises direction, aythority, and control over all DoD act1on? '

to aliocate resources for intelligence sctivities (except those organmc B

to combat forces and other activities specifically delegated to the jf;;7"
Joint Chiefs of Staff). Coordinates the programning fof; and operat1on ¥

of, intelligence activities of the Military Departments through the ff,

appropriate Secretaries concerned.

Acts to promote the coordination, cooperation, and mutudl undert | .
%,

standing within the Department of Defense and between the DoD andL thé
Federal agencies in the civilian community. _

Participates in prov1d1ng policy gu1dance and supervision tb the ¢
t Tac11ca1 Communications @ff}cﬁgih

Defense Communications Agency,»the Join
ems (NWMCCS); :

(TRITAC), the World-Wide Military Commarnd and Control Syst

raed with the execut1

and those Defense intelligence activities cha

of the DoD portion of the National Foreign intelligence Program. -

Other areas of responsibility jnclude, but are not 11m1ted to, . é%t ]‘

activities; teleconmunications; combat support; nav1gat10n and e1ect

waf?are; tactical command and control; NATO c3 and sntelligence;

curveillance, warning, and reconnaissance; comnunications security;;,)*

utermeasures, and the application and 1ntég§atﬁoﬂg,

electronic counter-co

of ADP technology in areas of_primary interest.

-
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DASD(Technical Policy and Operations)

Organization. This position is located in the Office of the
PDASD(C31) in the office of the Assistant Secretary of
Defense (Communicatiens, Cowmmand, Control and Intelligence)’ QUSDTLE,

The ASD(C31) is the Principal Staff Assistant to the Secretary of Defense
on Corwunications, Command, Control and Intelligence matters and -the
Principal Assistant to the Secretary of Defense for the Natfonal Corzuni-
cations System (BCS). In addition, he exercises primary staff responsi-
bility in the Office of the Secretary of Defense for the Vorld-Wicde
Military Command and Control System (WW4CCS), National Military Command
System (NMCS), and WiNMCCS-related systems, and for develcpment of U.S5.
positions on all teleco=—unicatione-related matters involving RATO tele-
communications policy, programs and procedures. -

‘ .

_ The incumbent of this position serves as Deputy Assistant
Secretary of Defense (Technicel Policy and Operations) with responsi-
bility for providing technical advice, assistance and staff support to
the ASD(C37) by supplying technical policy and ensuring the effectivencss
of all Department of Defense telecommunications operatiosms world-wide,
and in executing his responsibilities as principal assistant to the

- secretary of Defense for the Kational Comnunications Systen..

Duties: . . - : ' _

(1) Exercises staff responsibility for the NCS Executive Agent

" functions of the ASD(C3I), wvho is the principal essistant to the Secretary

of Defense in his role as Executive Agent, KCS5. As alternate to the
ASD(C3y) in this cepacity, the incumbent:

(a) Reviews progress in fulfilling NCS responsibilities and
recormends to the Executive Agent for the NCS, as appropriate, measures
for improving the NCS and for securing efficiency, effectiveness and )
economy. Reviews and evaluates requirements generated from user agencies
and the proposals suggested to meet such requiremonts. Applies professional
communications and electronics education and experience to such proposed

requirements, solutions, etc., in order to provide an independent technical

evaluation and recommendation to the Executive Agent for the NCS, vho is
responsible for ensuring the validity of all requirements placed on the NCS
and determining how a variety of pressing needs should be fulfilled. Pro-
vides overall policy direction and guidance to the Kational Security Group,
a special high level activity within the NCS.

" (b) Provides for the receipt and processing of requests from
all apgencies requiring service from the NCS; to include: determining
feasibility, developing alternatives, methods of implementation, and recom-
mending appropriate priorities. ' ’

. _ {c) Pecommends NCS-related tasks and other projects to be
assigned to the Manager, KC5, or to other governmentszl agencies, s
appropriate. Reviews the final reports from such projects and provides

/FC3O



the Executive Ageﬁt for the NCS with an independent technical evaluation
thereof. Revieus other propesals to cetermine if they are technically
and professionally adegquate and feasible.

{(2) Identifies the need for, develops, coordinates and ‘Tecorz=ends
pew or revised telecommunications operations policy, doctrine and iople-
menting directives for control of and compliance with the telecommunica-
tions objectives of the oD - ' -

(3) Provides the focal point for liaison and representation for
the DoD in joint technical studies and projects with the Department of
State, Director of Telecompmunications Policy (Executive Office of the
President), Federal Conmunications Cormnmission, General Services Admin-
istration, Department of Comeerce, Deiense agencies and other Federal
departuents and agencies to develop overall policies and procedures for
national telecowmmunications. .

(4) Provides executive leadership and staff direction, techaical

expertise, and policy guidance for:

(a) The establishment of meaningful operational and economic
evaluation criteria, cost—effectiveness parzmeters, and operational vtility
parameters, including test or exercise objectives.

. -{b) Review of overall DoD telecommunications performance,
including quality, cost and mission effectiveness; making recommendations
for improvement, as appropriate.

(c) Formuelation and coordination of Dol position papers and
poliéy guidance governing telecommunications projects, such as Presidential
Directives, Presidential Review Memoranda, national policies on commercial
communications, and DoD use of international commercial communications.

(d) The development of policy and operational aspects of 05D
and U.S. telecommunications responses to General Accounting Office reports,
Office of Management and Budget directives, and Congressional inquiries.

- (e) Support in:

‘1. . Formulation of overall objectives for Defense tele-
communications, including order of priority and timing with particular
interest in reliability and cost-effectiveness. - .

2. The translation of current, medium, and long range

objectives for DoD telecommnunications into implementing policy and

directives.

) : 3. Coordination and review of telecommunications plans
of the NCS, Military Departments, and Defemse agencies (including those
special telecommunications of 2 sensitive nature), to ensure that inter-
service and inter-agency needs are adequately and satisfactorily met.

) /Eelo
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(5) Exercises responsibility and provides overzall policy direction
for 81l common carrier, leased circuit, freguency zllocation, channel allo-
cation, and circuit assignment matters, particularly in tegard to Automatic
Digital Network (AUTODIK), Automatic Voice Network {AUTOVON), and Automatic
Secure Voice Communications Network (AUTOSEVOCOM) . -

(6) Provides the focal point within the DoD for sponsoring and
coordinating actions of governmental and industrial groups (both national
and international) in the development, preparation and pronulgation of
design, operation, engineering, installation, and operation of equipment
and systems to be used in militery force communications and throughout the
global Defense Communications System (DCS) and KCS. : :

(7) Serves &s the DoD central point of contact on telecormunication
policy matters to organizations external to DoD.

‘b
(8) Provides DoD policy guidance and evaluates and approves plans’
and programs for Radio Frequency Management, World Administrative Radio

Conference-1979 and Electromagnetic ‘Compatibility.

(9) Performs other duties as assigned. -0 o
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Kenneth B. Cooper l

Organization. This position 1is Jocated in the Office of the
Assistanl Secretary of Defense for Communications, Command, Control and
Intelligence {C31). The ASD(C31) is the principal ctaff.assistant to the
Secretary of Defense for C3I resource management, as set forth in DoD
Directive 5130.2, dated 16 June 1977. In turn, the Deputy ASD for Programs
and Resources (PER) is the principal staff assistant to the ASD(C31) for
resource aspects of all DoD command, control, communications and intelli-
gence activities. These include DoD planning, programming, and budeet
preparation activities, as well as preparation of statements, testimony,
and responses to the Congress in all C31 proorams. :

Functions. -

{1) Supervises the Director for €3 Resources in the exercise
of his resource management functions, involving 0SD-level development,
review, coordiration and/or issuance of planning, programming, and
budgeting decision and policy documents; development of issues for
fiscal resoltution; selection of analysis methodologies suitable for c3
problems; assuring €3 resource data bases; and control and coordination
of telecommunication resources to include deferral or release of funds,

and transfer of funds between Services and Agencies.
% ~ (2) Supervises the Director of Intelligence Resources in the .
exercise of his resource management function of DoD intelligence programs

comprising the National Foreign Intelligence Program {including the Con-
: solidated Cryptologic Program (CCP), the General Defense Intelligence

’ Program (GDIP?, Special Air Force Activities and Special Navy Activities),
and the program defined as Intelligence-Related Activities {IRA}, including,
for example, the DoD Tactical Intelligence Program. This involves monitor-
ing all Agency/Military Department budgetary inputs to intelligence programs;
recormending preferred budgetary alternatives and fiscal and budgetary
program changes} preparation of Program Decision Memorandums for SecDef
signature; serving as principal ASD{C31) intelligence resources spokeman
during the joint DoD/0MB/DCI Intelligence Program Budget Review; conducting
critical analyses of national and IRA program and budget submissions for
the Services; developing intelligence issuves based on fiscal and budgetary
evaluations and relative contribution to national and defense policies

and goals. ~

(3) Supervises the Director of Planning in the interaction with
Congress on €31 matters; in the creation of €31 system architectures
involving both complex scientific and operational parameters; in long-
range planning involving scientific, technical R&D, and acquisition
strategies; and in the development of 0SD proaram documents and guidance.
Congressional interfaces include personal interaction on principal issues,
overseeing the preparation of €31 fiscal and manpower aspects of Congres-
sional “testimony preparation and development of responses to Congressional
inquiries--both informal and for-the-record. .




(4) Functions as principa) assistant to the ASD(C3I) vor all
matters described above as under his supervision &nd dezls zccorcingly
with officials within DoD and other government agencies, end with

jndustrial manzgers or academic representatives.

Prepares speeches, brief-
ings, study presentations, etc., as appropriate. .
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Dr. Thomas P. Quinn

Dzputy Assistani secretary of Defense (Communications, Command and Control)

Organization
This position is located in the Office of

and Intelligence). The incumbent serves

the Assistant Secretary of Defense

(Communications, Command, Control,

" as the Deputy Assistant Secretery of Defense (Cpmmunications, Command and

Control). Incumbent provides expert technical support to the ASD(CBI) and

his Principal Deputy on all matters related to DdD Telecommunications and

Command and Control systems, and directs the organizational sub-components

involved in the development cf policies, systems, and programs for ¢3

systems architecture and acqu1s1t1on Oversees the management and coordi-

- nation of Service and Defense Agency c3 programs for the following major

“mission areas:

:v._;: Strategic Cormunic2tions
- Theater Coﬁnand and Control
- Tactical Command and Control
' :-"hTact1ca] Conmun1cat1ons
-Electron1c Narfare and Counter—C3 L e run o

ote SaaTAN D et e L R

?;fNav1gat1on and Pos1t10n F1x1ng

Support and Base Commun1cat10ns e
Common User Communications
Communications Security (COMSEC) - N

Strategic and Theater Information Systems

Techn1ca1 disciplines involved range from advanced electronic component

"~ technology to soph1st1cated highly complex space systems. o
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Functions

The DASD(C3) on behalf of the ASD{C31) and his Principal Deputy

is responsible for all DoD activities necessary to Defense c3. Incumbent

provides policy .guidance and technical &irection to the QDASD(C3) staff
through the Directors for Combat Support, Electronic Warfare and Counter-

C3, Information Systems, Cormunications Systems, and Strategic and Theater

Command and Control Systems. This includes responsiblity for the develop-

ment of policies, systems, and standards by which the development and

acquisition of Defense-C3 systems will be accomplished. Reviews proposed

c3 programs in terms of total Departmental requirements, state-of-the-art

technology, and aviilability of resources. Assures the preparation of

presentations and justifications to be provided to the Secretary of Defense,

interdepartmental committees, international forums, OMB, and the Congress

'3‘w:Lon al] 1ssues within area of responsibility.

On behalf of the ASD(C3I),

ﬂ_and as requ1red provides expert testimony on Defense c3 programs and

u'_ibudgets to Congressmona? committees and staffs.

Makes recommendations

on program trade-offs, systems integration, consolidations, and opera-

tional methodology in order to achieve increased £3 systems effectiveness

’ :i:and efficiency, to e]iminate cost]y duplication in'systems'deve10pment

Pand acqu1s1t1on, and to assure complete and respons1ve strateg1c and ConLo T

'"ftactica1 c3 "ystems operat1ons

L PO

. Manages the preparation of overall development and acquisition plans to

‘achieve optimum military cépabi]ity for the aforementioned mission areas.

- Defines relative emphasis to be placed on each program and, by working

... with major resource sponsors, develops priorities for developing systems.

"Tf.Partic?pates in and directs the development of policy guidancé and

'"acquiéitioﬁ¢3trategy for the Defense Commurications Agency, the Joint

e e — -
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Tactical Communications Office (TRI-TAC), the Worldwide Military Command

é;’ and Control System (WWMCCS).
.,5 , Acts to §timu1ate RED by private entefprise in areas of potenti$1 signifi- ??r
- cance to Defense C3. Promotes coordination, c00peration,'3nd mutual Undér- '_T'ﬁf
; . standing within DoD and between DoD and other Federal Agencies. Acts as ‘;% ¥:

: tﬁe chairman, major participant, or OASD(C3I) representative on major ,Z.rﬁ
;1' committees that oversee and direct the development of C3 systems, _2 135
. ~especially in the aFEn’Of Tri-Service tactical communications, conﬁand 1&1 jéi
--é; ' and control for strategic forces, and ¢3 research and development. ‘F' ;??




Dr. James H. Babcock

DZPUTY £SSISTANT SECRETARY OF DEZFENSE (INTELLIGENZE)

CRCANIZATION

. Tne Office of the Dzputy Assistant Secretary of Defense (Intelligence)

1s located in the Office of the Assistant Secretarg of Defense (Cunnunications,
Comrand and Control, and Inteliigence). The ASD(C31) is the principal staff
assistant to the Secretary of Defense for Department of Defense telecommmications
command, control, and intelligence resources (including related warning and ’

reconnaissance activities).

. The Office of the Deputy Assistant Secretary of Defense (Intellience)

1s the primary source of technical policy and management expertise within
the.O$SD(CJI) for all matters .involving intelligence and intelligence related
activitijes. It is responsible for advice on related modernization planning

and RAD efforts on intelligence a?d intelligence-~related Systems and intelligence

systens and programs during their development and acquisition, and for preparation
of overall plans for the evolution of these systenms. -

] The foiCE_of DASD(Intelligence) contains two directorates; one for
NatloQaI Intelligence Systems, and one for Tac:ical Intelligence Systems. An
organization chart is at TAB A.

FUNCTIONS

The DASD(1) manages, plans, directs, and coordinates the activities of
w0 subordinate directorates engaged in the performance of specialized work
associated with the review and assessment of DoD-wide intelligence and
intelligence-related, systems. These two staffs are the Directorate, National
Intelligence Systems, and the Directorate, Tactical Intelligence Systems.

The DASD(1)} oversees and participates in the intensive review and evaluation
of existing systems, those in development, and plans for systems to meet
future needs. DASD(I) manages the preparation of technical criteria for use
in measuring efficiency, adherence to desired performance speci.ications, and
mission satisfaction. In this connection, DASD(I) assures technical review of

"progran proposals and budget submissions and takes necessary action to bring

questionable issues to the attention of the Assistant Secretary of Defense

(C31) for discussion and resolution of differences. He also acts as the
reviewing authority for the technical and fiscal implementation of intelligence
evs intelliserce-related programs for consistency with guidanze and satiefaction
of technical requirements.

DASD(I) meets regularly with senior representatives of the Military

Departments, the 1C Staff, Defense agencies, Unified and Specified Coumands,

and other key officials throughouy the Intelligence Camunity. He is responsible
for ensuring that he and his staff are currently informsd of the latest develop-
ments, new inventions and techniques, test results on experimental projects,
etc., throuvgh personal contact with senior representatives of industry, academic,
and research organizations, learned societies, and others, including liaison
contacts with representatives of friendly foreign goverrmments.

T e e e e e e i e



" Secretaries of Defense for (3, Technical Policy and Operations, and Plang:

DASD(I) insures iuat intelligence, and intellisence related, progratis' 4%
. & 5 f Z W3
are properly phased with appropriate C3 systems. DASD(1) identifies issuds’ '
which involve multi-systems and which bisect two or more prograns; provides 4}% DA
plans and recormendations to the Assistant Secretary of Defemse (C31) ‘for thie® | ;
resolution of sensitive issues and for alternative courses of action. 3

- ! PR b

Tnrough all stages of systems planning, development ard implgﬂentatignﬁgif'f
DASD(1) manages the assessment of interfaces in national intelligence, ang‘ﬁgg;T#
tactical. intelligence, assuring proper consideration of interfaces with NATOL!| -

P .
. LR e

The DASD(1) manages the development of plans and reccomendations for
intelligence systems that support the national comnand authorities and their
policies. A

DASD(1) insures the proper balance and mix of intelligence, and intellig:
related, systems to satisfy DoD and national requirements in times of. 'peage,
enzrgency, or the crisis of war, DASD(]) coordinates with the Deput Assistiant, *

Resources, in the formulation of R&D requirements and fiscal policy for €3 &
intelligence and intelligence-related systems. ¥

DASD(1) is the primary interface with the Office of the Deputy Under Se
Defense for Policy on evaluations and assessments of intelligence and- intelli
related systems. Lo

DASD(1) serves as the chairman,. or member, of spegial sgudy groups, tas
forces, working committees, etc., on highly sensitive intelligence, intelli
related, and surveillance and warning systems problems or proposed plags of
significence. These involve dealing with senior military managers, Defense
scientists, engineers, and progran officials to develop new concepts f &
feasibility of adopting new operational concepts to golve 1qtelllgence_prob
degre= of modification of exicting systems to maintain the integrity oI D
intelligence systems and the validity of the results of intelligence analyS{
other espscts of lerge. scale systems managemznt.




A

¢
¢

Yi e noUB o o 1

DIRECTOR OF STRATEGIC COMMUNICATIONS,
COMMAND AND CONTROL

IRTRODUCTION

This position is located in the Office of the Deputy Assistant Secretary
of Defense for Communications, Command and Control (DASD(C3)), Office of the
Assistant Secretary of Defense for Communications, Command, Cdhtrol and
Intelligence.

DUTIES

As Director of Strategic Communications, Command and Control, the
incumbent: provides executive leadership, guidance and direction to a senior-
level staff of civilian and military specialists who have continuing respon-
sibility for assigned programs within the scope of the Office of Strategic
Communications, Command and Control (0SC3) functions (this scope includes
programs for acquisition, improvement and operation of strategic surveillance
and warning systems, strategic command and control facilities, and strategic
communications); oversees development of procedures and techniques for planning,
review, and evaluation of all systems and subsystems of interest to 05C3;
directs and coordinates in-depth analyses, research, on-site inspections, and
liaison with 0JCS and Service commanders or others as appropriate, in order to
make an accurate appraisal of the efficiency and cost-effectiveness of present
SC3 systems and programs; uses such data and findings as a basis for plans
and technical guidance to improve OASD(C31) resource management, control and
utilization.

Based on broad kuowledge and extensive experience in the field of SC3,
and reinforced by da:e available from program reviews or other sources, the
jncumbent, as a recognized expert in this field, provides technical advice,
assistance, and staff support of a high order to the ASD(C3I) and higher
authority on matters within the responsibility of 0SC3; and is expected to
take the initiative in the development of new or revised policies, goals,
and programs for recommendation to higher authority. The incumbent holds
meetings, conducts briefings and otherwise presents and defends DASD(C3I)
positions on such matters.

Tn addition to the foregoing, and with the support and assistance of his
staff, the incumbent of this position:

o Reviews and make recommendations on those parts of the comwmand and
control master plans of the Unified and Specified Commands, Services, and
Defense Agencies within the cognizance of 0ShC3.

o Reviews and makes recommendations on plans, programs, and budget
submissions for SC3 systems to assure their consistency with guidance,
technical adequacy, proper funding and interoperability.



o Serves as focal point for planning, coordination and develeopment of
U.S, strategic command and control systems.

© Recommends research and exploratory development programs to support
the evolution of SC3 technology and rectify command and control deficiencies.

o Insures the compatibility of SC3 and systems with related hilitary
and non-military systems.

o Assures the maintenance of the Worldwide Military Command and Control
System (WWMCCS) architecture.

o Monitors and evaluates VWMCCS performance.

o Serves as focal point for the management of the activities of the
WWMCCS Systems Engineer.

Incumbent insures a continuing affirmative application of the 0SD-wide policy
of equal employment opportunity. Insures that personnel management within the
organization is accomplished without regard to race, color, religion, sex, age
or national origin. Is responsible for keeping abreast of developments, policy
issuances, etc., in the EEO.
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John Cittadino

DIRECTOR, THEATER AND YACTICAL €2

Introduction

-

The position of Director, Combat Support, s located in the
Office of the Assistant Secretary of Defense (Communicetions, Command,
Control} and Intelligence (€31). S

The Director, Combat Support, has responsibility for manage-
ment of over 65 separate development and acquisition programs in the
following mission areas: .

o - Tactical Command and Control
0 Positioning and Navigation
o Tactical, Reconnaissance and Surveillance

These programs account for about $1 billion of RDTEE and
$2 billion of production, operations/maintenance and support funding
each year. Technical disciplines involved run the gamut from advanced
electronic component technology to sophisticated space based voridwide
navigation and positioning systems.

Duties -

Y. The Director, Combat Support, is responsible for all
DoD activities necessary to the Combat Support Program. Additionally,
he chairs the Navigation Horking Group of the Positioning/Navigation
Executive Group, which is responsible to the Assistant Secretary of
Defense {C31) for overseeing the RDT&E and acquisition of positioning
and navigation systems within the Department of Defense (DoD) and the
Research and Development (R&E) Sub-group of the DoD Advisory Committee
on Federal Aviation, which is responsible for coordinatingc prourams
of interest to the Federal Aviation Administration, the Office of the
Secretary of Defense (0SD), and the Military Departments. ¢

2. Manages the preparation of overall development and
acquisition plans to achieve optimum miliiary capability in the Combat
Support mission areas by specifically defining the relative emphasis to
be placed on each program. '

3. Manages the preparation of Decision Coordinating Papers
(DCPs) and Mission Area Summaries (MAS) necessary for proper conduct
of the programs assigned to his office. He assures that:

(a} each project is properly oriented technically and
operationally towards correction of significant combat forces
deficiencies; :
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_controversia] jssues- or clarify key points;

Assistant Secretary of Defense (C3I).

(b) 211 tactical and operational principles have been
considered and integrated into the program yvhere necessary,

(c) the views of all concerned segmants of the MiTﬁ;aQX‘”‘

Departments, OSD, industry, universities and research organizations
have been carefully considered;

(d) budgetary reguirements, pivotal performance and cost
characteristics, including design-to-cost goals, if appropriate, pr53“~
been clearly established with a set of definitive and measurable mjle- ..
stones against which each RDT&E program's progress can be assesseds

: (e) the specialists and military assistants assigned i
to his office are properly guided in their _preparation of DCPs and
other documents. This includes discussion and clarification of 0SD -
policy, interservice coordiration considerations, operational and cost
factors, and where necessary, initiation of studies to enlighten A

(f) all written material is clear, concise and Iog%cq@ﬂxl'r A
ordered; that significant management issues and decision alternatives
have been highlighted sharply: and that all necessary supporting data’
have been furnished. : ‘

4. Reviews progress of development and production actijvities
being pursued in support of Combat Support mission area plans. Recopmends, .
needed changes or modifications to help imsure that planned technical. | .
and cost, including design-to-cost, gpals will be met. ’ :%gj :

5.  Recommends budget {categorized into RDT&E productign,’' -
military construction, Operations and Maintenance activities) fonxtﬁg.]
Combat Support mission area. This includes the Program Objectives . o
Memorandum, Defense Report, the Five Year Defense Plan, Posture Statement,.
and the annual RDT&E budget. S

6. Accomplishes other tasks as may be assigned by the
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Director, Communications Systems

Introduction: This position is locsted in the Gffice of Cosmunica-
tions systems, Office of the Principzl Deputy fssistant Secretery/Deguty
Uncer Secretary of Defense for fescarch and_Enginzering (Communiceticns,
Command, Control and Intelligence), CASD (CBI), Office of_the Under Secre-
tary of Defense for Research and Engineering.. The ASQ (C3I) is the princi-
pal staff assistant to the Secretary of Defense for €1 resource management
as set forth in his charter--D0D Directive No. 51303.2, dated 16 June f977,

which summarizes the functicns, responsibilities, and euthorities of the ASD.
Selated organizational and staffing data are a matter of record.

The Office of Communications Systems provides technical advice, assist-
ance and staff support on matters relating to the develcpment, cesign, test-
ing, acquisition, and cperation of global, theater, common user, and strategic
telecommunications systems. These systens elenents of command and control and
the WiiiCCS.

f

The incumbent of this position serves as Director, Office of Communications
Systems responsible for providing technical advice, assistance, and staff
support to superiors on matters relating to the development, design, testing,
acquisition, and operations of DOD telecommunications systems. This includes
clgbal, theater, common user, and strategic systems as well as elements of
commend and control and of the WWMCCS. Performs cduties as outlined below.

Duties: Provides executive cirection and leadership of a high order
to a staff of senior professionals who are recognized throuchovt the ulD
communications organizations and their counterparts elsewhere in government
for their broad knowledge and expertise in their respective areas of speciali-
zation. Guides and coordinates staff efforts toward the attainmenit of missien
objectives for the Dffice. Assures that such efforts are carried out within the
broad guidelines of overall policy, priorities, and goals established by higher

authority.

In connection with the foregoing, and with the support and assistance of
the Gffice of Communications Systems staff, incumbent -

o Initiates plans for the development, design, zcquisition, testing, and
operation of all DGD telecommunications systems and equipment. Makes technical
review of conceptual plans and designs for proposed new systems and equipments
to insure the proper level of reliability, survivability, security, funding, and
interoperability with other systems and networks. This involves identification -
and proper phasing of needed research and development of advanced technology
and systems and the method of systematic introduction of new systems into the

inventory.
o Reviews, evaluates, and provides direction for the development, design,

acquisition, testing and operation of sll telecommunications programs of the
Military Departments and Defense Agencies to insure their compatibility,

efficiency, and effectiveness.

176355
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and cizion waith the ghjective of sttuining tirely, effective. wns

1 solutions to long-term national and DoD telecosmunications needs in eesigned .
i sreac of responsibility. Participates in the review of JCS, Military Depart-
rents, and other DoD telecommunications progrems, plans, and reguirements;
e; and insures that they reflect and are addressed by the Tne-Year DoD Plan for
- Telecommunications and W#MCCS. Maintains liaison with the Office of the

Deputy Under Secretary of Defense for Policy.

o Initiates and participates in the preparation of Area Cpordination
Papers (ACPs) for major telecommunications plans and programs. These
ACPs analyze present and projected needs and develop optimum programs and
plans ‘to meet these needs.

o Reviews and participates in preparation of Development and Concept
Papers (DCPs) for new telecomnunications systems. DCPs contain detailed
plans for the implementation of approved ACPs and contain sufficient detail
for direct transfer to pruyramming documents for budgetary purposes. Supports
and represents the ASD(C2T') on matters within the scope and responsibility of
the Defense System Acquisition Review Council {DSARC).

o Monitors and reviews the telecommunications plans and RDT&E programs
of the Military Departments and Defense Agencies to insure that they support
the. policies, objectives, and needs of the DoD and National Communications
Systems. Provides superiors with timely recommendations concerning program
—.._. ~deficiencies and appropriate remedial actions. Recommends initiation
' —_ ____and changes in the magnitude of RDT&E projeects in important areas where

he is able to identify deficiencies. Develops technical criteria and
" “program quidance for these programs to insure consistency with the overall .
system framework developed in the DoD Ten-Year Plan for Telecommunications.
Participates in program analyses and evaluations required by the planning,
programming and budget system affecting DoD telecommunications programs
in his area of responsibility.

o Directs and coordinates the preparation of major segments of the
overall telecommunications RDT&E budget. This includes comprehensive
backup material and requires coordination with the ¢? budget coordinator
and DASD{Comptroller) throughout the budget process. .

. o Guides and actively participates in the establishment of-tecﬁn%cal
test and evaluation criteria with emphasis on reliability, survivability and
security for communications systems.

Based on broad knowledge and extensive experience in this field,
incumbent proposes appropriate research and exploratory development
programs to support telecommunication objectives and to stimulate
advances in the state of the art in this area of responsibility. Con-
ducts technical analyses in pertinent technologies and disciplines to
define the characteristics of new research and development which offer
potential solutions to long-term military telecommunications prgblems

© Recommends testing and/or limited applications of new technologies as

appropriate.
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Feprecents suoeriore end €31 interests by corving es
cipent In dnterdeoperimentsl stody crounn, tuch-‘orces, board
May serve as group leader or chairman of such groups. Also, in like manner,
serves on international (i.e., NATO or other) study and work groups for the
purpose of exploring technical problems and working out cooperative epproaches
to their resolution. Follows up on implementation. Maintains liaison with
universities, industry, government laboratories and other facilities to keep

abreast of new developments and trends.

I
;

Monitors NATO and Allied telecommunications programs and plans to insure
consistency with DoD plans for telecommunications and WWMCCS. Travels to
overseas bases in Lurope, the Pacific, and elsewhere on official business of
great-importance to the achievement of C-1 and Office of Communications
Systeme objectives,
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| ELECTRONIC WARFARE AND COMMUNICATIONS, COMMAND,
AND CONJROL COUNTERVEASURES.

* INTRODUCTION

This position is located in the Office of the Deputy Assistant
Secretary of Defense (Communications, Command, and Control). 1he
incumbent of this position serves as the primary source of technical,
programmatic, and management: expertise within the Department of Defense
for all matters involving electronic warfare and commnications, command,
and control countermeasures (EW and c3cM). In this capacity, he is
responsible for advising the Assistant Secretary of Defense (C°1), the
Under Secretary of Defense for Research and Engineering, and frequently
the Deputy Secretary of Defense on major program decisions regarding
extremely critical areas of airborne and surface based devices and
systems for collecting and processing information about the presence,
type, and location of enemy tactical forces and weapons and electro-
magnetic warfare systems 1o degrzde enemy C3 systems and the weapon

{T ) systems they control.
i

_Nations large and small are deploying radars, missiles with

ceeker heads, guided mmitions, electronic intelligence collection

. ~devices, and communications systems +o command and control these Weapons
at an extremely rapid pace. Virtually any level of conflict in which
this country may become engaged will very 1ikely require a large and
competent operational EW and C3CM capability either because the enemy
forces will have highly lethal electronic weapons to begin with or
because of the technical and material support they will receive from
their more industrially advanced allies. The experiences of our forces-
in Southeast Asia and of friendly forces using U.S. electronic equipment
during military clashes during the early 1970's highlighted the need for
a drastic improvement in the c:pability of friendly forces to exploit,
deceive, jam, or destroy the commmications systems and radar, infrared,
and electro-optical guided weapons employed by natlions hostile or_poten-
tially hostile to the U.5. and its allies. As a result, EW and C (M
programs of the DoD were revisited and reanalyzed.

The Director, EW and CBCM, is instrnumental in restructuring the
research and development program to permit better understanding of and
coordination_between the program elements and provide proper direction
of effort. (The principal new thrust is toward organizing 2 coordinated
Army and Alr Force effort to exploit the potential of EW and C°QM 1o

’ counter enemy forces in the forward edge of the battle area and to
strengthen the Navy's capability to conduct effective operations during

5
p- waTr-at-sea and power project ashore operationsiz In the pasti Years, the
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~ megnitude of the programs for which the incumbent is directly responsible
has increased 1o 46 major RDTGE program elenents vzlued at approximztely
{ $S300M annually. There are six additional programs associzted with intel-
ligence activities which the incumbent must monitor closely. The DoD
procurement and operation of EW and C3( equipment developed under the
ROTEE account exceeds $1 billion annually. Far more important, however,
1s the materially improved defense posture of the United States and our
allies due to improved and expanded technical capabilities in this area.

DUTIES -

As the ranking DoD avthority on EW and C3CM, the incumbent pro-
vides technical Support to his supervisors, including the Duputy Secretary/

Secretary of Defense on major policy and program decisions and provides

allies, and defense industries both in the United States and abroad. The
electronic warfare and €3 countermeasures program with which he must be
thoroughly familiar covers a broad spectrum Jf complex technical fields,
including, for exarmple, self-protection and support aircraft jamming
systems; shipboard threat warning and anti-shipping missile decoy systems;
tracked, vehicle-mounted C3 jammers; and data transmission, processing,

and distribution Systems to provide the information to the operational
commander in a timely manner.

0 Advises the Assistant Secretary of Defense (C31) on major
program decisions regarding the extremely critical areas of airborne,
land-based or sea-borne devices on systems for intercepting and processing
information about the presence, type, and location of enemy forces and
weapons and the electromagnetic warfare systems needed to degrade enemy
€3 systems and the weapon systems they control.

0 Originates, evaluates, and provides guidance to OSD and the
Military Departments regarding project plans for new systems.

0 Determines the need for such programs based on an analysis of
current/potential threats, resource priorities, requirement trends,
Strategic objectives, and innovations in technology related to electro-
magnetic warfare and signal exploitation. This involves an analysis of
‘@ vast amount of complex technical and scientific data gathered from a
variety of sources- (e.g., the Military Departments and other 0SD offices).

© Incumbent insures a continuing affirmative application of the
0SD-wide policy of equal employment opportimity. Insures that personnel
management within the Directorate is accomplished without regard to Tace,
age, religion, sex, handicap, or national origin. Is responsible for
keeping abreast of developments, policy issuances, etc., in the equal
“employment oppertunity field.
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Stephen T. Walker

DIRECTOR, INFORMATION SYSTEM

Introduction. Tnis position is located in the Office of the DaSD c?y,
Office ot the assistant Secretary of Defense (Cormunications, Command, Control
and Intelligence) (C”I). The Assistant Secretary of Defense (C”I) is the
Principal Stafif Assistant to the Secretary of Defense for tecnhnical telecommu-
nications, cormand and control and intelligence matters and the Principal
Assistant to the Secretary of Defense for the National Communications System.

The Director, Information Systems, is responsible for groviding staff 3
support, assistance, advice and recommendations to the DASD (C2), the PDASD (C~I)
and the ASD (C°I1) on technical, budgetary, and other program matLfers related to
automated information syste~s. He recommends approval, disapproval or changes

in Department of Defense Information System plans and associated funding require-
ments. While reviewing information system plans he will ensure that there is

a minimum of duplication, effective integration and system engineering, and
appropriate configuration management of technical components and the associated
information reporting systems.

The Director, Information Systems also serves as the Director, WWMCCS
ADP Coordinating Office. Overall objectives of the WWMCCS ADP Coordinating
Office are to oversee the WWMCCS Information System (W1S) modernization process
and to assure that key decisions aifecting WIS evolution and modernization are
translated into action within the normal Department of Defense {DoD) institutional
framework.

Duties:

(1) Defines and recommends tasking to develop plans, programs and
technical policies to guide the directions of information svstems developments.

(2) Provides program oversight and architectrural guidance for DoD
information systems dealing with command and control and intelligence applications.
These include the WWMCCS Information Systems, Automated Message Handling, the DoD
Intelligence Information System (DODIIS) and other speciiied information systems.
Ensures that development in these areas is consistent with an overall architec-
tural objective. '

(3) Represents the Assistant Secretary of Defense (CBI) on committees
or panels related to automated information systems technology, programs, OT policy.

(4) Provides expert advice and assistance to the c31 staff for the
management of software acquisition in c31 programs.

(5) Provides for Congressional interfaces including personal interaction
on principal issues, overseeing the preparation of ¢31 information systems fiscal
and manpower aspects of Congressional testimony preparation and the development of
responses to Congressional inquiries——both informal and for the record.




(6) Responsible for monitoring Agencv/Military Department budgerary
inputs to €31 information svstem programs; recommending sreferred bucgezary
alternatives and fiscal and budgetary program changes; preparing Progran
Decision emorandum for SecDef signzture; conducting critical analyses of infor-
mation svstem programs and budget submissicns and developing information system
issues based on fiscal and budgetary evaluation and ralative conrributien to
national defense policies and goals. -

(7) Ensures the development of effective ADP security programs and
technical policy in support of command and control and intelligence requirements.
Coordinates these developments with COMSEC programs/policy.

(8) Recommends initiatives and program directions for R&D in information
systems technology, including display, human engineering and ADP technology areas.

(9) Acts as the Director, WWMCCS ADP Coordirating Office with the
following responsibilities, authorities and functioms:

(a) Provides OASD (C3I) staff support and makes recommendéations
relative to (WIS) evolution and modernization.

(b) Acts as the Secretariat for the WWMCC ADP Executive and
Coordinating Committee structures.

(¢) Maintains oversight, through the WWMCC System Engineer, the
WWMCCS ADP Technical Support Manager, the Director, c3s, 0JCS, and the Services
of programming and expenditure of resources necessary for WIS modernization.

(d) Acts as the DoD focal point and coordination point for all
~activities related to WIS evolution and modernization. In this regard, DoD
Components ensure that all actions related to WIS evolution and modernization
are coordinated through the WWMCCS ADP Coordinating Office.

(e) Acts as a coordination point between the WIS and DoD
Intelligence Information Systems (DODIIS) modernization planners and between
WIS and related Allied Command and Control Information Systems modernization
efforts. -



Dr. Alden P. Sullivan

DIPECTOR, €3 RESOURCES

INTPODUCTION. This position is located in the Office of the Deputy
Assistant Secretary {Plans and Resources), Office of the Assistant Secretary
of Defence (Communications, Command, Control and Irtelligence). The ASD{C3I)
is the principal staff assistant to the Secretary of Defense for C7! resource
management. The incumbent of his position serves as Director for €3 Program
Resources. -

DUTIES. Serves as principal advisor to superiors and to the C3 Office
Directors on the fiscal and manpower aspects of all €3 and related activities.
Incumbent monitors resource aspects of all 0SD/0JCS, Service, Agency anrd
Theater assets and formulates resource recommendations which are referred
upward to the ASD(C31) and, ultimately, to the Secretary of Defense for decision.
Basic responsibilities of incumbent, as €3 Program. Budget Coordinator include:

o 0SD-level development, review, coordination, and/or issuance of planning,
programming, and budgeting decision and policy documents associated with those
functional areas of primary concern. Such documents include Fiscal Guidance,
Program Objectives Memoranda (POM) Guidance, Apportionment, Program Decision
Memoranda (PDM), Program Change Decision (PCD}, Program Budget Decision (PBD),
and single issue decision and policy memoranda.

o Development of issues and initiatives 1ists which point up areas of
profitable study and resolution of problems leading to improved resource ex-
penditure levels and better fiscai decisions.

o Studies, analyses, and audits relating to €3 resources to include in-
house efforts as well as direction and monitoring studies and analyses of others
which aim to facilitate decisions and develop ASD(C3I) positions, as required.

o Independent validation of methodology, cost, and performance data as
well as conclusions of C3 systems resource analyses conducted at lower and
lateral levels.

o Acquisition, maintenance, and operation of the €3 resources data base
to provide ready visibility over those resources for management and reporting
purposes.

o Control and coordination of C3 resources to include deferral and re-
lease of funds, coordination of reprogramming actions, and transfers of funds
between Services and Agencies.

o Providing the focal point and clearing house for support pertaining
to responses to Congresgiona1, General Accounting Office, and Office of Man-
agement and Budget on € matters.




James Ihiyer

DIkECTOR, INTELLIGENCE RESOURCES

Irntroguction

The Deputy Assistant Secretary of Defenmse (Plans and Resources) is
the primzry essistant to the Assistant Secretary of Defense (Communications,
Comzznd, Control and Intelligence) for the resource aspects of all DoD com-
munications, command, control and irntelligence activities. These include DoD
planning, programing, budgeting and execution activities as well as the
preperation of statements, testimony and responses to the Congress in all

comnunications, command, control and intelligence programs.

The Director, Intelligence Resources, serves as the principal assis-
tent to the Deputy Assistant Secretary of Defense for Plans and Resournes
[DASD(P&R)}] and to the Assistant Secretasry of Defense {Communications, Command,
Ccrtrol and Intelligence} [ASD(C31)] for all DoD fiscel and budgetary
matiers concerning the resources of DoD national intelligence programs,
tactical intelligence programs and other Tactical Intelligence and Related
Aetivities (TIARA).

DoD national intelligence programs include the Consolidated Crypto-
logic Program (CCP), the Ceneral Defense Intelligence Program {GDIP}, Special
Air Force Activities and Special Navy Activities. .These are the positive
intelligence elements of the DoD which are also contained in the National
Fereign Intelligence Program (NFIP).

Tectical Intelligence and Related Activities (TIARA) comprise
activities not contained within the NFIP which respond primarily to military
commanders for time sensitive intelligence while also responding to national
intelligence needs. DoD tactical intelligence programs are a subset of TIARA
which consists of cryptologic and other intelligence efforts which directly
support operational commanders. TIARA also include Intelligence Training,
Reserves, and Research and Development Activities.

The Director, InteIligénce Resources, is responsible to the DASD

"{(Plzns and Resources) for the conduct of cross-program budgetary analyses and

for overall fiscal and manpower program development on the national intelli-
gence programs, tactical intelligence programs and other Tactical Intelligence

and Related Activities (TIARA) for the Department of Def.nse (DoD).

Duties

- Monitors all Agency/Military Department budgetary inputs to

. _intelligence programs in the DoD Planning, Programing and Budgeting System

'(RPBS) and the Zero Base Budgeting (ZBB) System to ensure that the ASD(C’1)

is apprised of the intelligence budgetary alternatives programed and under
consideration. Identifies and recommends preferred alternatives on the basis
of articulated and anticipated Secretary of Defense and ASD(C>1) preferences

and policies. *’

"l.”‘
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- Recommznds fiscal and budgetary progrem changes thzt will engble .
the more efficient use, cohesiveness and mznegement of availeble intelligence
resources to meet nationsl and tectical intelligence requirements. Such
recommendations are based on a therough assessment of national and DcD economic
trends and policies.

- Prior to recommending fiscal and budgetary changes, the incumbent
integrates; compiles and coll:ztes fiscal data concerning intelligence resources
obtzined from other C21 elements, from the Directors, National Imtelligence
Systems and Tactical Intelligence Systems and their staff assistants, ‘rom DoD
naticnal and tactical Program Managers, and from Service and Defense Agency
intelligence and program/budget staffs.

- Prepares Program Decision Memorandums (PDM's) for the Secretary
of Defense's signature which direct the execution of the incumbent's recom-
mended course of sction with respect to programmatic content. fter signature
of the PDM's, incumbent ensures the programs are adjusted accordingly.

' - By maintaining general and, in some areas, specific detailed know-
ledge of intelligence equipment capabilities, incumbent is able to recommend
policy direction of MILDEPS and other DoD agencies [i.e., BASD(C); OASD(PAZE);
OUSD(PR)] with regard to the transfer of funds to meet intelligence require-
ments in sccordance with the Five Year Defense Plan (FYDP), RDT&E guidance and

"GDIP, CCP, Special Air force and Special Navy Activities.

-~ Serves as the principal ASD(C>I) intelligence resources spokesman .
during the joint DoD/DCI1/0M3 Intelligence Program Budget Review, thereby
ensuring the development, coordination and promulgation of all fiscal and
manpower decision documents for national and tactical intelligence planning,
programing, budgeting and execution at the 05D level.

* - Conducts resource reviews, analyses and evaluations of national
and IRA program and budget submissions from the Army, havy, Air Force,
National Security Agency and Defense Intelligence Agency as directed by the
Secretary of Defense in support of departmental and Presidential budgetary
decisions.

- DServes as a principai committee member in the 0ASD{C) and OM3 budget
and apportionment reviews of Defense Intelligence Activities.

- Cocrdinates Congressional reductions and increases to DoD intelli-
gence programs to ensure maximum effectiveness is obtained with the resultant

_.minimum of adverse impact. This requires the constant monitoring of actual
~expenditures as a cross-check to assess the adherence to revised policy

.decisions.

. - Analyzes DoD intelligence issues with respect to their contribution

to national and defense policies and goals. These analyses are based on a )
fiscal and budgetary reevalustion of subordinate analyses as well as historical

data, projected trends, and the z-ticulated policy of the President and the

Secretary of Defense. All fiscal ard manpower analyses of programs search fer .
swstantive or funding wealknesses and recommend actions for their elimination.




- FEsteblishes deteiled fiscal and manpower boundaries {or DoD
intelligence activities, tg include 2il Tacticel Intelligence and Related
Activities {T1ARA),

- Works directly with ASD(CBI) to function a5 an interface at the
ASD management level within the O0ffice of Mznagement and Budget, the Nzifional
~ Security founcil, the Department of State, the Intelligence Community Staff of
the Director of Central Intelligence and other government agencies whose areas
of interest are tangent to or impact on operations of the National Foreign
- Intelligence Program or DoD TIARA. This also involves communications to
develop policy and coordination of positions both within 0SD and outside at
the behest of ASD(C>I). |

- Incumbent is the principal sssistant to the ASD(C3I) and the DASD
(Plans and Resources), with respect to the fiscal and manpower aspects of
Congressional testimony preparation and the development of respon-z2s to
Congressional inquiries -- both informal and for the record for intelligence
issues.. Most important among these are testimony before six Congressional
subcommittees. Incumbent's responsibilities for Tactical Intelligence and
Related Activities {TIARA) are specifically intended to address recently
articulated Congressional direction for improved 0SD TIARA fiscal and manpower
management. These efforts must be carefully coordinated with the intelligence
elements of the Services and Defense Agencies as well as the DCI's Intelligence
Community Staff.



‘l!L’

Jr. dtusrt ole r

, DIRECTOR, SYSTEMS RESEARCH AND EVALUATIORN
S .

Introduction

This position is located in the Office of the Deputy Assistant
Secretary of Defense (Plans and Resources), Office of the Assistant
Secretary of Defense (Cormunications, Command, Contrel and Intelligence).
The Deputy ASD(Plans and Resources) is the principal staff assistant
to the ASD(C3I) for resource and planning aspects of all DoD command,
control, communications and intelligence activities. These include DoD
planning, prograuming and budget preparation activities as well as
preparation of statements, testimony, and responses to the Congress
on all C3I programs, Incumbent serves as the Director, Systems
Research and Evaluation and is responsible for the monitorship of
DoD C3 and intelligence systems research programs and technical evalua-

tion activities on behalf of the Office of the ASD(C3I).

L4

Duties

The Director, Systems Research and Evaluation (SR&E) is
responsible for:
1) The integration and promulgation of 031 system research.

2) The review, synthesis and dissemination of systems .
evaluation methodologies.

3) The assessment of advanced technologies and trends.

4) The conduct of a program of selected research ead related
to C31.

The Director, SR&E discharges these responsibilities in several

capacities. 1In addition to providing expert technical support to the
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DASD (Plans and Pezources), he also serves 26 the Executive Secretary . .

to the CBI Systems Research Council and the C3I Systems Evaluation
Council. These councils are chaired by the PDASD(CBI) and perve cq'_
advisc the ASD(CaI) on ali matters relating to, in the first instance,’
the conduct of C3I systems research end, in the second instance, CB!. ?
systems evaluation and analysis. As Executive Secretary to these
councils he will be responsible for coordinating, synthesizing and |
preparing analyses of current research and evaluation sctivities qcroé%

81l Services and appropriate agencles and developing recomnendations

pertaining to their continuation and priorities as well as othér 'w;

specific assignments received from the councils. e

Duties in connection with the aforementioned responsibilities

are concerned with the integration and promylgation of C°I systems - fe

”$-

it

research and include the development of croqs—service/agency-perspé;f%”

3 TL3PAYC L . .
tives of C'1 systemsAactivities. stimulation of related informg;igg-fF
exchange functions, and action as the focal point within the 0ASD(C315

for all matters relating to the conduct of systems research.

Duties in connection with specified responsibilities in systgps.ﬁ &

evaluation include the review and analysis of proposed methodologyggk?
and techniques, the development of a program to improve the statefggéf’
the-art of 031 systems evaluation and the development and mainteqan;? ‘

of & set of standards and guidelines for gystems evaluation for

gubmission to the Systems Evaluation Council.
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Duties associated with the assessment of advanced technologies

include serving as the 0ASD(C3I) focal point for liaison with the

Defense Advanced Research Projects Agency, the Office of the Deputy:
Uindar Researd, ond E.main-unn

ant Secretary of DefenseA(Research and Advanced Technology),
the C3I advanced technology research efforts of the Services and
Defensé Agencies, and with the intelligence community on foreign
technology matters for CBI and related electronic warfare systems;
monitoring the evolution of technology and the assessment of 1its
impact on future C3I syste;s, through a liaison with the Service
Laboratories, universities, industry, FCRC's, professional societies,
and prominent indiv&dual scientists; providing the scientific and
technical community with areas of potential long range interest to
CSI as well as areas in which short term improvements are needed,
and acting as the OASD(CBI) focal point for all public inquiries
regarding the admissibility or introduction of novel technological
concepts/approachés to C3I problems.

Studies and research to accomplish these tasks are accomplished
through contractual agreements with appropriate academic and research
activities, with ass;stance and support of research activities within
the Military Departments and Defense Agencies, and through the detail

of highly qualified specialists to the 0ASD(C3I) for project develop-

ment. .



Dr. Anthony J. Tether

Director, Nationzl Intelligence Systems

Introduction

This position is located in the Office of the Deputy Assistant Secretary
of Defense (Systems), Office of the Assistant Secretary of Defense (Com-
munications, Command, Control, and Intelligence).

The ASD(C3I) is the principal staff assista;\t to thé Secretary of

Defense for Department of Defense telecommunications, command and control,

“and intelligence resources (including related warning and reconnaissance

“ activities). 'His responsibilities include guidance on DoD plans, programs’

and fiscal activities, program reviews, monitoring implementation of
aﬁproved programs and direction of R&D matters relatihg to communications,
~comnand, control, and intelligence.

The DASD{Intelligence) is responsible for the development a;é imple-
mentation of the Consolidated Defense Intelligence Program (CbIP), monitor-

ship of surveillance, warning, and other intelligence related activities,

and for communlcatnons conmand and control programs development and

systems acqui51ti0n.' His resp0n51b111t1es are discharged through subordinate

directors: (1) Nationzl Intelligence Systems; (2) Surve1llance and Warning

Systems; and (3) Tactical Intelligence Systems. ) .
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. The Directo;', Nationzl Intelligence Systems is the primary source of

technical pol-icy and manzgement expertise within the OASD(C31) for 211 matiers
jnvolving intelligence activities. 1In this capacity he is responsible for
advising the ASD(C3I) on current and future issues pertzining to intelligence
modern%zation, R&D efforts on intelligence systems, and intelligence
inform;tion processing and data handling. He is responsible for technical
review of intelligence systems and pregrams during their development and

acquisition, for preparation of overall plans for the evolution of intelligence
- RS

systems, and for such other subjects as may become appropriate.

Duties
o Prepares, in coordination with appropriate 0ASD(C31) sraffs,

inputs to annual DoD guidance and PPBS documentation for the direction

and conduct of intelligence programs.

o Acts as reviewing authority for the technical implementation

-
of intelligence programs, for consistency with guidance, and for technical
T . .
satisfaction requirements.

. .. -

o Provides primary interface with Director, Policy Review,

-
-

for the conduct of evaluvations and assessments of intelligence systems.

o Reviews proposals, recommended Programs, and budget submissions

- : for completeness and responsiveness to regquirements and guidance, identifying

and acting on technical issues. ..

o Fnsures that intelligence programs are properly phased with
necessary CB support, and that flow, and processing, of information within and

dressed.

from intelligence systems is appropriately ad




o Identified issuves which involve multi-systems and which eross °f!

to ASD(C31) for the .

prograns, and provides plans and recommencations

resclution of these issues.

o Identifies alternatives and makes recommendations qoncerninﬁ

the mix of intelligence systems toO catisfy recuirements of peace, crisg%,{,};“;

and war.

o Fnsures that intelligence interfaces in the tactical and.N&:O._1
RN M |

sidergd in the direction, developnent, and imples:

arcas are properly com

mentation of intelligence systems.

o Ensures that the interfaces of intelligence and c3 systems’™
are properly accounted for in the directionm, development and implemeéntaty

of systems. ‘ S

o Develops plans aud makes recommendatlons for 1nte111genq¢ sys;
T - R, ~ o LT et

' ! to support pational command authorities and their policies.

o Serves as the 0ASD(C3I) focal point for the preparation of-

: -
required inputs for Presidential Review Memoranda dealing with 1ntell%§gn:

e - P - - -
systems and determines the technical impact,

if any, of PRMs on the

intelligence systems area. _ i
. | u*' §
coordination with the Deputy Assistant Secre gﬁrgl

o Determines, in
Ty

. of Defense (Communications, Command and Control) in the formulation of

required research and development efforts in the intelligence systemsﬁ

5upport1ng C3 areas. . .- e

o At the dlrectaon-of the DASD(Intelligence) serves as 2

meinber of_study grOUPS, task forces, and wvorking c0mmittees. _Represept

1n prov:dlng adv1ce, evaluation *°F
. T

the ASD(C3I), of DoD as appropriafe,

). and coordination of aq51gned functlons vith othcr segments of DoD,

well as with government departments and foreign governments.




Provices technikal Fonpete
DoD level to assure that ¥
to meet DoD needs. Provid
to joint, U.S. and allied
represents ASD(C3I) aﬁ app
the IC‘Staff, intelligence

major developments affecti

¢ Incumbent ass%

nce in joint design and trade off studies at the
equired intelligence systems Support is provided
es technical and scientific guidance in H&s area
boards and committees as appropriate, angd
ropriate, in meeting with the Military Services,
agencies, industry or foreign nations when

ng intelligence systems are under discussion.

sts top administrators in DoD as requested in

advisory capacity in molding the main features of programs within his area

of responsibility. He is requnsible for achieving desirable coordination

of DoD-wide intelligence €

fforts. This“will be aééompiished-by such

means &s frequent contact and interchanges of information with key civilian

and m111tary techn1ca1 per

sonnel in the Department of Defense and other

appropriate agencies. He will alsoc undertake a program of dlscussxons and

personal contacts with high-level representatives of industry and

educational institutions engaged in work in these fields. He will

-~

in this area,

a broad influence on DoD-w

gence programs.

o Personally recruits and maintains a high quality professional

staff to as51st hioe in the

":intelligence systems to em

S)stems goals and ob]ectlv

represent the ASD(C3I) on of ficial committees and boards as spokesman

and will be authorized to make recommendations which may have

ide policy in administration of work on intelli-

dlscharge of his respon51b111t1es.

o Respon51b1e for the mon1tor1ng of R&D efforts in support of

sure their consistency with overall intelligence

£5.

o The 1ncunbent w111 be subgect to spec1a] ass1gnment on re?ated

dut1es by the Deputy Assistant Secretary of Defense (Inte111gence)

I~
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Mr. Charles Hawkins

TTPFCTOR, TACTICAL DUELLIGENIE SYSTEMS

'DEPUTY ASSISTANT SECREIARY OF DEFENSE SR

(INTELLIGENCE) i 16,
-

$A

Introduction ~ This position has the following basic duties: g

- ? 3

1. Supervises a directorate consisting of six military/civilian : A
professionals and two administrative persormel engaged in plarming, ' $
programing, managing, coordinating and justifying within the executive RS | )
branch and to six Congressional Comittees all DoD Tactical Intelligence TR J*ﬁ"':'

and Intelligence-Related Activities (TI14RA), and those national assets BRI
that have military application. .

2. Oversees and coordinates the management of tactical intelligence ]

R

TERE 3R Rt ¢ Ry

resources consisting of more than 55,000 persomel and $2.7B.

3. Plans for all DoD tactical intelligence support to operational b Y
forces insuring the integration and application of appropriate national SREN
assets to satisfy military requirenents; interface of mational and b ;} ]
tactical systems to minimize redundancy; and providing multi-service ' . '

and, where appropriate and authorized, multi-national interoperability. ur K

4. Evaluates and coordinates Military Service and Defense Agency
tactical intelligence and intelligence-related programs, participating o
at each staze of the PPBS process to assure an integrated, coherent b
Defense tactical intelligence posture for support of the military forces. e

5. Coordinates with the congressional staff and provides congressional
justification in testimony or in writing for tactical intelligence and
intelligence related activities.

rties:

Supervisory Activities: Directs the professional and administrative
actions of two Assistant Directors (GS-15 and Military 06); two civilian S | L T
professionals (GS-14), two senior military officers (06); and two secre ystent @ k
administrative experts. Insures the development of goals and objectives; %
assigns responsibilities and establishes priority of effort; provides

broad or specific guidance as required; counsels and prepares performance . -
appraisals; and preforms related administrative and supervisory responsibilities.
to include the assurance of Equal Employment Opportunities. Incumbent
must be cognizant of the detailed technical aspects of intelligence
activities and the PPBS process to provide direction of subordinates
efforts in tactical intelligence architectural development and assessment;
program evaluation; and the development of investment strategies for
specific systems as well as the total tactical intelligence apparatus.
Directly supervises or oversees approximately $IM ammally in contractual

study efforts..
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zcticz] Intellirence and Intellisence-Related Manacenent. Incumbent is
espincinle for managing a dynznic and diverse mission area spread

across Military Service and Defense Agency prograns. Resources for

vhich incurment is responsible are in meny instances a part ol major.
prograns, thas requiring extensive mairix managensnt in collaboration
with other Program Directors. Operating within this diverse managenent
enviromaent, incuthent must insure the development of a cohesive tactical
intelligence and intelligence related activities (TIARA) progrem conprised
of over 55,000 persomel and $2.7B. To fulfill this management responsibility,
the incument provides OSD guidance and leadership for the JCS, the
Military Departments, Defense Agencies, ULS Commanders and theater and
tactical camonents in developing a survivable, tactical intelligence
support structure that provides advancé warning of attack and sustained
intelligence support to operational forces. Frovides the management
structure under which DoD, in collaboration with the DCI, will pramilgate
policies to assure the adequacy of tactical intelligence and security
support for combat operations, Prepares and promilgates plamming and
programming guidance for intelligence and security support to tactical
forces. Insures a sound requirements-oriented basis through close
coordinations with DUSD(PR) for systems procurement and resource allocation
decisions for tactical (IRA) programs, and reviews strategic QFIP)
program proposals for impact on intelligence support to theater and
tactical commanders curing peace and war. Develops and promilgates
policies and assigns responsibilities for relating theater and tactical
requirements to intelligence resource needs. Conducts formal periodic
reviews of the tactical intelligence support structure to assure adherence
to the principles of strategic and tactical system interface; development
of multi-sensor collection systems and platforms; multi-service and,
milti-source correlation, integration, #nd production in the tactical

zone and theater of operations. Maintains liaison with congressional
staffs and coordinates the Services/ Agencies interaction with the
Congress on tactical intelligence activities. Reviews intelligence
manpower and training, to include exercise support, to assure an adequate
base of knowledgeable tactical intelligemce specialists are available to
cperate the tactical intelligence apparatus in peace, ‘crisis and war.
Provides direction for the evolvement of a Defense Tactical Intelligence
Program, similjar to the NFIP, to enhance acquisition and management of
essential tactical intelligence resources. Prepares for the exchange of
tactical intelligence on a multi-national scale where U.S. forces operate

as part of a combined military force.

Directs the formulation of long range plans and forecasts, develops
Defense Consolidated Guidance, and manages Defense Plarming, Programming
and Budgeting with respect to intelligence capabilities which contribute

to the support of operational commanders.

DoD Plarming Activities. As Director of Tactical Intelligence Systems,
incumbent provides integrated plaming and Congressional action suprart

»
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across the intelligence spectrur for the DASD(I) and to £SD(C3I). .
Originates, interrates, and coordinztes the design of an overall Tactical
intelligenze architecture involving tactical doctrine/concepts, force
interoperability, the threat, command information nceds, and complex
techmical/scientific/ quantitative parancters. As & product of this
effort, supervises the development, annual revision and production of

the DoD Plan for Intelligence Support to Operational Commanders, and
directs the preparztion of plamming guidance for issuance by the ASD(C3I)
to the Services and Defense Agencies relative to their individual tactical
intelligence support plans. Performs required coordination and serves

as the focal point for DoD, Service, and Defense Agency tactical intelligence-
oriented plans and studies. Conducts effectiveness analysis and evaluation
of tactical intellizence capabilities and those national capabilities
vhich have military applications. Directs in collaboration with other

03D activities, the DCI, QJCS, the Military Services, Dzfense Agencies,
Unified and Specified Comeds, selected Subunified and Component Carmands
the development of an integrated effort which addresses the tactical
intelligence support nceds of operational cammanders throughout the

total spectrum of war. Supervises the concepts formulation and oversees
preparation of the DoD Plan for intelligence support to operatiocnal
comanders, ensuring that interactions between the force structure, the
threat, information needs, applicable doctrine, commander's criteria and
tactical intelligence capabilities and supporting programs/budgets are
considered in the plaming process. Chairs DoD Planning conferences,
approves agenda and conference results. Coordinates military requirements
with the DUSD(¥R) and ensures their integration, as appropriate in the

DoD Plan. Directs plarming initiatives based upon identified system
deficiencies or shortfalls using quantitative assessment techniques and
methodologies, directs effectiveness analysis and evaluation of individual
systems and determines their value to and essentiality within the tactical
intelligence architecture. Resolves system tradeoff issues. Develops
altemative investment stratejjies for achieving an improved tactical
intelligence posture. Directs inputs to various Defense guidance documents.
to implement results of analytical efforts.

Programmatic Responsibilities. Incumbent is responsible for all DoD
Tactical Intelligence and Intelligence-Related Activities consisting of
more than $2.7B, 55,000 persommel and 150 individual systems. Incumbent
serves as the primary source of tectnical, policy, and management expertise
within the Department of Defense (DOD) for all matters involving Tactical 3
Intelligence and Intelligence Related Activities. In this capacity,
advises the ASD(C31), the Under Secretary of Defense for Research and
Engineering, and frequently the Deputy Secretary of Defense on major
program decisions involving development and acquisition of tactical
intelligence equipment and systems critical to the functioning of our
forces against the eni-ay. Incumbent is the focal point in the OUSDRAE

for initiating new actions; coordinating the Military Departments' and
Defense Agencies' efforts in tiis mission area, and establishing the
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priority and direction of the programs wnder his cognizance. Directs
reriess of tactical intelligence systems and related resources to assure
adherence to Defense Tactical Intelligence Plamming, future architectural
design, efficiency standards, cost effectiveness, and mission accomplistment.
Conducts progran reviews and provides substantive resource recommendztions
throughout the PPBS cycle on all tactical intelligence activities, and

on those strategic activities which contribute to the satisfaction of

the intelligence needs of operational forces. Assesses the military
potential, technical feasibility, and erployment parameters of all
tactically oriented Intelligence and Intelligence Related Activities to
assure campatibility with Defense Tactical Intelligence Master Plaming.
Assures that policies are emmciated and enforced which provide adequate
consideration of design criteria for intelligence system survivability
during the systers acquisition process. Approves the results of cross-
program reviews to insure conformance to standardization and inter-
operability cbjectives; joint service use of applicable teclmologies;

and that risks associated with proposed program execution is militarily
feasible and technically attainable within milestone and resource allocation
constraints. Manazes the procedural and substantive development of those
portions of periodic 0SD program documents as pertain to tactical intelligence
including, for example, generating the tactical intelligence input to
chapters of the Secretary of Defense's Consolidated Guidance. Reviews
plarming documents, studies, posture statements, and armual reports for
implications concerning tactical intelligence. Maintains close liaison
with ODUSD(Policy) to assure translation of fumctional requirements into
programmatic alternatives to be manifested in ASD(C3I) guidance and

draft directives. Provides expert technical staff support on major

program and policy issues requiring decisions at the highest DoD level.
Programs of concern cover a broad spectrum of complex technical fields.
These include but are not limited to advanced sensor technology, imagery
and SIGINT processing systems, information handling systems and special
collection systems used in intelligence-related support to tactical

forces. Identifies actual or potential problem areas, trends, significant
program accomplishments and/or deficiencies, areas of imbalance and

required program adjustments. Directs and participates in the necessary
study of key issues..- Develops alternate course of ‘action. In this '
cormection, reviews plans, papers and studies submitted by other intelligence
agencies and organizations to assure their conformity and compatibility )
with governing DoD policy and procedures. Also considers the policies

of and interacting with certain organizations external to DoD. On the

basis of broad policy and resource guidance, establishes specific OSD
tactical intelligence objectives and insures that those objectives are

accomplished.

Congressional Coordination and Justification. Incumbent is required to
maintain continuing interface with the congressional staff to coordinate
programs and budget requests regarding Tactical Intelligence and Intelligence
Related Activities. Directs the preparation of planning, programning,

-
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Conzress on tactical intelligence;
both formally
lution of

ad justification documents provided to the
provides briefings 2= requested; responds to inguiries,
end informzlly as required; and monitors and reports on reso
issues identified by congressional comittee
Serves ac the resident DoD expert on Tactica
Related Activities and supports the DASD(I), ASD(C31),
Secretary and Secretary of Defense, as required, in pre
testimony.

1 Intelligence and Intelligence

DUSD(R&E) , Deputy

paring for congressional
s

s within his area of responsibility.
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Civ Mil Total

ASD(c31) 69/64 15715  84/79*
Dr. Gerald P. Dinneen 3/3 2/2 5/5

Capt Frank Carden, USN
LTC John F. Bashore, USA -
Mrs. Sharron Kramer

Mrs. Judy Coppin

*Note status figures: billets authorized/on board
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Principal Deputy ASDIC31)

Dr. Harry L. Van Trees
Col Richard B. Clement, USAF
Special Assistant Vacancy
Mr. Craig Wilson

Mrs. Louise Ensminger
Miss Colena Jo Rogers
Mrs. Ann Gillenwater

DASD{Programs & Resources)

Mr. Kenneth B. Cooper

Miss Joanne Petras

Dir, C3 Resources

Dr. Alden P. Sullivan
Mr. Nat Cavallini
Mr. Dennis Litchfield

Civ Mil Total -
6/5 /1 7/6
2/2 0/0 2/2 -
4/4 0/0 4/4

Mrs. Carol Katawczik (maternity Leave 26 Sep 80 - 9 Jan 81)

Detailed from DCA

Mr. Howard Porter
Mrs. Sylvia Helms
Mrs. Polly Hoag

Dir, Intelligence Resources

Mr. James Mayer
Mr. Norman Ghisalbert
Mrs. Claudia Scruggs
Mr. Alex Buinickas

Miss Deborah Mannherz

Dir, €3 System Evaluation

Dr. Stuart Starr {to report 7 Dec 80)

5/5 0/0

1 0/0

5/5




Civ Mil Total

r.\_ DASD(C3)
- Br. Thomas P. Quinn 2/2 0/0  2/2

Mrs. Yolanda Beach

Dir, Theater and Tactical C2

Mr. John C. Cittadino 1/% 3/3 10/8
Professional Vacancy - Mr. Richard Howe selected, transfer date TBD
Mr. Dennis C. Marquis
Col Stephen W. Gilbert, USAF (replaced by LtCol John Martel, USAF)
Col Jonathan Myer, USAF
Professional Vacancy - moved from Tactical Intelligence Systems
LTC Frank MclLeskey, USA ’

Mrs. Rita Kibler
Mrs. Virginia Hug
Ms. Pat McNellis

Dir, Electronic Warfare and c3 Countermeasures

Mr. John M. Porter 3/3 1/1 4/4
Capt James H. Eckart, USN
Mr. William Lewis - on board, approval package at OPM
LtCol Herman Arnold, USAF (on loan)

Mrs., Louise Martoncik

®

Dir, Information Systems

Mr. Stephen T. Walker (Acting) 574 1/1 6/5
Mr. Rudolph Sgro )
LtCol John Lane, USAF 2
Professional Vacancy (to move to T2C%)

Mrs. Mary L. Gober
Mrs. Barbara Lawhorn

Dir, Communications Systems

Mr. George Salton . 8/8 2/2  10/10
Mr. Albert G. Facey :
Mr. Andrew Hartigan
Mr. Norman Gray
Capt Jerry Stump, USN~ ~ _ L
“Col Jackie Manbeck, USA ~~ ° ;

"'Mr. Richard Howe - to move to T2C2, date TBD S

Mrs. Sally Dimond
Mrs. Patricia Roberts

"~) Mrs. Margaret French




pAsD(€3) (Continued)

Dir, Strategic CZ

Dr. Robert 'D. Turner (Acting)
Dr. Dale Hamilton
Mr. Reynold Thomas
Col John Frishett, USAF
LtCol Robert Leahy, USAF

Mrs. Sandra Sims
Mrs. Rachel Ellis

DASD(Technical Policy and Operations
Mr. David Solomon .
Mr. Walter Coari
Mr. Paul Cahan
Mr. William J. Cook

Miss Harriet Freedman
Mrs. Evelyn Robbins

DASD(Intelligence)

Dr. James H. Babcock

Mrs. Marjorie E. Holloway
. Mr.Richard Baer {on loan from IC Staff)

Dir, National Intelligence Systems

Dr. Anthony Jd. Tether
Mr. Ronald J. Goldstein
Mr. Yictor E. Jones

Mr. Larry Castro {on loan from NSA) (departed - replacement not yet seheq;ﬁ

Miss Julie L. Mikovits

¢ |
4’
Civ Mil Total - s
5/5 2/2 7/7
6/6 0/0  6/6
2/2 0/0 2/2
it
a4 0/0 &4 il

Dir, Tactical Intelligence Systems/Dir, Reconnaissance

Surveillance and Target Acquisition

Mr. Charles Hawkins
Mr. Michael I. .Keller

Miss Janet Burner
Mrs. Gail Moore

Programs Division

( ' Capt Harvey E. Fisher, USN
LtCol Andrew Lechance, USAF
Mr. Lauren Larson

6/6

3/3

9/9

TN
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DASD{Intelligence) (Continued)

Plans Division

Col Charles E. Schmidt, USA

Mr. Gerald F. Kozlowski (on loan from NSA)
Mr. Robert R. Darron (on loan from MITRE)
Mr. Earnst Liska

Civ

Mil

Total
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CONGRESSIONAL CONTACTS FOR ASD(C3I)

House Armed Services Committee (HASC})

Chairman - Melvin Price

Staff Director - John Ford .

Chairman, R&D Subcommittee - Harold Runnels (next senior after Mr. Ichord-retired)
Staff member - Anthony Battista (c3&1) '
Staff member - Thomas Cooper (C3)

Senate Armed Services Committee (SASC)

Chairman - John Tower (new)

Chairman, R& Subcommittee - John Warner {new)
Staff member - George Riedel {old) (C3& I)
Staff member - George Foster (old) (C3)

House Permanent Select Committee on Intelligence (HPSCI)

Chairman - Edward P. Boland
Chairman, Program & Budget Authorization Subcommittee - unknown (Mr. Burleson
: defeated)
Staff member - Jim Bush {former member ASD{I)})

&

@

Senate Select Committee on Inteiligence (SSCI)

Chairman - Barry Goldwater (new)
Chairman - Budget Authorization Subcommittee - unknown {Sen Inouye former
Chairman)
Staff member - Daniel Childs (old)

House Appropriations Committee {HAC)

Chairman - James Whitten
Chairman, Defense Subcommittee - Joseph Addabbo
Principal Staff Agsistant - Ralph Preston

Staff member (C°) - John Plashal

Staff member (I) - Pete Murphy

R&D staff member (EW) - Robert Seraphin

Senate Appropriations Committee (SAC)

Chairman - Mark Hatfield (new)

Minority Counsel {old) - Joel E. Bonner

Chairman, Defense Subcommittee - Ted Stevens (new)
Principal staff member - Fred Rhgdes (c3&1) (old)
R&D staff member - Doug Allen {C3) (old)

¢3 Resources
3 December 1980
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Defense Communications Agency {DCA) - The Director of DCA reports to the
RSO{C31) as shown in 1ab A. 1In addition, the Joint Chiefs of Staff are
authorized to task the Director, DCA. Present director: LTG William J.
Hitsman. o

WWMCCS System Engineer (WSE) - The WSE is part of DCA. There is extensivé FERS RIRE
direct technical interface between WSE and the office of the ASS(C3I). " “wd:
Present WSE: David R. Israel e

Military Satellite Communications Office (MSO). The MSO office is in DCA..
The office of the director is presently vacant.

National Security Agency (NSA) - A discussion of the relationship between
NSA and the Department of Dofen:e is contained in the separate Intelligence
program book. The present incumbent is Vice Admiral Bobbie Inman.

Director of Central Intelligence (DCI) - The Office of the Deputy Under
Secretary for Policy (Policy Review) and the office of ASD(C3I) both deal
extensively with the staff of the Director of Central Intelligence and
support the Secretary of Defense in his direct relations with the DCI.
The present DCI is ADM Stansfield Turner.

o

" Joint Chiefs of Staff {(JCS) - Very recently a new directorate in the O?Fiee_ ‘

of the JCS was formed entitled Ccmmand, Control, and Communications Systeifs
(C35). The Office of ASD(C3]) deals directly with the €3S directorate
particularly in matters relating to C3 requireménts and priorities. The
present incumbent is Lieutenant General Hillman Dickinson. '

Councils, Committees and Boards

o Defense Systems Mananagement Policy Guidance Council
o WWMCCS Council

o Telecommunications and Command and Control Council

o Defense Systems Acquisition Review Committee

o Defense Space Operations Committee

o Joint Reconnaissance Committee

0 Deféﬁse Science Board

o National Communications Secur{ty Board

o Hational Foreign Intelligence Board |

o Various NATO Committees and Werking Groups

-
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Introduction A |

The organization and functions of the Office of the Assistant Secretary of

Defense (Communications, Command, antrol, and Intelligerice) were dascribed
in Volume I. In this volume, the €31 program management structure and the.
major programs are described. The total C3 program, which includes approxi- .
mately 400 programs with a budget of about $13 billion in FY 82, is discussed .
in this volume. - - ' ‘

In order to carry out our responsibilities to manage these programs, we
use a mission area structure. The four major mission areas are:

a. Strategic c31
b. Theater and Tactical
c.” Defense-wide €3I Support
|
_ : C

d. Consolidated Defense Intelligence

Figure 1 shows the major mission area structure with representative programs.; °

Although the détdiled natire of Eﬁ§A§3i varies according to the mission area,|
there is a fundamental structure tRat is common: throughout. The three basic ﬁ
components of C31 systems are: _ _

a. Command Centers, jbwwhiCh>¢Qmménd dgt%éion-makers and their staffs
evaluate information on enemy dctions and the status of friendly forces

and provide direction to the forces for accomplishment of assigned objec-
tives; _ ;

b. Sensor SyStems,_which provide warning of enemy attacks, intelli-
gence on enemy forces, assessments of enemy actions and own-force strikes,
and targeting data for use by own-force firepower; and

 ¢. Communications Systems, for conveying information from sensor systems
to command centers, interconnecting command centers for coordination of oper-
ations, and transmitting orders from command centers to the forces.

The operation of the ¢3 portion of ¢31 is depicted in Figure 2. The .
surveillance and warning sensors detect activity in the surveillance area. |
The sensor data is commynicated to a command center where it is analyzed, .
correlated with other information, and a decision is made. The decision 15" .
then communicated to the forces by another communications system and the :
forces respond. The resulting sityation is sensed by the sensors, the data
communicated back to the command center and the cycle repeats. A

A fourth component, Automatic Data Processing, is frequently an integral
part of the first three. Special-purpose or general-purpose computers are

employed at sensor sites to reduce raw data to relevant information; in

communications systems to -expedite routing of messages, facilitate
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Strategic c31

Command & Control

E-4 Adv Abn Comd Post

Natlomal Mi1 Comd Sys

Post-Attack Comd B
Cont Sys {PACCS)

Conmunications Systems

cJI] MISSIOH AREA OVERVIEW

Theater & Tactlcal cJl

Command & Control

E-JA/HATO AWACS

Jt Crisls Mgmt Capablilty
JIHTACCS

IFF

Comnunications Systems

AFSATCOM
TACAMD
SACDIN

Survelilance & Warnipg

Defense Support Program
- Mabile Grnd Terminals
DHCHS/PARCS/DEY

or-6

Space Survelllance
10hDS

Information Systems

WWMCCS Info Systems
Computer Security
WIN

TNF Conmunications
TRI-TAC

JTIDS

SEEK TALK
SINCGARS-Y

PMLRS
PLRS/JTIDS dtybrid

flecce, Surv & Tqt Acqg

TR-1/GUARDRAIL
Tactlcal Fusion {DETA)
£-2C

PLSS

EW and Counter C3

EF-1T1A
ASPY
EA-60

Uefcnse:Hlde C31 Support

Mavigation & Position Fixlqg.

MAVSTAR Global Posftioning System
Mlcrowave Landing System

Connunications Systems

pscs L, 1L

Secure Yolce lLimprovement Program
Defense Communications Sys {DCS)
European Telephone System

Base & Suppart Comm - DMATS
AUTODIH I

Figure 1

Consulldated Defense Intelllgeuce

rrasTe o gt £ TE T

" Mational Forelgn Intelligence Prog

Consol ldated Cryptolo?lc Program
General Defense Intelllgence Prograw
Classified Proqrams :

Indications and Harnliy

TIARA (Tac Intell & Related Actlvities)

1Cr {Tac Cryptologlc Prag)

DNSP {Defense Meconnalssance Supt Mrogram)
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transmission of information and orders, and support interactive data exchanges
between command centers; and within command centers to aid in assimilation,
integration and evaluation of sensor inputs, storage and retrieval of force
status and other operational data, and generation of orders.

These functional components of 31 systems must possess certain key atirioutes,
albeit in varying degrees over the major mission areas:

o A high degree of coaordination must prevail between command centers
involved in interrelated military operations, but the command and control
capability must be sufficiently distributed to provide resilience in the
event that command nodes are destroyed by enemy action.

o Communications and sensor systems must.be resistant to jamming and
deceptive countermeasures and secure against exploitation by adversary
SIGINT activities.

o Automatic data processing must be reiiable, of adequate capacity to
meet surge needs, and responsive to changing operational concepts and situa-
tions.

Collectively, ¢31 systems must support timely and effective military operations
and efficient utilization of defense resources. Together with means to exploit,
confuse, and disrupt adversary C°I capabilities, systems with these attributes
can do much to offset an unfavorable numerical force imbalance.

Stratagic €3I systems are used for control and direction of our strategic
nuclear forces. Given the nature of global nuclear conflict, strategic 31
must meet the most rigorous standards for reliability, survivability, and
endurance. Strategic command centers are involved in and must directly sup-
port decision-making, under conditions of extreme stress and urgency, by the
highest echelon of command--the National Command Authorities (NCA). Strategic
surveillance and warning systems (including associated automatic data process-
ing and communications) must provide extremely reliable and timely detections
of the onset of nuclear attack, to enhance the survivability of strategic
forces and the means to direct them, and to support selection by the NCA of
the most effective response option. Collateral missions include space sur-
veillance and detection and characterization of nuclear detonations.

Strategic communications must provide for rapid and certain delivery of
Emergency Action Messages to the strategic forces, report-back from the
forces, and support reconstitution of forces and command entities following
an initial attack.

The implementation of strategic C3I systems reflects great emphasis on
survivability and endurance, through the use of mobility, redundancy,
diversity, and proliferation of the basic functional capabilities, and
through testing and incorporation of features to enhance resistance to the
effects of nuclear detonations. With the evolution of nuclear weapons
employment policy and the increasing sophistication of nuclear weapon de-
livery systems, even greater emphasis will be needed to assure that stra-
tegic €31 systems make a positive contribution to deterrence.



" handling the data. In tactical communications two major objactives are-to ¢

" the three C31 basic comporents mentioned earlier: command centers,. communial «

.‘ o _.

The Theater and Tactical C31 systems encompass a broad co1lection.of-csﬂ and 1
equipments essential to the con%ro] of a modern, integrated, mobile, ang =
effective force. The theater C° mission is to provide a link betwesn the - |,
National Command Authorities through the chain of command to the sepior. *
+actical commander (typically at the Army Corps, Air Force Wing, and Naywy * :
Battle Group level). In terms of command this Tink can be through alligd: " | |
command headquarters such as NATO or through intervéning U.S. heaquartéﬁs S
such as RDJTE. In either case, intelligence -and administrative/logistic
information may be provided directly to the tactical commander. -

Our theater C31 initiatives emphasize survivdbility of essential command dhd | *
control functions and improved capabilities for participation in multi-. }i.?
national operations in support of alliance commitments. Although we do. pro;
vide some permanent, hardened command centers, we prefer to have mobjilef(air®
and ground) command centers which are less vulnerable to enemy targeting: and’
sabotage. We are concentrating on major improvements in three areas: S
(1) rapidly deployable C3 capability ~ Joint Crisis Management Capdbility = i'7
(JCMC%; (2) command and control of our Theater Nuclear Forces (TNF); and Py
{3) €31 support for the Rapid Deployment Force. Each 6f these programs. 1§ s
heavily oriented toward providing survivable, jam resistant, securé communi= |
cations to insure the rapid, accurate interchange of critical command and -
intelligence information under highly stressed conditions. Improvéﬁénﬁégﬁ_ ik
are also being sought in handling the expected large volume of traffic throughk
the introduction of autdmated aids. Theater-level sensor support comes. pii= %
marily from the national program and the tactical sensors. An éxceﬁtioﬁjié
the NATO AWACS which provides surveillance with its radars as well as commdnd-
and control of aircraft. Cl

" __'E r
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The principal objectives of the tactical 31 programs are: (1) to provide

tactical commanders of all Services, dt all echelons, with the right infor- "
mation at the right time to help him make the right de¢isions, and (2) tol.* .
disrupt the enemy in théir ability to command and control. ‘Tactical com- :
mand and control centers are all mobile. Within €31 our task is to pr@?ﬁ@i;‘

the communications, the sensor and intelligence imputs, and the means forﬁ

achieve security and to improve jam-resistance for all battlefield radies. 7}
Because of the increased demands of the modern battlefield for timely, L
accurate information, we are emphasizing automated data tactical systems ==}~

which are mobile/transportable, rugged and survivable. We continue pﬁﬁstﬁﬁﬁ .
improved interoperability between the Sarvices and with the forces ofléuh:_”il_,
allies. The tactical C31 sensors are related to the tasks of recohnaigsance; ®-
surveillance, and target acquisition. Our objective is to select a bagéﬁééd.hg 3
mix of imagery sensor and signal jntelligence systems that will compliment
each other in accuracy and distance comparable to newly introduced weQ@oﬁ
systems. We are using ADP to help the tactical commanders correlaté the
high volume outputs of this sensor mix. For example, a joint tactical j
fusion system is being initiated as a follow-on to the BETA test bed prograif.

Y,

In an inverse manner, the electronic warfare and counter-C3 systems fig,ﬂﬁto

cations, and sensor systems. EW and counter-C3 can disrupt the operation gfy. -

an enemy's command centers and communications systems and seriously interfere-
with the use of his sensors against our forces. e
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-
Tne Dafense-wide C°1 programs support, as the name sugc2sts, our:sirategic
and our theater and tactical C3I responsibilities. ‘e do not label any
command centers as defense-wide, although in fact we would use some of the
same centers we list in the gtrategic and theater and tactical commang and
control. The defense-wide C°I systems must support the command function
between all echelons and have flexibility to cope with evolving threats and
be consistent with planned force composition and employment. Our navigation
and position-fixing systems are designed to provide accurate, secure, jem-
resistant, all-weather/all-hours information needed for precise world-wide
control of forces. These same systems support our sensor systems as well

as our weapon system with a common grid for reconnaissance, surveillance,
and targeting functions.

In the defense-wide communications area, our cbjective is to provide world-
wide jam-resistant secure svstems that are resistant to nuclear effects.

We have systems using satel.ites, such as the Defense Satellite Communica-
tions System (DSCS) and extensive terrestrial systems. 3ase and support
communications and the defense-wide COMSEC program complete this mission
area.

. The first three major mission areas are covered in this volume. The

Consolidated Defense Intelligence mission area is in Volume III. This’
mission area contains the National Foreign Intelligence Program (NFIP)
which is under the Director of Central Intelligence (DCI). The relation-
ship between the National Intelligence Program and DoD C°I program is dis-
cussed in Volume I1II. We have worked closely with the DCI and the Intelli-
gence Community Staff in developing the plan for providing national
intelligence support to operational commanders. The second major element
in this area is the program tn nrovide intelligence support to the factical
commanders. :

Figure 3 shows the FY 81 budget request broken ‘down by mission areas.

Sections B through E of this volume describe the mission areas and the
major programs briefly. There are briefings and/or de*ailed plans avail-
able to amplify the various topics. !

There is a particular set of ¢3 programs that will require senior management
attention in the first half of 198]. These programs are summarized in
Table 1.
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31 RESOURCES BY MISSION AREA

FY 81 Budget Request - $11,303M
($ Millions)

Theater & Tactical
c3I MA 250

$6,327
56.0%

Strategic 3t
‘ MA 130

Defense-Wide €31
MA 320 ; ;
T~ #1392
$3,184

28%

G/

e f

unbiJ\C } i.
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¢3 Programs Requiring Action in the First Half of 1981
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Strategic

Missile Warning and Attack Assessment

WWMCCS ADP and Intercomputer Network Upgrades
The Strategic Satellite System

Survivable and Enduring C¥ Program

CONUS Air Defense

IONDS

TACAMO Follow-on

Theater and Tactical

Joint Tactical Information Distribution System (JTIDS)
Joint Tactical Fusion Center

TNF €3 improvement Program

IFF

LEASAT

TR-1 and ASARS

Precision Location Strike System (PLSS)

UHF Anti-Jam Radios

Defense-wide

Secure Voice Improvement Program (SVIP)
AUTODIN I1
Defense Satellite Communications System (DSCS) 11 and III

General

Implementation of PD-53

Implementation of PD-58

Military Communications Satellite Architecture
NATO €31

{



“STRATEGIC COMMUNICATIONS, COMMAND, CONTROL & INTELLIGENCE (C31); MISSIGN A

(V)

This major mission area (MA) addresses those capabilities L
required to provide survivable, reconstitutable, and secure means for ma
ment of the strate91c nuclear forces and for technical support of operat1 s
of these forces prior to, during, and following global nuclear conflict. T

major MA includes the following MA's:

(U)

these commands.
and Control, MA 251.

(U) Table 1.01 provides past, current, and future budget dats
Further detail on MAs 131-134 and major programs is given in t
Table 1.02 provides funding data for MA

HMA 130.

ing sections and in the Annex.

MA 131
MA 132
MA 133
MA 134

Activities closely related to this MA include the airborﬁe“zﬂ
command posts of CIMCEUR, CINCLANT, and CINCPAC, which provide survivable: ad
to ground-based command and control facilities for direction of SIOP fof S
The programs are currently assigned to MA 251 -- Theater

b -- Mobile Facilities,

Strategic Command and Control
Strategic Surveillance and Warning
Strategic Communications

Strategic Information Systems

-
-t

gnages ¥




(U) These issues emanate from PD-59, and a detailed discussion

of it is furnished subsequently (see "C3 Support for pp-59). In addition,
comprehensive briefing, prepared for the National Security Council Staff,

is available.
Major Plans.

WUMCCS Five Year Plan
Joint Strategic Ptanning Document (JSPD), Annex C.

a
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TABLE 1.01
MA 130 -- Strategic Cqmmand'and Control, Communications,. and Intelligence* ($ Millions)
Y 80 FX g1 Ty 82 'Y 83 rYy 84 FY 85 FY 86
R&D 150.9 385.8 495.8 7
Investment®# 561.7 627.4 803.1
Operations¥*¥¥ 635.3 178.9 901.0

Total Obligational Authority 1,447.9  1,792.2  2,199.8

Manpower ik 14,359 14,734 14,790

* Data in this and subsequent fiscal tables are as of 29 September 1980.

*% Tpvestment includes funds in the following accounts: Aircraft Procurement,
Missile Procurement, Other Procurement, Military Construction. -

*ikx Operations includes funds in the followlng accounts: Operatlon and Maintenance,
Military Personnel.

ks Manpower includes Civilian US Direct Hire as well as Actlve Military Manpower.
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TABLE 1.02

MA 251b -- Theater Command and Control -- Mobile Facilities*

FY 80 Fy 81 FY 82

Investment** - 1.0 1.8
Operations*** o 3.4 37.0 40.7
To;al obligational Authbrity 31.4 38.0 42.5

(% Mitlions)

FY 83 Fy 84

" xfunding is for CINCEUR, CINCLANT, and CINCPAC airborne command posts.

.-



TABLC 1.03

MA 325b, ARCHITECTURAL SUPPORT AND EVALUATION

R&D
ops

Total Obligational Authority

Manpower

FY 80 .

36,767

6,710
43,477

59

FY 81

50,853

7,573

58,426
65

-

' ‘:-- { l

FY 82 FY 83 FY 84
82,593

7,983

90,576

75

FY 85




//// Strategic Comm

Mission@en 130

STRATEGIC C31

FY 81 Budget Request - $1,792M

{$ Millions)

Strategic €2

$294
$637 16.4% ”/’//’/,/f/,,
35.5%
’,/,/”///' Strategic
< Information Systems
, Tl $210
11.7%
Strategic Surveillance
and Warning
$652 ,
) '36.4% '
o Y,
L .
m\\\\ ’///,/
—"':3 '\.——_‘-:—-_— / .
Source:  Sep 80 Fypp

Hoes not include NFIP noy partial program elcments

Investment
$627
35.0%

21

RDT&E

$386

5%

—-—"-—--._-—-_-_.“

/ .

Operations
$779
43.5%

/

/
0ASD{C31)
€3 Resources
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1.1 MA 131 —- Srrategic Command and Control

The strategic command and control mission area deakéfu
ovide a survivable and endurihg @va[
bility for the National Command * - |
d Specified Comsadd
liciés and &b
d flexible d

(U) Description.

the systems and procedures required to pr
reconstitutable) command and control capa
Authorities, the Joint Chiefs of Staff, and the Unified an
Included in this mission ar2a are fixed and mobile command faci
associated subsystems and staffs needed for informed, timely an
waking and the direction of strategic offensive and defensive forces.

A /;81 Budset Profile ($ Millions)

Major programs in this mission area are t
he up-grade of the EG-135 Ai
eplacement). Othér p
directly supportive of {

(U) List of Major Programs.
Advanced Airborne Command Post Program and ¢
Command Post aircraft (HEMP-hardening and UHF-FDM T
in the Strategic Communications missions area, are

essential to) this mission area.

(U) Major Plans
. WWMCCS Architecrure and WWMCCS Selected Architecture

- NMCS FYMOP
- WWMCCS Five-Year Flan

- E-4B ABNCP Improvement Plan (in preparation
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“MISSION AREA 131
STRATEGIC C2

FY 81 Budget Request - $294M
: ($ Mitlions)

Operations

$129

13.8%

Mobile Facilities

$263

89.4%

Source: Sep 80 FYDP | OQSD(C3I)
C

Does not include NFIP nor partial program elements o Resources
~d;ilhﬂ;J£QEQQJ:LAl=__ ' 5 Dec 40

S



Strategic C2 Mission Area 131

Funding Summary*

(S Millions)
rY 1532~

FY 1931
121 a. Fixed Fecilities
HICC 3.0
HMCC 6.4
HCS-Wide Support (2}.6)
31.0
b. Mobile Facilities
PACLS . 229.7
HNEACP . 32.9
(262.6)
Total 131 | 293.7

Totals may not add due to rounding

* Includes all program elements excent partials
' MRS _

ind Hin

OO 0o Oy
D00 o

207.3
35.5
(242.8)

282.4
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ACT OFFICER: LTC Leahy

PROGRAM: F-4B Advanced Airborne Command Post

BACKGROUND: (C)

DESCRIPTION: (s)!

FUHDING: ($ - Million) 81 82 FYDP Total
RDT&E 7.3 3.4 ’
Procurement 145.4 1171.6
0&M - 45.9
MILCON - - |
MILESTOMNES:

DSARC III in May 1980

1st E-4B delivered in January 1980 {IOC)

3rd E-4B delivered in May 1984 (NEACP FOC)

6th E-4B delivered in 4th Quarter, CY 1986 (CINCSAC FOC)

ISSUES:
o Technical -- MNone
o Congressional -- None

o Funding -- In Basic Level (Band 2}




wr

E-4B Advanced Airborne Command Post (Coftinued)

T’




DATE: 9 December 1980
DIRECTOR: Dr. Turner #/
ACT OFFICER: N/A

PROGRAM: (U) EC-135 Airborne Command Post Improvements

MILESTONES:

(U) EBMP-hardening expected to begin in FY 82 (five-year program.
(U} UHBF-FD4 replacement could begin in FY 83 (five to six year program).

ISSUES:

DECISIONS:

———

L CUNRNE S




Survivable

¢ Enduring

LRt
-

C3 Sucporc ior 2C

($)




@l

- (T8)

(s)

(U} The critical command & control aspects of PD 59 as related to post
attack environment are being examined through a program of the WWMCCS Sysiem
Engineer entitled "Enhancing Post Attack WWMCCS". This is an architectural and
research and development program intended to identify and evaluate improvement
alternatives concerning the survivability and endurance of the WWMCCS following
an attack on the United States. These programs focus on those WWMCCS assets
which are required for generation, control and employment for effective force
.management in the trans- and post attack environment.

FUNDING: (S8)/




VI EQTONES: xrfoa
WMITZETONLS: XV

1ssuzs: (S) /

DECTSIONS: (U) Decisions on

Wﬁ‘v-*n‘ e, e e
— - e wa ) e B

=/

both the programmatic and the requir
4 within the next year. Most of the.
‘ and gust be imiriated
hese improvements avai

classes of issues are require
improvement actions are multi~-year efforcs,
we are to have even 2 small proportion of t

highly crirical 1985~1990 time frame.

Major Plans.
CINCSAC Conmectivity Study

CNO Conomectivity Study
sy Study on Survivable and Enduring c3

'
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MA 132 —— Strategic Surveillance and Warning

B.

A. Descrigfion {0
(s)

Budget Profile (U) ‘

(s) |
C. Major Plans

o Missile Attack Warning Master Flan
o WWCCS Five-Year Plan
o DOD Plan for North American Air Defense (in preparation)

g
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TABLE 1.2-1

JAA 132 STRATEGIC SURVETILLANCE AND WARNING, PLUS MA 133, SURVEILLANCE AND WARNING COMMUNICATIGNS ($000)
FY 80 FY 81 FY 82 FY 83 FY 84 FY 85 FY 86
RED | 107,692 163,484 247.206 -
INV 142,020 202,378 373,817 _ R
0ps 228.445 285,984 327,998 - |
Total Obligational Authority 478,157 651,846 949,021
Manpower 2255 2248 2207

MA 122a MISSILE ATTACK WARNING

RED 45,260 98,100 184,807
NV 132,231 189,719 344530
0ps - 115.410 142.570 149,641
Total Obligational Authority 292,901 430,389 678,978
anpower | 1869 1783 1744

MA 132b, AERODYNAMIC THREAT WARNING

R&ED . 13,900 13,300 26,103
TNV - - -

oS, 69,453 81,895 97,034
Total Obligational Authority 83,353 95,195 123,137
Manpower . 64 64 64

MA 132¢, SPACE SURVEILLANCE | - - aE s

RED. _ ) | 5

- RAD ,084 - 36,296
B <1, 12,659 87

: ?9,2.
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MA 132 STRATEGIC SURVEILLANCE'AND WARNING, PLUS MA 133, SURVEILLANCE AND WARNING COMMUNICATIONS (CONTINUED) ($000,

MA 132d% NUCLEAR DETONATION DETECTION

FY 80 FY 81 FY 82 FY 83 FY 84 FY_85 FY 86
R&D - 12,100 4,602 ' ‘
INY - - 16,888
Total Obligational Authority - 12,100 21,490

*NFIP activity; shown for reference purposes; not included in MA totals.

MA 133C, SURVEILLANCE AND WARNING COMMUNICATIONS

0PsS 5,492 7,108 9,293
Total Obligational Authority 5,492 7,108 9,293
Manpower 19 174 156
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MISSION AREA 132
STRATEGIC SURVEILLANCE & WARNING

FY 81 Budget Request - $652M
($ Millions)

Aerodynamic

Space Threat Warning
Surveillance $95 Surv & Wrng ,
‘" Com Operations ~ Investment
$119 14.6% AT 1%
18.3% $286 $202

43.8% 31.1%

Ballistic Missile Attack Warning

8430 66.0%




Strategic Surveillance & Warning Mission Area 132
Funding Summary*

{S.Millions)

FY 1981 FY 1982
132 a. Ballistic Missile Attack Warning
BMEMWS 110.0 83.1
Dsp 277.3 540.0
SLBM Radar HWarning 21.5 21.5
PARCS : 6.2 7.6
Missile Surv Tech 12.3 17.4
Adv Warning Sys - 9.4
Harning Info Correl. 3.0 -
- {430.4) (679.0)
b. " Aerodynamic Threat Warning
DEW Sites 31.7 96.8
Conus OTH Radar 12.4 26.3
Adv Spc Applications 1.1 -
(95.2) (123.1)
¢. Space Surveillance
Spacetrack 62.1 97.3
Space Surv, = 12.3 12.8
Space Surv. Technology ' 44.7 27.5
(119.2) (137.6)
d. Surv & Warning Comm
PARCS ' .5 .5
BMEWS-Comm 2.0 2.2
- Spacetrack-Comm 1.4 2.4
0TH Radar-Comm .2 L3
SLBM Radar Warning Comm 1.0 1.4
DSP-Comm 2.0 2.5
(7.1) {(9.3)
Total 132. 651.8 949.0

Totals may not add due to rounding

* Includes all program elements except partials

LUEITCRIT 4 8
Pa §ifot
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FUNDING: | 81 : —
{G) PDT&E . 9,200 13,021
Procuresent 44,966 12,954
Operations 55,882 57.081

MILESTONES

(U) Tactical Operations Room Upgrade Complete Fy 1581

(o) Missile Impact Predictor Computer
. FY 1982

Changeout Complete

- ! (U)  site I (Thule) Detection/Tracking Radar FY 1985

UHF_Upgrggp Complete




_DATe 24 Rov 80
DIRECTOR Or. Turner--
A&CT OFFICER Col Frishett

' )
(. Program: ™ Defense Support Program (DSP)

Description: ( e

FUNDING (S) ${000)
— 81 82 FYDP Total -

—_— —

RDT&E
PROCUR
oPS

MILESTO&ES:Gs)
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ISSUES

DECISIONS Jan-Jun 81
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-1 s

me mission of the DEW Line is to provide tzctical
] ttack from the north. The DEW Line &lso provices
a bese structure to support communications from SMEWS &t Thule, Gresnland
ang the SAC Green Pin2 System. DEW, installad in the 1920's, consists ofF
37 arctic based racdars. The DEW line car.r*o; detect aircraft 'lo: 1,000-foot
altitudes, and tre line elso can be readily circumnavigated by the Sov1eL LRA.

ro

$(000)

FURDING 81 82 FYDP Total

RDTE | - -

PROCUR - -

0PS 81,694 95,833
MILESTONES: | j

HONE

ISSUES:

35 -



L.

‘Issues:

DIRECTOR Dr. Turnet

ACTION OFFICER COL Frishegh

Progrem: CONUS Over-The-Horizon -Backscatter (OTH-B) Radar

+

-

Deseription: 4n Over-The-Horizon-Zackscatter radar system is undsr devalop- | -

mant in anticipation of deployment for tactical warning of eir breathing
threats to the Nocth American coatinent. An experimsnfal radar site (ERS)
been wndar test since eacly CY30. OTH-B radar is a vital eler=snt of jeint
Canada air defense planning. : |

1,

1

FUNDING $(000)
81 82 83 TOTAL
RDTEE 12,200 26,103
Procur - -
)20 201 201 .
Milestones:
| DSARC 11/111 . Oct-Nov 1981 .

[

Decisions:

Review/énproval of a DoD Master Plan for North American Air Defense;
—ansmitted to Congress by February 1981.

T TSI
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FUNDING

NFIP-RDTRE
PROCUR
0PS

DoD (C}oss1ink)

ROT&E
PROCUR
0pPs

DoD (Terminals)
ROT&E
PROCUR
opS

“{ ) = Unfunded requirement

MILESTONES: (5)

Lk
mnry
Ui
AL

£8 vy QW
b -/
i Or. turner_,

FICER Col Frisnett

Total

3
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1.3 ¥\ 133 .- Stretegic ommun ations

1.3.1 Descrintion. Those -apabilities required to communicate between
NCA, command-contral elem:ats and strategic forcas. It also includes communi-
cations support to CONUS efenve forces, space d:fense and communications
interfices with thhater C sys.cms. The command elements include those such
as NEAZP, the JCS, variou. CINC's and others. Force elements include the
stratejic triad of ICBM's. SLBM's, and bombers. Assured command and control
of stritegic nucle.r-caparle assets in a hostile environment requires a
variety of communi:ations systems and transmission techniques. Consequently,
communications sys:ems ir:lude satellites, airborne and ground systems.
Transmission mediv s incl ide LF/VLF, landline ani UHF and SHF satellites.

1.3.3 List o* Major rrograms. Major programs in this mission area are
the Minimum Essential Emt gency Communications Hatwork (MEECN), the PAACS
post-attack airborae comn ind ai: control system, the SAC Digital Network (SACDIN),
TACAMC, and the Air Force Satel ite Communications System.

1.3.4 HMajor Plans

DSCS Program Plan FY 81-85 v
DCS Ten Year lan FY 82-92 =
MEECN daster ’lan FY 81-92

WWMCCS Five Y:ar Plan
MILSAT .0M Arciitecture (which is being prepared)
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MA 133 -- Strategic Communications ($ - Millions)

e et g e 3 et sy L+ ep———yr—————r—r— g 1 1t 1 . .

FY 80 FY 81 FY B2 FY 83 FY &4
R&D 104 181 195
Investment 278 251 275
Operations 169 205 237
707

Total Obligational Authority 551 637

|
;
!
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;
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k
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MISSION AREA 133

STRATEGIC COMMUNICATIONS

FY 81 Budget Request - $ 636M
($ Millions)

Farce Comm

Operations

$205 33,2 //;//)_

$202

31.6%




Strategic Cormunications Mission Area 133

Funding Summary*

(S Millions)

FY 1981 FY 1982
133 a. €2 Comm

SAC Comm 86.4 159.7

PACCS Comm 4.5 5.0

Spec  Purpose Comnm : 1.9 2.0
NORAD-COC 7.3 7.1
Comm-416L 30.3 34.3
NEACP-Comm 5.4 6.1
NMCS-wide Spt-Corm - 8.0 8.9

MEECN 22.6 41.2
AFSATCOM : 110.8 105.4

SDS 151.6 84.1

Comm Sys 6.4 3.3
(435.3) (457.1)

b. Force Comm

FBM Contral (including TACAMO) 161.8 202.1

Titan Comm 4.9 5.1
Minuteman Comm 11.7 14 .3

ELF Corm ' .5 .9
GRYPHON 21.6 26.9
HYDRUS 1.0 .9
' (201.5) (250.1)

Total 133 - 636.8 707.2

Totals may not add due to rounding

* Includes all program elements except partials

R T S AL
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FROZAM: (V)  Sztellite Date Systea (SDS)

DESCRIPTION: (S)

- 1

*

FUNDING:

(U) RDT&E
Procurement
o 0&M & Mil Pay
< Total

a

MILESTONES:

(U) Program start
ist launch
2nd launch
2 s/e I0C
3rd launch, 3 s/c I0C

Upgrade vehicle #6

Build 5A similawx to 5
4th vehicle delivered
5th vehicle delivered

81

45.8

95.5

10.3

151.6
QOctober 1971
June 1976
August 1975
October 1976
August 1978
September 1978
May 1980
May 1980
Cctober 19380

_.—-'-F‘/
- /" ‘
__{:},,’.' e r‘:::l'.'...::,:._‘,..3




DATE: J Lz2cember 1980
DIRECTOR: Dr. Turner =
ACT OFFICER: N/A

( . PROGRAM: SSBN Communications

DESCRIPTION: (s)/

. FUNDING (EC-X only): ($ - Millions) 81 82 FYDP Total
( - (U) RDTSE - 1.6 !
\ - (U) Procurement - 45.9
S . (U) MILCON - 3.3
(U) MILPERS -~ 0
(7) o&M - - ]

(Cost data are extracted from {30 Executive Board Briefing. Cost
offsets can be made by deleting some EC-130Q replacement airframes.
At present, the EC-X is funded only in the Enhanced Eand).

MILESTONES: .

(U) MENS due in early 1951.

(U) DSARC I due in mid-1981 _

(U) 1f a start on EC-X is made in FY 82, first production delivery would be
in FY 86, and the last (15th) aircraft delivery would be in FY 89.

ISSUES:

DECISIONS:

(U) Approval of SSBN Communications MENS.
(U) DSARC I (development) decision -- selection of promising alternative methods
of assuring survivable, enduring SSBN cosmunications.

f\'r‘ﬂn""?“"
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5 December 19§U'f'ﬂ

DATE:
DIRECTOR; Turner .
: ACT OFFICER.A br. Ham1]t0n
PROGRAM: SACDIN o
DESCRIPTION: ({U) A digital communications network to provide secure i

ransmission of hard-copy data (status of forces, Emergency Actioh
Messages) between CINCSAC, subordinate SIOP execution coimanders, A
and SAC SIOP forces, Uh1Te SACDIN is not survivable, it is an 1nt9""1':
part of the SAC Command and Control System, and rep]aces an obsoIetE.
network which is becoming increasingly difficult to maintain in anﬁi
‘operationally acceptable status. SACDIN, as planned, will draw oft L

L

automatic message routing and other features of-the AUTODIN I] sy;t em.

o Go ahead on full production in early 1933.

FUNDING: - 8t 82 FYDP ~ Total
RDT&E 23.3 30.0
Procurement 8.4 69.5
0&M and MIL PAY _54.6 ©60.2 _
. "86.3 159.7 -;
MILESTONES: Congressional approval of restructured program June 19?8
Start development July 1978
Comptete functional prototype Jan IQBIQ‘JQ_
AF acquisition reviews Dec 19811 &
Field qualifications checkout June 1983Jﬁ
AFSARC III Jan/Mar 1988@3
Start full scale imrlementation Mar 1983»
Full Operational Capab1]1ty Jan 198§
+
ISSUES: \? M
i
1
!
|
!
DECISIONS:

o Praogram edJustmene if ceiling is broken (e.g., because AUTODIN TI s

delayed) and Cdéngressional relief cannot be obtained.
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o Locations: - |
~ —154 Nuclear Survivable (Missile Launch Controi Centers)
~ 39 Non-Survivable (HQ-Airfields)
— 1 Training
o Fguipment - State-of-the-Art — Average
2 Racks Per Location
— 362 Racks
- 2011 Chassis .
o Interconnecting — Extensive — Used By,
But Not Part of, SACDIN
o Communications
~ 200,000 Miles (AUTOVON, AUTODIN & HICS)
o System Interface = 12 Communication inieriaces
o System Speed — Less Than 15 Sec. for =AM Delivery
Delivery Time for Emergency Action Message (EAM) is

Measured From Transmit Enable to Complete Printout From
‘Any Point in Network to Any or All Points in Network




MISSION AREA STATUS

MISSION AREA 134: Strategic Information Systems

DESCRIPTION: This mission area includes those capabilities required for
information processing, storage, retrieval, and display for strategic command
and control processes. The major program in this mission area is the World
Wide Military Command and Control System (WWMCCS) Automated Data Processing
(ADP). There ‘are two aspects to this program: continued operation and
maintenance of the 35 existing WWMCCS ADP facilities at 26 worldwide locations,
and the modernization of these ADP facilities under a program called the
WWMCCS Information System (WIS). The existing WWMCCS ADP facilities consist
primarily of large Honeywell computers purchased initially in the early

70s which will require replacement by the mid to late 1980s. The bulk of

FY 82-84 funds in this mission area are to operate and maintain the existing
facilities without significant enhancement.

The WIS modernization program will provide the replacement capability for these
systems starting in the 1986 time frame. The WIS modernization activities are
expected to fall into two general categories: (1) those hardware and software
efforts common te a number of sites, and (2) the more specialized capabilities
common to several sites are termed "operational families' of which four have
been identified to date: .(1) Resource and Unit Monitoring, (2) Conventional
Planning and Execution, (3) Nuclear Planning and Execution and (4) Tactical
Warning and Space Defense. The development of these families involving
standard centrally-developed hardware and software packages, will be the
responsibility of a to be established WWMCCS Program Management Office.
Service and site unique efforts would remain as at present the responsibility
of the Services.

The WWMCCS ADP program includes ADP equipment used in the two major missile
warning systems——the NORAD Missile Warning and Space Surveillance System and
the Command Center Processing and Display System. These systems provide the
capability to CINCNORAD needed to exercise command and contrel over assigned
forces and to provide the National Command Authority and the Strategic Air
Command with essential and time-critical decisiommaking information in support
of the tactical warning mission. These systems are undergoing a series of
upgrade and modernization actions which will improve their reliability and
effectiveness.

The WWMCCS Intercomputer Network (WIN) is a data communications network utilizing o

the ARPA network technelegy which links the present Top Secret WWHMCCS computers.
WIN is providing the inter computer connectivity between WWMCCS: systems and
sites that is vital to the success of command and control efforts in support

of the Rapid Deployment Force and other similar activities.

The AUTODIN II Program will provide a DoD wide data communications service
for all levels of DoD user from the highest levels of intelligence data to
the unclassified logisties and support functions. AUTODIN II is included
here because of 1ts importance to the interconnection of all C3I informatiocn
systems. -



List of Major Programs ‘ . 2

—— World Wide Military Communicatiens Command System (WWMCCS) Automated
Data Processing (ADP)

—— Missile Warning ADP Systems

—— World Wide Military Communicaticns Command System Intercomputer
Network (WIN) :

r
t
'
.

AUTODIN II Program (mot in M.A. 134)

List of Major Plans

WwMCCS ADP - 0JCS MJCS 275-79, WWMCCS ADP Concept of Operatioms for
post-1985. : ‘

- GAO Report, The WWMCCS--Major Changes Needed in Its ADP
Management and Direction (LCD 80-22 and 224)

- WIS Progress Report to Congress (draft by DCA/WSE,
18 Nov 80) :

- 'Planning for the Modernization of the WWMCCS Informatiom
System, Jan 1980 (prepared by DCA/WSE).

WIN - 0JCS WIND M-06-79, Overview of the WIN, 6 Nov 79
AUTODIN II - Management Engineering Plan for AUTODIN II Phase I,

10 Mar 77

-~ Defense Audit Service Report oa the Review of AUTODIN II
(No. 81-005) 6 Oct 80 :

MISSILE WARNING ~ USAF Report, Special Management Review of USAF Support to
ADP SYSTEMS the Tactical Warning/Attack Assessment System, 3 Jul-
: 2 Sep 80, 8 Oct 1980.

~ Report of Senator Gary Hart and Senator Barry Goldwater
to the Committeé on Armed Services, U. S. Senate, "Recent
False Alerts from the Nation's Missile Attack Warning
System, 9 Oct 1980.

'
]
v
.
]
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Prior to
© 20 Jan 81

List of Major Programs -

~= World wﬁde Military Communicaticns Command System (WMCCS) Auvtomated
Data Processing (ADP)

—- Missile Warning ADP Systems

— World Wide Military Communications Command System Intercomputer

Network (WIN)

-~ AUTODIN II Program (not in M.A. 134)

List of Major Plans

WWMCCS ADP

WIN

AUTODIN II

List of Major Actions

PROGRAM

WWMCCS Intercomputer Network (WIN)

Upgrade

WWMCCS Information System (WIS)

0JCS MICS 275-79, WWMCCS ADT Concept of Operations for
post-~-18835. .

GAO Report, The WWMCCS--Major Changes Needed in Its ADP
Management and Direction (LCD 8§0-22 and 224)

WIS Progress Reéport to Congress (draft by DCA/WSE,
18 Nov 80)

Planning for the Modernization of. the WWMCCS Information
System, Jan 1980 (prepared by DCA/WSE).

0JCS WIND M-06-79, Overview of the WIN, & Nov 79

Management Engineering Plan for AUTODIN II Phase I, '
10 Mar 77

Defense Audit Service Report on the Review of AUTODIN II
(No. 81-005) & Oct 80

DECISIONS

ments

Modernization WIS management structure

Computer Security Evaluation

Center

Center .at NSA

Approve system reliability improve-
Report to Congress Jan 8l.- Select

Approve NSA proposal to establish
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Prior to
20 Jan 81

“ist 0% Major Actions

PROGRAM

WIWMCCS Intercomputer Network (WIN)
Upgrade

WWMCCS Information System (WIS)
Mcdernization

Computer Security Evaluation
Center

DECISTONS

(1)

Approve system reliability improvés
ments |

Report to Congress Jan 81 .- S &1
WIS management structure f
I
Approve NSA proposal to eseabiisgfu_
Center .at NSA .

oAl
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BASTC LEVEL $M C3I DOD BUDGET REPORT .,27/80

ROT&E _
WWMCCS ADP Missile Warning

WWMCCS ADP Service Support

WWMCCS ADP Joint Command
Support

TOTAL

PROCUREMENT
WWMCCS ADP Missile Warning

WWMCCS ADP Service Support

WWMCCS ADP Joint Command
Support

TOTAL

0&M & MIL PAY

WIWMCCS ADP Missile Warning

VWMCCS ADP Service Support

WWMCCS ADP Joint Command
Support '

TOTAL -

81

16.6
4.0

7-9

28.5

3.7
9.6

8.5

21.8

64.1

35.3

60.2

159.6

82

22.974

12.764

35.738

9.326
8.303

4.928

22,557

69.487

37.425

62.125

169.037

-

83

-

84

85

86



e

B

5
e T Y, .
PP | ~'L'_.._.‘_'¢._a-.u'a

MISSION AREA 134
STRATEGIC INFORMATION SYSTEMS

-FY 81 Budget Request - $ 210M
?$ Millions)

ROTA&E
$29
13.6%

Investment

$22  10.4%

Operations

$160

T




Strategic Information Systems ilission Area 134

_ Funding Summary*
- C (S Millions)
) ' FY 1881 FY 1982

134  WWMCCS-ADP SAC
WWHCCS-ADP HORAD/ADCOM
NORAD COC
Cmd Ctr Process/Display
WWHMCCS ADP-AABNCP
WiHICCS ADP JTSA
WWMCCS ADP NMCS
WWMCCS ADP
WWMCCS Info Sys
Mgmt Hgs - WWMCCS ADP
WWMCCS ADP-USMC
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TOTAL 134 209.9 261.3

Totals may not add due to rounding

. * Includes all program elements except nartials

Ty 3 ke P
‘E: h -




(

_maintenance and minor enhancement program for theé &xisting set of fac111t1es.

e T R T L Al | R Ll T L

DATE 6 December 1980

PROGRAM (Title) DIRECTOR Mr. Stephed T. Mi

MMCCS Automatic Data Processing (ADP) . ACTION OFFICER LtCol Léqe;

DESCRIPTION: This program includes all resources (R&D, Procurement, and épé
“and maintenance) directly associated with the current WWiCCS ADP and thé mod 1
of that ADP in an effort called the WWMCCS Inférmation System (WIS). Included
is the support provided to the Maticnal dllltary Command System (ﬁHCS), £he
Strategic Air Command (SAC), the Alternate Airborme National Command Post (AAE«CP
the North American Air Defense Command (NORAD/APCOM), the Unified and Spec1f1ed
commands, the component commands and the Service Headquarters. (P.E. 11310F;
12310F; 12311F; 12436F; 32010F; 32017K; 32018K; 32019K; 33151A F, H, N; 33152K
33298A, N; 91119M)

-
3!

FUNDING ($3) 81 82 . EYDP Total
Operations and Mainterance of Exggzing ADP Facilities,

RDTSE g 28.137  19.135

PROCUREMENT 26.267 '22.557

0&M & MIL PAY 138.997 168.437

WIS Modernization

RDT&E : - 16.6
PROCUREMENT - - :
* O0&M & MIL PAY - .5

MILESTONES: The operation and maintance of the currént WWMCCS ADP is a COﬂtlnLOUSﬁ

Tiue WIS Modernization effort will present alternatives for modernization to thé
WWMCCS Council by December 1981. Depending upon the alternatives selected, i X
field 1nstallat10n should be011 during FY 86. j

ISSUES: :
" Congressional: The WWMCCS ADP program has comé under repeated ConoreSSLOnal
and GAO criticism as not adequately performing and as requiring replacememt. _
The HAC and the Conference Committee réeports on the FY 81 apptopriation$ blll'

requestad submittal of a2 WIS Modernization Progress Report in J:dqary 1881.
_This report is in circulation for comment at this time.




PROGRAM (Title)
. WWHMCCS Automatic Data Processing (ADP)

ISSUES: (Continued)

' ~

L

55
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W TCE Trpercomputer Retwork (WIN) P R
: ACTION OFFICER zfel John 2. Lame
Cnirtion:  The WIN is the communicactions medium for information interchange .
C cr=. 1t supports the JCS, the Unified and Specified

setwzen she WWHCCS compuic
commands and the Service Headquarters in planning, force monitoring, 2né crisis
manacement actions. The WIN had its gencsis as an experimental ne-work to evaluate
1t was placed in operatiomal

networking concepts in an operational environment.
(P.E. 32107K)

service as an interim system pending its replacement by AUTODIN II.

FUNDING (SM) 81 82 FYDP Total
RDTSE - 5.200, 3.674
PROCUREMENT
0&M & MIL PAY .700 .700

MILESTONES: The WIN is undergeoing continuous enhancement in software, hardware,
and procedures. Recent performance during Exercise Proud Spirit showed very

substarfcial improvement over previous exercises. |
JSTIES : ‘l'
Congressional: The GAO has furnished Congress with reports describing the WIN as

‘beset with reliability problems.

Technical; : - ) .
[

ACTIONS:

In light of the com<inuing delays in the AUTODIN II network, the following
steps are now underway to alleviate these problems. .

. ---1.: Upgrade.of the communications subnetwork to state-of-the-art hardvare

and software currently in use on the ARPA network, COINS and other networks.

.. 2,..Installazion of Network Front End processors between the WWMCCS

computers and WIN to improve network interface effectiveness and reduce the .
overhead of the network on the WWMCCS computers.

% .
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intenance as a DCA Operations Center

‘crributed management and cceactrol

. 3. Restructure WIN operation and ma
' fumcrion rather chen the present widely ¢
procedurcs.

4. Install a modern Nerworx Operations Center to allow effective management

of network resourcsas.

5. Refine and improve WWMCCS computer application software and procedures

for making effective use of the WIN.

‘411 above steps are under review or in progress.

Pl

DECISIONS Jan — June 81:

o Approve. system reliability improvements (prier to 20 Jan 81)




FURDING {SM) 81 82 FYDP
FDTEE '
PROCURZMERT : )
O&M ‘ 10.339 22.554

“and the System Testing Facility has been completed. Individual site TeSt

priram e
P - L L B .
Lol el ahl
e a = - A
The AUTUDIN II srozram will previde & cenerazl puIpoSe CatE
hed neIwork for integ a:inc the zelecrocessing &nd recerc
- [ .
nto a single chd_’a ran K ts a

E 11 levels %t
ence. (P.E. 33126

v

P
the DCS5, AUTODIK
unclassifiied to Lop Seuke_, Specia

(This system will be leased .from Western Unicn)

MILESTONZS : Installation of equipment at the three initial switching cente:

been completed with deficiencies noted to be cleared. System testing (pﬁ
ro begln in January following repecated delays) and security valldatlon tes

are estimated to require a minimum of two ‘months. Projected IOC if tests ATe -

successfully completed is mid March 1981.

— -

1SSUES: ' .

AUTODIN I1:
Technical:

DECISTONS Jan - June 81:
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DIRECTOR ¥r. Steohen T. Waller

PROCR:M (TITLE)

Miscile Warning ADP Systems ACTION OFFICER LtCol John J. lLane

DESCRIPTION: The NORAD Missile Warning System allows CINCRORAD to provide the National
Cormand Authorities and the Strategic Air Command with essential and time-critical
decisionmaking information in support of the tactical warning mission.

FUNDING:  ($M) Bl | 82 FYDP TOTAL
RDT&E 16.6 22.9
PROCURfHENT 3.7 9.3
0&M & MIL PAY 64.1 69.4 |

NOTE: Funding for these systems is also included in the totals provided for the

- WWMCCS ADP program.

MILESTONES: There are a number of near-term improvements to the system ‘referenced

_below that will be completed by late FY 1982; the longer-term improvements will be

implemented on a phased basis between 1986 and 1990.

1S55UES:

Recently there have been several incidents involving false missile alerts.
On 9 Nov 1979 a portion of a recorded test scenario was erroneously transmitted
outside NORAD Headquarters to the NMCC ANMCC and SAC. On 3 and 6 June a failure in
an integrated circuit on a communication multiplexox caused false missile warning

messages to be transmitted to the same locatiens.

Extensive investigation of these incidents has led to the following near-term

corrective measures.

1. An Off-Site Test Facility has been established te provide a development
and test capability which will not require use of the operational system.

2. Strict procedures have been established to prevent the accidental transmission

'of test data from the operational system.

3. The suspect board in the June incidents bas been rezlaced and accelerated
maintenance procedures have béen established.

4. A meésage validity check (cyclic redundancy check) has beean added to all
outgoing NORAD messages LO detect any errors introduced from the time of message
generation until its use at the WMCC, ANMCC AND SAC.

-



funding (S} Fy a1 Fy 82 FYDP
RPTEE 0.9 1.8 //
Proc* 2.9 4.8 '

Q&M= 136.8 . 145.0 /

*AUTOVON only data as DSN implementation data has not been devejqﬁéd;TF |

Milestones

DSN Concept Plan Approved Spring 8]
Upgrade Fairview AUTOVON Switch cy 81 -
Activate Two Alaskan AUTOVON Switches cYy 82




C. Theater and Tactical (Mission Area 250)
The Theater and Tactical Command and Control area is made up of an extremely

broad collection of C3I systems and equipment which are essential to the

axecution of a modern, integrated, moblile and effective fighting force. It

is made up of two major segments, theater and tactical €31. The Theater C31
mission is to provide a link from the National Command Authority (NCA) and

those resources it has available, both national and strategic, to the tactical
commander (typically at the Army Corps, Air Force Wing, and Navy Battle Group
level). Our theater-level ¢31 initiatives emphasize survivability of essential
command and control functionms with concurrent efforts aimed at improving our
capabilities for participation in multipnational operations in support of alliance
commitments. Major emphasis has recently been placed in three areas: (1) improve-
ments to our Joint Crisis Management Capability; (2) improvements and upgrade of
our Theater Nuclear Forces (INF) C3; (3) c3t support for the Rapid Deployment
Force. Each of these programs are heavily oriented toward providing survivable,
jam resistant, secure communications to insure the rapid, accurate interchange

of critical command information under highly stressed conditions. Improvements

are also being sought in handling the expected large volume of traffic through

the introductiqn of automated aids.

The principal objectives of these programs is to provide tactical commanders

of all services, at all echelons, with the right informatiom, at the right time

to help him make the right decision to win the battle and to disrupt the enemy

in their ability to command and control. Because of the increased demands of the
modern battlefield for timely, accurate information, emphasis is being placed on
automation and data distribution. Tactical systems which are mobile/transportable,
rugged and survivable, are being developed for all services. We are stressing
improved interoperability between the Services and with the forces of our allies.

In tactical communications, a major effort is being devoted to achieve security
and to improve jam-resistance for all battlefield radios. In the tac recce area
a major objective is to select a balanced mix of SIGINT, ELINT, COMINT and
imagery sensor systems that will compliment each other in accuracy and distance
comparable to newly introduced weapon systems. Development of joint tactical
fusion system to correlate the high volume outputs of this sensor mix is being
initiated as a2 follow-on cto the BETA test bed program.

Theater and tactical CBI systems obviously serve a variety of functions at the
various echelons, but in general, all must have the flexibility to cope with
evolving threats and be consistent with planned force composition and employ-
ment. Among the key objectives which we prescribe for these systems are the
following:

-

- Precise and efficient control of forces at all levels of command.
- Heightened survivability in both a conventional and nuclear environment.
= Jam-resistant, secure communicatilons.

- Interoperability with other forces and commands (unified, specified,
joint, NATO and other allies).
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— Improved endurance in all stressed scenarios.
- Maximum use of existing systems/equipments where possible.

- Evolutionary vice revolutionary syétém developmént ﬁhiiosoﬁhy.

Reconstruction capability.
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Standardization to prov1de for ease of maintenance and resup’l v.

Over the past several years, Theater and Tactlcal C3I prozrams have b&en
rece1v1ng increased management attention and prlorltyr
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MISSION AREA 250
THEATER AND TACTICAL €31

FY 81 Budget Request - $6,327M
{$ Millions)

ommnrt

,,,/g”’/#’ﬂ MA 257

//// EW & C3 Countermeasures

/

$1,060
16.8%

MA 256

MA 251
Tactical Comn

Theater €2

$1,39 $231 3.6% Operations
22.0%
MA 252 51,831
an gee Theater Surv & Recce 29.0%
MA 255 )
Tac Surv Recon & Tgt $766 12.1% Investment
Acq
\ £825 MA 254
Tactical C2 $3,027 47.8%
13.0%
y - $2,055
/
N 32.5%
. C | ,/
~ \\\ . /'
6_-\ i “""-s.,_‘__ \‘-.. //
\/Q \__.__‘-“_—-‘_// - ““"“‘“"‘--—-__...._-——'"'/
7 Source:  Sep 80 FYpp -~ " OASD(CS3T
Poes not include NFIP nor partial program elements :} " \ \! - 3 Résouice%
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Mission Area 251 Overview (Theater Cz)

Narrative Description., Glebal national security 1nterests require

tapidly deployable means for Command and Control (C ) if the
U. S. is to achieve effective command of a crisis without unneces-
sary escalation to_a higher level of conflict., In additionm,

survivabilicy of c2 functions is as important at the theater

level as at the strategic level. Dissemination of timely and
accurate intelligence nuclear weapons release and other critical’
information to theater force commanders along with adequate warn-
ing is essential to assure force survivability against surprise
attack and to enhance readiness so that U. S. forces can defend
effectively against any forces that ‘it faces.

The Theater Command and Control mission area addresses capabilities .
required to command and control Hult1~Serv1ce and  Multi-National ‘
forces, including theater nuclear forces. Theater 2 Systems are
generally taken to be those capabilitiés that are either unique
to a theater of operations or are permanently embedded im it.
There are problems unique to each theater which reflect considera-
tions in geography, political relatlonshlps, the threat and econo=

mics. In Europe, the predominant factors are the NATO alliance
and the WARSAW PACT threat. Thus, close planning and coordination
with NATO is required to deter war in tha: area,

It is also clear that if a war is fought in Europe, it will be a’
coalition war fought within the NATO framework rather than a U, S.

only war. .This view has major ram1f1cat1ons on U. 8. c? systems, 151 S
since it is obvicus that a wartime C2 system for U. 5. troops alone | v
will net be sufficient. As effective system 1s required which ancom- "

passes the NATO command structure, that allows commanders to com-
mand multi~national troops and tHat interfaces with the tactical
systems of the allied nations.

On the other hand, in the Pacific Command (PACOM), the vast area~'

involved creates unique crisis management C+ problems. Surv1vab111ty. .

of in-place c3 systems is also crltical in PACOM, particularly in

Korea. Hence, U. S. objectives there are to improve the survivabil-

ity of command centers and their communications links and to
achieve compatibility and interoperability with the C3 systems
serving the allied forces,

3

The U.S. has recognized both the cowrion and unique C2 problems
that exist in the various theaters and is moving to resolve them.
Airborne (EC-135) Command post (ABNCP) facilities, manpower and

operating resources are provided to CINCEUR, CINCPAC and CINCLANT
in order to assure that they are responsive to the Naticnal
Command Authority (NCA) and can maintain pesitive control of the
Single Integrated Operational Plan (SIOP) forces during all phases

of hostilities up to and including general nuclear war. ¢C3 upgrades” '.

te the ABNCP's include improved secure voice capability and addition
of an AFSATCOM airborne terminal,

Thus
the Joint Crisis Management Capability program is underway to

1.




provide CINCEUR, CINCPAC and CINCRED a range of rapidly:deployable
facilties and communications for crisis management and joint task
force zpplications. The capabilities being developed range from

a minimum, easily transporatable, communications package through a
rapidly responsive set of airborne and ground deplovable C3 modules
for a moderate size force to a C3 package to augment a large joint
task force. These C3 capabilities would provide the commander the
facilities and means to gather and relay crisis assessment information
to the appropriate area commander or the NCA and to exercise command
and control of subordinate elements. :

3

In the case of theater nuclear forces {TNF), C” systems

currently exist but are being upgraded and replaced in an evolu-~
tionary manner. More reliable, higher power radioc equipment is

- being provided U, §. custodizl units and terrestrial links are

being added and provided secure record capability. A major TNF
c3 system improvement plan for Europe has just been completed
and will be the basis for future budget actions.

e

Other areas in which theater level G2 improvement are being made
include a program to provide a fully interoperable, automated

€2 system for the USAF operated Allied Tactical QOperations Centex
in Germany, through which assigned NATO Air Forces can be directed
and controlled. In this program the USAF will adapt and procure
Gernan developed equipment. The Air Force also has underway
project OASIS in USAFE. O0QASIS will automate fuctions in the
Tactical Fusion Center (BOERFINK BUNKER) to provide the CINC

a complete, integrated assessment of the air and ground situation.
Hardware and saftware upgrades are undesway to improve recent
integration and dissemination of inforwmation from special intel-
ligence, reconnaissance and tactical and operation systems.

The Navy Worldwide Command and Control (CZ) System is alseo being
upgraded under a 5-year plan to assure coordinmation and integration
of shore command centers and their systems for integration of fleet
cperational, intelligence logistics and communications.

Finally, in an effort to allow the various CINCs to make near term
C® enhancements to their own systems, a program has been initiatead
'in FY 81 to provide small amounts of funds directly to them.

With JCS as focal point, it is expected that this low cost pro-
gram will provide a high readiness payoff.

L5



Budget Profile:

FY 81 FY 82 FYDP (82-86)
RDT&E 19,2 28.6 129.9
PROCUREMENT 116.4 110.7 349.2
o4& 94,9 110.7 623.5

Major Programs:

- Joint Crisis Management Capability (JCMC)

- RDJ%F

NOTE: Summary Sheets for these programs are attached.
Major Plans:

- Army, Cormand and Control Master Plan.

~ Navy, Command and Control Plan.

- Air Force, Tactical Air Forces Integrated Information Systems
Plan.

~ DoD Long Range Theater/Tactical 31 Resources Plan.
~ _ European Theater Nuclear Weapons c3 System Improvement Plan.
~  Theater Nuclear Force C>I Architecture.

~ Telecommunications Plan for Improvements in Korea (TPICK)

AN
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Mission Area 251

Theater ¢2

FY 81 Budget Request - $231M
($ Millions)

Mobite
Facilities
$59

USEUCOM 25.6%
Activities

$64

Investment
$116

Overseas
Weapon Control
$40

50.4%

Operations
$95

41.2%
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Source: Scp A0 FYDP ' . ' 0ASD(C31)

Does not include NFIP nor partial program “elements = T _ % Dﬁisgérces
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Theater Command & Control Mission Area 251

Funding Surmary*

($ Million)
FY 198} ‘ FY 1982

251 a. Fixed Facilities

USEUCOIEY Activities 4.4 -
CINC IEit. ' - 12.0
Navy C 29.4 50.5
QAMCS 39.9 27.8
PAC CZ 2.4 2.8
USAFE CZ 1.2 18.8
EUCOM C3 Sys : 13.8 27.4

C2 Sys 10.5 1.1
: (171.6) {150.4)

h. Mobile Facilities _

ABNCP (CINCEUR) 14.8 16.1
ABNCP (CINCPAC) 12.3 14.0
ABNCP {CINCLANT) ‘ 10.7 12.4
MMCS-wide Spt Comm 21.1 57.3
(59.1) (99.8)
Total 251 ' 230.7 250.2

Totals may not add due to rounding

* Incliudes all program elements except partials
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PROGRAIE:

" DESCRIPTION:

FUNDING

MILESTONES :

ISSUES:

!

Joint Crisis Management Capability (JCHC)

This pregram is designed to provide the National Command Authority
(NCA) and theater CINCs a ground and air transportable €3 facility
vhich is capable of rapid worldwide deployiment for use in crisis
management situations and military contingency operations. At the
present time CINCEUR and CINCPAC have a very limited capability to
provide early on the scene crisis assessments to Washington.
Facilities under JCS control are not sufficient to meet requirements,
including those of the Rapid Deployment Joint Task Force (RDJTF).

The JCMC program will provide four levels of crisis management )
capability. Level 1 will a minimum communications package consisting
of a lightweight easily transportable satellite terminal which will
provide secure communications in small crisis situations. Level 2
will be a rapidly responsive airborne capability to relay crisis
situation assessment communications between the scene and appropri-
ate area and national authorities. ZLevel 3 will be as air and
ground transportable c3 capability for a moderate size joint force
and Level 4 will be a €3 package to augment the capability of a
large crisis management force and assure its responsiveness to

the NCA. All capability levels, exceptu Level 4, are currently being
implemented., OSD guidance on the Level 4 capability will be issued
in 2QFY81.

FY 81 FY 82 FYDP Total
RDT&E 2.8M 4. 0M
Procurement 14.6M 43,3M
0&M & Mil Pay 2.0 2.0

Requirement validated by JCS, 15 Jan 79

0SD program guidance issued 14 May 1979 :

0SD implementation guidance issued on Level 2/4 capability, 29 Jul 80
¢ Contract award 4QryYsl
o IoC AQFYB4
0 FoOC QFY85 i

0SD implementation guidance issued on Level 1 capability, 19 Nov 80 -
o Contract award 1QFY82
o 10C 4QFY82
o FOC 1QFY84

0SD implementation issued on Level 4 capability, 2QFYS81

" DECISIONS Jan -~ June 81:

January 1981: O0SD must approve an acquisition plan for the Army to provide
liphtweight satellite terminals to meet the Level 1 capability.

b
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UA) Mission Area 252: Theater Surveillance and Reconnaissance

() The advent of long-range weapons (artillery, missiles and strike

aircraft) in Soviet land, sea, and air forces requires detectiocn, location,

and classification of such forces at longer range. The excellent range-

payload characteristics of our strike aircraft and the range and precision of

ground-launched and sea-launched missiles can be fully exploited onl
are available to find and designate targets at long-range with a loc
accuracy consistent with weapon delivery capabilities and with a tim

y if medns’
ation
aliness,

consistent with the dynamics of war. Theater surveillance and recomnaissance

progrems are aimed at fulfilling these needs.

QA) Surveillance and reconnaissance support for combat can be delireated
based on four gemeral objectives, i.e., allocation of uncommitted re
maneuver of forces, fire mission decisioms, and fire control or targ
Two of these objectives - allocation on uncommitted resources and €O
of forces - are primarily theater command responsibilities. To meet

serves,
eting.
ncentration-
. these

objectives, theater commanders and their staffs must have organic intelli-

gence, reconnaissance and surveillance systems and supporting analys

is

centers. These assets must also be complemented by information available

from the National intelligence system. In preparation for hostiliti
order—of-battle information on potential theaters of operations must

es,
be

developed and maintained. This information is based upon the coordindted
employment of all intelligerice disciplines - signals intelligence, imagery

intelligence, radar intelligence, acoustic intelligence and so on.

order-of-battle development, conducted in peacetime, is an essential
to combat operations and requires updating on a regular basis. Coll
requisite data comstitutes a major portion of the prehostilities tas

This
input

ecting the -

king of

theater and national collection and production resources. While the establish-

ment and maintenance of these orders-of-battle is essential to peace
force readiness, the character of such requirements changes dramatic

time
ally with

the onset of hostilities. Once a war starts, enedy forces will organize

into combat nodes which differ greatly in many cases from peacetime
zations. Cambat intelligence, recomnaissance and surveillance in the
is different than order-of-battle analysis, and the collection and p
needs are different.
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Ocean surveillance needs are also extessive. They range fran in-close
warning to long-range (near worldwide) sizveillance. For example, task

force planning and defensive Anti-Submerire Warfare require the need to survey
the status and location of ships and siubmerines at long ranges from deployed
naval forces. In addition to its progras for detection of enemy submarines,
the Navy is initiating the development ¢ zn Integrated Tactical Surveil-
lance System to consolidate multi-sensot information, process that infor-
mation and provide targeting data to mes:its over-the-horizon detection,
location, classification and targeting r=tuirements. '

The available and programmed mix of thester support systems 'is a partial
consequence of perceived comitments © frture combat situations. These
range fram all-out war in Europe ard cm te high seas, to combat support
in Korea, and ‘to ccatingency plans worlciide.

The primary mission of programs in this ¥ission Area is to provide infor-
mation to satisfy the requirements of thesrer commanders; ard secondarily,

to satisfy National inrelligence requireemfs. To perform these missicns,
surveillance and recomnaissance operatices are conducted in which air,

land and sea vehicles obtain informaticw ca the disposition, composition and
movement of enemy or potential enemy forses trough the use of sensing systemss.
Objective capabilities are: :

';i-=55;§§£51é§€§%'

— e -
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- An all-weather, 24 hour reconnaissance and surveillance capability,
preferably with standorft systems.

- A capability to locate targets with sufficient eccuracy to pemmit
use of standoff weapons at considerable ranges.

- A responsive capability agzainst time sensitive targets.
- Adequate mumbers of systems.

- A capability to correlate information fram diverse sources to
produce usable intell_gence for commanders in a timely manner.

- Survivability in a high-threzt enviromment.

( } The maJorlty of the Program Elements in this Mission Area are managed
by 0ASD(C31); spec1f1cally by the tactical Intelligence Systers
Dlrectorate. There are, however, a significant number of Program Elements
managed elsewhere in OUSDR&L; such as SURTASS, a Navy towed—array sound
surveillance system for submarine detection; SOSUS, the fixed-array
submarine detection system; and other Anti-Submarine Warfare systems.
The camon point of reference is that the dominant majority of Program
Elements in the Mission Area are reported to Congress as Tactlcal
Intel1 igence and Related Activities.

@j A. Budget Profile-

(g) B. Rep;eéentative Progreams:
)
Ammy

Tactical Intelligence Units (CEWI)
TENCAP activities

7




(w) c.

AN Lk

Navy

Integrated Tactical Surveillance System
SURTASS

Undersea Surveillance System

CLASSIC WIZARD

Alr Force

SR~71 Reconmnaissance Aircraft
Tactical Air Intelligence System

Major Plans, Studies, or Architectures.
- DoD Plen for Intelligence Support to Operatiomal Commanders
- SENTINEL VECTOR

SR e
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Mission Area 2232

Theater Surveillance & Reconnaissance
FY_-m Budget Request - °
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Source:  Sep 80 FYDP | o - o sp(c31)
Sues not 1;.;00 NFIP ner partial mngmm elements P A. : . Res.ces




Theater Surveillance & Reccnnaissance Hiszion Area 25

Funding Summary*

‘l’ ' : (S Millions)
FY 1981 FY 1982

252 a&. Land Target S&R !
SR-71 Sauadrons
Tac Surv Sys
Tac Air Intell Sys
Tac Surv Sys

b. Surface Target Surveillance
Fleet Intell Spt Activities
OTH Target.ng
Aero-Ocean Surveillance

c. -Subsurface Target Surveillance
U/S Surveillance System
Ship Towed Array Surveillance
Sub-Surv Eq Prog
Surv. Towed Array Sensor

_ d. Multifunction and Support
" B Space Activities
‘, Sgecial Dev
C¢ Surv/Pecon Support

Total 252 | ‘\

Totals may not add due to rounding ‘/,

* Includes all pregram elements except partials
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DIRZCTOR: Mi. nEwains
ACT OFrICER: CAY: Fisnsr

Progren: Integrated Tactical Surveillance System (ITSS) ('vl)
PEs 63763
245728 (Partial PE)

)
Description i!’\‘

Fundive (S)

Milestones: ( Sh

»

/

Issues; (S]\
I -
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=-. iuiiCongress: On 3 December 1980 Navy Prograa Sponsors
briefed a staff member of the House Pemmanent
Select Committes on Intelligence on the 1TSS
concept, source of funds used, FY 81 repro-
graming requirements and future plans.
Additional briefings of congressional staff
members ace enticipated.

(S ) Potential Problems

\

N
S
\\

DECISIONS Jan - Jum 1981:

MENS Approval

M



Tactical C2 (Mission Area 254)

Narrative Descripticon,  The Tactical Command and Centrol mission
area contains fifty-two program eleménts that are divided between
command and control systems for Land, Naval, -and Adr Forces, as Lo
well as identification, airborne early warning and multifunctional systeﬁ?l
and interoperability programs. The systems in this m1551on area
perform force level and maneuver control, early warning for’ air,
ground and sea elements of aircraft and/or missile attack, air
control, identification friend or foe and provide for the develep-
ment of joint interoperability for tactical command and control S L
systems. What is the situation today in Tactical C2? Most of our operatﬂ@d&%
tactical C2 systems, except for Air Control/Air Defense operations': o
are largely manual. They are deficient in timeliness, capacity
and quality/accuracy of data exchanged; they are aging, with low
reliability and they are expensive (man~power intensive) to operate;
and in most cases, are not interoperable. Thus, we are making a
major effort to upgrade the capability of all Services by increas-’
ing autcmation where practical, providing improved data distribu=c
tion systems, accentuating standardizationm of hardware and -§ofts o
ware for tactical applicarions, promoting improvements to the
acquisition process for C“ systems, and strongly emphasizing and
supperting the program to effect Joint 1nteroperab111t" of Tactical
N Command and Control Systems (JINTACCS). We are designing ouf sys—
tems to be mobile and/or hardened where néeded with mavlmum'appll—
cation of ECM resistant communications and distributed data ‘bases
for maximum survivability.

From a funding standpoint, the Tactical c2 area is dominated by
these programs for airborme target detection and tracking: ' th®
Navy's E2C HAWKEYE aircraft for ovér the ocean ait target detéction
and tracking and the Air Forcé E3A Airborné Warning and Comtzol

- System and the NATO Airborne Early Warning and Control ( KEW&C)
program. Together these systems account for $1.3 3illiom or 657 '
of this sub-mission area's FY 81 funds. These afé &ll dirBdrde  ?;
surveillance platforms and rzal time air battle command and control
systems. The capabilities of the E2C and E3A to detéct 180 Elying ~
aircraft over water and (espeécially the E34) over land in a high
electronic counter measures énvironment are exceptional. The deep=
look capability of the E3A provides a surveillance and command and.
control capability over and beyond the battlefield heretofore knowil
in modern air warfare. In addition, in the NATO arena, we and most
of our allies are procuring the E3A and anc¢illary European ground
facilities as the solution to the NATO airborme early warning
requirement.

There are several other very important DoD initiatives in the Lo
- tactical c2 area that warrant discussion., THe Joint Tactical Infor- s
mation Distribution System (JTIDS) is a key development and produc- :
tion program both in the U. S. and potentially within the NATO
countries. It is a high capacity secure/anti-jam data lirk which
will be the primary data distribution system for tactical use by




0. 5. fTorces. UUr KATO allies are also s€ricusly consSidering
JTIDS for their tactical data needs and it has been selected

for adoption as the NATO airborne early warning aircraft!s ECH
Resistant Communications System. In addition, the JTIDS design
is a strong candidate for the future NATO Multi-functional Info-
mation Distribution System now being defined by the NATO Tri-
Service Group on Communications and Electronics equipment.
Another initiative is the expansion of the Joint Interoperability
for Tactical Command and Control Systems (JINTACCS) program to
include the interface with other NATO Nationsz' systems. We are
also cooperating with several other NATO nations to start develop-
ment of the NATO Future Identification System. This will be a-
multi-faceted effort to include all aspects of the IFF problem;
i.e., aircraft to aircraft, helicopter to tank, tank te tank, -
etc. This effort represents an opportunity for U. S. and other
NATO Nations' industries to cooperate/team to meet common goals.

As noted above, we are also in the process of implementing new pro-

cedures for developing and putting these systems into the field.
The new process emphasizes the evolutionary nature of c? systems
and the need to let them be adapted in the field through close
interaction with the user. We hope that application of this new
process will accelerate the fielding of C2 systems.

Budget Profile

FY 81 FY 82 FYDP (82-86)
RDT&E 345.7 . 352.6 '
PROCURE  1092.3 1057.6
0&M " 616.8 654.5

N

Major Progranms:

- E-3A AWACS

- NATO AEW&C

-~ IFF Developments
-~ JINTACCS

- PLRS

- PLRS/JTIDS Hybrid
- E-2C "Hawkeye"

NOTE: Program Summary Sheets for each program above are attached.
Major Plans:

- Army, Army Command and Control Master Plan

- Navy, Navy C2 Plan

— Air Force, Tactical Air Forces Integrated Informatien System
Master Plan

~ DoD, Long Range Theater/Tactical c31 Resource Plan

I
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MISSION AREA 254
TACTICAL c2

FY 81 Budget Request - $2,055 M
($ Mitlions) =

c? for Land Warfare C2 for Naval Warfare
$55 2.7% \ . $21 1.0%

Multifunction and
Interoperability
$132 6.4%

Idenfification
$37  1.8%

E-3A AWACS
E-2C .
EW A/C Sqd Operations Investment
$615  30.0%
$333 16/2%
PN $617 30.0%
€2 for AiT Warfare—
$1,812  ¢8.1% ~ _
s \ - ™~ $1,092 53.2%
7 Other | NATO ABMAC
- \
$472  22.8%- ' $391 19.1%
Source: Sep 80 FYDP . _ . 852(c331 y
Noes not include NFIP nor partial program clements R F P Al C hzgsggtco
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d.

(Cohgress has reduced the Ident Program

e.

Tactical Cormand & {ontrol

Funding Summary®

c2 for Land Warfare
Ops % Info Sys
MC C° Sys
ce

c2 for Naval MWarfare
CV Tact Spt Ctr
Combat Sys Integration
C2 Sys
Corbat Info Ctr Conversion

c2 for Air Warfare
NATO AEW&C Program |
Early Warning A/C Squad (£-2C)

My55iun Area 254

($ Million)

FY 1581

16.8

11.4

26.4
(54.5)

Tac: Air .Cont Sys (Op Ctrs, Comm. Sqdns ) 280.4

Tactical C2 Sys

Tactica1 Abn C¢ Sys (E-3A AEWAC)
¢ Warning (ANG) :
Farly Warning A/C Squad

Tactical Air Control Sys (ANG)
Comm Units (ANG)

Air Control

Identification

NATO Identification

Adv Identification Techniques
" IFF Development

Tactical Identification Sys

AIMS/ATCRBS/MARK XI1

IFF Equipment

A/C Identification Sys

from $36.6 to $13.3)

Myltifunction & Interoperability
TAC Interoper/Info Spt Sys
Adv Sys Integration Demo
Tact. Automation
¢3 Adv Dev
PCOTES
Tact C3 Sys Eng
¢ €3 Sys
Jt Interoper Tact CZ
Battiefield Sys Integration

Total 254
Totals may not add due to rounding

-

..... am alements axcedt partia1

12.2
42.3
48.9
3.4
(131.5)

(2055.0)

FY 19

15.
11.
16.
(42.

22.
15.

5.
1.
3.
52.

{151.
(2065.
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PROGRAM: Joint Tactical Information Distribution System (JTIDS)
DESCRIPTION: JTIDS is a jam-resistant, secure, high-capacity digital
information distribution system for the tactical combat
enviromment. It is a joint—Service acquisition program with
technology and equipment tailored to specific Service needs:
for the exchange of command and control, status and tactical
information among all equipped forces. It employs time divi-
sion multiple access (TDMA) and spread spectrum techniques
to support data and voice links. Basic TDMA Class 1 command
terminals are in production for U. S. and NATO AWACS
and their ground €2 interfaces, while Class 2 tactical (TDMA)
terminals and advarced Distributed TDMA terminals are approach-
ing full-scale development for tactical aireraft, combatant ships
and ground-based platforms.
FUNDING: FY 81 FY 82 - FYDP (82-86)
Air Force (RDT&E) 60.0 87,6
Navy (RDT&E) 32.0 67.1
Army (RDT&E) 3.1 16.1
MILESTONES: Production of Class 1 TDMA terminals (for AWACS, €2): (Jul 86 -
10C of Class 1 TDMA terminals (on U.S./NATO AWACS, C?) Mar 83 .
* DSARC IIA (Full-scale development of Class 2 TDMA terminals) Jan 8L/
DSARC IIB (Full-scale development of DIDMA terminals) late-8L1i"
DSARC IIT (Production of tactical terminals) - mid~$6: :
ISSUES: . *
Funding: Potentially high costs to equip all forces is of major? .
concern to the Air Force. Cost reduction options will be part of "
development.
Ouerational://
/
DECISIONS: Jan-Jun 8l.

B A

DATE: § December 1980
DIRECTOR: Mr. Cittadine
ACT OFFICER: Col Myer

.

»

DSARC IIA - Jan 81
DSARC IIB - late 81
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DIRECTOR: Mr. Cimadino
ACT OFFICER: Col. Myer

PROGRAM: TACS Communications

DESCRIPTION:

based

FUNDING:

Procurement

Program provides military personnel, O&M funds and

special interface equipment to support the Air Force's ground:
Tactical Air Control System (TACS)'s connectivity: and
restoration of communications for tactical air bases.

All communications equipment and their units (3 groups,

1 squadron) are in mobile status for war or con:‘agency
missions. Procurement funds are primarily for 31
Adaptable Surface Interface Terminals (ASIT) that will provide
mobile JTIDS interfaces between AWACS and the

ground TACS.. Future acquisitions will include digital
communications terminals, manpack radios and additional

TACS equipment.

FY 81 FY 82 FYDP{82-86)

3.9M 42.3M  /

O&M and Mil Pay 48.7  49.3 b

©  MILESTONES:

ASIT DIRE/IOT&E complete -- Sep 80
ASIT production decision -- Jul 81
(JTIDS equipment already in production)

ISSUES:

€5



DATE: 5 December 1980
DIRECTOR: Mr. Clttadino
ACT OFFICER: Col Hyer

PROGRAM:  NATO AEW&C

DESCRIPTION: Program provides for U.S. share (42%) of procurement of 18
AVACS aireraft and European ground €4 interZace and basing
facilities for NATO. AWACS aircraft will be in a jointly
developed U.S. ~ NATO Standard configuration to assure cost/
schedule efficiency,, mission effectiveness and interoperability.
Thirteen nations are participating in various aspects of the
program, te include coproduction., U.S. funds and support are
a National commitment. The force will be NATO-owned and operated.

FUNDING: . . ¥y 81 FY 82 FYDP (82~86)
Procurement 382.0M 358.2M
0&M and Mil Pay 9.6 16.9
MILESTONES: U.S5. offered AWACS to NATO = Oct 73
NATO study and contract definition - 74-78
Nations signed program acquisition MOU : — Dec 78
‘Unique development and production start - Mar 79
First aircraft delivery to Europe (for integratiomn} - Feb 81
First NATO AWACS ICC - Feb 82
Last NATO AWACS operational - Jun 85

ISSUES:

DECISIONS:




None

DISCRIPTION: The -3~ 2WALS (Lir Force “"Senzryv') is an airborne racer suI-
veillznce a=né communications sysSt2h shat providas early warning
and cosnmand zad control for both worldgwide tactical and ¥orth
Amarican air defemse missions. Ics overlznd lookdown radar
(mounted on 2 modified 707-type airframe) provides loag-rangs
deep-look monitoring of hostile airspace, while its onboard com-
puting and other avionics support its communications and force
managemant funcrions. AWACS's jet-speed mobility allews it to
deploy worldwide in hours to meet centingency requirements and
to function in either a patrol or station-keeping role. Modifi-
cations (in production) will meet both U.S. and NATO reguirements

. for better sza surface surveillance, a larger computer, and the
. JTIDS ECQM-resistant communication system- The U.S. pro-
gram is 34 aircrafc; of which 22 hava been delivered.
FUNDING:
FY 81 FY 82 FYDP (82-86)
RDT&E 66.2 53.8
Procurement 284.3 294.3
{incl mods)
0&M & Mil Pay 174.2 130.1
MILESTONES: DSARC ITII - Dec 75
Production Start = Jun 76
I0C - Mar 78
ISSUES:
= _ ‘
Enhancementsi//
i
! -
!
DECISIONS: (Jan-Jun 81)




DATE: 5 December 1980
_ DIRECTOR: Mr, Cittadino
ACT OFFICER: Col Myer

PROGRAM: E-2C "Hawkeye"

DESCRIPTION:

FUNDING:

-~

MILESTONES:

ISSUES: Nome

DECISIONS:

The E~2C is a Navy carrier-based airborne early warning
aircraft to support battle group operations. It provides
early warning of approaching hostile air and surface units,
vectors interceptors, and supports other force management and’
cormunication functicns. Improvements to the radar,

computer and passive detection system are planned. Current
allocation is 4 E-2Cs per carrier; 50 are operationzl and
production continues at 6/year. A modest RTD&E program is
being conducted in this program to improve the E-2C system.
This program is based on an analysis of the projected ECM
and tarpet threat to the U. 5. sea control forces, The R&D
program commernced in 1979 to modify (1) antenna weapon
replaceable assembly (WRA)} for the APS5-125 radar subsysten,
(2) two of the ten memory WRAs on the OL-77/ASQ Computer
Programmer, and (3) frequency coverage of the ALR-59 Passive
Detection System (PDS).

FY 81 FY 82 FYDP {82-86)
RDTSE 20.1 19.3
PROCUREMENT 264 .0 290.7
O&M MIL PAY £8.5 50.7
DSARC III - Jun 71
Production Start - FY 72
I0C - FY 74

(Jan~Jun 81)

None.

3!




[ T N -
DILECTOR: Mr, Cictading
ACT OFFICER: Mr..Cittadino

'.(3) PROGRAM: IFF Developments

(bﬂ]DESCRI?TION{@)The functions of IFF are provided by a combination of three
elements; (1) operational procedures; {(2) a direct question
and answer (Q&A) component, and (3) an indirect component.
Introduction of new equipment muyst include consideration of
present procedures and procedures in turn should be revised
to accomuodate the introduction of new equipment. Obtaining
identity from a direct communication with an unknown target

is the role of the direct Q&A component. It is widely recognized
that a direct Q&A is an essential part of any IFF system. The
indirect component which provides the means to achieve fusion

of multiple inputs wichin the overall c3 structure is also

viewed as an important and necessary element of total system.

Q{)Direct IFF Program: The Q&A development program contains three

efforts: (1)} the development of a next generation NATO inter-
operable system which conforms to the characteristics of STANAG
4162 {(including hardware fabrication, and investigation of
transition platform integration studies, cost effectiveness
studies):;{2) the investigation of L-Band zltarnatives to the
draft STANAG 4162; and (3) development near-term improvement to
the existing Mark XII for the iInterim time period.)

| ron T
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DESCRIPTION (Continued): -

(}1) The US n;a -ommitted to the completion and confirmation of STANAG

4162 as the basis for further development. It was determined that
this document contained the performance parameters and was
sufficiently definitive to scope the state of the art needed to
proceed with the award of 3 concept definition contracts to
industry. These contract awards were made in October 1980.

. The concept definition contracts will be followed in one year

!

)

v)

P (q)

by the award of one or more prototype hardware development contracts.

At the same time, there will be an investigation of various .
L-Band systems which will be considered as alternatives if the
STANAG~compliant system is not cost-effective or has an unacceptable
technical risk. The attractiveness of L-Band is based upon the
existence of the Mark XII in that band and the very sizeable number
of US weapon systems which include that system.

Independent of our dedication to the development of a next
generation of NATO interoperable systems, it is apparent that

we will have to depend on our Mark XII capability through a
transition period which will probably extend into the early

© to mid 1990s. Consequently, we continue to pursue the develop-

(v)

ment of improvements to assure maximum utility of that system to
meet the threat and to assure coexistence with the evolving ecivil
environment.

vl ‘
Indirect IFF Program: Although it hasareceived priority equal to

the direct IFF development, an indirect IFF capability is 2 necessary
adjunct to the overall system. Work is proceeding on the develop~
ment of an architecture_to imbed the indirect IFF functiom into the
existing and emerging C~ framework. Utilization of multiple sensor
information which can be processed within the existing ¢3 structure
with both friendly and enemy identifications distributed to friendly
weapon systems in near real time offers the potential of a high
pay-off at relatively low cost. A test bed has been established to
evolve an optimum architecture and demonstrate its effectiveness.
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&4) In addition, the US Air Force is working with the FRG on a Europcan
demonstration on indirect capabilities in 1981. This demonstration
will incorporate inputs of sensors from both nations into a fusion
algorlthm contained in a CRC. Identification information will be
distributed to various weapon systems locations. The US welcomes
participation of other nations in this indirect IFF work. The US
plans to study the French SINTACS/JTIDS approach and participate
in a2 joint effort, if appropriate.

Qa) In October 1980, the Secretary of Defense approved the Charter
establishing a Joint Program Manager for the U.S. Combat Identifi-
cation System which cffectively put the management of all U.S. TIFF
efforts under a single manager. The Air Force has been designated
as lead service and has established the joint program office at

Wright Patterson AlB.

FUNDING: (u) FY 81 FY 82 FYDP
RDT&E
Army 2.9 2.0
Navy 6.7M 6.8M
Air Force 11.0M "6.3M
Procurement
ot Army 0 0
Navy 0 0
: Air Force 0 0
MILESTONESJ&)

— Confirm STANAG 4162 within NATO by January 1981.
Complete investigations of alternatives for direct QEA by
) early 1982,
a - Award contracts for hardware development of cirect Q&A in
FY-82,
~ Complete development/operational tests on Mark XII improve-
ments in FY-82,

ISSUES:(ﬁ)

DECISIONS: (Jan-Jun 1931)

Nonec

<«




DATE: 8 Deceaber 1920
DIRECTOR: Mr. Cittadino : .
ACT OYIICER: Mr. Cittadino

MROGRAM:  Joint Interoperability of Tacrtical Command and Control Systewms

DESCRIPTION: The JINTACCS program is an effort to achieve compatibility,
interoperability, and enhance the operational cffectivenss
of selected operational facilities and supporting tactical
command and control systems of the military Services and Agencies
in joint operations. The JINTACCS Program is also responsible
for assisting the 0SD, 0JCS, Services and Agencies in their
efforts to achieve compatibility and interoperability of U. S.
tactical command and control systems in NATO and for ensuring
that these activities are in harmony with the joint U. 5.
interoperability afforts of the JINTACCS Program. The program's
range of operations include:

o developing the management structure and procedures for
joint interoperability,

" o developing architecture and engineering implementation
plans and documents that specify joint technical standards.

o conducting tests to ensure compatibility and interopera-

. bility. .

o .Jdemonstrating operational effectiveness.

o establishing interface design standards for JCS approval
for joint tactical command and control systems.

o supporting configuration management of the standards
established.

In developing and administrating the JINTACCS Program, consideration
has and is being given to NATO treporting systems, the JCS§ joint
reporting structure and systems, quadripartite standardization
agreements, NATO standardization agreements and the Services/
Agencies reporting systems. The Army performs as Executive Agent

for this program and as the Service responsible for NATO affairs

in tactical interoperabilicy. '

FUNDING: RDTSE . FY 81 FY 82 !
Army 23.2M 33.4M i
Navy 9.3M . 7.IM !
Air Force 13.0M 7.4M
Marine Corps 1.1M 1.3 E
MILESTONES: Complete Intelligence operational cffectiveness demonstration
during SOLID SHIELD LRERCIES - SPRING 1981.
Develop and coordinate a U. §. Master Plan to interface with
the developing MATO Tontevoperability Plan - FY 81.
Continue efforts to implement U. S. Master Plan - FY 82!
Plan and exceute U.S./HATO Tnteroperability Testing FY 83-56,

| Qo

oy



ISSUES: -

DECISIONS:

None.,

Service agreement on a messape standard for JTIDS {TADIL J).
Lagging elforts on standards for automated systems,
Availability of FY 81 funding for cost growth incurred on test
center development,

Jan - Jun 82:

U



ACT OFVICEN: Mr, Clovudin

PoomilaMy Qemmand and footoel (PLRDD

BISCRIPTION:  The Positi~~ focetion and Reportinmg :vsten {ILER) is & joinc
USA/USHU devrelopment progran te nrednes o tactical sveren
copable of tracking users (azirborne, vehicles, cismeunted),

providing them with position/locatrion information and reporting
their mevermant and location to the tactical cemmander. Each
vser unit will be capabie of transnitting and/or relayiang data
to computers in one oI the two master units which control the
system for an Army Division or Marine Corps Amphibious Landing
Force. Commnanders will use PLRS to obtain friendly force infor-
mation. Users will obtain aeccurate data on their own position,
the range and bearing to desired units or locations,- navigation
data on designated flight corridors and locate and/or obtain
proximity to zones and bbundaries of friendly units. NAVSTAR
GPS will be used zo initialize the PLRS master units and will
thereby translate the common worldwide grid of GPS to Army and
Marine Corps PLRS users thus creating a common 'grid-lock" with
other Services GPS users.

FUNDING: FY 81 FY 82 FYDP . Total
Army RDT&E 25.24 15.04
Procurement o 22.2M
USHC RDT&E 2.5M
Procurement 0
MILESTORES: Development Test I1I FY 81
Type Classification . FY 82
Production Decision FY 82

Develop Training & Skill Performance Aids FY 82

e Conduct European, Artic & Tropic
Certification Test FY 82
Complete Supply and Maintenance Support
Package . FY 83
1o0C - ‘ FY 84

Production Continues FY 83-86
ISSUES: /

!

DECISIONS: Jan-Jun 81

Type classification 1Q 82
Production decision FfY 82




h

DATE: 8 Wecember 1980
DIRECTOR: Mr. Cittadino
ACT QFFICER: Mr. Cittadino

PROCRAM:  Army Data Distribution System (ADDS: PLRS/JTIDS Hybrid)

DESCRTIPTION:

FUNDING:

"MILESTONES:

ISSUES: -

DECISIONS:

Note.

In order to resolve a very serious battlefield deficiency,

the Army plans to provide a first generation data distribution
system through the integration of the PLRS and JTIDS equipment.
The PLRS/JTIDS liyhrid provides for the deployment of expanded
PLRS equipment at battlefield elements requiring position
location and low to medium capacityv digital information exchange.
The JTIDS Class II equipments will be deployed at elements
having a high data rate exchange requirement., Interchange of
data between the two systems will be provided through an inter-
face at the PLRS net control station where a JTIDS terminal
will be located and interfaced, Present program efforts
include the design and testing of the PLRS and JTIDS terminals.
Initial integration efforts of the JTIDS and modified PLRS
terminals into a testbed will begin in 1982,

FY 81 FY 82 FYDP
RDT&E 18.8M 15.6M

IOC: FY 86

Jan~-Jun B1l:

17
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DASD J. Babcock
Director C. Rawkins

Mission Area 255: Tactical Reconnaissance, Surveillance and
Target Acquisition

The primary mission of programs in this area is to support tactical
force cammanders with the intelligence information they require for
the battle management functions of planning, maneuver and targeting.
Collection and processing capabilities covering a range of disciplines
including SIGINT, RADINT, PHOTINT and ACOUSTINT are tequired by all
Services. Tnese capabilities provide the operational commandetrs with
censor information on location, capabilities, and intentions of enemy
forces. Tactical ccomanders are primerily concermed with four general
classes of activity:

~ Allocation of uncommitted resources
- Maneuver of forces

- Fire mission decisions

- Fire control or targeting

For these commarders, the single most important criterion in the design

of any cambat intelligence support system is timeliness. Under tactical
conditions, the time-scale is often constrained to minutes or fractions

of an hour. Mobile targets must be reported on in a time consistent with
the speed, geography, range, and degree of lethality in each particular
scenario. Virtually all military actions that can be considered as alter-
natives by a tactical commander also require some finite lead time to be
effective. Timeliness can be realized, when the situation demands, by
dedicating current National or theater assets to the exclusion of all com-
peting requirements. However, tO provide regular capability to tactical
coomanders requires more than a one-time dedication of National or theater
assets; it requires the maintenance of an organic tactical intelligerce,
recomaissance, surveillance and target acquisition capability, camplete with
related commmications networks and data processing.

For example, the missions of fire support and Close Air Support (CAS) direction
are basically equivalent; they both involve the delivery of weapons upon
targets - fire mission decisions and fire control. Tnis mission is oriented
towards small enemy units, artillery, and mobile SAM/AAA units. The objective
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is to reduce the rate of presentation of these nodes in the battle space.
Hence, the requirement is for targeting accuracies, corresponding frequency
of coverage and timeliness of collection.

The typical Marine Air-Ground Task force presents a different type
of requirement for operational intelligence support. In this type of
campaign, the objectives are shorter-ranged and presumably directed
against an enemy force less sophisticated, albeit as locally powerful,
as the types of opposition to be plamned for by the Army, Navy and
Air Force. Marine intelligence needs are similar to Armmy needs in the
area near the line of contact, but less stringent at longer ranges.

While tactical commarders require more timely and accurate data than
theater camanders, they can accept shallower geographic coverage.
Tne details, of course, vary with the specific maneuver element, which
can range from a tactical air command through a division/brigade to

a naval battlegroup. The specific and detailed requirements for

each maneuver element will be different, but there is a genmeric
similarity which permits grouping for plaming amd system selection
purposes. :

Mission Area programns have the general objectives of: augmenting and
improving our existing capabilities; extending range and coverage; in-
creasing information processing, dissemination capability and sensor/
system interoperability and reducing wvulnerability to deliberate elec-
tronic countermeasures. The key goal: in the mission area is to acquire

an appropriate mix of sensors and compatible platforms, with interoper-
bility through common equipment and/or jam-resistant data linmks. Specific
objectives are to provide the following capability to the tactical
commanders on an all-weather 24-hour basis:

- Timely and accurate information on location, identification and
movement of enemy forces in the coambat area for targeting and increased
effectiveness of combat maneuver elements.

. - A responsive target engagement capability with precision target
locations to effectively counter superior numerical forces of men and

equipment.,

- Autamatic passive 24-hour surveillance and targeting of enemy
persomnel ‘and vehicle movements up to 150 km behind the FEBA.

- Detection and location of enemy weapons systems.

- Fire adjustment data for friendly weapons from battlefield or
ocean surveillance sensors.

* | &5
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Previously, the OSD responsibility for the management of Program Elements

in this Mission Area wes assigned to various directorates in OSD according

to their force structure relationship. This assignment of responsibility
facilitated the essential close coordination with the force structure, but
did not adequately stimulate cross-program and interoperability tradeoffs;
aong, Services and with National intelligence systems. In October 1980, as
an elerent of a major realigmment of program responsibility, the Director,
Tactical Intelligence Systems was dual-hatted as Director, Tactical
Recormaissance, Surveillance and Target Acquisition (TRSTA) to assure greater
recognition of such cross-program considerations.

Activities in the Mission Area include:

1) Sensor subsystems which gathsr information about the location, move-
ment, and activities of enemy forces, and

2) Fusion Centers which assemble, integrate, ard display enemy force
activities to decisiommakers who then assess the threat and command the
appropriate response.
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Tactical Fusion Centers provide automated essistance to the correlation of
intelligence data from multiple soutces to achieve a near-real-time display
of the ground tactical: situstion and provide targeting information. The
purpose is to assist commanders by developing current enemy situation assess- .
ments and target pominations for weapons delivery. The Ammy All-Source
Analysis System (ASAS) and the Air Force Automated Tactical Fusion Division
(ATFD) atre being jointly developed for this purpose, and will draw upon
knowledge gained from the BETA testbed experience.

While the responsibility for the majority of Program Elements in this
Mission Area is now assigned to the Director, Tactical Reconnaissance,
Surveillance and Target /cquisition, there are notable exceptions: Army
Stand-Off Target Acquisition System, Remotely Piloted Vehicles, and
unattended ground sensors; Navy intellipgence-related centers contained
within overall ship construction and acquisition programs, and; Marine Corps
Sensor Control -and Management Platoons.

A. Budget Profile: (§M)
Fiscal Year FY 1981 FY 1982 FY 1983 FY 1984 FY 1985 FY 1986

1053.7 1167.5

B. Representative Programs: '

_Army

SOTAS
REMBASS '
Remotely Piloted Vehicles

..Nagz

TARPS - |
Reconnaissance Squadrons
Ship Intelligence Centers

Air Force

TR-1 Reconnaissance System
Side Looking Airborne Radar
PLSS

Reconnaissance/EW Equiprent
RF-4C Squadrons '

L i Canit e
o ion Pl L2 1 IR - ek T
: P

a1



MISSION AREA 2557
TACTICAL SURYVEILLANCE, RECON. & TGT. ACQ.

FY 81 Budget Request - $825M
($ Millions)

e
/. ‘
Targeting Surveiilance

Multimission

i $101 $204 and Support

i -

T—_ 12.2% 24 7%
) .‘\'""‘\‘_ / .
. - — $61 Operations
|
Reconnaissance $335 Investment

$459

40.6% $217 26.3%

/

55.7%

"‘\\ . /:

%

Source: Sep &0 FYDP 0ASH{C31)

Does not include NFIP nor partial program elements rmm o E%Eaisc‘mrces




urveillance, Reconnaissance & jarget Acauisition Mission Area 255
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Funding Summary*

(S Millions)

FY 1981 FY 1982
255 a. Reconnaissance

Recce Squadrons 12.9 4.3

Marine Tact Recce Squad 27.2 34.5

RF-4 Squadrons 209.7 203.7

8/EB-57 Squadrons 15.8 4.0

Recce Squadrons 5.6 4,2

RF-4 Squadrons (AMNG) 145.6 154 .8

Recon Sensors/Processing Tech 7.0 4.2

SLAR 27.7 29.8

Intell Sys 3.0 3.2
Tact. A/B Recon 4.6 5.5

: (459.1) (448.4)

b. Surveillance : '

TR-1 Squadrons : 133.8 137.7

Abn EW Equip ' 9.5 10.2

Unattended Grd Sensors 4.1 7.5

SOTAS 56.8 76.8
S (204.1) (232.3)
A c. Targeting

. o Location Strike Sys .3 A
: PAVE MOVER 13.3 5.3
Remotely Piloted Vehicles 56.0 62.8
PLSS ' 30.9 89,1

(100.6) (157.6)

d. Multimission & Support

Tact Intell Processing 1.4 3.3

- MC Intell1/EW Sys 1.2 2.9

Tact Elect Spt Measure Sys 37.4 42.90

Recce Equip - ) 151 14.3

Navy Integ/Btfld Exploit Tgt Acg 4 1.6
Intelligence 5.6 7.2

' (61.1) (71.3)

Total 255 824.8 909.6

! : Totals may not add due to rounding

* Includes all program elements except partials Qq

—
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Datc: November 25 1980
Dircctor: D(El&C CH) N
Action Officer: Mr. Porter

fg?nescription:-’

(LO.EBﬂéiﬂgr (SM) FY 81 FY 82  FYDP . Total .
RDTEE . 30.9 89.1
Procurcment - 0.0 0.0
0§ and Mid) Pay .3 2.1

k )buleqtoneq' ’

DSARC 1I

System Critical Design Reviéw
Begin System Integration
Begin DT&E/IOTEE -

DSARC I1IX ‘
I0C (first production system)

é;-Issues:

Technical:

QJ}DCC151OH Jan-Jun 81 - Support reprogramming action to restore PLSS to $62.6M of
"support a "tailored" ($30.SM) program. :

Classified by: . D(EW&C3CM)
Dicelassify on: 25 Nov 86




pposiat:  Joint Tactical Fusion System (JTFS)

preronirtiol: This is s joint program to develecp fusion center capabilicy for

the Army and Air Force. This joint system will rrovide automated
assistance to the correlation of intelligence data from multiple
sourctes to achieve a near-real-time display of the ground tactical
situation. The purpose is to assist Army and Air Force bactlefield
commanders by developing current enemwy situation assessments and
target noeminations. This program is an outgrowth of the BETA progIam
and the JTFS will make optimum use of BETA developed hardware and

sof tware.

The program responds to the Congressional guidance to redirect the
BETA project to the joint development of a tactical fusion capability
which meets the requirements for the Army's All Source Analysis
System (ASAS) and the Air Force's Automated Tactical Fusion Division
(ATFD). In concert with this guidance, this program provides a
management structure which preserves the joint nature of the develop~
ment, maximizes the current investment in BETA, allows for both
common and specific software development, makes maximum use of common
hardware and provides for competitive development.

Fusion is the process of melding intelligence and related command
and control data from multiple sources, to portray amn accurate and
timely display of the tactical situation which allows a commander
to employ forces in time to offset or disrupt the maneuver scheme
of opposing forces. The output of the fusion proces , as it relates
to the ASAS and ATFD, is the dynamic ground battlefield situvation
display and generation of immediate target. nominations. The first
product assists the commander in assessing the current ground
situation, while the second reflects prioritiz .tion of target
importance based upon that assessment. The need for automated
systems to perform the fusion function stems from the magnitude of
the postulated threat forces and the concomitant high volume of
collector data that are available, particularly from computer
supported sensor systems which gather data in near-real-time. The
volume of sensor reports is expected to increase dramatically in
the future from the current level of hundreds of report/hour to a
potential of thousands of reports/hour. Experience in developing
interface to photographic, electro optic and radar imaging systems,
FLINT collectors, COMINT and HUMINT sources, and moving target
indicating radar in the BETA program provides confidence that new
collectors can be accommodated within existing reporting standards.

The fundamental elements of a fusion system are: the communications

processors which receive the sensor inputs and disseminate correlated

product to appropriate commanders in the form of target nominations

and order of battle displays; the central processors which perform

the correlation function; the mocroprocessor based graphic terminals

which manipulate and display the correlated data; and the software whict
” accomplishes the variour functions. Software is a significant portion

of the development effort, for example the BETA sofcware urtiliczes

380,000 instructions, in support of the fusion process.

(0%
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CHDING:

42.0 82.31

RDT&E
Procurement 7.1¢9
O&M & Mil Pay .
Total 42.0 83.50
Avzilable
in FYDP-
Shortfall
-MILESTONES: Contract award 2Q FY-82
Complete DT&E/OT&E 2Q FY-85
10C . 3Q FY-85
SSUES:

7y m—

Army and Air Force must decide by January 1961 on FY-81 reprogrammiiig

' r-!wm ’9'“- " %

DECISIONS: L
or the program will revert back to the alternate plan which lééds_t

an FY-87 I0C.




Description: This mission area includes thase progrems, systems, equip-
ments, ang orgenizations in sugpori of both Reserve znd Active Forces. The
" tactical communications units provide the capability for installetion, oper-
ation and maintenance of equipments and systems for voice, messace, and data
communications with and between tacticz2l echelons, with other Miiitary Ser-
vices, the Defense Communications System (DCS), and Aliied forces in sudporti
of cormand and contro}, administrative, intelligence and logistical functions.
The equipwents used are either airdorne, shipboard, or land mobile and provide
net radio communications or wide aree multi-channel switched systems in sup-
port of DoD land, air and sea tactical forces. The various tactical communi-
cations programs must facilitate interoperability between the Services and
with the general purpose forces of our Allies. The equipments are typically
procured in large numbers and can impose substantial burdens for maintenance
and logistics support. The tactical communications pro-rams are desicned to
protect our essential command and control functions from hostile counter-
communications efforts. Communications Security Equipment (COMSEC) and Anti-
jamming and ECCM techniques play a vital part in the developmant and procure-
ment of these tactical communications systems. COMSEC, however, is funded in

"a separate mission area.

‘ ~arsical Communicaticr: (Mission frea 256)

Budaet Profile. The majority of RDT&E funds are for TRI-TAC, SINCGARS~V, Air
Force Advanced Communications Systems and Ground Mobile Forces Satellite (GMF)
communications terminals. The major investment programs are TRI-TAC, GMF

? i, . terminals, Army Combat Support Communications Equipment, Theater Nuclear Forces
’.A Communications equipments, SINCGARS-V radios and HAVE QUICK, SEEK TALK and
Navy ARC-182 Combo radios. The major operational expenditures are for Satel-

lite (LEASAT) Leasing and Civilian and military salaries.

- Funding ($M)
) FY 81 FY 82 . FY 82-86

RDTSE 364.6 524.3 ‘
Investment 633.0 847.8 .
Operations - 393.6 429.9

~ No. Personnel 123,368 24,648

~Hajor Programs:

>

Ground Mobile Forces (GMF) Satellite Communications Program

Theater Nuclear Forces (TNF)} Communications Improvemanis

Advanced Communications Systems (HAVE QUICK, SEEK TALK)

3

Army Combat Support Communications
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Tactical Communications

FY 1981
256 a. Area Communications Sys

US Readiness Cmd-Comm 23.4
Comm Spt -~ Alaska Spec Msn 5.0
Tac Spt - Comm Units {EUR) 107.4
Comm Spt - (EUR Spt) 3.2
Tac Spt - Comm Units (PAC) 11.0
Comm Spt {PAC Spt} .
Tac Spt - Comm Units (FORSCOM) 129.7
Tac Spt - Corm Units {OTH Conus) .3
0ANCS-Conms : 4.6
Tac Air Control Sys 52.6
Command Comm (TAC) 32.2
TRI-TAC 222.2
Satellite Comm (FLTSAT/LEASAT) 93.9
Satcom Grd Environ 237.4
Sat Comm Terminals i5.8
Intra-Theatre Imaging 2.2

(935.1)

b. Local Communications

Funding Summary*

’

M.ssiun Area 255

{S Millions)

Fleet Telecom (TAC)(Ship Tac Equip) 39.7
MC Telecomm 24.5
Adv Comm Sys (BAVE QUICK/SEEK TALK) 61.5
Combat Spt Comm 133.3
Adv Comm Data Sys .4
Comm Development 4.5
STNCGARS 6.2
Submarine Comm 9.2
Comm Eng Dev 5.0
(294.6)
¢. Multifunction & Technology
Tact Info Sys 32.0
Adv Space Comm (Tac Satcom Il/Laser Com)27.3
Adv Comm 3.3
JTIDS .(Discussed under C2) 94.8
Adv Comm Tech 4.2
(161.7)
Total 256 1391.3

Totais may not add due to rounding

* Includes all program elements except partials and NFIP

~ .

FY 1982
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Date: Decerber 6, 1970 .
Director: Hr. Saltan i
Action Officer: Nr. Hartigan

Proaram:  Ground Mobile Forces (GMF) Satellite Communications Program

Description: The Gitr Frugram is the acquisition of tactical satellite cdrmyr 4 ;3

nications ground terminals to satisfy the requirements of Arry, Air FGFGéﬁu%uj'T
Marine Corps and RDF. The terminals being procured operate at SHF utilizing i,

the DSCS satellites or at UMF utilizing GAPFILLER or FLTSATCONM satellites. - !
The SHF terminals will be equipped.with anti-jam (AJ) communications capa- el
bility. Although the RMF terminals are scheduled to start delivery in early.

1983, the AJ capability will not be added until one year later. O0f the URF* o -
terminals, only the AN/MSC-64 terminals being deployed in support of tactical |« »
nuclear forces (TNF) will have an AJ capability. ~

The overall GIF concept is to utilize satellite communications capability] »

in support of tactical commanders. The Army commenced their terminal procure-| ..
e

ment utilizing FY 79 funds and will equip their terminals with Army tactical
Rultiplex which is presently deployed throughout all Army tactical units.

The Air Force delayed their GMF termin al acquisitions until FY 81 so that = 1|-:.

they could obtain terminal equipped with TRI-TAC compatible equipment. The
Marine Corps terminals will also be equipped with Army-type multiplex. The .
Army is the procuring activity for all satellite terminals for all require- . .7
ments. Air Force and Marine Corps will fund for their terminals reguirements ..

While the GMF terminals are being planned for deployment in suppert bf‘.Q:? v

“tactical requirements, interoperability between the GMF and DSCS will be

achieved through the gateway concert. That is, there are fifteen large fﬁxédha{f'f’

DSCS satellite ground stations that will be equipped with GMF equipment to %}ifi-
terminate GMF Vinks when required to do so. This will only take place when

specified by the JCS or NCA. These ogateway stations will also be equipped
with tactical AJ equipment so that interoperability in an Al environment = .
will also be possible. While interoperability is possible, it will require .
prior coordination to preempt the GMF terminal out of its presant tactica] .
network into a strateaic network through a DSCS gateway terrinal. This wil}

be accomplished through the Army GMF control terminal AN/TS0-114 waich will e |- |

in constant communications with the DSCS control network and all GMF tEKmémﬁggng
A1l GMF terminals will have the same type tactical AJ equipment and therefors |:

C

will be interoperable in an AJ environment.

Funding (Estimated) (S in Millions) FY 81 FYy 82 FY 82-86
RDTE&E N
Army . 10.8 16.8
Procurement | _
Areiy 59.6 46.5
Air Force 15.8 27.8
Marine Corps 6.0 3.6




Milestones:

- Delivery of first AN/MSC-64 UHF satellite communications -terminal to
Europe in support of communications for tactical nuclear forces. September
1981.

- Production start for Air Force GMF terminals AN/TSC-100 and AN/TSC-94.
May T981.

- Exercise contract option utilizing FY 81 Army and Marine Corps funds

for the second buy in the multi-year contract for the AN/TSC-85 and AN/TSC 93
GMF terminal. February 1981.
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Date: Decewber 6, 1980
" Director: George Salton
Action Officer: Awblartigan
Lol. T Hpppici.

{Lf\ rogran: - Theater Huclear -Forces (TilF)
R Communications Improvements

-
' d

Y R
( Description:
Y

\
A,

(Lf) The present near term ihprovement will provide online secure teletype over
the ECCCS and will also extend the ECCCS to those remaining U.S.
Custodians through lease facilities that were not part of the system in the
past. i

(0\ Hith regard to the Cemetery Network, new and more reliable equipment is
being procured for the network control station (NCS) and the communications
relay control stations (CRCSs}. Since the present NCS & CRCSs are ali
located in Germany, better system control was considered achievable if
additional CRCSs could be located outside German and south of the Alps.

The near term improvements will provide one additional CRCS in the southern
flank to achieve this improve.ent. In addition a secure teletype will be
added to the Cemetery Network. '

o
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e set of recommended system improvements will be reviewed in January-
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(i) ISSUES: Mo

(w) pECis 108
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Firing Teas

February, 1981 and implementation decicions will be made. Follow-on work in
developing the TNF-C3I architecture will focus on European targeting, intelligence,
etc., as well as TNFVC3I'requirements in the Pacific Command (PACOM).

((Lx} FUHDING ( Estimated) ($ in Millions) FY 1981 FY 1982  FY 1982-8

@ rom |
| Army 2.0 2.0 ‘
" Procurement '
Army 9.0 23.6
Navy 0.0 0.9
0.9 2.9

ne.

- Contract award for nexs HF radios for the Datachment and Firing
avarded at the end of 1981.

- qu the Regency Net (HF radios supporting lhe Detachmonts and
s) will communicate with the UHF satellite terminal supporting TiF

whether thoy will be collecated. PR 14



TURET’"‘%E% Date: December 6, 1980

Director: Mr. Salton
‘Action Officer: Hr. R. Howe

\ . )
Program:{q_‘,‘UHF Anti-Jam Radios

. . 2N
Description: 'z}
i P

W\
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Funding (Funding profiles currently under development)

Milestones
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DATE December 52@ﬁf$}4ag

PROGRﬂﬁ; Army Combat Support Communications DIRECTOR George‘L. Sa]t@&; i

DESCRIPTION: This program involves procurement of various items of taetical
communications hardware other than that being developed by the TRI-TAC
program. Inciuded is: procurement of the new family of single channel very
high frequency/frequency modulated (VHF/FM) combat net radios {SINCGARS): "
hardware for the Special Forces Burst Communications System (BCS); Steerable
Null Antenna Processors to provide jamming protection for some of the ctrrent
family of combat radios; a new squad level radio (AN/PRC-68); improved tele~
tyne equinment to replace 1950 vintage machines; a replacement ground-air
portable radio (AN/PRC-113); misccllaneous multiplex equipment, and initial
spare replacement parts, and modification of equipment now in service: This

procurement provides a baseline for the Integrated Tacti
System objective system by updating analog equipment to

cal Communications
digital TRI-TAC standa

Summary of FY-8) and FY-82 Procurement List (Major Items)

Item Quantity
Hand Grank Generator, G-76 500
Multiplexers {Varions) 10,000
Radio Set AN/PRC-77 5,500
Radio Repeater AN/TRC-152 53
Radio Terminal AN/TRC-151 177
Radio Repeater AN/TRC-113 60
Radio Set AN/GRC-103 - 400
‘Radio Terminal AN/TRC-145 B6
Data Buffers TD-1065 1,515
Small Unit- Transceiver AN/PRC-68 16,400
Radio Set AN/VRC-12 6,788
Teletype Terminals AN/UGC-74 1,768
Field Telephones TA-838 6,500
Steerable Null Antenna Proc. 1,393
Burst Communication Stations 19
YHF Transmission Multicoupler 15,600

FUNDING

'
LS
1

.

A

‘MILESTONES

rgs

]

- Continuing procurement of various equipments through the FYDP period.
- SIHCGARS milestones covered on separate briefing sheet.
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Dat . Decimber &, 1v30
Director: Genrge Salton
Action Officer: R. G. Howe

Proqram: Single Channel Ground and Airborde
System - VHF {SINCGARS-V)

Description: SINCGARS-V is an Army program which is developing a mew
gencration of manpack, vehicular, and airborne VHF radics for the combat
forces. The radios will be securable and will include ECCM capabilities
including anti-jam techniques. They wi'l replace the Army and Marine
Corps AN/PRC-77, AN/VRC-12, and AN/ARC-114 radios. A total of approx-
imately 200,000 radios will be procured.

FUNDING S$M FY 1981 FY 1982 FYDP (1982-1986)
RDTSE 16.0 15.5 ‘
Procurement ' 0 0

MILESTONES

- Three competitive advanced development contracts were awarded in
April to: :

o Cincinnati-Electronics, Teamed with Marconi
o Collins Radio Division of Rockwell International

o ITT
- DT/0T Phase I Testing Complete Early CY 1982
- DSARC II Mid CY 1982
- Initial Procurement Early CY 1985
- 10C Mid CY 1987

NATO INVOLVEMENT

A bilateral agreement was signed at the U,S. 0SD and German MOD level in
early 1980 to test and compare U.S. and German ECCM techniques and devices
for VHF Combat Net Radios. U.S. and Germany agreed to release the MOU to
NATO through the Tactical Radio Equipment Subgroup of the Tri-Service Group
on Communications Electronics Equipment. The ¥0U was released in August
1980. The office of the SINCGARS Project Manager is working on a draft of
a second MOU which will detail the procedures to be used for testing the
German equipment. This MOU is expected to be completed by the end of 1981.
In addition, an MOU was signed in December 1979 between the US, Canada,
Belgium, Netherlands, and Italy. This HOU provides for these countries to
participate in the SINCGARS ECCN design,testing and selection process. It
is hoped that this arrangement will lay a foundation for NATO VHF ECCM
standards that will be compatible with the ECCM technique selected for
SIHCGARS.



Dete: [wecamper ¢, 14E7
Director: George Seiton
Action OFficer: 8. 5. SHSpws

Program: Joint Tactical Comrmunicetions Program (TRI-TAC)

Description: The Program is primarily concerned with design, development
and acquisition of switched tactical comrunications systems on a joint
basis. This includes all trunking, access and switching equipment for
mebile and transportable tactical multi-channel systems, associated systems
contrpl and technical control facilities, local distribution equipment,
voice, record, data and ancillary terminal devices and associated commun-
ications security equipment. Also included are mobile and transportable
tactical single-channel switched systems which may be operated as an
indepandent system or as part of a tactical multi-channel system, and all
interface devices for connecting TRI-TAC developed enuipment to existing
Service systems, the DCS and NATO systems. Typical TRI-TAC system archi-
tecture is attached as Enclosure 1.

FUNDING $ Y 81 FY 82 FYDP_(82-86)
RDTAE 73.8 106.4
Procurement 141.4 271.3
MILPERS 6.8 5.0

MILESTONES (Major Items)

AN/TYC-39 Message Switch

AN/TTC-39 Circuit Switch

COMSEC Equipment

Digital Tropo Terminal

Short Range Wideband Radio

Digital Group Multiplex
Tactical Digital Facsimile

Communications Nodal Control
tlement

Digital Non-Secure Voice
Terminal

Unit Level Circuit Switch
iodular Record Traffic
Terminal (SST)

Unit Level Message Switch

Advanced Narrowband Digital
Voice Terminal

Communications System Control
Element

Mobile Subscriber Equipment

Completion of Govt Tests First Production Deh’veriz.

Completed
Completed
Late CY 1980
Completed
Early CY 1981
Early CY 1981
Mid CY 1981

Late CY 1981

Early CY 1982
Late CY 1982

Mid CY 1983
Mid CY 1984

Mid CY 1984

TBD
TBD

Detailed schedules attached as Enclosure 2.

Mid CY 1982
Late CY 1982
Late CY 1982
Late CY 1983
Mid CY 1983
Mid CY 1983
Mid CY 1984

Mid CY 1985

Mid CY 1983
Mid €Y 1985

TBD
Late Y 1986

Early CY 1987

TBD
T8D
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e o Trz hzyvw's zenInvoncus 3E21e)1iTE Drofram CDEVETIRT
£ ad nt ho3T TooIne At Forcs Seieiiite foomundezticnl
=500 n TSETCOM provices rsiizdis bsyond-ihs-herizon oo~

nynicEid erd, airborns ang shors-bzsed Tleet units. It &iso
orovigss i iezt Srpadcezet Camability from Navel Communicziions
Stzticns 0 ships &t szz. This AJ capability is providad by utilizing
spread specirum modulztion ar! accessing the FLTSATCGM sateilite processor
zt super high freguency {SHF) from larce 7ixed satellite terminzls equipped
with 60 Yoot antennes. The sisnel is converieg in the sztellite to Udf Jor
cown-Tink transmissior to SSR-1 Fiset Zreozdczst receivers. There are 463
ships eauipped with SS5R-1 terminzis capabie of recsiving this onz-way Ad
Larger ships and major combztants

protected Fle=t Broadcast information.
that reguire reliable two-way communications utilize the AN/WSC-3 UHF
transceiver. While the WSC-3 can provide secure voice connectivity, it

has no AJ capability: nor does the FLTSATCOM satellite have any method of
protecting any Navy transmissions via the AN/WSC-3. For each circuit re-
quirement, an additional AN/WSC-3 will be instalied. The maximum number

of AN/WKSC-3 terminals installed on any ship is five and this occurs on
aircraft carriers and flagships. Navy aircraft are equ1pped with an airborne

version of the AN/WSC-3 transceiver.

{c)

Along with FLTSATCOM, the Navy is still ut111z1ng GAPFILLER UHF
satellite service it leases from COMSAT General Corooration. The follow-
on space seoment for FLTSATCOM will also be a lease service obtained from

Hughes Communications Services, Inc.
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Milestones

- Feb 1981  FLTSATCOM Satellite No. 4 lTaunched Nov 30, 1980, will
be turned over for operational traffic in the Pacific

area.

- Jun/Jdul 1981 Laumch of FLTSATCOM Satellite No. 5, the last of
the FLTSATCOM spacecraft.
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PROGRAM:

DIZSCRIPTION:

FUNDING:

r e, 6 Lecenher iv .0
DIRICTGR: Mr. Citradino
. ACT.OFFICER:LTC MclLaskey

Communications, Command and Control (CB) For The Rapid Deployment
Joint Task Force {(RDJTF)

The RDJTF is, in practice, a four Service raservoir of forces
suitable and prepared for rapid deployment in a contingency,
coupled with a headquarters which was established in March

1980 at MacDill AFBR, Florida, Efforts _have been underway since
then to determine and to provide the C° capabilities that would

be needed for the Headquarters and for the Swrvice componeats at
each stage - predeployment, deployment and employment of an
assigned mission. For the Headquarters element, essential garrison
type communications have been provided and support during deployment
or employment, in the near term, would come from a combination

of C3 assets presently available to U._S. Readiness Command and

in the Services. In the longer term C~ requirements include
procureient of satellite terminals, high frequency radio equipment,
switchboards and record traffic terminals. In addition there is

a requirement for increased manning for the communications element
supporting the Headquarters.

The Services requirements for the RDJTF are also being addressed.

In FY 80 a $56M budget supplemental was approved by Congress to
upgrade shipboard communications, provide communications equipment
for the Air Force to support a "bare base" operations concept and

buy new high frequency radios and tactical facsimile eguipment

for the Army. For the longer term procurement is continuing on

such items as TRI-TAC equipment and ground wobile satellite terminals.
The ongoing Joint Crisis Management Capability (JCMC) program will
also provide the Commander RDJTF a significantly improved enroute
and initial ground c3 capability. Other ongoing programs in the.
areas of positioning and navigation and taetical daga distribution
are programmed and will significantly improve the C” posture of the
RDJTF in the long term.

°

A comprehensive set of RDJTF requirements is being developed in an
0SD study which is scheduled for completion in January 1981.

FY 81 FY 82 FYDP TOTAL

Procurement *30M 15M -

* Reflects an unapproved DoD FY 81 budget amendment for RDF related
C” equipnent.

U
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MILISTOSES:  JCS Validzez CO requiremants fér 5g&. ROSTF 15 Janudry 148
0SD complere RDF reguirezerts gupport study 31 J'ar".ﬁé?r}“'. p2-1:58
0SD develop POM 83 Cﬁnsoli&étéf Gﬁféancé‘oﬁ-ﬁﬁ? Februaey 19
Services program RD¥ requirénents May 1981
ISSUES:

DECISIONS Jan - June 81:

Jan 81 JCS validate Hgs. RDJTF réguirements
Feb 81 0SD issue Consolidated Guidafice on RDF ‘Tequirements

Jun 81 OSD review/approve Sérvice POM iaputé
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ELECTRONIC WARFARE AND C3 COUNTERMEASURES; MISSION AREA 257

OVERVIEW:

BUDGET PROFILE:

Classified.by: ASD(C31)
Declassify on: 8 Dec 86




MAJOR ACTIONS REQUIRED/FORTHCOMING

i
(U) Presentation of Electronic Warfare Aéquisition Process Réview G
findings and recommendations in briefing format, Action MemoT: _
Conmittee report to OSD and Service authorities available on/befor
15880.

(U) Completion of Defense Science Board Task Force on Countérmea
30 January 1981. Findings and recommendations in briefing  fermét,
Memorandum, and Task Force Report-availablé on/before 1 March 1981,
addresses proper balance between hard kill and EW assets in énemy 4
suppression "mix." ;

(U) OSD review of the Navy/Air Force Advanﬁed Self-Pretection 5amm§i
Program, 3 March 1981. _ ' S




LIST OF DOCUMENTS AND REPORTS

EW AND C3CM

DODD 3222.4, Electronic Warfare Administration
DODD 4600.3, Electronic Counter-Countermeasures (ECCM) Policy
DODD 4600.4, Command, Control and Communications (C3) Countermeasures

Memorandum of- Policy #95, Electronic Warfare

‘NATO Long Term Defense Plan/Task Force 7 Report

DSB Task Force Report on Approaches to Countering Warsaw Pact C3
DSB Task Force Report on Navy C3CM

USAF/USA Counter Mission Analysis

~Modern Modulation Trends and Projected Impact on Tactical Reconnaissance and

Surveillance Systems

NATO Electronic Warfare Policy MC 64/4

NATO Electronic Warfare Concepts and Doctrine

NATO 3 Countermeasures: Policy (Draft)

NATO Major Commanders C3 Countermeasures Concepts (Draft)l
Joint Army/Air Force Defense Suppression Objectives Statement
Electronic.Warfare Procedures for Employment in Joint Operations
U. S. Army Electronic Warfare Concept |

DCP 171, Aifbo;ne Self-Protection Jammer

NDCP W0556-5H, EA-6B

DCP 126C, EF-111

' DCP 129, Precision Location Strike System {PLSS)

(@

DCP 130, ASHMD-EW Suite
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MISSION AREA 257

EW & C3 COUNTERMEASURES

FY 81 Budget Request - $1,060 M
($ Millions)

* Self-?rotection
$200

R&D \\\\\\

$333  31.4%

18.9%
Multimission
Technology &_Spt_

$128

Operations

- 12.1%

$168 15.9%

$295 27.8%

Investment

AN $175 16.5%

$559




257

- —_— - -

Clectronic Harfare & C3 Countermeasures

Funding Summary*

Self-Protection

TacAir IR C/M

Helicooter IR C/M

Surface EW S
Acft Surv/EW Self-Protection
Adv Radar Warning

Adv Self-Protect Sys

NATOQ Sea Gnat

Shipboard EW Imp

Airborne Self-Protect Jammer
Protective Systems

Tactical Protective Systems

Escort Standoff & Counter c3

Sea Based EW Squadrons {EA6-B)
Shore Based EW Squadrons
EW Counter Response

MC Tact EW Squad
Expendable Drones

EF-111

Compass Call

EC-130_TEWS

Tact C3

EF-111A

Tact C3 CM

System Protection

Multimission, Technology & Support

Cover & Deception

EW Spt Projects

MC Intel/EW Sys

Electromagnetic Combat Spt

EW Vulnerability/Susceptibility
EW Technology

Tac Elec C/M Sys

Air £W

SIGINT/EW Tact Spt

Total 257

# Trmealidse

Totals may not add due to rounding

L
- 171 nrnanvam oloments pyrent partials

Missioh Area 257

FY 188
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Uy The EA-6E wae first introduced in the £
urveillance and jesaing ca pati "T'_(;"q?"'! d t
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increousingly complex elecironic werfare threo
Improved Capabilities (ICAP) II, will commenc
improvenents are under study.

Pregraim Clement: P.E. 24154N, EA-6B Electronic Warifare Counte mc“sures

o z

Descriprion: (U} The EA-6B is a carrier-based, twin jet, electronic Verﬂ
A-6 and 1s compatible with strike aircraft in speed range, strength, and m
bility. The aircraft has a computer controlled electronic surveillance amd
system and high power jamming transmitters in various frequency bands.
is in production.

Program Element: P.E. 256741, EW Counter Response (U)

Descrintion: (C)/ )
3 i

Funding: ($M's) FY 81 FY §2 FYDP - Totaly

RDTEE (P.E. 25674N) 7.9 10.8

Procurement (P.E. 24154N) 187.8 217.0

0&M and Mil Pay 73.5 77.1
Milestones: .

JCAP IT, DNSARC IIIA 7/81 Iy

ICAP II, ASU 7/82 RS

ICAP I1I, 10C 7/83 _ )

Issues: (C} ™
Decisions: Jan-Jun, none.

lassified by: D{EWGC3ICH)
Declassify on: 9 Dec 86
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Dy m: - et mt o - : R e cammme
rosram: (U) Advance Sclf-Protection Syvstens {FE 642208 and 64737F)

Funding: (& M's) (U) FY S1 FY 82 FYDE Total
RDTEE,N 29,4 24.3 .
RDTGE, F 12.5 35.6 /
Procurement (USN)
Procurement (USAF) /
O§M, N /
0&M, F :

Milestones: TCY—

Issues: . (U)

—

o e

.Decisions: Jan-Jun §1 (1)

1) ASPJ and CPMS Source Selection (for single coniract tezam)
2} 0SD Program Review
_ S - 114

.z .Classified by: D(EWECSCH

"dﬁuﬁiinnmu .
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Date: November 25, 1930
Director: D(EWEC3CH)

- . - J. Lt b
Action Officer: Mr. Portiér

Program: EC-130H Tactical €3 Countermeasures Aircraft - COMPASS CALL

Description: /

Issues: None

Decisiens: Jan-Jun 81, none

Classified by: D(EWECSCH)
Declassify en: 25 Nov 86




( Program: QUICK FIX

bescription: ./

Funding: ($ M's)

RDT&E
Procurement
0O&M and Mil Pay

.Milestones:

EH-60A Initial Acceptance
OT-IXA

Production IPR
ioc

_ Classified by: D (EWEC3CH)
. Dcclassify on: 25 Nov 86

DIt for: bbbl
Action Officer: HMr. Stodola

FY 31 FY 82 FYDP Total
e
4.0 2.8 /
0 4.6 /
2.0 5.2 ;/
Test
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Date: 25 Novcmber 1980
Director: D(EWECICLY
Action Gfficer: MNr. Pg

Prooren:  TACIAN, AN/MLQ-34

pcscription:/

Funding: ($ M's) FY 81 FY 82 FYDP Total
RDTEE 1.0 3.5
Procurement 62.7 70.2
0&il and Mil Pay . 0 4.6
" Milcstoncs:
Issue: \
F RN
Decisions: None (Jan-Jun 81)
(lassificd Ly: D(EWLCCH)
P lar =3fv on- 26 Neas 86



D.rec.or: D(EWEC3CN)
Action Officer: Lt Col Arnold
! Program: (U) EF-111A Tactical Jamring Svstem (TJS)

Description: (C)./

A
Funding: ($ M's) (U) EY 81 FY 82 FYD™ Total
RDTE&E 5.6 14.5
Procurement 277.5 264.3
G&M and Mil Pay 3.5 10.4
i
Milestones: (U) k
DSARC IIiI Dec 78
,( Production Contract Marcras
N IOC (18 aircraft) Nov 83 _
‘. Complete 42 aircraft modification Dec 85 Iy e

-

Classified by: Menue w..,
Deelaessify on: 25 Nov 86
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Frogram: C? Countermeasures

Lescription:

: :
. ; ;
ARRREY. a b
ot
- .
- ‘l
: [T N ;
: \
A |
¥
' 1

Funding: (S M's) FY 81  FY 82 FYDP Total
RDTGE 76.0 103.0
Procurement 135.4 168.5
O&M and Mil Pay 6.2 12.8

Milestones:

I0C 4 COMPASS CALL Aircraft 4/82

IOC Integrated COVER AND DECEPTION (ICAD)/ B
SP5-48 Simulator 6/82 i

10C Integrated COVER AND DECEPTION (ICAD}/ N
SPS-49 Simulator 8/82 o

10C Off-Board Deception Systems (ODDS) NTDS Simulator 4/84 -

-10C  Off-Board Deception Systems (0ODDS)} C-Band Simulator ~ 4/85 +

I0C Off-Board Deception Systems (ODDS) F-Band Simulator 12/85 : ..

I0C  TACJAM 1/82 4

I0OC  QUICK FIX 12/85

Classified by: ASD(C31) :
Declassify on: 8 Dec 86 G




srse-yide 030 Tusinrd ftiezior leez 27
Fejor Mission Arez Overviaw.
Tne €21 support systems encempass the areas of: MNavigation and
Position Fixing, Support znd Ease Communications, Common-iser

Communications, Communicaztions Security, and & variety oV other
architectural and spectrum manzgement functions. The Devense-

Wide €31 systems must support the command function between all
echelons and have flexibility to cope with evolving threats and

be consisient with planned Force composition and employment. They
orovide an essential backbone for our military capabilities and
must be desioned, impiemented and operated to fuifill the following
key requirsments:

- Accurate, secure, jam-resistant, all-weather/all-hours naviga-
tion and position-fixing is needed 7or precise world-wide
control of forces, with a common grid for reconnaissance, sur-
veiliance, and weapon-control functions.

- World-wide, jam-resistant secure communications that are resistant
to nuclear effects to link decision makers with commanders in the
U.S. and overseas.

- U.S, military forces throughout the world need secure jam-
resistant_voice, digital data, and message services to support
general €3 functions.

- It is National policy to protect U.S. government telecommunications
which carry traffic essential to our national security from intru-
sion, deception and exploitation. Protection for CONUS 1inks and
a global secure voice switched network are major new efforts.

The mission area is highly 0&M and MILPERS oriented which utilizes

60 percent of the mission area 320 resource allocations over the period
of the FYDP. The development of new techniques and equipments/systems
which have a primary goal of reducing.both manpower and recurring O&M
costs offersthe potential for outyear savings. However, additional
ROT&E and significant capital investment expenditures in the near-tarm
would be required to achieve the reductions in recurring outyear D&M
costs. The development of such techniques for some portions of this
mission area has been hampered by low RDT&E expenditures. Efforts
which would benefit from increzsed RDT&E and procurement in this mission
area include: digital switching, transmission and technical control
facilities: consclidation and automation of faciliiies; increased
reliability in components and simplified instailation and maintenance

features.

Funding Profile ($M)

- w5
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MISSION AREA 320
DEFENSE-WIDE C31 SUPPORT

FY 81 Budget Request - $3,184 M
' ?$ Millions)

/ - .
yd Naviigation &
Position Fixing

Other C31 Spt
Programs

$76
2.4%

Common User Comm
$42¢

13.4%
Operations
Investment
$2,179 $573 18.0%
apport & Base Coum
COMSEC 68.5%

$1,421 14.6%

$500 15.7%




Navigation and Position Fixing (Mission Area 321)

Narrative Description. A vital factor in all command and con-
trol situations is the need to accurately know where you are,
where other friendly forces are, where the enemy is relative
to you, and to precisely detcrmine the position of enemy tar-
gets. The major purposes of the programs and projects in

this mission area are to provide force location, improved
weapons laydown, all weather operations, accurate sensor
basing and enhanced mohility, reaction, force discrimination
and situation monitoring through improved positioning and
navigation capabilities for tactical and strategic ferces.
Effective C2 is not possible without integrated and capable
positioning and navigation. The Navigation and Positioning
Fixing mission area consists of twenty-four program elcments
divided among global systems, local Systems, autonomous systems
(self-contained), and Mapping and Geodesy. The missjon areas
program of highest interest in the NAVSTAR Global Positions
System which is a .space based radionavigation system designed
to provide worldwide, all weather, day/night, 3D positioning,
velocity and time information to any suitably equipped user,
NAVSTAR GPS shows great promise for alleviating major require-
ments deficiencies as well as providing the means for revolu-
tionary advances in the uses of positioning, velocity and timing
information. Other new initiatives in unconventional inertial
system concepts also show great promise toward providing users
with high~quality, high~accuracy, self-contained navigation
capabilities that are invulnerable to EW effects. Program -
Management for this mission area covers significantly more
systems than the preogram elements would suggest. Long-range
planning for almost all existing and developing DoD PUOS/NAV
systems is accomplished under this mission area.

The QASD (CBI) responsibilities include being the DoD focal

point for all positioning and navigation activities systems
management and the related programs. The programs receiving

major emphasis at this time are the NAVSTAR Global Positioning
System (GPS) and certain inertial navigation efforts. The GPS

is expected to be the primary radio navigation system of the
future. The importance of GPS does not negate the need for cer-
tain local area positioning systems such as the Army/Marine posi-
tion location reporting system {(PLRS) and various self-contained
navigation systems for high priority weapons systems which operate
in sophisticated electronic threat environments, Therefore,
despite the prominance of GPS, we will continue to require support-
ing improvements to self-contained navigation systems utilizing
advanced techniques such as ring laser gvros and strapped-down
navigation concepts, -8



Specific Objectives that we are trying to achieve in this
mission a.ca 2re:

Make maximum use of existing and developing POS/NAV capa-
bilities,

- Accelerate definition of procurement plan and inte-
gration scheduie for GPS user equipment. Develop
integration priorities for users.

- Give high priority to definition of how to benefit
for contirually increasing operational capabiliry
of NAVSTAR GPS.

-~ Resolve on-going evaluations of GPS selective availa-—
bility.

~ Participate in the resolution of funding/schedule mis-
match for IONDS terminal deployment.

~ Support 0SD and Service invelvement in transition
planning for MLS.

-~ Pursue Service evaluation and testing of Atmy-develdped
MLS equipment.

Define the best POS/NAV systems mix to satisfy validated
requirements.

- Focus continuing efforts on long-range planning for
POS/NAV systems mix.

~ Devélop explicit guidance that implements POS/NAV
decisions reflected in the JCS Master Navigation Plan

and the Federal Radionavigation Plan.

- Support immediate release of the Federal Padionavigation
Plan.

bevelop and deploy high performance Inertial Navigation capabili-
ties.

= Continue high priority support to advanced technology
efforts such as ring-laser gyroscopes and solid-state
strap-down gyroscopes.,

~ Continue priority efforts to finalize standardized INS F3.

Support multi-national efforts in POS/NAV.

~ FPursuc definition of cost-sharing alternatives for NAVSTAR
GPS. ‘
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- Give nigh prioricy support tOC spezific U.S./XATO actions
to increase/esphesize TSGCII/SUDGROUP & and standardiza-
tion working activities on POS/NAV Systems.

We 2re cooperating very closely with KATC in several navigation
ané positioning projects. Of major impcriance 1s the Multi-
national Memerandusm of Understanding (MOU) on the GPS program.
Tris MOU has brough:t WATO countries into the GPS program as
full-fledged participants in cthe development of user equipment.
N4ATO representatives are also active memvers of the GP5S Joint
Program Office.

Over a billion dollars are spent on pesitioning and navigation
equipment each year in DoD. This includes development, procure-
ment and operarion of satellite systems (i.e., TRANSIT and NAV-
STAR Global Positioning System); surface, aireraft and ship
navigation equipment {i.e., PLRS, inertial navigators, dopplers,
TACAN, LORAN, etc.); and surveying systexs/equipment, This mag-
nitude of expenditures draws more than the usual amount of
scrutiny both within and from without DoD and has led to a
continuing multi-agency planning effort of all radio navigation
systems to annually produce a consclidated Federal Radio Naviga-
tion Plan. The main thrust is to reduce the proliferation of
POS/NAV systems and establish phase-in/phase-out schedules.

The OMB chairs this effort with DoD (04SD-C31) DOT, and other
involved =gencies participating. The first report to the Presi-
dent and Congress is expected shortly. We have already begun

the next update revision.

There is a significant amount of interdhange and coordination

with civilian agencies and organizations in the navigation field.
The Director, Theater and Tactical €2 is the primary point of
contact with the DOT and FAA for all DoD POS/NAV research, engi-
neering and acquisition matters. To sustain the improved planning
efforts berween the DoD and DOT, a DoD/DOT JOINT RADIONAVIGATION
WORKING GROUP and an Executive Committee have been established

and are funcrioning. An FAA/DoD R&D Coordination Committee also
funcrions to coordinate program efforts on systems which have both
civil and military implications such as the Joint Tactical Micro-
wave Landing System, Discrete Address Beacom System, GPS, etc,
Through this mechanism, potential system and technical problem
areas are identified, analyzed and resolved in an orderly manner.

‘ %



Funding Profile:

FY 81 FY 82 FYDP (82-86)
RDT&E 183.3 248.1
[HVESTHENT 34.1 154 .8 /
0&M 203.5 205.3 ‘
TOTAL 425.9 608.2

Major Programs:
- HNAVSTAR GPS - User Equipment
- MAVSTAR GPS - Space & Ground Segment
Major Plans:
- Army, Command and Control Master Plan
- Navy, Command and Control Plan
- lAir Force, Tactical Air Forces Integrated Information Systemr
- DoD, Long Range Theater/Tactical c31 Resource Plan
- 0JCS, Master Havigation Plan

- Federal Radio Mavigation Plan

TR
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MISSION AREA 327

NAVIGATION & POSITION FIXING

FY 81 Budget Request - $426M
($ Millions)

\\
R&D
lLocal Systems Global Systems 5188 44 .2%
/ 5241 56.5% $171 40.1% Investment
— $34  8.0%
\ Operations
$204 47.8%
/
B _— Mapping & Geodesy ///////
$.2 %
——— \ ] /
i \\ ----- \ . “""-. __\H‘_—_-_ ~ e -
Autonomous Systems
$14 3.3% ]
Source:  Sep 80 FYDP 0ASH{C21)

Noes not inclide NFIP nor nartial nroaram elenenis

G Resources
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ffevication and Position Fixing Mission Area 32 ;

Funding Summary=

(S Millions)

FY 1881 Fy 1982 .-
321 a. Global Systems
NAVSTAR GPS (Space/Grd) .3 120.5
Ravigation Satellite 5.5 - 17.1
NAVSTAR GPS (User Eq) 165.0 - 2040 -
(170.8) (341.6)
b. Local Systems
Traific Control & Landing Sys**  240.3 248.7
Air Contro] (TRACALS) . A
(240.4) (246.8)
¢. Autonomous Systems .
Adv Navigation Dev .3 2-
Navigation Sys- 3.5 5.
A/C Navication Sys Ver1f 1.6 1.
A/C Avionies 9.0 B
(14.5) (18
d. Mapping and Geodesy :
Mapping & Geodesy .2 1
Total 321 (425.9) (608.2)

Totals may not add cdue to rounding

**(85% Operations)
*

;nc]udos all program elements excent partials and HFIP
o~ o AR IR ETT T




DATE: 8 December 1980
DIRECTOR: Mr. Cittadino
ACT OFFICER: Lt Col J. Martel

PROCRAM: MAVSTAR Global Positioning System (GPS)

DESCRIPTION:

The NAVSTAR GPS is a space-based radio postiioning/ravigation
system that will provide extremely accurate three-dimensional
position and velocity information togehter with system time to
suitably equipped users anywhere on or near the earth. The

GPS consists of three major segments: space, control and user,
all of which are in full scale development. Position determina-
tions are based on the measurement of the transit time of RT
signals from four satellites (of known positions and synchronized
time) of a2 total constellation of 18. Position aceuracies on

the order of 10 meters (throughout the world) and greater can

be achieved. Four satellites are normally required for navisa-
tion, and the four offering the best geometry can be selected
manually or automatically by receivers using ephemeris informe-
tion transmitted by the satellites. Ranges to the four satellites
are determined by scaling the signal transit time by the speed of
light. Operation of the system requires precise synchronization
of the satellite clocks with the "GPS system time" which is accom-
plished by the use of an atomic frequency standard in each
satellite and use of clock correction parameters that are pro-
vided by the ground Control Segment. The requirement for users

to be equipped with costly precision clocks is eliminated by the
use of range measurements from four satellites. In terms of
navigation accuracy, one nanosecond of time error is equivalent

to approximately 0.3 meters (0.%84 feet) of range error so that
precision timing and frequency control are essential to the GPS
system. The ability to precisely position all friendly users

and the enemy forces and targets in a2 common grid reference system
is critical to the effectiveness of our strategic, tactical and
Space weapon systems. In addition, for reconnaissance and intel-
ligence missions, knowledge of exact positions at a given time

is essential. The NAVSTAR CPS program directly supports and
provides major increases in effectiveness of the following mis-
sion areas: air interdiction (destruction or neutralization

of enemy ground and naval forces); close air support; airlift

and rapid deplovment forces; special operations (unconventional
warfare, search and rescue, counter-insurgency); strategic attack;
counter-air and aerospace defense; laud warfare (close combat,
fire support, ground air defense, mine warfare, combat and service
support); theater and tactical Cil (surveillance, reconnaissance,
target acquisition and C2); naval warfare (anti-air, anti-sub-
marine, anti-surface, nuclear and conventional strike, amphibious
warfare, mining and mine sweeping); and naval supporting warfare
(special warfare, ocean surveillance, electronic warfare, logistics).
All of the U, s, military services, other elements of the Department
of Defense, the U. §. Department of Transportaion, and our NATO

Y

"



o——r—.

Lt

TSSUES:
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RDTLE
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o&M & MIL.

PAY
TOTALS

MILESTONES:

DEGISIONS:

None.
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allies are participating in the development of the system
which will provide unprecedented navigational accuracices
for military and civil users oa a worldwide basis. 1In dddu
tion, GPS provides precise, cantinuous (full<time}, all- ¥
weather, common grid worldwide positioning, navigation,
reference capability, highly accurate vc]oc1ty information
(essential for inertial and weapon delivery systems) under }’
both combat and non-combat conditions. b

FY 80 : '
' & Prior 81 82 83 84 85 . 86 THR v96
, _ . E
599.5 170.5 221.0 :
120.5 ‘
599.5 170.5 341.5 '
Program ' N
- DSARC III Sep 83
- 3D Capability 4th Qtr* 87 '

Space Segment

Programmatic:

Jan~-Jun 82.

- Replenishment Satellite

Contract Award Oct 79
"~ Block II Contract Award Oct 80
-~ Production Contract Jan 82

Control Segment

- Development Contract Award Sep 80
- Operational Control Segment
Operational Nov 87

User Segment

- TFSED Contract Awards (7) ' Jul 79
— Start I0TELE : Jan 83 -
~ Complete IOT&E Aug 83
- TFirst Production Contract Awards Jan 84

Xeed to establish firm policy on selective avail
(balance civil use and npational security cownsider




Support & Basce Comirunications {liission Area 322)

HNarrative Description. Case Communications includes the acrui-
sition, construction, installetion site preparation, operation
and maintenance of the Services' nontactical/Hon-Defense Commu-
nications System (8CS) post, cemp, station, airbase, facility
comnunications terminal and switchine facilities, to include
Defense Metropolitan Area Telephone Systems (DMATS), equipment
plants, manual and autometed telecommunications center switching
facilities and associated cable distribution plants to include
Autormatic Digital fetwork (AUTODIN) terminals, messaae reproduc-
tion, processing and distribution, base wire and radio systems
including maintenance and/or lease of fixed and mobile radios,
including fiilitary Affiliate Radio System (MARS), lecase and/or
maintenance of outside plant television facilities (antenna/
cable systems), cormercial communications including locally
Teased circuits and equipment, toll and local telephone and
message charges, and other communications services purchased
from commercial communications companies and common carriers.
The European Telephone System (ETS) is the fixed telephone
system serving U.S. Forces in Europe. .

Budget Profile.

Funding (SM)
FY 81 FY 82 FYDP (82-86)

ROT&E 5.1 6.0

Proc. 131.0 115.3 .
0&M1 1,284.5 1,400.2 \

No. Personnel 43,878 42,427

Major Programs:

- European Telephone System (ETS)

- Defense Metropolitan Area Telephone Systems (DMATS)
Major Plans:

- ETS Plan

- Base Communications Plan {BASCOP)
- Voi. I and 1I, September 1977

- Base Corriunications System Design for the 1980's (Draft
Vol. IV) and draft SCOPE DIAL Plan :

15
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- ASD(C3I) establishment of Defense Switched Network (DSt!)
- Memorandum, 6 September 1979

- Revised DSN Concept Plan (available January 198%1)

Issues: The issues in this mission area are primarily those

related to individual qeographical areas (typically of a 50-mjle’.
' radius).  They deal with the relationship of individual base s
telephone and message centers and the degree to which they are |
to become integrated with, or replaced by, consolidation programs. | ..«




MISSION AREA 322

" SUPPORT & BASE COMMUNICATIQNS

FY 81 Budget Request - $7421M
: {$ Millions)

Service-Wide Spt Comm Operations

Agency Comm
-~ Spt

$47°
3.3%

$587 41.3%

Inve§iméﬁt-
$137 9.2%

Activity Spt Comm
152 10.7%

| Base Comm $1285 90.4%,

$635 44.7%

5

: 3
Source: Sep 80 FYDP ' _ ggsgﬁgoﬂgces
Oees not include NFIP nor partial program elements TR L ] Lo Resol




SUPpUrG dNu Bese Lompunicat . ons

Funding Summary*

322 a. Base Conm
Base Comm {SAC)

1" n (ADC) .

it 1] (TAC)

1 " (Navy)

] n (MC)
Installation Audio Visual
HMgmt Hg
Base Comm (Army-COMUS)

u Tt (AP"IT[_\/— EUP\)

" " (Army-PAC)

" Program 3

n ] (MAC)
Acquisition/Cmd Spt
Baﬁe Comm Logistics

©. " Training

K " Health Care

" " Admin

-
b. Service-wide Support Comm -

STARCOM .
AIRCOM
NAVCOM

€. Activity Support Comm
Undersea Surv Sys
Weather Serv
AFSC Engr/Install
Satellite Control Fac
Def Met Sat Prog
SAMTEC

d. Agency Spt Comm
Def Invest Serv
Def Map Agency
Huc Wpns
Logistic Act
Am Forces Info Serv

Defense Contract Audit Agency

Hash Hg Serv

Total 322

Totals may not add due to rounding

* Includes a1) pProgram elementg
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Common User Communications {(Mission Area 323)

Narrative Doseription. Common user communications encompass thosg
global backbéne and inter-area assets required to communicate between -
national and theater/command and tentrol elements, &nd between syt
national command and contro| elements and multi- nat

facilities providing long distance communications in
service equipments. Economics and connectivity to 2d
USers are gained by the pooling of equipments -and facilities. This in !

i

turn provides for a robust network, diverse rquting,

vivability for "thin-1ine” critical users. The provi
user backbone also provides the Capability to.interfa

and equipment via the standardized protocols, signalling and standards
of the backbone. Thus, it is both highly compatible with users unioue

Operational concepts, responsive to changes in.

requirements and capaple ©

of providing "on-demand" service for unforeseen requi

the global Switching and transmission facilities
ications System (DCS) as well as point-to-poiqﬁ c
networks. It includes government-owned facilitie Mo
of leased assets and contractor support. The Switching facilities cghs@&

rements. It includes
of the Defense Commun- ©
ircuits and closed 5
s as well as large amey

of voice, secure voice, secure record/datarand unsécure intercomputer’

networks. Transmission assets consist of satellites, submarin
landlines, and microwagg[trgpospheric scatter radio systems.

The system has excellent data security, but very 1imi
Communications. Major improvements in survivability,

to operate under Jamming conditions, and reduci

Operate the system are fgquifed.

Budget Profite:

ng the

A i

e cab?eg;

the satellite cap
Y have been achiey
ted security for'vo
Secure voice, abi

g qs Y
a

Fy, o H
manpower réquired,”

and_improved'sgr~¥d_
sioning of a commony-
ce diverse systgmgii

L

Tonal tactical forced. -
ed (non-mobile) &'

support of multi- &
widely diversified - |
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Major Programs:

AUTOVON and Defense Switched Network
Secure Voice Improvement Program (SVIP)
AUTODIN 11

Defense Satellite Communications System (DSCS)

Major Plans;:

Defense Communications System Five-Year Program (FYP) FY 1982-1986
Executive Summary ,
0ASD(C31) Promulgation/Guidance memorandum, July 31, 1980

Defense Communications System Ten-Year Plan FY 1982-1962
Executive Summary
0ASD(C3I) Promulgation/Guidance memorandum, October 1980
Defense Switched Network {DSN)}
ASD(C3I) establishment memorandum, September 6, 1979
Revised DSN Concept Plan (available January 1981)

Integrated AUTODIN System - Parts I, II, and III Reports
DASD(C3I) Memorandums on Parts I and II

Telecommunications Counci]‘cﬁarter
PDM Issue Book

€3 section of the Seventh Annual Report to Congress on Rationalizaztion/
Standardization within NATO

€3 section of the January 1981 Report to Congress on the Readiness
Status of NATO's Military Forces

Revised DoD Directive 2010.7 on U.S. Policy on Rationalization of
NATO/NATO Member Communications Facilities

NICS Stage II Transition Strategy (AC/270-D/220)
Semi-Annual NJCEC Decision Sheets

¢3 Lop Program Monitors Annual Report to the DPC Ministers

. Defense Satellite Communications System Program/Plan FY 1982-1986

Execugive Summary
ASD(C°I) Approval/Guidance Memorandum, June 12,1980

l5">
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MISSION AREA 323

COMMON USER COMMUNICATION -

FY 81 Budget Request - $761M
?$ Millions)

Operations

72.2%

Investment
$154
20.3%

0ASD(C3
€3 Reso
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Common User Comm Mission Area 323.

Funding Sunmary*

(S Millions)

FY 1981 FY 1982

323 Defense Satellite Comm Sys 140.3 224.9
Defense Comm Serv (Indust Fd)** | 474 .1 488.2

Def Comm Ser (Revenues) ' -472.9 . -487.0

Long Haul Comm - Army 21%8.2 219.3

" " " - Air Force 231.9 249 .3

! " " - DCA 89.2 . 112.0

" " " - Navy 79.5 101.6

Total 323 761.3 908.4

Totals may not add due to rounding

* Includes all program elements except partials

#* Communications Services Industrial Fund (CSIF). The CSIF is a revolving
fund which provides leased communication service worldwide to DoD and
non-DoD customer activities on a reimbursabie basis. The CSIF is manzged
by the DCA with the day-to-day operation being accomplished by the Defense
Commercial Communication Office (DECCQ), a field activity of the DCA, lo-
cated at Scott AFB, I11. DECCO also has field offices in Europe, Hawaii
.and Alaska. The total FY 81 estimated commercial sales through the CSIF

is S475 millign.
52




Jate: December ¢, jess
irector: lir. Szlign
Action OFficer: Mr. A facey

Frogram:  AUTOVOMN and Defense Switched Networl {DSK)

Description: AUTQVON i the principal long-haut unsecure voice communications
network of the Defense Communications System (DCS). it hand]es.end—to-epq'ﬂ i

switched communicatiens for the Department of Defense and certain other ggyeﬁmé=f
ment agencies. The network consists of three major components: switching
centers, transmission facilities, and terminal equipment. It has a total of
69 operational switching centers connected by 8,800 circuits. Forty-five
switching centers are located within the Continental United States {CANUS),
eight in Canada, one in the Panama Canal, and fifteen in overseas locations,
AUTOVON inciudes interswitch trunks and subscriber access tines over a
variety of means, including microwave, High Frequency (HF) radios, tropo- o
Spheric scatter, cable, and satel]jtes. These facilities are predominant]y R
leased in the Continental united States with a mixture of Teased and
government-owned facilities overseas and between the CONUS and overseas
nodes. ,ﬁ,l

AUTOVON provides a precedence calling system which ensures that

National Command Authorities and other commanders can place calls during "t vr&;t 4

crisis situations. This is accomplished by preempting or temporarily deny-

ing service to lower priority users. As such it provides common USer acces’s
to our forces for the day-to-day exchange of information among aill echelons

AUTOVON interfaces with the National Communications System {NCS), o
allied communications networks inciuding electrical connection to the NATO ©
Initial Voice Switched Network (IVSN) and special networks. AUTOVON trunks U
provide the backbone for the current narrowband AUTOSEVOCOM 1 network. The v ayl
planned Secure Voice Improvement Program (SVIP} will use both AUTOVON and ~~ ° =#;
other networks for secure voice service. .

Recent studies concerning AUTOVON and Base telephone switching systems
have highlighted the advantages of employing digital switching/transmission
equipments and placing AUTOVON switching functions at or close to the users |
on military bases. Additionally, the advent of on-base or regional commércﬁ@]ﬁ
satellite terminals for hand1ing portions of the DoD's Tong distance AUTOVONS
commercial and Federal Telecommunications Service (FTS) traffic offers the 1w .
advantages for increased economies. Therefore, the DoD is defining and
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initially and subsequently overseas. These ptans wi}]_be supported by o
appropriate transition strategies so that our acquisition and leasing actions
for all forms of Tong distance voice communications as well as our base te]e1

phone systems are in harmony.




ROT&E 0.9 1.3
Proc* 2.9 4.8 /
O&t* 136.8 145.0 |

*AUTOVON only data as DSN impiementation data has not been developed.

Milestones

DSN Concept Plan Approvad Spring 81
Upgrade Fairview AUTOYON Switch cY 81 -
Activate Two Alaskan AUTOVON Switches CYy 82



‘Date: December 6, 1920
Director: HMr. Saiton
Action Officer: Mr. A. Facey .

Program: Secure Voics Improvement Program (SVIP)

Description: The Secure Voice Improvement Program {SVIP) is to provide a
global secure voice capability for the non-tactical elements of our force
structure. The capability which exists at the present time is severely
limited in quantity, quality, global coverage, and requires cumbersome

and complex procedures to ptace and complete a call. The principal aim is
to be able to provide a dial-it-yourself secure voice capability over exist-
ing government-owned and leased telephone and transmission systems and be
interoperable with Federal (non-DoD} and tactical secure voice systems.
Growth to 10,000+ users by the mid-1990s is projected.

The technical design complexities in developing secure voﬁce tele-
phones and the complex interfaces associated with making them interoperazble

-with a range of telephone systems and tactical secure voice networks have

severely limited the rate of progress in proceeding towards a new system.

The design complexities have not only slipped the projected availability

dates by 2-3 years but are resulting in high unit cost projections of $30K
plus which have necessitated a re-look at the system cppro:ch previously
selected. If unit prices remain high, it is probable that the quantities
procured will remain low despite the security threat that prevails. Therefore
a major reappraisal of our actions and options has been initiated which will:

| \ - @

SUNDING* © FY 8l FY 82 FYDP  Total
RDTSE 1w.om 142 !
Proc 3.0 3.0

111 require increases as new approach is definec.
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Terminal Feasipility Analysis Completec Sprinz 1981
full Scale Development Start Summer 1221
Low Rate Initial Procd Deliveries 193¢
ISSUES

DECISTONS

tach of the above issues will require decisions by 0SD and guidance to the
MILDEPS during the first half of CY 81.



Date: December 6, 1930
Director: Hr. Salton S
Action Officer: Mr. A. Hartigan '~

Program: Defense Satellite Communications System (NSCS) - S

Description: The Defense Satcllite Communications System provides Super High o

Frequency satellite communications for secure voice and high data rate trans- .
missions in support of unique and vital national security requirements for
worldwide military command and control, crisis management, intelligence and .
early warning detection data relay, treaty monitoring and surveillance infqr;!
mation, Presidential support missions, and diplomatic traffic. The Defense
Communications Agency (DCA) is responsible for overall DSCS program management,. -
systems engineering, operations, and satellite communications architecture.k;.
The DSCS program-consists of a space segment, which is an Air Force responsii-

PN .-.E;EE-="&. ‘K =
T e T T %%
i

bility; a multi-user terminal segment of ground, airborne, and naval elements; |

and an operational control segment. The authorized space segment is comprised
of four operational and two in-orbit spare DSCS satellites positioned in.
synchronous equatorial orbit over four geographical areas to provide global
(less_polar) coverage te 720 latitude. Existing DSCS I satellites will bel -,
replenished with DSCS 111 satellites which will provide increaséd channeliza-
tion, flexibility, and electronic counter-countermeasure capability. DSCSTIPT

will include a UHF and, in the future, SHF capability for Emergency Action |ii°
tessage Dissemination. :

The ground segment in support of DSCS requirements is large fixed-type ..
terminals equipped with antennas from 60 fect in diameter down to 18 feet':

in diameter. In addition, the Advanced Airborne Command Post and Navy ships. &

will utilize the DSCS for strategic requirements. There are also a number
of small, highly transportable ground terminals available to support JCS 1
contingency operations. A1l terminals will be equipped in the future with |

AJ communications equipment to provide communications connectivity in a
Jammed environment.

Funding ($M) (Estimated) FY 81 FY 82 - FYDP FY 82-86

DDT&E
Army _ 15.3 21.0
Navy 2.1 --
Air Force 21.3 35.2
DCA o 2.6
Procurement
Army 120.0 106.7
Navy 5.2 6.0
Air Force 96.0 133.3
0&M & Mil Pay
Army 19.7 20.8
Navy 4.4 7.2
Air Force 12.2 23.8




Milestones

- Jan 1981 - the f%rst EN/GSC~39 satellite ground terminal to become
operational at Thurso, Scotland

- Feb/March 1981 - the first of the new anti-jam modems will become
operational linking Europe and ZONUS with protected communications

- May/June 1981 - Yaunch of the first demonstration Flight Satellite
of the DSCS II1 program along with DSCS II satellite number 15 on a TITAN IIIC
launch vehicle

- Mid to Tate 1981 - DSARC III for DSCS II1 satellites

- Mid to late 1981 - production go-ahead for DSCS IIl operational
satellites . . .

Issues:

5%
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Communications Security (Mission Area (324)

Narrative Description. Protective measures taken to deny unauthor-
ized persons information derived from telecommunications of the
U.S. Government related to national security and to ensure the
authenticity of such communications. Although considered a
separate Mission Area, a_wide variety of COMSEC equipments and
programs upport parent C2 programs .n all other major Mission
Areas. A1l COMSEC resources for all Services and Defense Agencies
are separately identified in the COMSEC Resources Program, P.E.
33401.

~ Security Standards and Assessments: Development of Signals Security
vulnerability and threat assessment capabilities.

- COMSEC Technology: Development of concept-, techniques and technology
for integrating Service needs with COMSEC hardware and software.

- Secure Voice: At;ain total security for all voice radio communications
by the late 1980's - mid 1990's.

Single Channel Radio

-~ KY-8/28/38 NESTOR - Wideband Secure Voice - Tactical Crypto

-- KY-57/58 - VINSON - Wideband Secure Voice - Tactical Crypto

-~ KY-67 - BANCROFT - Wideband Secure Voice - Tactical radio.
and crvpto in a sinale unit.

-- KYV-2 - Crypto for AN/PRC-68 VHF-FM squad radio

s | ey

SR \



-- KYV-4/K6V-10 - Crypto and ECCH units for SINCGARS-Y
-- KY-65/75 - PARKHILL - Narrowband WF - Tactical Crypto {anatogq)
-- KYV-5 - ANDVT - Harrowband HF - Tactical Crypto (digital)

Joint Tactical Communications

== TRI-TAC crypto family

Defense Communications System

== KY-71, KY-72 - Secure Telephone Units - Digital systems for Secure }
Voice Improvement Program {SVIP), Federal Secure
Telephone System and strategic applications

-~ Secure Voice and Graphic Conferencing crypto

- COMSEC Technical Support: Provides operator and maintenance training and
support to improve life cycie reliability and availability. Includes test
and ancillary equipment

- Material Deve]opment/Production/Distribution and Control: Produce, store,
issue and account for keying material, codes and other COMSEC support
materials.

~ Ope?ation and Management Support: Identifies al) manpower and supporting
resources fully dedicated to COMSEC activities.




AN
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Major Plans:

- Nationai COMSEC Plan for Space Systems and Muclear Heaponsﬁf 
Systems

- National COMSEC Plan for Tactical Voice Communications

- National COMSEC Plan for Fixed Plant and Strategic Voice
Communications :

- Air Force COMSEC Objectives Plan

- Na&y Secure Voice Plan

- Army Priorities for Application of COMSEC Equipment Resourcesw
- -National COMSEC Policy Directives

- DoD COMSEC and ECCM Directives

- National COMSEC Committee Annual Report

- DoD COMSEC Congressienal Budget Justification Books

Major Actions Required/Forthcomin 311 ; e

ning. The ASD(CSI) represents the B
gecrgtary of Defense as the Chairman, National Communications Security ¥
omm1t§ee,.an 1nterdgpartmepta1/agency committee responsible for 1
communications security activities that protect government-derived

classified information and government-derived g . .
; . unclassified information.
relating to the national security. ormation




FY 82 COMSEC RESOURCES PROGRAM
($ MILLIONS)

N~ MATERIAL,
DEVELOPMENT,

PRODUCTION,
DISTRIBUTION
AND CONTROL
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NATO ACTIVITIES 1N €3

The Office of the Assistant Secretary of Defense (C31) is actively engaged

in contributing to the improvement and strengthening of NATO.
butions take varying forms from small unilateral technical contributions
to large multi-national or even total WATO cooperztive efforts.

These contri-

The follow-

ing constitute a partial listing of current activities/initiatives that C-I

is currently pursuing:

10.

11.

Highlights of these programs are contained in the materxrial that follows.

Participation in NATO c3 Organizations

NATO Air Defense/ACCS Team
MIDS

IFF/NIS

LTDP

NICS

NATQ III Satellite

NATO IV Satellite

Combat liet Radio

Singlte Channel Radio Access

ELCROVOX

IAS

AL
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1., Participation in NATO C3 Organizations.
c31 currently represents the U. S. in the following high level €3 NATO b{_

NATO Air Defense Committee (NADC) and the Panel

(e}
on Airspace Management and Control {PAMCS).

o NATO Joint Communications and Electronics Committee
(NJCEC) .

o NATO Command and Control and Data Processing Committee
(NCCDPC) .

o Tri-Service Group on Communications and Electronics
{TSGCEE) and Subordinate Bodies.

o C3 Senior National Representatives (CSSNRS).

o SHAPE Technical Centre Scientific Committee of Nationmal

Representatives (STC SCNRs).

in 211 of the above organizations, the ¢31 role is to develgp énd presenF“’_%_
coordinated U. S. positions to NATO and to provide leadership in order to &
rapidly progress NATO and U. S. objectives in the C” field. :

2. NATO Air Defense/ACCS Team.

One of the largest’ technical programs ever undertaken by NATO has recently
been approved by the NATO Defense Ministers. This program, which WillfimH§9§
the total NATO air operations will cost 544 Billion over the next 15 yearsd v
The 3 portion will cost over $4 Dillion and encompasses most of the major! ..

2 efforts in Allied Command Eurone.

~

In crder to design, develop and implement. the c3 components, the U. S.

recommended a systems engineering team be formed

(the ACCS Team), and the : °

nations have agreed.

The Team of 30 members will be scon formed and will

be in full operation by the summer of 1981. c31 is actively pursuing the

formation of the Team and expects to participate fully with key managets
and staff members.

ok
- 1] !
At present there is considerable disagreement among the nations on where the .

ACCS team will be located as well as selection of personnel to fill key .
leadership positions on the team. The two locations being considered are:
Brussels, Belgium and The Hague, Netherlands. The U.S. has maintained a
streng position that the team should be located at the SHAPE Teclinical
Center (STC) at the llague because this would be the least costly approach

and would collocate the team with the STC team which will provide it technifedd *

support.
Although the US has withdrawn our candidate from consideration as the téamﬂl
leader or’’deputy, there are still multiple candidates for each position with
no clear-cut choice for U.S5. support at this time.

]
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HMIDS is conceived as NATO's integrated communications-navigation-idencifica-
tion (CNI) program; it has been approved as part of the Air Defense Planning
Group's program, under the LIDP., MIDS program work falls under the (TSGCEE),
and is monitored by a nine-nation Project Group on MIDS. The current program
is a year-long study of MIDS architectural and systems applications, both

to support work on a draft Stanag and MOR, and to provide options for
detailed architectural and technical standards and characteristics. This
work was performed by a full-time, six~nation MIDS Team, located at The Hague,
Candidate MIDS systems are JTIDS, SINTAC and MACS. The U. 5. goal is now

to pursue the MIDS devclopment and implementation as part of the NATO Air
Defense Program and in other applications.

4, NATO IFF

The U, S. role in NATO IFF activities relates to the use and installation

of the zurrent Mark XII system and the definition of the NIS (future NATO
Identification System). The U. 5. objective is to achieve secure IFF
interoperability through installation of Mark XII compatible equipment by all
NATO Allies. As a follow-on, the FRATO Identification System (NIS) will be

a significant improvement to the Mark XII and extend an IFF capability to
the forward combat zone in a ground-to-ground and air-to ground modes. The
NIS development will be guided by an agreed upon signals-in-space STANAG
that is currently in draft form. This agreement will permit the formulation
of national MOU's and phase-in-dates that are commensurate with priorities.
The U. §. will retain lead responsibility for the associated cyrptographic
compenents or modules which appear to be the subject of a new development.

However, to date there has been considerable disagreement among the four
principal nations (US, UK, FRG and France) participating in the STANAG
formulation. A US analysis has shown that a STANAG compliant design will
require advanced technology to build and will be costly to acquire and
install into existing weapon systems. Thus, the US (with support from
France) has insisted that the STANAG include a discussion of alternatives
which will be examined and that initial confirmation of the STANAG be
with the understanding that the nations will proceed with the development
of a STANAG compliant design. {We want everyone to understand that we
are not committing to procurement until we complete our US development
and get a DSARC decision).{We have informed the other nations that we
must examine other alternatives (including L-Band, -the frequency band

of the existing IFF system) to assure ourselves that we have chosen the
most cost effective approach. The UK and FRG have raised objectives to
the US approach stating that "other alternatives were discarded years
ago" but offering no technical documentation to substantiate the basis
for discarding. They further feel that the US approach will delay the
fielding of a new system, They feel that all efforts should be devoted
solely to developing a STANAG compliant design. They object to a STANAG
which includes discussion of alternatives, which the US has insisted upon.
We have raised this issue to high levels within the MODs and have recently
seen some signs of a movement toward the US position. There will be
meetings in December 1980 and January 1981 which hopefully will break

the stalemate,



3
5. L _Long-Term Defense Program (LTDP).

Although a number of communications, command and control (c3) programs were
underway in NATO, approval of the HATO Long Term Defense Program by Defense
Ministers and subsequently by NATO Heads of State and Government in the Spring
of 1978 placed these and new programs into a cohesive coordinated whole. It
gave NATO and national C3 efforts an increased sense of purpose and urgency.
Of the ten LTDP program areas, C3 is an essential element in four: maritime
posture, air defenge, electronic warfare and, of course, the program specifi-
cally devoted to €2, Major C3 LTDP measures are development and approval of
operational, procedural and technical interoperability standards for communi-
cations and ADP systems:; NATO Integrated Communications System Stage II,
Maritime Communications Program; Tactical Trunk Network: Single Channel Radio
Access, NATO/National Area Interconnection Program; Strategic ADP System;

War Headquarters Improvement Program; Tactical ADP Program; and Warning Im-
provement Program. These programs will be implemented between now and the
end of this century. Over that period, incremental improvements to NATO's

C3 capabilities will take place.

6. BATO Integrated Comnunications System (NICS).  The NATO Integrated Commu-
nications System, conCeives in 1970, will be an effective operating NATO
command, control and communications system by the early 1980s. This system
is designed to meet the politicat and conmand and control communications
requirements of NATO civil and military authorities. The completed network
will be a survivable, comnon-uscr, switched voice/teletype/data system which
will absorb or replace most of the current NATO-funded communications systems. -
The HICS will connect the NATO headquarters in Brussels, NATO commanders
headquarters down to the Principal Subordinate Commands and the NATO national
capitals for essential command and control, political consultation, intelli-
gence exchange and mzssages concerning nuclear weapons employment.

The mature NICS Stage IT will be redundant for survivability, will have
facilities in all NATO nations, and will be centrally managed and controlled
by HATO internationa)l personnel. The first stage will be completed about
1283 at a cost of more than one-half billion dollars. The entire system,
including Stage II, is scheduled for completion in the mid-1990s. The
additional full system cost wil) approach one and one-half billion dollars -
(in 1977 dollars). '

As major elemsnts of Stage I, the NATO Integrated Communications System
lanagement Agency (MNICSMA) contracted for the Telegraph Automatic Relay
Equipment (TARE) message switches, the access switches of the Initial Voice
switch Network (IVSN), and the MATO Phase 111 Satellite Cosmunications System.
Triese systems will be installed and operational by the end of 1983. NICSMA,
with national and SHAPE Technical Center (STC) help, completed the NICS Stage 11
Architecture. At their fall 1980 meeting, the NJCEC agreed on the concept

and a transition plan for NICS Stage II. The lack of sufficient funds in the
current series of infrastructure slices to complete Stage 1 and to proceed

with Stage II is being brought to the attention of DPC ministers.

/67




NATO TV SATCOM

B.

Combat Met Radio (CHR) .

9.
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SUBJECT: Presidential Directive/NSC-53, National Security Telecommunications
; Policy (U)

‘ BACKGROUND: (TS)

(U) The Office of the Manager, National Communications System,
in their 1978 Annual Report to the Executive Office of the President
addressed this problem in detail. Also addressed was the lack
of a national security telecomnunications policy and the fact
that this situation would not improve if the telecommunication
industry infrastructure continied the trends that were being
established. .
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(U) President Carter, in hls | memorandum of November 15 1
eniitiled "National Security Telecommunlcatlons Polxcy
stated the telecommunications obJectxves for satlsf
priority national secur rity neéds and set forth prln ip
national communications assets to meet those obJect1ves
primary emphasis of those prlnc1p1es is to increase the
connectivity, restorabzllty and survivability of cg mon. |

and industry private line netéorks. The National C
System (NCS) was given the. respons1b111ty to implement
prlnclples (the Secretary of ﬂefense is the Executive Agent_
for the National Communications System) To meet these respor
the NCS Staff works closely with FEMA, other government agé
and the communications 1ndustry. ;

STATUS: (U} On September 24, 1980, the NSC Staff convened a meet1
NSC/PD-53 Oversight Commlttee to review PD-33 1mp1ementat \
status. The NCS was tasked to|report progress in two areas,
i.e,, Common Carrier and FCC 1n1t1at1ves, as well as brxef
PD-53 iwmplementation background. All other PD-53 address
were requested to report on thelr individual PD-53" Agency L
As a result of the discussion that took place during the 24
September meeting, General Odoﬂ tasked the Executive Agent, i
NCS, to assess the vulnerablllty of commercial carrier s
and the impact of this vuluerab111ty on national secu
and to develop a 119t1ng of posblble guidance to be 1ssu,;.,
commercial common carriers and Government agencies to redu
this vulnerability. A brxeflng report on findings was provide
to the PD-53 Oversight Commlttee on December 4, 1980.

ISSUES (U) 'There were four categorles of technical conc1u31ons preg
during the briefing which led to the overall issue of common
carrier vulnerabilities and def1c1enc1es and how
to best take action to reduce these def1c1enc1es through ‘govg

1n1t1at1ves. These issues are: 6 Legal and rggglatory cong
carrier's interconnection policies; technology and . standard
influence on interconnection proposals, and economic aﬁ f
. factors bearing on 1mp1ementat10n strategy. The NCS approa
to resolving these issues was to separate initiatives to r
these deficiencies inte near term and mid term technical in

and pollcy 1n1t1at1ves. The near term technical 1n1tlat'v

or regulatory change. The mid term and pollcy 1n1t1at1ves do !
involve regulatory, legislative and policy changes as well as
. significant dollar resources. A secondary issue, to ascertai
whether or not the near term initiatives have any policy lmpg t,
was tasked by the NSC for completlon by the PFD-533 addressees
by COB December 11, 1980. It is ‘anticipated that an NSC 1mp1eme'

to take action on the near term 1n1tlat1ves signed by Dr.
will be forthcoming.




. RECOMMENDATION: (U) The recommendations contained in December 4, 1980, briefing
g vere:

Establish NS5C~chaired PD-53 Oversight Committee.
Approve prioritized initiatives and issue taskings.
NCS expedite development of strategic plan.

EOP pursue policy initiatives.

President appoint an FCC Commissioner with national
security background.

[ o BN v N B o

More specifically, Executive Agent, NCS, should be prepared

to continue to pursue ilmplementation of PD-53 by providing necessary
resource support to the Office of the Manager in the near term.

The Executive Agent should also be prepared to support the NSC

in their wmid term and poliey initiatrive areas.

1L



Date: December 8, 1980
Director: Dr. Turner
Action Officer: Mr. R. Thomas

{U) SUBJECT: Presidential Diractive NSC-58 Continuity of Government/
C3I dated June 30, 1980

{U) BACKGROUND:

(TS)

(U} CURRENT STATUS:

—£3r

(U) An initial program plan has been briefed to the interagency
steering group which, as a result, approved the approach being taken and
the Terms of Reference for the JPO. The plan provides for a five-phase
prograin as follows:




(U) (c) FY 83 Prototype test and evaluation -~ Through live:
operational tests and exercises evaluaté capability to support the mission,
refine procedures and revise operational concept. Based on identified
deficiencies, revise specifications and initiate preparation of user

documentatation.

ersy/

_ (U} (a) Definition of requirements and documentation of the initial-
operational concept which will be performed in-house with ad-hoc assistance

from the participating agencies.

() ~

1y



{(U) ISSUES:

(U} Appointmen:t of a Director, JPO.
identify and employ a senior resp
Continued civil agency participat
agency agreements are dependent o

Early action is required to
2cted individual as the Director,
lon and completion of necessary inter-

' this appointment.
P

- —

) RECOMMENDATION:

(U) Continued support by Dol for the

program defined in PD 58 to
include early appointment of a Director.




ELECTROMAGWETIC COMPATIBILITY (LCMC)/FREQUENCY MANACEMENT, MISSION AREA 325

DESCRITTION:

STATUS:

- The basic objective of the DoD EMC program is to ensure that

telecommunications equipment when operating with other systems

in a common electromagnetic environment do so without causing

or being caused unacceptable degradation due to unintentienal
interference (unintentional jamming). This effort is outlined

in DeD Directive 3222.3. TFrequency management is a basic teol

for achieving EMC. It includes both the allocation of the
electromagnetic spectrum (national and internationally) into
segments for compatible, like systems and the discreet assign-
ment and regulation of frequencies for specific equipments and
operations. This is covered by Dol Directive 4650.1. The
Electromagnetic Compatibility and Analysis Center (ECAC) is a

DoD agency which 'supports the Services and Agencies in this effort.
They have responsibility for developing a communications-
electronics systems data base and the analysis tools necessary

te determine if systems will operate in their intended electro-
magnetic environment. The key issues at the current time relate
to the implementation of the World Administration Radio Conference
(WARC)-79 decisions, the 1984 Space Conference, and a proposal

to relocate ECAC,

The final acts of WARC-79 have been submitted to the Sedate for
ratification. WNo specific date has been set for hearing. A
series of proposed domestic rules which would implement the acts
nationally are in the process of being issued by the FCC. Thése
rules would become effective upon ratification of the treaty by
the Senate. In NATO the Final Acts of WARC-79 will be implemented
by a Council document. This documeat will be considered by a
joint civil/military group-the NATO Allied Radio and Frequency
Agency (ARFA} during the week of January 23, 198l1. Regarding
the proposed ECAC relocation, the USAF is scheduled to complete
the legislatively required environm2ntal and operaticnal impact
studies by mid-December. After internal review the studies will
be submitted for public review prior te a SECDEF decisionm.

CURRENT ISSUES: WARC-79 Implementation - The domestic and international

implementation of WARC-79 has raised several issues however,

the most important current issue relates to the use of the bands
3.4 to 3.7 GHz and 4,5~ 4.8 GHz for international satellite
communicaticns. These bands are desired by INTELSAT for expansion
of their network to meet future traific requirements. However,
the lower band is used by DoD for airborne radar such as AWACS

and the upper band is used in Europa for vital troposcatter
communications links. This is an issue both here and in NATO.

ECAC Relocation~ The USAF has proposed to move ECAC from its

current location at Annapolis, MD t» Duluth, Minn., in order to
alleviate economic burdens at Dulut: caused by the closing

6
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DATE 6 Decenber 1980

DEPUTY David. L. Solol

ACT.OFFICER _William Gook .

of other USAF operations and to improve the utilizatlon
of Government owned fac1lit1es. This has created concern
for the economic situation at ' Annaplis as well as “the
possible impact on DoD and national frequency management
operations. The USAF studies will consider all these

aspects.,

RECOMMENDATIONS: No specific action is required at this time.




25 a. Spectrum Mgmt
Electromag Comp Anal Ctr
Electromag Spectrum Mgmt

Total 325

Totals may not add due to rounding

L

FY 1981

[
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17.4

* Includes all program elements except partials
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FY 1982

11.3
7.9
(19.2)

19.2
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Funding Summary*

FY 81 Budget Request - $ 76M
: ($ Millions)

Information

Architecture Support & Evaluation [ Processing

) Y A & P 1
3 $58 76.6%
F
? Spectrum Mgmt

$18  23.0%
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. 5ACRGROLND:

STATUS:

Last vear the Department of State established an interagency group
for the coordination and discussion of intermational telecommuni-
cations policy. The group is currentiy chaired by Deputy lnder-
Secretary of State Nimitz with DoD being represented by ASD(C31).
The NSC, NTIA, ICA and FCC are also represented. At the present
time the principal thrusts of the group include legislative
initiatives relative to international communications, transborder
data flow/free flow of information, The World Administrative Radio
Conference (WRAC-79) and Regional Satellite Communications.

The interapgency group has had three meetings during the past year
and plans to have another regular quarterly meeting in March. Two
task groups have alsoc been established; one to consider legislation
and the other to develop a proposal policy for regional satellite
systems. The first group is develbping'é legislative primer which
is vargeted for February 15, 1980. No specific date has been
established for the. second but the Department of State is preparing
a DoS input to the FCC on certain specific cases which have been
pending before the F.C.C.

CURRENT ISSUES: 1. Legislative Proposals for Amendment of the 1934 Communications

Act. Specific issues are in the process of being developed by the
task group on legislative proposals.

2. Transborder Data Flow/Free Flow of Information. The Department
of State and other agencies have proposed that US policies which have
been enunciated in several internmational forums on this matter be
incorporated into legislation. Because of our international intelli-
gence, administrative (e.g. credit unions, personnel, postal) and
breadcasting (e.g. AFRTS) interests the Dol is greatly concerned
with the transformation of these 'positions into a legislative format.

3. World Administrative Radio Ccnference (WARC-79). The final acts
of WARC-79 have been submitted to the Senate for ratification.
Departmental and agency testimony as well as US policy toward im-
plementation of the Acts will be considered by this group during the
next year.

4., Regional Satellite Communications. Currently the 1562 Communi-
cations Satellite Act gives COMSAT/INTELSAT a virtual monopoly over
US international, commercial satellite communications. Several pro-
posals before the FCC would tend to erode this monopoly by licensing
other carriers for "regional" traffic. This would have the possible
benefits of increasing comperition, reducing tariffs paid by DoD, and
possibly helping to meet the objectives of PD-37 and other directives.
However, it tends to be in conflict with the INTELSAT accord and
possibly our policy toward the third world.

RECOMMENDATION: Continued active participation ty the DoD in this group is

b T (ETY o e py e T e e 3 s+ ey )

recommended to ensure the adequate national security considerations
in the development of international communication policy and
legislation.

|30
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ASSISTANT TO THE SECRETARY OF DEFENSE (ATOMIC ENERGY)

, The attached documents represent all of the issue papers prepared by the
ATSD(AE) for the CarterReagan Transition Team. One document has minor
deletions as the information is considered properly and currently classi-
. fied within the meaning of Executive Order 12065. The unauthorized public
. release of this information would provide a foreign nation an insight into
) the war potential and defense plans of the United States and is withheld
" . under the provisions of 5 USC 552(b)(1).

The Initial Denial Authority (IDA) for the deleted information is Major
General David W. Einsel, USAF, Deputy ATSD(AE) (Military Applications).



OFFICE OF THE SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301 -

2) November 1980

MEMORANDUM FOR THE SPECIAL ASSISTANT TO THE SECRETARY OF DEFENSE
SUBJECT: Briefing Materiazls for Ihcoming Officials

In response to your memorandum of 11 November 1980, the attached
briefing materials are furnished. Included at TAB I is program

and budget information., At TAB J is a summary of near-term

key issues which has been furnished to Dr. Perry.

. - e "..udgL.
' S P, WADE, JR.

Assistant to the Secretary
of Defense (Atomic Energy)

y/Espy furnished:
USDRE

DPON RIMOVAL OF ATTACHMENTS THIS W0
OORIONT RECOMES UNCLASSIFLED




RESPONSIBILITIES AND.FUNCTIOVS

- QE_IHE | R

ASSISTANT TO THE SECRETARY. OF ngENSEM{ATQHiC N
AND THE =~ .0 - -

CHAIRMAV MILITARY LIAISON COMMITTEE

i TAB

] A SecDef Memoranda of Authorlty
IaB B ‘-ATsn(nr) Charter
% . TAB-C Military L1alson Commlttee Chalf_
3 -~ TAB D Offlce Organlzatlon o m
. TABE i a
TAB F ATSD(AE) Leglslatlve Respon
"~ " TAB G - Pollcy, Plannlng and Programm1ng | s '
: . ~ and the Annual Report to Congress - .
:TAB'H T 5M111tary Llalson Comm1ttee B ' -
_fAB'I ”{ Program and Budget Informatlon OA.Q

TAB J ‘ Summary of Near Term Key Issues




RESPONSIBITIES AND FUNCTIONS OF TIHE
ASSISTANT TO THE SECRETARY OF DEFENSE (ATOMIC ENERGY)
AND THE
CHAIRMAN, MILITARY LIAISON COMMITTEE
TO THE .
DEPARTMENT OF ENERGY

Background:.

In August 1978, Honorable James P. Wade, Jr., was appointed by the
Secretary of Defense as the Assistant to the Secretary of Defense

(Atomic Energy) (ATSD(AE)), and by the President of the United States

as Chairman of the Military Liaison Committee (MLC). Prior to this
appointment, Dr. Wade was responsible to the Under Secretary of Defense
for Research and Engineering, for the management of Long Range Resource
Planning, Technology Assessmént, Defense Science Board, and the SALT/Arms
Control Support Group activities. These responsibilities were retained by
Dr. Wade when he assumed the position of ATSD(AE).

The structure of the office and key personnel are:

Honorable James P. Wade, Jr. . Assistant to the Secretary of Defense
: (Atomic Energy), and Chairman, Military
Liaison Committee to the Department of

Energy- ’ .
David W. Einsel, Jr. Deputy Assistant to the Secretary of
Major General, US Army Defense (Atomic Energy) (Military
. Applications), and Executive Secretary,
Y © Military Liaison Committee
Dr. Paul J. Berenson Deputy .Assistant to the Secretary.of

Defense (Atomic Energy) (Assessment), and
. Executive Officer, Defense Science Board

Mr. Louis G. Michael Deputy Assistant to the Secretary of
: : Defense (Atomic Energy) (Long Range Resource
Planning) :
Mr. Gunning Butler, Jr. Acting Direcfor, Strategic Arms Limitations

Talks/Arms Control Support Group

Dircctives establishing the functions and authoritices of the ATSD(AE) and
the Military Liaison Committce are at Tabs A, B, and C.
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Functions:
The Assistant to the Secretary of Defense (Atomic Energxl:
~ Serves as the principal staff assistant to the Secretary of Defense
" for Department of Defense (DoD) atomic energy matters. (Tab A)
- Serves under the direction, coQtrol,.and authority of the Under
Secretary of Defense for Research and Engineering.
~ - Has the delegated authority to issue DoD Instructions and one-time
i directive-type memoranda to the Military Departments through the Secretaries
) of those Departuments and to Unified and Specified Commands through the Joint
Chiefs of Staff.
- 1Is responsible through the Uander Secretary of Defense for Research
#nd Engineering for: :
—-Staff supervision for research and'engineering matters of the
Defense Nuclear Agency, through the DNA Coordinating Committee
- (See Tab Al). oL ‘ : .
—Technology Assessments and management of the executive
'secretariat of the Defense Science Board.
~—0verall ‘DoD long-range rescurce planning,
e ' ——Technical analyses and support to Arms Control negotiations ' .

and initiatives, with focus on SALT.

--Inpﬁts,.review and drafting of policy, planning and
programming documents on the military applications of
nuclear weapons or nuclear enecrgy.

--Chairs interim ad hoc committee of OSD principals for improvement °
of OSD chemical warfare posture. .

As the Chairman of the Military Liaison Committee to the Department of
(i Energy: .

- Acting for the DoD, is the point of contact for the Decpartment of
Encrgy on all atomic energy matters that the DoD determines relate to the
military applications of nuclear weapons or nuclear energy .

_ ~ Keeps tle Sccretary of Defense, other nppropriate Dol componecnts,
and the Department of Fnergy fully informed on matters roelating to the
development or application of nuclear energy.,

- Serves as the channel of formal communication of nuclear energy
‘matters, except for direct communication among the Secretary or Deputy
Secretary of either Defense or Energy.

-~ Keeps the Scenate and llousc Armed Services Committees currently
jnformed on all matters within the Dol relating to the development, use,
or application of atomic encrgy, in accordance with Section 202 of the
Atowic Energy Act ‘of 1954, as amended. '

o i s & = —— . .- . . .- — b ™ 4
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" As the principal staff assistant for DoD atomic energy matters, the ATSD(AE):

~ Prepares major nuclear weapons-related documents, such as:

—— Annual Nuclear Weapon Stockpile Memorandum for
Presidential approval '

.=~ Annual Nuclear Weapon Deployment Plan for
Presidential approval’ .
_ —— Annual Nuclear Weapon Test Program for
Presidential approval
- -~ Nuclear Weapon Development Guidance Document

— Quarterly and Annual Congressional reports on
nuclear activities, as required by the Atomic Energy Act of
1954, as amended : o :

- = Reviews, monitors, and makes recommendations on nuclear weapon-related
matters, such as; - ! ' ‘

— Classification and security guides
—— Stockpile-to-target sequences
~- Nuclear Warhead characteristics _
~— Nuclear Weapon Long Range Security Upgrade Programs
— Tactical and Strategic Nuclear Force planning documents
—— Status of Special nuclear materials production programs
=~ Nuclear weapon development and production plans
- == Foreign nuclear weapon activities and testing

- Develops policies, provides advice, makes recommendations, issues
guidance, develops systems and standards for administration and manager :nt
and reviews and eva}uates programs on atomic energy in such areas as:

Military effectiveness ..~ survivability and endurance
.reliability - command and control’ ' .
security ‘ ' stockpile improvement

safety © modernization’

—~ Promotes coordination, cooperation and mutual understanding on’
atomic energy policies, plans and programs with DoD, and between the DoD
and other Federal agencies, in areas such as:

-~ Nuclear weapon accident/Incident control measures

-- MNuclear Arms Conbyol matters

== Yrograms of Coopcration and information exchange
with foreipn nations

—=— Nuclear rcactor programs and plans

-~ Nuclear proliferation matters apd export matters

—= Participates in DoD planning, programning and budgeting activities,
such as: ‘

-— Consolidated Cuidance

~— Yrogram Objective Momoranda



-~ ‘Issue papers

~~ Program Decision Memoranda .

~= Reclamas and considerations of Service Reclama
Annual Posture Report

In the area of Assessments, the ATSD{AE) is involved in:

~ Improving technology assessments by identifying the'key militafy

. technologies; comparing US/USSR standing in key technologies, and comparing

R&D resources.

- Improving acquisition assessments and key judgments of acquisition
overview by assessing acquisition balance; comparing US/USSR production

‘and modernization rates, comparing US/USSR acquisition process; and

providing acquisition overview.
- Providing threat assessments for long range acquisition planning

by determining long range planning intelligence requirements; developing

methods for long range threat forecasting; and gathering intelligence from

intelligence community required by long range planning.

‘= Managing 0SD/OJCS RDT&E studies and analyses that provide
evaluation of alternate weapons systems, forces, tactics and acquisition
policies in order to focus and improve acquisition decision-making.

In Long Range Resource Planning, the ATSD(AE) provides assistance to the

USDRE by:

~ Assessing current DoD plans and DSARC programs.-

Anticipating and reporting on problems, deficiencies, and risks.

Recommending long range RD&A guidance as part of Consolidated Guidance.

- Assisting in improving DoD communication of long trange investment
goals and strategies to public, Congress, and other agencies.

- Identifying technology factors which should be highlighted in
planning. . ) .

- Identifying opportunities and risks with rcspecé to arms control
initiatives limited to acquisition strategies.

-~ Identifying arcas for research and for intelligence focus.
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In the Strategic Arms Limitations Talké/Arms Control technical support )

area, the ATSD(AE):

~ Provides OSD with scientific‘and engineering analyses, advice
and recommendations on nuclear and conventional weapon systems as related
to overall DoD research, development, and acquisition efforts and their
relationship with current and anticipated arms control issues. This
process: :

-— Improves the process of arms control formulation, to = .
assure that arms control provisions, weapons programs and
associated technology are fully integrated.

-~ Provides to the Long Range Resource Planning effort.the
elements of arms control which have a bearing on the overall
plan. ' '

-~ Identifies key areas of verification which require research,
development and acquisition. ' )

=~ ldentifies programs which, if banned by agreement, have a
bearing on abrogation and subsequent employment.

. As éhairman, Interim Dol Steering Committee for Chemical Warfare Matters,

the: ATSD(AE): _ .

- Chairs, on an interim basis, an ad hoc committee of senior DoD ~
officials representing organizations interested in coordinating activities
in the Chemical Warfare Mission area, to include OUSDRE, OUSDP, OASD(MRAS&L),
OASD(HA), OASD(Comptroller), 0JCS, OASD(PA), General Counsel, DIA, and
the four Services. .

~ 1Is developing a long range Chemical [Warfare Plan, by January 1981,

~ Is developing a recommendation for the integrated management of
Chemical Warfare matters in the DoD on a permanent basis.

- Is reviewing the safe and seccure storage of chemical munitions.
- Tdentifies issues and problems which require coordinated effort
on the part of DoD organizations, to include recommendations of the Defense

Scicnce Doard 1980 Summer Study on Cheowical Warfare.

Defenae Scionce Bonvd activities:

= FProvides the Under Secrctary of Defense for Rescarch and Engineering:

with management for the Executive Sceretariat of the Defense Science Board.

= Addresses issues that are of prime importance to the Secretary of
Defense, the Under Seeretary of Defense for Research and Engineering and
other hipgh level Defense of ficials. )

B
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—~ Emphasizes implementation of Secretary of Defense approved
recommendations.

-~ Improves communication with industry and universities.




THE SECRETARY OF DEFENSE
. WASHINGTQN. D C.202m

Jan 17 1980

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
‘ CHAIRMAN, JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTORS OF THE DEFENSE AGENCIES

SUBJECT: Nuclear Weapon Matters

The Assistant to the Secretafy of Defense (Atomic Energy)
is designated the individual responsible to the Secretary

" the safety, security, and survivability of the nuclear stock-

pile and related to the Planning for modernization and

‘upgrading of the overall nuclear weapons program. He shall

have the authority to issue instructions and guidance as

appropriate.

weapons interrelationships between 0SD, JCS, the Military
Services and the various CINCs; however, all offices within

matters involving or associated with the safety, security,

and'survivability of nuclear weapons. This organizational
arrangement will be reviewed and updated annually,

c,;ga%/$51?f/ }Zﬁhkﬁiﬂ‘le
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THE SECRETARY OF DEFENSE
WASHINGTON. D C. 20301

pDEC 2 8 177

MEMORANDUM FOR THE ASSISTANT TO THE -SECRETARY OF DEFENSE
(ATOMIC ENERGY) |
DIRECTOR, DEFENSE NUCLEAR AGENCY

In order to enhance effective administration and stream-,
lining of the Department, I am hereby placing the Assistant
to the Secretary of Defense (Atomic Energy) and the Defense
Nuclear Agency under the direction, authority and control of
.the Under Secretary of Defense for Research and Engineering.
By delegation, DNA shall be supervised by the Chairman of. :
the Joint Chiefs of Staff (for ‘the Joint Chiefs of Staff) for
military aspects of DNA activities, including: (a) composition
of the nuclear stockpile; (b) allocation and deployment of
nuclear weapons; (c) military participation and support of
nuclear testing; (d) frequency of technical standardization
‘ inspections; and (e) requirements for technical publications. .
. For these purposes, the Chairman of the Joint Chiefs of Staff
’ - may task and communicate with DNA directly. The Chairman of
(: the Joint Chiefs of Staff (for the Joint Chiefs of Staff) shall
also review and provide military advice on the adequacy of the
"DNA efforts in nuclear weapons testing and nuclear weapons ‘ef{fects
research which is related directly.to militery systems consi lered
in the Joint Strategic Objeczives Plan, "Joint Force Memorandum,
and Nuclear Warhead Development Guidance. The mission, responsi-
bilities and functions of the Defense Nuclear Agency are not
affected by this memorancdunm. :

DoD Directives 5105.31 and 5148.2 shall be revised to reflect

the foregoing.

cc: Chairman, Joint Chicfs of Staff
Under Secretary of Defense for
Rescarch and Engineering



frolicices and standards.

"+ August 10, 1978
NUMBER 5148.2

"' ASD(C)

Department of Défehs;_ea_‘Dir‘ective

SUEJECT‘ ' Assistant‘to the Secretary of Defense (Atomic
Energy) i . , .

References: (a) DoD Directive 5148.2, "Assistant to the
Secretary of Defense (Atomic Energy) "
January 7, 1959 (hereby cancelled)
(b) DoD Directive 5000.19, "Policies for -the
Management and Control of Information
Requirements," March 12, 1976

A. . PURPOSE

Pursuant to the authority vested' in the Secrepﬁrj*of._

'ﬁéfensg under the provisions of title 10, United States °

Code, the position of Assistant to the Secretary of Defense

- .(Atomic Energy) (hereinafter "the ATSD(AE)"), is hereby

established with responsibilities, functions and authorities
as prescribed herein. The Chairman of the Military Liaison
Committee to the Department of Energy will serve as the
ATSD(AE) without additional compensation. - ' ’

B. RESPONSIBILITIES AND FUNCTIONS

ﬁThe:ATSD(AE), as the principal staff éssistant'fS} Depart-
ment of Defense atomic energy matters, shall: ,

1. Develop policies, providé-adﬁice, make reébmﬁendations,
and issue guidance on Defense atomic energy plans and programs,

2. Develop systems and standards for the administration
and management of approved atomic ' energy plans and programs.

3. Review and evaluate programs for carrying out approved

1
1

4. Promote coordination, Cooperation, and muﬁual under-
standing on atomic energy policies, plans, énd programs
within the bepartment of Defense, and between the DoD and
other Federal agencies,




5. Participate in those DoD planning, programming and budgeting
actiVities which relate to atomic energy matters.

6. Develop policies and procedures for the transmission of informa
tion to the Senate and House Armed Services Committees, as requ
the Atomic Energy Act of 1954, as amended, and coordinate. such
tion with other officials and agencies as appropriate.

7. Serve on boards, committees, and other groups concerned with'
atomic energy. Also, represent the Secretary of Defense on atomic
' energy matters outside the Department of Defense.

8. Perform such other functions as the Secretary of Defénse may .
assign, ' ' ' : : o Y

C.  RELATIONSHIPS

‘

1. The ATSD(AE) shall serve under the direction, control and.
authority of the Under Secretary of. Defense for Research and Engineeringl

2. In the performance of assigned functions, the ATSD(AE) shall.‘;**
. t S
a. Coordinate and exchange information with other DoD organiza-'
tions having collateral or related functions. S ‘, _—xf;.

b. Use existing facilities and services, whenever practicable,
to achieve maximum efficiency and economy..

: C. Communicate with other Government agencies, representative 5
of the legislative branch, and members of the. public, as appropriate, y
carrying out assigned functions. ‘ n;;

- 3. The Military Liaison Committee shall advise the ATSD(AE) on. suchl

atomic energy matters as the latter deems appropriate and necessary ;
4. All DoD organizations shall coordinate all matters concerning -

the functions cited in section B, with the ATSD(AE). . . o

D. AUTHORITIES
The ATSD(AE) is hereby delegated authority to:

1. 1Issuc DoD Instructions and onc-time directive-type. mvmornndn,
which carry out policies approved by the Scerctary of Defense, in his
assigned fields of responsibility. 1Ins tructions to the Militaly Depart-;ﬁ
ments will be issued through the Secretarics of those Departments, or .

their desipnees. Instructions to Unified and Specified Commands will: be;r
issued through the Joint Chiefs of Staff.




' Chiefs of Staff, the Commanders of the Unified and Specified Commands,

(reference (b)), as he deems necessary.

 ‘to the Commanders of Unified and Specified Commands shall be coordinated

Aug 10, 78
5148.2

2. Obtain such reports, information, advice, and assistance,
consistent with the policies and criteria of DeD Directive 5000.19

3. Communicate directly with heads of DoD organizations,
including the Secretaries of the Military Departments, the Joint
and the Directors of Defense Agencies. Communications of the ATSD(AE)
with the Joint Chiefs of Staff,

E. EFFECTIVE DATE

This Directive is effective immediately.

C. W. Duncan, Jr.
Deputy Secretary of D¥fense

&




January 24, 1979
NUMBER  5148.1

ASD(C)
. k p L] L4
Department of Defense Directive
SUBJECT Military Liaison Committee to the Department of Energy
Reference: (a) DoD Directive 5148.1, "Military Liaison Committee
to the Atomic Energy Commission,” January 7,

1959 (hereby cancelled)

A. REISSUANCE AND PURPOSE

This Directive:

). Reissues reference (a) to redefine the functions and
authority of the Military Liaison Committee (hereafter referred
to as "Committee"); and!the relationship of the Committee with
the Office of the Secretary of Defense, the Military Departments,
the Organization of the Joint Chiefs of Staff, and the Defense
Agencies (hereinafter "DoD Components™) and with the Department
of Energy (DOE).

2. Implements section 27 of the Atomic Energy Act of 1954
(hereafter called the "Act"), as amended, 42 U.S.C., § 2037(1976),
which establishes the Military Liaison Committee.

B. MEMBERSHIP OF THE COMMITTEE
The Committee shall consist of:
1. A Chairperson, appointed by the President.

2. Two members from each Military Department to be assigned
after consultation with the Chairperson by the Secretaries of
the departments. These members normally ‘shall be of General or
Flag officer rank, and shall be authorized to represent their
departments omn matters before the Committee.

C. COMMITTEE STAFF

1. The Committee shall be provided with a staff of military
and eivilian personnel.

2. The staff shall be hcaded by an Execcutive Secretary who
shall be designated by the Chairperson. This position normally
will be occupied by a brigadier general or equivalent, and
rotated among the three Milicary Departments,

oo




‘3. Military personnel shall be detailed to the staff of the
Committee in nearly equal numbers from each of the three Military * .
Departnents.
and supervision of the Chairperson. Transfer or reassignment . shall :
be effected, through the Office of the Secretary of Defense, only
after the Chairperson has been notified sufficiently in advance te
ensure timely assignment of suitable replacements.

4

4. Civilian personnel for the staff shall be provided by the Officelﬁ';pﬁ

of the Secretary of Defense.

b. COMMITTEE FUNCTIONS AND AUTHORITY

1. In accordance with the provisions of section 27 of the Act, the

Committee, acting for the Department of Defense, is the point of con-
tact for the Department of Energy on all atomic energy matters that
the Department of Defense determines relate to the military applica-
tions of nuclear weapons or nuclear energy, including the development,:
manufacture, use, and storage of nuclear weapons, the allocation of
special nuclear material for military research, and the control of
information relating to the manufacture or utlllzation of nuclear
weapons. :

2. The Committee shall keep the Secretary of Defense and other .
appropriate DoD Components fully informed on all matters described in
D.1, :

3( The Committee shall keep the Department of Energy fully and
currently informed on internal DoD matters relating to the development
or application of nuclear energy.

4. 1If the Committee concludes that any request, action, proposed
action, or failure to act on the part of the Department of Energy is’
adverse to the responsibilities of the Department of Defense, the = -
Committee shall make appropriate recommendations to the Secretary of
Defense. t

5. The Committee shall be the channel of formal communication on’
nuclear energy matters, except for direct communications between the
Secretary or Deputy Secretary of Defense and the Secretary or Deputy
Sccretary of Energy. In the exercise of its liaison function however,
the Committec shall encourage and Facilitate informal contacta betwcen
Dol and DoE Components at corresponding levels.

6. The Committee shall limit its functions and authorltlcs to
those prescribed herc.

They shall be acceptable to and serva under the direction

S Lt

e
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. E. PROCEDURES

1. The Comnmittee shall meet as requested by its Chairperson or as

scheduled. The presence of the Chairperson (or acting Chairperson) and

ac least one military member from each Military Department shall
constitute a quorum. Members and Chairperson have equal voting power.

If any member dissents on any Committee action, that member is

authorized to appeal to the Secretary of Defense through the Secretary
of the Department represented. Prior notification of any such action

'shall be made to the Chairperson and other members of the Committee.

Final action on appealed cases will await decision of the Secretary of
Defense. '

2. The Committee shall establish its cwn rules of procedure.

F. EFFECTIVE DATE

This Directive is effective immediately.

C. W. DUNCAN, JR. /7
Deputy Secretary of Defense

-
. —:‘\-_.J




Office Orpganization:

- The Office of the Assistant to the Secretary of Defense
(Atomic Energy) and the Staff of the Chairman, Military Liaison
Committee have been iptegrated into one office organized as
shown at Tab 1. E

Consultants:

~ The Assistant to the Secretary of Defense(Atomic Energy)
currently has six consultants. A list of these consultants, with
their respective expertise, is at Tab 2. '

J
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ATOHIC EMEAGY ORCANIZATION CHART

AIST TO SECBEF (ATOMIC ENERGY)
CHATRHAN, MILITAAY LIAISON COMNMITTEE

DR, WADE
MRS, PERAY

EXECUTIVE OFFICE

ADOMINISTRATIOQN
SFC UNDERWOOD
HSGT BRIDGETT
YNC BACON

SSGT NULL {DHA)
SSGT WARHER

MRS. WEB8 (Executive Assistant
CW2 Wo0D (Deputy Exec Asst}

T

!

l

RILITARY A¢PLC

MUL AFFA:
R EINSEL  fes
DA, HIRIKS

COL HYERS

CCL CHESHER

COLT LICKT

Cok CLIFF

LIS La®RAMCHE (DKA)
LTCOL SHULSTAD

#PS. BARTLETT

FRS. SPILLmaN

ARMS CONTROL SUPPORT
OTRECTOR, SALT/ACSG
MR. BUTLER .
STAFF ASST (MIL)
HRS, CHIN'

LONG RANGE RESOURCE PLANNING
HR. MICHAEL (DepATSO(AE)[LRRP)
HR. TOBRIMER  MISS SKINNER
DR. GOLD HRS. CRUN

HR. MORRISON

CoL LuBoLp

CAPT BROOQKS

LTC GROSS

l

ASSESSHENT AND
DEFEMSE SCIEHCE BOARD
UR. SERENSON BapATSOCAE) (!
DR. ADAMS
CAPT POVERS (D5B MIL ASST]
LTCCL O'REILLY
LTCOL YARMALL (DSB MIL AS!
MRS, COMPTON
MISS KEPPLER

IRTELLIGENCE
MR. KOLAND [DTA




CONSULTANTS TO ATSD(AE)

Areas of Expertise

Mr, Andrew A, Lieber

RAdm Joseph W. Russel, USN(Ret)

Gen Berton E. Spivy, Jr., UgA(Ret)

LTGen Alfred D. Starbird, USA(Ret)
VAdm Patrick J. Hannifin, USN(Ret)
MGen John C. Toomay, USAF(Ret)

Theater nuclear weapon
technology including concept;
development, feasibility review
and military applications.

Nuclear policy and targeting
matters particularly concerning
targeting options, possible post
attack recovery and passive defense
measures.

Theater Nuclear matters,
European theater operations
and analysis of future forms
of conflict,

Advice and counsel on matters
bearing on implementation actions
currently underway as a follow-up
to the recently completed DOD/DOE
Long Range Resource Planning Group
Study. ’

57



OFFICE LOCATIONS AND SPECIAL FACILITIES

OATSD(AE) office space includes Rooms 3E1074, 3E1069, 3Cl24, 3C125, and
3D1034. This space accommodates AE functions of Military Applications,
Long Range Resource Planning, Assessments, SALT, and Defense Science
Board.

Two of the rooms, 3E1074 and 3Cl125, are vaulted areas. A third room,
3EL069, is cleared for open storage of material classified up to Top
Secret. Room 3Cl074 is the immediate office of the ATSD(AE) and three
of his Deputies (Assessments, Long Range Resource Planning, and Military
Applications). Room 3C125 is occupied by the Director (presently vacant)
and members of the SALT Team, the Long Range Resource Planning team,

and by the ATSD(AE) Library which is wanaged by a DIA representative.
Personnel require access to SI information. )

Room 3E1069 is occupied by members of the ATSD(AE) Mail and Records
Section which includes cefitralized files and document control for material
up to and including Top Secret, and for Critical Nuclear Weapon Design
Information (CNWDI). i

The OATSD(AE) has three secure voice telephone facilities (located in
Rooms 3E1074 and 3Cl25) capable of comnecting to similar facilities
worldwide. Information pertaining to nuclear weapons deployments, TNF
modernization, and nuclear accidents/incidents is calssified and often
extremely time sensitive. Close coordination with DOE on MLC, weapon
development and stockpile matters also dictates a secure phone capability.
In addition, a rapid exchsnge of classified information with DIA and

CJA officials on nuclear intelligence matters with NSC personnel when
cvordinating deployment and stockpile plan authorizations is helpful,

N
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ATSD(AE) LEGISLATIVE RESPONSIBILITIES

BACKGROUND

- Section 202 of the Atomic Energy Act of 1954, as amended, requires
that the DoD keep the Joint Committee on Atomic Energy fully and currently
informed with respect to all matters within the Department of Defense
relating to-the development, utilization, or application of atomic energy.

~ The ATSD{AE), by authority of the AE Charter and DoD Instruction 5030.16,
has been designated the DoD point of contact in fulfilling this legal require-
ment., A wide range of information has been provided over the years. Most
is classified iInformation vital to the national security, and includes
Restricted Data, Formerly Restricted Data, and Critical Nuclear Weapons Design
Information (CNWDI). Information on weapon stockpile quantities, deploy-
ments and other military uses of atomic energy are routinely provided. The
JCAE, in compliance with the Atomic Energy Act, has provided special storage
facilities and security measures to protect and safeguard this sensitive
information. - P

CURRENT RELATIONSHIPS

~ The JCAE was abollshed by Congress and oversight of Defense matters
was passed to the Senate and House Armed Services Committees. Information

. previously passed to the JCAE is now furnished these Committees with one

exception, Per agreement between the Committees and the ATSD(AE), no CNWDI
is provided in written form. CNWDI briefings and charts are used only when
necessary, but the information is not retained by either Committee.

INFORMATIOﬁ PROVIDED TO CONGRESS

— Currently, the ATSD(AE) provides the following to the Senate and House
Armed Services Committees {SASC and HASC) in compliance with the Atomic
Energy Act of 1954:

—-- Events as they occur:

© Notification of security violations 1nvolv1ng NATO ATOMAL

information documents.

0 Changes of statutory determinations which are required for
rclecase of atomic information to NATO and/or HATO members.

© Reports of nuclear security surveys, or accidents/incidents
involving nuclear weapous or their storage sites.

Review of testimony transcripts and provision of additional

information for cither the record or in reply to specifically
addressed questions,

'!) 3



© Nuclear weapon security and related matters,

O NATO and TNF modernization efforts.

. —- A quarterly report which summarizes ATSD(AE) activities by 5
describing developments for the preceding quarter. Additional backgrqﬁﬁﬁ
information is furnished as required.

: —— Other information is frequently.provided on a one-time basﬁ$
required., For example: :

i
"

© Nunn Amendment report, "The Theater Nuclear Force Posture in.
Eurcpe." il

. © DoD Nuclear Weapons Security Manual (DoD 5210.41M).

Iy

o "Nuclear Weapdns Security Primer.”

© Responses to SASC or HASC mgmbef or staffer queries'on é-
X variety of matters. :




NUCLEAR WEAPON ANNUAL PLANNING CYCLE

"

" STOCKPILE PLAN

JCS DEVELOPS RECOMMENDED SECDEF COORDINATES " STOCKPILE PLAN . PRESIDENTIAL
NUCLEAR WEAPONS REQUIREMENTS ~—3>— DOD PLANWITH DOE ~ ~—3— PROVIDED T0  ——F— AUTHORIZATION

© (JPAM-ANNEX) CAPABILITY TO SUPPORT PRESIDENT ' TOERUILD AND

. : B - A RETIRE WEAPONS
DEPLOYMENT PLAN |
JCSPLAN TO 0SD ’ ~ SECDEF COORDINATES .  DEPLOYMENT PLAN PRESIDENTIAL
{INCLUDES CINCs —— WITH STATE . == PROVIDED TO  ——t= AUTHORIZATION
REQUIREMENTS) o - " PRESIDENT ° TO DEPLOY

| R : - . NUCLEAR WEAPDNS
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Policy, Planning and Programming Cyﬁle;
and the Annual Report to Congress

The policy, planning, and programming cycle documents and the Anaual Report to
Congress contain numerous references to and sections on strategic nuclear
weapons and forces, theater nuclear forces, nuclear employment, deployment

and acquisition policy, and the nuclear stockpile., In addition, there are
research, development, test and evaluation (RDT&E), and command, control and
communications (C3) items which relate to nuclear employment policy, forces
and weapons which we review and comment on, This office reviews, co-authors
or drafts the sections noted above in the following key documents:

- Consolidated Guidance (which consolidates the former Defense Guidance,
Planning and Programming Guidance, and Fiscal Guidance into a single
document).,

~ Defense Report.

We are a member of the "0SD-8", the corporate 0SD group which prepares Program
Objective Memoranda (POM) Issue papers. These POM Issue papers derive from
the Service - submitted POMs and the Joint Program Assessment Memoranda (JPAM).
PASE, in conjunction with this office, prepares the Theater Nuclear Force POM
Issue paper and reviews the POM Issue papers relevant to nuclear employment,
deployment, acquisition and stockpile. In addition, the ATSD(AE) provides
advice and recommendations for the Secretary for issuing his Program

Decision Memoranda (PDM) and the Amended PDM, which are issued as a result of
Service reclamas to the PDM. | ‘

Tab 1 shows a breakout of the process for preparing the Stockpile Plan and the
Deployment Plan.

Y
-
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MILITARY LIAISON COMMITTEE (MLC)

to the

DEPARTMENT OF ENERGY (DoE)

BACKGROUND

~ The MLC is a statutory body created by the Atomic Energy Act of 1946
and continued by the Atomic Energy Act of 1954, as amended. It is comprised
of a Chairman appointed by the President with the advice and consent of the
Senate, and equal memberships from each of the military departments as
determined by the Secretary of Defense,

— DoD Directive 5148.1 specifies that the Secretary of each Department,
after consultation with the Chairman, will assign two members, normally
General/Flag officers authorized to represent their departments. Each
member has an alternative who normally serves as the member's action officer.

~ Historically, the Chﬁirman serves concurrently as the Assistant to
the Secretary of Defense (Atomic Energy) and a member of his staff (currently
his MA deputy) serves as Executive Secretary of the MLC.

FUNCTION

~ The 1954 AE Act states that the AEC (now DOE) "shall advise and
consult with the DoD through the MLC on all atomic energy matters which the
DoD deems to relate to military applications of atomic weapons or atomic energy."
In practical terms, and under DoD Directive 5148.1, with the exception of com~ .
munications signed by the Secretary or Deputy Secretary of Defense, the MLC
is the only authorized channel of communication between the DoD and the DoE
on substantive matters involving policy, programming and the commitment of
substantial funds relating to the military application of atomic energy.

~ The MLC provides liaison to DoE for military applications of atomic
energy including: K

— Development, use and allocation of special nuclear material.
-~ Military research and laboratory coordination.
— Control of information on nuclear applications.

MEETINGS
. L
= Members meet at the call of the Chairman or at such times as it may
fix. VPresence of the Chailrman (or Acting Chairman) and thrce members, in-
cluding at least onc represcentative from each Department, shall constitute
a quorum. A list of current members and obscrvers is at Tab 1.

= Members vote on matters which require the determination of a DoD

positien at these mectings. Obscrvers from the JCS, Defense Nuclear Agency,
Dok, USMC, and interested OSD offices as required or invited, also attend.

49
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RULES OF PROCEDURE

- See Tab 2.

ORGANIZATION

— Current DoE organization chart is at Tab 3.
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Chairman
Executive Secretary
Staff Coordinator

Neparvtatent of the Army

DAMA-CS Menber

DAMA~CSS Contact

_ DAMA-AOA-M Mailroom

DAMO-SS Member

DAMO-NCN Contact
L Mailroom

Department of the NHavy

OP-65 Member
OP-653E Contact
0Pn981- Member
OP~-981N Contact

Department of the Air Force

. AF/DRQ Member
‘ AF/RDQI Contact .!
Mailroom |
AF/XOX Member
Contact
Mailroom
Observers
USMé/Cmdt Contact
DNA Director
Dep Dir
Contact
JCS J-5
Countact
Hailroom
- NOE DHA/ DY
DEP/Dir
Contact
Miflroom

Dr. James P. Wade
MGen David W. Einsel Jr. USA
CDR Gene L. Cliff, USN

BGen (P) Lawrence F. Skibbie '

LTC William V. Murry

BGen (P) Niles J. Fulwyler
LTC Frank R. Braden III

RAdm Powell F. Carter Jr.
LCDR R. A. Crosby

RAdm Charles 0. Prindle
CAPT Bryon Powers

" MGen Robert ﬂ.-ﬁuss

Major Roger S. Case

BGen (P) Harry A. Goodall |

LTC Richard A. Harris

Majqr'Lawrehce G. Karch . f

' LTG Harry A. Griffith

RAdm Guy. H.B. Shaffer
COL Charles R. Linton, USAF

- RGen N, H. Bendor{, USAF

LTC Ivan R. Farris

‘MGen William W. Hoover, USAF

Mr. James W. Culpepper
Mr. Ralph Caudle

TTAETE 1.

ROOM

3E1074
3E1074
3c124

3E432
3C444
3A474

- 3E530

3B540
3¢542

- 4E566

. 4pS62 -

5C675
5C663

4E342
5C470
4E327

4E1046
4D1050
4C1037

~200
201A
228

1E962
1p962

2n979 -

A-367
A-371
A-383
A-362

- 53020

PHONE |

56639
75561
51097

44590
77636

52888
71870/5

: gf"u“
71835 | ’

44221

325-7004

325-7065

325-7032
e

697-8155 .4i
695-7064 - .1
697-1433 .

353-4221
353-5518 -
353-344L°
353-3245-




28 February 1969

(Revised 6 April JQ :
RULES OF PROCEDURE | - %.

FOR THE

MILITARY LIAISON COMMITTEE TO THE DEPARTMENT OF ENERGY

References: a. Atomic Energy Act of 1954, as amended
‘ b. DoD Directive 5148.1

Purpose: The purpose of this document is to define certaln rules
of procedure to be followed in the conduct and operation off the

Military Liaison Committee (MLC) to the Department of Enerigy
(DoE).

Authority: The rules of procedure contained herein are 1ssueﬂ'

pursuant to DoD Dlrectlve 5148.1, reference b,

Membershlp of the Committee:

The Atomic Energy Act of 1954 (hereinafter referred to as the
"Act"), provides for the establlshment of the Committee,
consisting of... 1 .

"a, a Chairmah, who shall be the head thereof and who
shall be appointed by the President, by and with the advice
and consent of the Senate..." and ‘ »

"b. a represéntative or representatives from each of Fhe‘
Departments of the Army, Navy and Air Force, in equal numb

each Department by the Secretary thereof.

DoD Directive 5148.1 (hereinafter referred to as the "Directivi

provides that there shall be two members assigned by the SEcretar
of each military department, after consultation with the Chalrma'
and that these members shall normally be of General or Flag rank

Alternate Menmbers: i i

In the absence of a principal military member, his alternate,

although not empowered to vote, may attend MLC mectings asl the|
recopnized representative of the principal member, in orvdepr to.

provide for continuity.

ers, |,
as determined by the Secretary of Defense, to be a551gned Eroﬁ“

gnJ"

IR B




Acting Chairman:

The Act authorizes the Chairman to designate one of the MLC
members as the Acting Chairman to act during his absence. In
this event, the Acting Chairman will assume the full respon-
sibility of chairmanship which includes insuring that staff
coordination with 0SD and other offices and agencies, as

may be appropriate, has been accomplished. In practice, the
senior military member on duty in the Washington area has
been so designated. .

QUO Tume:

The Directive requires the presence of the Chairman (or Acting
Chairman) and three military members, including at least one
representative of each Service Department to constitute a
quorum. '

Military Liaison Committee Decisions:

p j .
The MLC is authorized to act on behalf of and for the
Department of Defense, in accordance with the provisions of
the Directive. Matters submitted to the MLC for approval
(MLC Action Items) are voted upon. - The MLC acts either by
voting on Action Items at formally convened meetings or by
voting on Special Action Items that require disposition
between formal sessions.
. At formally convened meetings, the Chairman and each member
present will cast his vote concurring or non-concurring with
the proposed MLC action. (As an expedient in polling the
members at formal meetings, the Chairman may ask the sznior
members from each Service to cast. the vote for his Service.}
An MLC decision results when the vote of the members present
is unanimous. A decision also results when there is a

simple majority of votes and no member in the minority elects
to appeal the decision, through his channels, to the Secretary
of Defense. In the event of a tie vote, the Chairman may
defer the action item at issue for staff revision and/or
reconsideration by the MLC, or he may seck a decision from

the Secretary of Defense. The Chairman will inform the
members of his intended course of action.

When circumstances requirce the processing of an action item that
should not be delayed until the next formal MLC meeting, it will be
distributed as a Special Action Item, with a rcquest that members



A B

{
‘.4
i g

i

|
_vote upon it by executing 2 written Record of Vote and transyit
same to the  Executive Secretary, MLC. - Co

When acting upon Special Action Items, an MLC decision results
when there is unanimous concurrence among the members on duty :
in the Washington area and available for voting, providing -
they constitute a quorum as defined above. If a quorum is mot |
attained, the Special Action Item will be deferred until such:
time as a quorum has voted, or until the next formal meeting
of the MLC. If any member casts a vote of non-concurrence ‘
because of objections of a substantive nature, the Chairman
will cause the item to be deferred for reconsideration at the
next formal meeting, or to be revised by the staff and . :
reconsidered as a Special Action Item. Non-substantive changes-|. -
will be negotiated by the MLC staff. _ : .

Non-Concurrence and Appeal: ' ; - .'i
s . I

The Directive provides that if any military member dissents .
on any MLC action, he is authorized to appeal to the Secretary
of Defense through the Secretary of the Department he represents’
The Chairman, when dissenting, may appeal directly to the :
Secretary of Defense. Any member who dissents on a Committee
action will, at the meeting in which the vote is taken, notify
the other members as to whether or not he will appeal the
majority vote of the MLC. If the dissenting member desires .
to consult before electing whether or not he will appeal; he
may use two. additional workdays in which to advise the other
members, through the Executive Secretary, MLC, of his intended
action. If the votes cast result in a simple majority.aud no
dissenting member elects to appeal, the MLC action will. be
processed in accordance with the majority vote. If any
dissenting members elects to appeal, final disposition of the
action item at issue will await decision of the Secretary of
Defense. | . . ' i

] |
Agenda: I o Coh

Subject to the direction and guidance of the Chairman, the

Exccutive Secretary, MLC will prepare an agenda of matters to
be considered by the Committee. The agenda and the correspond- |
ing items to be acted upon will be distributed to the members

not later than threec working days beforc the day of the meeting.
of the Committce. |




PROGRAM AND BUDGET INFORMATION, OATSD(AE). The.Assistant to the Secretary

of Defense (Atomic Energy) (ATSD/AE) has a portion ;f the money allocated to
the Office of the Under Secretary of Defense (Research and Engineering/
Organization of the Joint Chiefs of Staff (OUSDRE/QJCS) in Program Element
(PE) 65104D for Technical Support. This Program Element is part of the
defense wide Mission Support Budget Activity: Support to the Office of

the Secretary of Defense and Organizatlon of the Joint Chiefs of Staff.

The ATSD(AE)'s allocation is: |

FY 1980 (Actual) . FY 1981 (Planned)

$1.5M $2.1M
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OFFICE OF THE SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301

18 November 1980
MEMORANDUM FOR THE UNDER SECRETARY OF DEFENSE FOR RESEARCH
- AND ENGINEERING
SUBJECT: fTransition Items (U) . .. i S F
(U) As I understand your request at the last staff meeting,
below are items which will require near-term attention during,

and immediately following, the transition period:

" Near /(Pre-January 20) Term Issues

3. (U) CHEMICAL WARFARE MAMAGEMENT. The designation of a
focal point (and management lead) for Chemical Warfare Matters
in OSD is a matter of high priority. The CW Steering Committee
(Chairman: pDr. J. Wade) is preparing for the Secretary of Defense
an options paper for his review and addressal with the new
Secretary of Defense.

" Post {January 20) Issues




2. (U) POLARIS. A decision is reguired on whit,
SALT steps will be taken when the second Trident SSBN (MI
" goes to sea. If additional POLARIS SSBNs are to be dismant

the Navy will need to know within the next three months. A N

letter on the subject is enroute. .

| ilbu_ hJGAL¥~
P. Wade, Jr.

Assistant to the Secretary

i e e .. .of Defense (Atomic Energy)

randy o>
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UNDER SECRETARY OF DEFENSE FOR RESEARCH AND ENGINEERING

The attached documents were provided to the Carter-Reagan Transition Team.
No deletions have been made in the released documents. However, a total
of 59 documents have been reviewed and determined to be currently and
properly classified within the meaning of Executive Order 12065 and are
denied in their entirety. The unauthorized release of this information
would provide a foreign nation with an insight into the war potential

of the defense posture of the United States and allow an adversary to im-
prove or develop effective countermeasures. Therefore, the information
is denied under 5 USC 552(b)(1). An index of the denied documents is
attached.

Further, the documents provide the personal observations, recommendations
and conclusions of staff officers and the auauthorized release of this in-
formation could inhibit the frank exchange of information between staff
agencies and are denied under 5 USC 552(b)(5). '

The Initial Denial Authority is Mr. L. A. Knutson, Director Program Control
and Administrator, Office of the Under Secretary of Defense for Research and
Engineering. '
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TECHNOLOGY BASE

High Energy Lasers

Particle Beam Technology

Space Laser Weapén Study for Congress
Mobility fnergy Technology

Chemical Warfare and .Chemical/Biological
Defense R&D

Organization of the Federal Weather ?rograms
Consolidation of Defense Medical R&D

Software Technology Initiative Funding and
Coordination .

Budget Increases for VHSIC Program for
FY 81 and 82

Rapid Solidification Technology

National Materials and Minerals Policy
Act of 1980

Manufacturing Technology Program
Growth of Technology Base

Advanced Technology Developments
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B

STRATEGIC

M-X Program Actions

Inertial Upper Stage for Space Shuttle
Advanced Ballistic Reentry System (ABRES)
SSBN Secuéity Technology Program (SSTP)
TRIDENT Submarine Comstruction

TRIDENT II Missile

B-52G/H Nuclear Fardening; Electro-Magnetic .

Pulse (EMP), Gust and Blast
Air Defense |
Strategic Aircraft
Ballistic Missile Defense (BHD)
ALCHM Follow-on

Space Defense
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19
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ACQUISITION POLICY

Multiyear Acquisition

Industrial Mobilization Policy
(Emergency Preparedness)

Defense Production Assistant Programs

The Increased Use of Commercial Products and
standards to Satisfy Defense Needs

Management of Embedded Computer Resources

Contract Finance Policy

27
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INTERNATIONAL PROGRAMS AND TECHNOLOGY

AIM-9L Salé to Sweden

COCOM List Review

Military Critical Technologies List

Export Guidelines for the PRC

Us Munitions List Review and Revision

Cooperative Program Betweén'US Army and.Italy
Involving the Development of a Mast Mounted
sight (MMS) for a SCOUT Helicopter

MOU with France for Re-Engining KC-135 Aircraft

The Armament Chief, MOD, Switzefland, etc.

Gatorizing License  to Norway'.
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PATRIOT System Tests 42
Release of Remaining FY 81 Funds for the

F/A-18 Naval strike Fighter 43
M-1 SySte; Test. _ 44
Test Facility Management . AS-
Foreign Weapons Evaluation Program | 46
Target Assets Management o 47
Foreign Test Facility Utilization | A
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survivability of Cruise Missile Against
Low Altitude Alir Defense _ ‘ 49
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UNDER SECRETARY OF DEFENSE RESEANCH AND ENGINEENNG
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. ———— -
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OFFICE OF THE SECRETARY OF DEFENSE

November 18, 1980 .

Memo For LTC Hollander -

PERSONNEL AU THORIZA TIONS AS OF 11/18/80:

R&E 191 57 248
c3 70 5 85
Atomic Energy 17 16 - 33
Small & Disadv- |
antaged Business 9 0 9

Edna




August ], "1980‘4-""'.:

INTERNAL ALLOCA TIONS

USDRE_ ' .

USDRE 8 ‘ 4 12
AP 41 8 49
IP&T 21 5 26
R&AT 29 5 34
S&SS ) 18 12 30
TWP _ 33 7 40
T&E 18 1 29
PCLA . 22 5 27
Unallocated ' ! 1 0 1

191 - .57 248

c31
3 .
ASD(C™I) Office 3 2 5
s . _ - |

Cc’1 LA , 13 20

69 15 84

AUTHORIZATION .
(7 July '80)

USDRE | i91 Y 248
c - 69 15 34

<oV 72 332

TOTAL

UPDA I'ED NOVEMBER 17, 1980

MBSTER
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Aupust 1, 1980-

ORGANIZATION |

Under Secretary of Defense Research & Engineering

Dr. William J. Perry -/
Col. Paul G. Kaminski, USAF //7
\L.TC Kenneth Hollander, .USA

Mrs. Betty Ramsdale «

Mrs. Donna Anderson ._9
Mrs. Betty K. Hughes of
Mr. Lewis Washington 5

3
Principal Under Secretary & ASD(CTD

Dr. Gerald P. Dinneen _ /Cr |
Capt. Francis D. Carden, USN ] I c
LTC John F. Bashore, USA /m e
" Mrs. Sharron Kramer
Mrs. Judy Coppin 3 C

: _Pri_ncipal Under Secretary

i

Dr. Walter LaBerge - é
LG Gary Hyde, USA S /T
Col. Barton Krawetz, USAF ‘fM

Mrs. Pat Schotta '
Mrs. Carolyn Caldwell g

- Cha'rged to C3l




¢p Under Secretary (Acquisition Policy)

’_E_r
ofessional Vacancsr q

Col. John E. Roberts,,USAF §m
Miss Norma Whited /O

-

.ssistant for International Acquisition

" Col. Ronald L. Carlberg, USAF e M
Mr. Walter Henderson //
Mr. Marvin Stearn /Y
Mr. James B. King /
LTC Mark A, BaKer, USA 2
Mrs. Gerry Leginski 1Y
Ms Sandra Delman /5

Mr, Contracts & Systems Acquisition

Mr. Robert F. Trimble /&
Mrs. Sharon Rightenburg / 7

Dep Dir, Defense Acquisition Repgulatory Sys

. Mr. James T. Brannan / 9"‘

Mr, Charlés Lloyd c/g? e
‘ O

Professional Vacancy

Mrs. Mildred Ashurst &/

Dep Dir, Contract Placement & Administration

Professional Vacancy H2r

Professional Vacanc ) o?k”

Mr. Thomas Bell J}L

Maj. D. R. Wright, USAF 2/

Cdr Edward J. Bano, USN 9/
Mrs. Mary Barton Ry

Mrs. Carol Berg ot b

Civ.
41

Mil,

Total

49



jep Under Sceretary (A cquisition Policy)
Dep Dir, Major Systems Acquisition 5 ,
Mr. John E. Smith o 7 -
Mr., Truxton Baldwin o 9’ .
Mr. Manfred Reinhard
Military Vacancy - J0m .
Mr. David K. Anderson S
Mre. Ginger Roberts j/
Dep Dir, Cost, Pricing & Finance 5
Mr. John Kendig 3.-.9/
Mr. Herbert Fisher 3\; :
» ! Mr. David Koonce: 3
-. Professional Vacancy rj{a -
Miss Rachel Betlyn 3é
Dir, Materiel Acquisition Polig_r 2
Mr. John A. Mittino 3 7
Mrs. Barbara Nedrow 3?
BEP___D,..“' Production Resources 5
Mr. ‘Richard Donneily 3 7
Mr. John Osterday
Mr. John E. Dubreuil 9,/
Mr. Kenneth Foster 5/ |
Mrs. Betty Crook Z/\; : -
Dep Dir, Standardization and Support 6
Military Vacancy | // n

Mr. D. D. Burchfield & ¢
Mr. Howard Elsworth
Mr. Mark Grove
' Professional Vacancfr l?{
Col. Thomas Musson, AF
Mrs. Jo Ingram
Clerical Vacancy 9’- 7

.




Civ.
21

der Secretary (Intcrnational Programs

Dep 4n
) and Technology)
Dr. Vitalij Sarber 5 0 | 4
RADM Samuel W. Hubbard, USN /-Bm . :
) Col. John Ello, USAF ‘

Dr. Jeanne Mintz
Mrs. Rita J. Artwohl 2’

Mrs. Audrey Case

Director, NATO Affairs

Mr. Everett Greinke \5—9( "__
Mr. Francis M. Cevasgcg, Jr. 55

Mr. Arthur Ligoske
Col. John Hager, USAF /fm

Mrs. Patricia Frame 5;
Miss Glenda Weddle

Dir, Far and Mid East and
S. Hemisphere

Mr. Gerald D. Sullivan S?
( “nthon Berg)

e‘ Professional Vacancy é o
f 6/ ) . :

Mrs. Judith Cooper

Dir, Military Technology Sharing

Mr. Frank Kapper éc}J
63

Mr. Howard Gardiner

LTC Bruce Meiser, usar /& /7
Mrs. Ann O'Connor é #“
Mrs. Elsa Conliife A4

Dir, Technology Trade |

Dr. Oles Lomacky 4 b
Mr. Gregory DeSantis & 7
Mr. John Batluck 6
Capt. James Hower, USN / 72/
Mrs. Ann Wesner 6 7
Miss Joan Bromiley 70

-~

Mil.

Total
26

f



Principal Deputy ASD(CBD

Dr. Harry L. Van Trees ¢ .
Col. Richard B. Clement, USAF I/ &
Mr. Craig Wilson § € '
Professional Vacancy § C.
Mrs. Louise Ensminger 7 C
Miss Colena Rogers f c
Mrs. Ann Gillenwater 2 C

. DASD(Programs & Resources)

Mr. Kenneth B. Cooper /& C-
Miss Joanne Petras J// ¢~

Dir, C3 Resources

Dr. Alden P. Sullivan /J- s
Mr. Nat Cavallini /3 ¢
Mr. Dennis Litchfield Yy C
Mrs. Carol Katawczik /7§ €

Dir, Intelligence Resources

Mr. James L. Mayer /4 €
Mr. Norman Ghisalbert /7 &
Mr. Alexander Buinickas /g <
Mrs. Claudia Scruggs / 7 c-
Miss Debbie Mannherz oo &

f)ir, C3 Systems Research and Evaluation

Professional Vaca.ncy (Dr. Stuart Starr) A/ &

DASDICY)

Dr. Thomas P. Quinn Ja c
Mrs. Yolanda Beach cQJ C

Civ. .

66




Civ.
_PJpal Deputy ASD(CBI) (c'ont'd)

DASD(C3) (cont'd)

4

Dir, Theater & Tactical CZ' ' . 6

- Mr. John C. Cittadine of¥/ ¢
Mr. Dennis Marquis b &
Professional Vacancy c} 2 C
L.TC John H. Martel, USAF & /g
Col. Jonathan Myer, USAF S e
L.,TC Frank McLeskey, USA /o /np &
Mrs. Rita Kibler of ¥ & '
Mrs. Virginia Hug o§ 7 c-
Mrs. Pat McNelis Jp c-

Dir, Electreonic Warfare & Countermeasures 3

Mr. John M. Porter J/C’
Professional Vacancy (Mr. William J. Lewis) #ol &
Capt. James H. Eckart, USN &M
Mrs. Louise Martonci.kj‘; c.

Dir, Information Systemns : 5

Professional Vacancy (Stephen T. Wwalker) .;’4‘ <
Mr. Rudolph Sgro 35’ -
Mr. Stephen T. Wa'l_‘kerjd, c
LTC John Lane, USAF 2/mn C
Mrs. Mary Gober j A
Miss Barbara Lawhorn 3 ! -

Dir, Communications Systems 8

Mr. George L. Salton 3? ¢

Mr. Albert G. Facey S/a c-

Mr. Andrew Hartigan ¢ J C

Mr. Richard Howe ¢ ¢

Mr. Norman Gray ¢ ¢

Col. Jackie L. Manbeck, USA £ /4 €

Capt. Jerry Stump, USN 9 fn e
Mrs. Sally Dimond §%5 C
Mrs. Patricia Roberts & 4 c

. Mrs. Margaret French yo Cr

‘E

Total

10



3
Principal Deputy ASD(C T) (cont'd)

DASD(C3) (cont'd)

Dir, Strategic C3

Dr. Robert D. Turner (Actg) yf(‘/
Mr. Reynold Thomas g ¢
Mr. Dale Hamilton /=
Professional Vacancy 4P ¢~(Space used for Dr.
Col. John C. Frishett, USAF /4/M &
LTC Robert Leahy, USAF // /) ¢
Mrs. Sandra Sims S_/ Co
Mrs. Rachel Ellis Ry I+

DASD(Technical Policy & Operations)_

Dr. David Sclomon _5—3 C
Mr. Walter Coari S Y ¢
Mr. Paul Cahan §&§ ¢
Mr William J. Cook & &
Miss Harriet Freedman §°) C
Mrs. Evelyn Robbins 48 C-

DASD{Intelligence)

Dr. James H. Babcock &7 ¢
Miss Marjorie Holloway 6 o ¢

Dir, National Intelligence Systems

Mr. Anthony J. Tether &/ ¢
Mr. Ronald J. Goldstein &<y &
Mr. Victor E. Jones & 3 ¢
Miss Julie Mikovits ¢ ¢ C-
Dir, Tactical Intelligence Systems/Dir, Reconnaissance
Surveillance & Target Acquisition

Mr. Charles Hawkins el ¢ .
Mr. Michael L. Kcllercj_{’b
Miss Janet Burner 20 ¢

Mrs. Gail Moore f @ €~

Programs Division

Capt. Harvey E. Fisher, USN /l3/nC

LTC Andrew LaChance, USAF /J/Mm &
Mr. Loren Larsen 4 9C

Civ.,
Lav. |

Stuart Starr)




. Civ. Mil. Total

|

P’rincipal Deputy ASD(CBI)

DA .Intellig ence) (cont'd)

Dir, Tactical Intelligence Systems/Dir, Reconnaissance ’
Surveillance & Target Acquisition )

L]
———

Plans Division

Col. Charles E. Schmidt, USA (Chief) JL /N &
Mr. Ernest W, Liska é 9 -

- .

(1



Dep Under Secretary (Research & Advanced Technology)

Dr. Arden Bement 7/
Dr. George Millburn 7.2~
Col. T. R. Hukkala, USA /& /™
Mr. James Terrell
Mrs. Virginia Gross
Mrs. Nancy Kish ¥ &
Mrs. Susan Luker 7fp

ygsistant for Research

Dr, George Gamota 7 2
Ms Barbara Findlay 7 &

director, Directed Energy Programs

Dr. Richard Airey % 7
Col. Frederick S. Holmes, USA /9”)
Mrs. Jan King 0

.ssistant for Manufacturing Technology

Mr. Lloyd Lehn &/

director, Electronics & Physical Sciences

Mr. Joseph Feinstéin gc;’

Professional Vacancy 8’\3 {Mr. John MacCallum).

Professional Vacancy &
Mr. Samuel Musa &£ .

Professional Vacancy 86 (Mr. Joe Batz)
Mrs. Doris Reeves & 7

Mrs. Garnette Dupont & §

irector, Engineering Technology -

Mr. G. R. Makepeace g
Professional Vacancy ?D
Mr. Jerome Persh ?/

Mr. Ray Thorkildsen ./

Mr. Raymond Siewert 9‘3

Mr. George C. Kopcsak 7 ¢
Miss Janice Rockwell ?f
Mrs. Bettie Hall . 9§

- a

Civ.
29




Technology) (cont'd) -

Depsder Secretary (Research and Advanced

Director, Environmental & Life Sciences

. Col. Elbert W. Friday, USAF ol 0/M
Mr. Thomas Dashiell
Col. Phillip Winter, USA o3/ /77
- Cdr Paul R. Chatelier, USN A& /M
Mrs. Ponna Donovan
Mrs. Peggy Melburn

-10 -

Mil.

|

Total

3



Dep Under Secretary (Strategic & Space Systems)

Dr. Seymour L. Zeiberg /DD
B/G Donald A. Vogt, USAF g3/
Col. Joseph Eibling, USAF & ¥ /M ;
LCDR John P. Fuller, USN 5 /M o
LTC Allan J. MacLaren, USAF b M
Mrs. Sandra VanNamee 70
Miss Wanda Jacobs /P >
Mrs, Elizabeth _(;‘:rossman /0-;

Director, Defensive Systems

Dr. Verne Lyon~ /0 Y _
Mr. William H. Winter / 0 o ~ .
Professional Vacancy /]C b (Arthur H, Bertapelle)

Col. David Niebauer, USAF 72/7)
LTC Charles A. Lau, USAF =8/
&

Miss Phyllis Bishop /
Mrs. Rowena Peterson /& f

Director, Offensive & Space Systems

Dr. Marvin C, Atkins /& 9
Dr. Richard S. Ruifine // O '
Col., Warren R, McDonald, QSAF c??_.m

Col. Stephen F. Moore, USAF ' Zo /).

Mr. Howard Barfield ///
' Mrs. Janelle Orrico //o0/
‘Mrs. Adriane Baggett //3

jYirector, Cruise Missiles

Mr. James F. Mullen” //J/
Col. William L. Othling, USAF &3/ /M
42

Capt. O. V. Shearer, USN
Mrs. Margaret Dunan /7

space Activities Office 1 2
Civilian Vacancy 33);’) (Space c;;:)verted from military)

LTC Gerald May, USAF
Maj. Ted Mervosh, USAF .35—/7)

Mrs. Linda Harney //é

-

- 11 -

- |
(Used for Bertapelle)




Total
40

Civ.
Dep Under Secretary (Tactical Warfare Programs) , 33

qvir. David C. Hardison 77 LM 7 , : : 8
- Col. Donald Couture, USAF - ?
Dr. Milton J. Minneman 4
Professional Vacancy. /72

Mrs. Melanie Bernard /.2 ©
Mrs. Annette Gwensberg /aL/
Mrs. June Langley /407/
Mrs. Peggy Wolf /&\3

- -15
b

Director, Air Warfare 8 3 131
Dr. John R. Trans;.ié /cit?t »
Mr. Martin Chen / g
Mr, Gerald Fitzgibbon /&
Mr. Dean Gissendanner/‘é ; ) ‘
Professional Vacancy 7 (1\:9?- Charles Williams)
Capt. Donald V. Boecker, USN 777
Col, William J. Scheuren, USMC %ﬂ?/}’)
Col. Charles Hansult, USAF .:3 7
Mrs. Irene Bacon ?
Pt Mrs. Janice Lovitt /30
.\, Mrs. Roberta Mc Call /3 /
Director, Land Warfare : 9 2 11

Mr. Charles W. Bernard /3 R
Professional Vacancy . /3 3
Mr. C. F. Horton / (¥4

Mr. Myron Bruns / ;’_
Mr. Guntis Sraders /13 @

Professional Vacancy /3 %7

Col. Charles Garvey, USA Yo /v

LTC Cletys B. Kuhla, USAF %#7//7
Mrs. Margo-Potter /
Mrs. Anna Seidel J 37
Mrs. Sandra Price /4 O



Dep Under Secretary (Tactical Warfare Programs) (cont'd)

Director, Naval Warfare

.

william D, O'Neil 'z
Mr., Edward McKinney ] & 2
Mr. David L. Anderson /43
Mr. Thomas Amrhein / oL
Mr. John P. McGough { Y
Mr. Charles V. Kincaid /
Capt. J?hn Petegs,(%ﬂo?/ Vo2)
Mrs. Carol Keefe | (fl 7
Miss Bonnie May /¢ 4
Miss Sandra Harvey / &

-13 -

Civ.
il

_Tblal;




Di.tor, Defense Test & Evaluation.
RADM 1. W. Linder, USN (Rety 180

LTC Frank H. Tubbesing, USAF Y3 M
Mrs. Kay McAllister /757

Tactical Air & Land Warfare

Deputy DirectorT,
- Systems Test & Evaluation

B/G Eugene Fox, USA YL
Col. Ralph O. Anderson, USA V{m
Col. Joseph K. Spiers, USAF Yo 0

L TC Robert K. Rahn, USAF ¥ 7777
LTC Robert W. Demont, USA gm
LTC Edward C. Robinson, usa ¥#7/m
Capt. John F. Calvert, USN &0
Col. Marvin T. Garrison, USMC f/ m
Mrs. Miriam Harrison 153
Mrs. Lois Ruff /] 5Y
Mrs. Janet Myers /

Strategic & Naval Warfare Systems

Deputy Directlor,
\ Test & Evaluation -

.Mr. Charles K. Watt N
Dr. David E. Anderson /5’-7
Mr. Donald R. Greenlee /Si
Mr. H. Eugene Thompson /59
Mr. G. Donald Wood FR
Cdr Boyden Steele, USN LiMm
LTC Robert L. Christopher, USAF S-J/Y)

Miss Gail Greene o
Miss Kathy Thacker e/

jlities & Resources

Deputy Director for Test Fac

Mr. William A. Richardson /F
Mr. James Cowgill /b
Mr. Charles W. Karns Jb ¥
Mr. Richard R. lL.edesma /65
Mrs. Ann Powell /66
Mrs. Mary l.ou Tennant /& 7

- 14 -

Civ.
Lal¥e

18

11




Civ.
Dir, Program Control & Administration ) 2z

Professional Vacancy, /(9 f
Mr. C. T. Everett 167
Mr. Paul Mirakian /2@ : ,
Mr, Louis E. White /7/ :
Miss Angie Moore / 791
Mrs. Ruth Hoppe 73
Miss Ida Mae Young / 7 ‘/‘
Clerical Vacancy J 75’
Security Policy & Review Division

Professional Vacancy / 7 é
Mrs. Anita Bai j’]7

Personnel
Miss Edna willis /7 g

Mail & Records Section

Miss Ada Shernll l ') 7

Mrs., Bert Eister [/ 8©

‘Mr. Corsby Callaway ] 8 /

'Miss Viola D. Hampton / /8y

Mr. Boward M. Sobel 23

Mr. Bernard A. Herbert g

Miss Yolanda Sheppard §$

SSGT James A. Simmons, USAF LY m
SSGT Rjichard L. Hersey, USAF £5/Mm

Special Intelhgence Records

CMSGT E. J. Francisco, USAF é‘(p /M
Mr. Wilson R. Collins
Mr. Nathaniel W. Lucas /? 7
TSGT James A. Reinertson, USAF & 72/%)

Spec1a1 Intelligence Clearances

Mr. Thomas E. McConell / g 9

Defen:e/IDA Management Office

Col. James B. Statler, USA m
Mrs. S]'urlcy Goldsm:.t!i /

CHRel GHRY /20 .

-15 -




OFFICE OF THE UNDER SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301

20 November 1980

RESEARCH AND
ENGINEERIMNG

MEMORANDUM FOR DIRECTOR, PROGRAM CONTROL AND ADMINISTRATION

SUBJECT: Acquisition Policy Roles and Missions

The following information is provided regarding the structure and capabilities
of Acquisition Policy as it has evolved over the last three years. You should
find it helpful in identifying the resources that are part of the Research and
Engineering team that functions in direct support of contracts. amd systems

acquisition and materie) acquisition policy.

The Director (Contracts and Systems Acquisition) provides procurement and business
management expertise in the principal areas of: :

e Contracts-and Systems Acquisition Policy

e \Veapon Syétems Acquisition Support (business planning and
strategies)

. ® DoD Acquisition Regulatory System {DARS) (successor to ASPR)
@ Foreign Procurement
® Intergovernmental Agreements
e Cost Accountiné Standards
e Contract Finance
® Cost and Price Analysis
e Overhead Cost Management, including IRED
® DoD Profit and Investment Policy
e Contract Admfnistration
e Carcer Development
e Procurement Review :

e Protests and Appeals



The Director (Materiel Acquisition Policy) provides production and standardization
expertise in areas as follows:

The enclosure expands on these functions and provides a more detailed description.

Encls

Statistics (contracts and system acquisition)
Patents, Data, Copyrights and Royalties

National Policlies (contracting/procurement)

Defense Standardization Program
DoD Specifications and Standards Control and Tailoring ;

Utilization of fqdustry Specifications and Standards Documents
and Practices . |

NATO Standardization (assemblies, components, spare parts
and material) ~

DoD Metric Conversion
DoD REliability and Maintainabilitf

DoD Software Management Plan

DoD Commercial Commodity Acquisition
DoD Quality Assurance ‘ w
DoD Technical Data Management |
Materiel Acquisition Pollcy
Defense Production Engineering Services Office (DPESO) ;
Production Management

The Defense Iﬁdustrial Base

Manufacturing Productivity

Strategic Materials

Energy Conservation (industry base related)

Defense ﬁrioritles System/Defense Materials System Program

Program Hanagement Reports

1

Org Chart | q.‘#:}bu é, @&Qﬁ/@ .

Expanded Functions

JOHN E. ROBERTS Jr . Col USAF
K] Asst to Dep. Under Sect. ‘
ol Dof. R&E (Acqn Poly ‘ N .



0%

DEPUTY UNDER SECRETARY OF DEFENSE FOR R&E

(ACQUISITION POLICY)

QEPUTY UNDER SECRETAAY OF
DEFENSE FOR RRE
{ACOUISITION POLICY)

armemesishy TAMALE Ad\dt,.)

JOHN £ ROACRTS, COL., USAF, EXECL.
G59 NORMA WHITED

DIRECTAR, OFFICE OF
SMALL & DISADYANTAGED
BUSINESS UTILIZATION

ES4 NOAMA FOWELL

GS1 VATANT

DIRECTOR, INTERNATIONAL

COL. AON CARLBERG, USAF
651§ WALTER KENGERSON
6515 MARVSTEARN

6316 BAUCE mING

LCOL MARK BAREA. USA

ALQUSITHOA

GS? GERRY LEGINSNI
GS4  SANOT DELMAN
DIRECTOR SMALL BUSINESS & DIRECTOR, DISAOVANTAGED
ECONOWE UTILIZATION POLICY BUSINESS UTILIZATION POLICY
€54 WAL FELSHER £14  ARTWILLIAMS
G315 STam TESKD G314 HUBERT SMOCZYNSKI
€57 MAAY JANE HUOSON G513 TIM FOREMAN
GS4  MARIAN SNEAD
OIRECTOR, CONTRACTS & : ’ DINELTOR, MATERIEL
SYSTEMS ACOUISITION ACQUISITION POLICY
€54 RORERT THIMELE ES4 JOMN MITTING
437 SHARON RIGHTENSUAG 037 BAAPARA NEDROW
ORECTOR DEFENSE ACTUISITION DEPUTY DIRECTOR, CONTRACT DEPUTY DIAECTOR, MAJOR DEPUTY DIAECTOA, COST DEPUTY DIRECTOR, PRDOUCTION DEPUTY DIRECTOR,
RECULATORY SYSTEM _PLACEMENT & ADMINISTRATION SYSTEMS ACQUISITION FRICING & FINANCE RESOUALES STANDARDIZATION AND SUPPORT

EE?  NMORANNAN
£3-15 VALANT

G311 "RADGE 0 TONNER
€57 MILORFO ASHURST
G134 WACAMT

€8 MERS FISHER, ALTING
G313 AL AHEARN

G815 THOMAS BELL

04  MAJ RONWRIGHT, USAF
G571 MARY BARTON

G54 CARDL BERC

31 JOHN SMITH

GS-1§ TRUXTON BALDWIN
G515 DAVE ANDERSON
G815 FAED ALINHARD

04  CAFT.E F.5SFAR, USH
G54 GINGER ROREATS

£13  XIMN KEXDIG

G515 VACANT

G816 DAVID KOONER (YOY)

GH-t§ CHARLES NEANDORFF

04 WMALORAGY JACNES,
USAF (TELR)

637 RACMELEETLYN

PROGUCT ENGINEEAING®
SERVICES OFFICE (PESO)

ROBEAT L. MOWELL

QEPUTY DIRFCTOR,
FEDERAL ALOISITION
AEGULATION

04 JOHN SLINKARD, COL. USAF

ER) - RICHARD DONNELLY
G513 JED DwBRAEUN

0S-1%  JOHN OSTERDAY
G5 VALANT

S8  BETTIYLLROOR |

COL  JUSTIN MOLMES USA ACTING
GS15 DEL BURCHFIELD

G515 MOWAAD ELLSWOATH

G516 MARK GROVE

04 COL BENEWETT USAF

GE-} 10 INGRAM

CS8 EXTMERMDIS

CEFENSE INDUSTRIAL
RESOUACES® SUPPOAT
QFFICE (OIRSD)

CHARLES . DOWNER

DEFENSE MATERIFL
SPECIFICATIONS® & STANDAROS
OFFICE (OMSSD)

VACANT

¢ DLAFIELD ACTIVITIES



DETAILED DESCRIPTIONS OF ACQUISITION POLICY FULCTIONS

contracts and Systems Acquisition responsibilities include
the following and are adainistered by Contracts and Systems Acguisition .
Directorate: — :

ettt

. contracts and Systems Acquisition Policy .

pevelops policies and procedures to govern DoD
contracts and system acguisition activities.
Assures the effective implementation of these
policies within the Military Departments and
Defense Agencies. :

. Weapon Systens Acguisition Support

Assures effective pusiness planning and strategieq

- to support the acquisition of major Defense weapon-
systems. participates in the Defense System Acqui-
sition.Review Council (DSARC) as to business | 7
and acquisition strategy, source selection, type .~
of contract and other procurement related matters:
Monitors the development and use of innovative ‘
improvements in the technigues and procedures
' peculiar to weapon system procurenent.

. - DoD Acquisition Regulatory System {DARS)

Develops policies and procedures required in the =

management and operation of the Defense Acguisition ;
Regulatory System (DARS) as regquired py DoD Dbirec-
tive 5129.1 of April 29, 1977. Through the Defense
Acguisition Regulatory Council (DARC), develops
and publishes the nefense Acquisition Regulation.
(DAR) , the successor to ASPR. Acts as the office
of primary jinterest for DoDD 5000.1 and 5000.2

: and is the DeD focal peint for implementation of|
OMB Circular A-109. ;

' . . i

Enclosure,

Al e
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Foreign Procurement

Establishes and implements offshore and foreign
military sales (FMS) procurement policies and
procedures. Recommends revisions as appropriate.
Examples include the price differential favoring
U.S. firms under the Buy American Act and our
balance of payments program andéd source selection

policies for FMS.

Intergovernmental Agreements

Directs and assures successful implementation and
fulfillment of government-to-government agree-
ments such as the U.S. Canada Defense Production
Sharing Agreement, reciprocal procurement agree-
ments, offset arrangements and other cooperative
programs. Advises organizations such as ASD(ISA),
other OSD agencies, foreign governments and U.S.
and foreign business firms concerning proposed
offset agreements and other government-to-govern=
ment arrangements whereby foreign sources would
participate in DoD procurenent.

Cost Accounting Standards

Establishes, promulgates and evaluates uniform

. and integrated procurement policies, procedures

and systems pertaining to cost accounting standards
issued by the Cost Accounting Standards Board

and assures proper implementation throughout DoD.
Integrates and coordinates DoD procurement,
contract administration and auditing policies

with respect to cost accounting standardés
implementation. '

Contract Finance

. Manages, directs and develops DoD contract financing

policy and monitors its implementation particularly
in regard to advance payments, progress payments and
loans associated with DoD contracts. Develops
advanced financial analysis techniques to assess

the financial strength of major Defense contractors.

PEEII—S-_— Y
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Cost and Price Analysis

Develops and implements contract pricing policies,
contract cost principles and procedures. This
includes cost and price analyses, plus the considera-
tion of the allowability, allocability and reason-
ableness of contractor's costs. Conceives, cdevelops
and implements new techniques for the oricing of
weapon systems contracts to avoid under-pricing and
the possibility of cost overruns..

Overhead Cost Management, includiﬂg IR&D

Provides advice and counsel for cost allowability

and business management aspects of the Independent
Research and Development program. Directs and leads
the development of uniform policies and procedures
pertaining to overhead cost allowability, allocability,
reasonableness and management. Assures consistent
treatment of contractor overhead costs by DoD
activities.

DoD Profit and Investment Policy ‘ ’

Manages and directs the develooment of DoD proth
policy .covering negotlated contracts, Assesses
the overall level of profits on Defense contracts.
Evaluates the effectiveness of DoD profit policies
as an incentive for DoD contractors to make
capital investments to improve efficiency and

.productivity of the industry. Directs and takes

corrective policy action as appropriate.

~Contract Administration

Establishes, promulgates and evaluates uniform
policies and procedures pertaining to the post-award
administration of DoD contracts, including inspection,
status reporting, shipment, government property and
termination. Administers the DoD plant cognizance
program--the assignment of contract administration
responsibility for certain contractor plants to

the Military Departments.

e ¢ B L &
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Career Development

Exercises overall policy responsibility and assures
effective management of the DoD procurement career
development and procurement research programs

and monitors the Federal Procurement Institute.

Procurement Review

Monitors and evaluates the performance of DLA as the

DoD Executive Agent for the Procurement Management
Review Program. Under this program, the Military
Departments and DLA periecdically review the operations
of their procurement and contract administration organi-
zations.

Protests and Appeals

Exercises overall policy responsibility for pre-award

bid protests, post-award contractor appeals against
contracting officer actions and appeals for extra-
ordinary relief under P.L. 85-804. Monitors the
activity of the Armed Services Board of Contract
Appeals (ASBCA) that acts for the Secretaries in
resolving post-award contract appeals.

Statistics

Directs the development of managément requirements for
contracts and system acguisition statistics, the

-analysis of such statistics and management actions

stemming from such analysis.

Patents, Data, Copyrights and Royalties

Develops policies and provides advice with respect
to patents, rights in technical data, copyrights
and royalties.

National Policies

Develops contracting policies and procedures imple-
menting national policies legislated by the Congress,
such as energy conservation, pollution control, equal
employment opportunity, the Service Contract Act,

the Davis-Bacon Act, the Walsh-Healey Public Contracts
Act, the Contract Work House and Safety Standards Act,
the Fair Labor Standards Act, and others.

; ek
w4



Materiel Acquisition Policy responsibilities include the ’
following and are administered by the laterlel Acquisition Policy Directori ™

»

Defense Standardization Program

Provides overall OSD staff supervision and policy
direction of the management and operation of the
Defense Standardization Program in compliance

with P.L. 436, and of the operations of the Defense
Materiel Specifications and Standards Office.

DoD Specifications and Standards Control

Provides policy direction for the review, revitali-
zation, and system management of the DoD library of
specifications, standards, and other acquisition
support components in procurement and design/
development activities.

DoD Specification Tailoring

Establishes policy for, and directs develoopment and
implementation of a comprehensive departmental-wide
brogram to assure cost-effective application and
deliberate tailoring of DoD specifications and

standards. .

Utilization of Industry Documents and Practices

Directs major initiatives to cause a substantial
increase in the adoption and use of equivalent
industry (non-Government) specifications and standards
in the DoD acguisition process., Evaluates compliance
and initiates corrective actions. Responds to
National policy as promulgated by OFPP/OMEB.

NATO Standardization

Assures development of new DoD-wide initiatives,
policies, and guidance in direct supoort and further-
ance of Secretary of Defense and Administration
policy on NATO standardization and interoperability.
Responsibility pertains to DoD items and material
below the major systems level (assemblies, components,
spare parts, and material) and provision of a support-
ing specifications and standards base.

DoD Metrication

Directs development of overall strategy and planning
for the conversion by the Military Services and Defens’



Agencies to the metric system of measurement,
Develoos policy and monitors and assesses
compliance. Responds to statutory reguirements
of P.L. 94-168, "Metric Conversion Act of 1975."

DoD Reliability and Maintainability

Develops DoD-wide Reliability and Maintainability
(R&M) policy, and DoD R&M practices designed to
improve effectiveness of Defense Systems, and to
reduce overall material costs. Brings military
documentation and specifications and stancdards on
R&M into compliance.

DoD Software Management Plan

Provides policy for, and supervises development and
implementation of a DoD-wide Defense Systems Soft-
ware Management Plan to improve the acquisition,
management, and control of computer resources.
Advises DSARC regarding embedded computer resources,
improves technology base, and attains standardization
of programming languages and computer architecture.

DoD Commercial Commodity Acquisition

Directs a major management effort and alternative
acquisition methodology to significantly increase the
percentage of Military Services and Defense Agency
material requirements to be satisfied through commer-
cial, "off-the-shelf" products. Responds to require-
ments of OFPP policy and pending legislation,
Structures a major DoD policy document covering
acquisition of commercial items, and rmonitoring of
implementation.

DoD Quality Assurance (QA)

Develops and maintains DoD policy in the Quality
Assurance area. Directs development of solutions

to DoD-wide management and policy problems involving
inadequate Quality Assurance, and seeks methods of
reducing overall cost of maintaining the DoD Quality
Assurance discipline.  Directs initiatives to improve
the QA career program. Fosters improved NATO programs
in the QA area.



DoD Technical Data Management

Develops and implements policies and p
to streamline technical data managemen
and programs (specifications, standard
etc.) and controls the application of

requirement documents and resultant da

Materiel Acquisition Policy

Develops and coordinates R&D managemen

rocedures .

t systems

s, drawings,
technical

ta products. -

t, production

management and major- system acquisition policy
covering programmatic and technical content. Assures
uniform and effective application of these materiel

acquisition policy areas by the Milita
and Defense Agencies.

System Program Transition

ry Departments

Serves as OSD focal point for matters governing the

efficient transition of major systems
modification programs from R&D into p
birects developrment of production plai
production readiness directives and i

. . . )
Defense Production Engineering Service

and system

oduction.
ning and

structions.

s Office (DPESO)

Develops staff guidance and direction for the produc-.
tion engineering and production managément activities

performed by DPESO. Sponsors the form
task efforts involving production exp
use of composites in aircraft systems
Coordinates the application of DPESO p
production readiness reviews of major
limited production and full productio
decisions in support of the DSARC pro

Production Management

Assures greater emphasis on productio
and assures that uniform production m
practices are followed by DoD compone
greater production management experti
Furnishes production management exper
deliberation and institutionalize pro
engineering and production assessment
out the DoD. |

“

ation of special
rtise; e.qg.,
applications.
ersonnel to
svstens at
milestone

ess.

management,
nagement

ts. Develops

e within DoD.

ise for DSARC
uction planning/
concepts through-




The Defense Industrial Base

Maintains cognizance over the Defense production
base and conducts industry sector studies to
determine those sectors operating below economic
efficiency. Establishes policy to promote
maintenance of an effective program for identi-
fication of diminishing U.S. manufacturing
sources and foreign source dependencies. Develops
alternative acquisition business strategies and
acquisition policies to resolve industrial base
problems and promote maintenance of an industrial
base that can rapidly and efficiently respond to
current and emergency Defense production require-
ments. Determines the effect of EPA/OSHA
requirements on Defense industrial sectors.
Provides policy for maintenance of a viable
Industrial Preparedness Planning Progran.

Industrial Resources Management

Assures that cost-effective industrial resources
are available to meet Defense peacetime, surge and
emergency production needs. Structures DoD policy
to recognize and respond to the dynamic and ’
economics of domestic and international supply

and demand for natural and industrial resources

to support Defense production. OSD focal point
for over $30 billion of Government property.

Manufacturing Productivity

Develops policy and procedures that will promote
adoption of new manufacturing processes, materials
and equipment for efficient production of Defense
materiel, thereby reducing production leadtimes
and acquisition/life cycle costs. In coordination
with the Deputy Director (Research and Advanced
Technology) promotes greater industry participa- -
tion in the DoD Manufacturing Program. Initiates
policies that will result in greater use of
computer technology in the manufacture of DoD
materiel.
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Strategic Materials

Initiates and guides a DoD progranm to identify
upgraded forms of strategic and critical materials
in consonance with Section 302 and 303 of the
pefense Production Act of 1950, as amended, to
establish or reconstitute materials stockpiles

in upgraded forms and overcome critical short
falls.

Energy Conservation

1dentifies the life cycle energy sensitivity of
large-scale usage materials in DoD production
programs and requires Service/DLA jdentification
of energy intensive industrial processes. Ensures
utilization of manufacturing techniques or produc-

tion processes which utilize the most cost-effective

energy SourcesS.

Strengthen Defense Priorities System/Defense Materials

System Program‘

Requires priority ratings to be based on military

urgency, criticality and timeliness of delivery and ".
assures that Special Priorities Assistance is applied \W@

only to critical components or systems.

Program Management Reports

pevelops criteria and requirements for management
reports concerned with major systen acgquisition

progxram execution. Analyzes management reports and
provides assessment of potential impacts oOr problem

areas. Coordinates OSD staff reviews of major
system acquisitions.

Planning Review

Coordinates the OSD review of major acquisition

system program planning at the Secretary of Defense

decision points to insure the status of planning

is sufficient to support program decisions. Develops
criteria for the required status of planning at key

program decision points.

y | e e e e
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MISSION STATEMENT

DEPUTY UNDER SECRETARY (INTERNATIONAL PROGRAMS AND TECHNOLOGY)

Responsible for providing overall direction for all international
research and engineering activities, including cooperation”™”’

with NATO and other allied nations in defense research,
development and weapons acquisition.

Responsible for administering the control of technology
export for the Department of Defense by providing the DoD
focal point for all activities involving munitions export
cases, technology transfer policy and the export to foreign
nations of equipment involving critical technology.

Recommends specific cooperative research, development and
production policies to meet US/DoD objectives for Rationalization,
Standardization and Interoperability and provides programmatic
judgments regarding the transfer of technology to foreign

nations consistent with national economic, technological,

political and military objectives.

Recommends requirements and funding priorities for weapons and
systems that have international implications.

Assesses the possibilities for beneficial cooperative RED
programs and insures the development and coordination of

same according to worldwide geographical regions of responsibility.

Establishes and fosters strong structural working relationships
"with key industrial leaders and international representatives
including the Council of NATO Armaments Directors and also
functions as the key DoD point of contact for US industry,
foreign officials and the Congress for all international R&D
program initiatives and matters pertaining to the transfer

of technology.

Analyzes a wide range of techno-military issues and identifies
appropriate technologies requiring export control and insures
adequate and timely DoD positions on US export and COCOM
(Coordinating Committee)} cases.

Formulates the DoD position on export control lists revisions
and identifies critical technologies requiring export control
in response to Congressional mandates.

Represents the USDRE on the National Disclosure Policy
Committee {NDPC) and provides policy formulation on matters
involving military technology sharing, including munitions
and foreign ownership.

1
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BUDGET FOR IP&T

($ in millions)

FY 1980

RDTEE (65104D) - 2.5M

e

CodrE

¥

FY 1981

2.0M




.+

Audrey G. Case
Secretary to DUSD

LNTERNATLONAL PROGRAMS AND TEGHRGLOGY

Vitalij Garber
DUSDRE (IP&T)
ES~5

Rita Artwohl

G5-8

. Intl Programs Asst

G§-10
Samuel W. Hubbard
Patricia A. Frame Assistant DUSD (IP&T)
Secretary to ADUSD RADM, USH :
G5-7
John V. Ello
Military Assistant
COL, USAF
1
t
| E t
i , ) i
Everett D. Grelnke i Gerald . Sullivan I - Jeanne Mintz : {  TFrancis B. Kapper | Oles Lowacky
Dir, NATO/European Affairs i Director, Far East, Middle Spec Asst, Plaas/ : Dir, Mil Tech Sharin i Dir, Technology Trade
ES-4 | East, & S. Hemisphere Afrs | Reqmts é ! ES-4 . i ES-3
| L5-4 | ES=-3 ' ! :
| | J | )
] J é |
taff Staff Staff Staff stats
Arthur M. Ligoske G5-15 Anton Berg G5-15 Marvin Winkleman MAJ, USATF Bruce Meiser LTC, USAF James J. Hower CAPT, LS
Francis M. Cevasco, Jr. GS-15 Napier Smith CAPT, USN iioward Gardiner G5-08 Joha J. Batluck | G5-15
Staniey Zagalak LTC, G5a Judy Cooper GS-uUb filsa Conliffe GS-06 Gregory D. DeSantis GS-15
Charles J. Infosine GS-14 Ann Q'Connor Gs-06 John A. Hager COL, USAF
Tihomas L. Leib MAJ, USAF Todd Stevensen GS-14 Ann Wesner GS-07
Glenda R. Weddl. GS-08

Joan E. Bromiley 65-06
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PROGRAM CONTROL AND ADMINISTRATION

Director

L. A. Knutson, ES-&4
Angle Moore, GS-8

1

Personuel

Edna Willis, GS-10

Computer Applications

Program Control

IDA Mgmt Office

Security Policy

Louls White, GS-15
Ida Young, GS-4

Tom Everett, GS5-15
Paul Mirakiasu, GS-15
Ruth Hoppe, GS5-9

Col James Statler, USAF
Shirley Goldsmith, GS-7

Howard Stadermann, GS~-l3
Anita Bai, G5~11
Edaa Hufford, G5-6

cMSgt Emerson Francieco
TSgt Relnertson
§Sgt Hersey

8§5gt Simonse

Mr. McConell, GS5-%9
Mr. Collins, GS-7
Mz. Lucas, G5-7
Mrs. Eister, GS5-7
Mr. Calloway, GS-6
Ms. Hampton, GS5-5
Mr. Herbert, G5-3
Mr. Sobel, GS-4
Ms. Sherrill, G5-4
Ms. '_Sheppa'rd.- Gs-2

December 1980

L
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-_General

a.

DoD position on new legislative proposals.

R portion ‘of SecDef Back-up. SRR ‘ _:‘,i_‘ S

8-
requests for information. o s
:: . P - ?
h. Controls and reviews OUSDRE Congressional Transcripts.

'EEQBrém'Cbntrol .

i irPPBS system. o

h.

stamistical data.
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FUNCTIONS

PROGRAM CONTRDL AND ADMINISTRAﬂﬂON

4

.;t'; Sk

I )

‘Point of contact with General Counsel and responsible fo

1

. Coordination and control of DoD Instructions and Directives

‘Point of contact with Comptroller on Internal Audits affect

f\ '\'h—
-Prepares QUSDRE Congressional Back~up and coordinates prepan

i
Point of contact with' Legislative Affairs on speciaerongre_

Central control office in DoD for RDT&E a d Prdcnﬁenentspr gLa
. _}_ T

*Cdﬁtrols Office assignment of program;elegg ts.

Processes reprogrammlng requests. - o e ;f{

LDesigns procedures and implement Budget and Apportlonment
and Procurement. : :

+Point of contact with Comptroller forkoperation and modi, J

f!

Maintains DCP numbering and filing syst*

i

Point of contnct with National Science Foundation for DoD

F
H

wh O el kbl Alee .



1. Point of contact with Comptroller and MRASL for processing and coordi-
nating Military Construction apportionment requests, Minor Comstruction requests
and Industrial Facility projects.

m. Point of contact with MRASL on all R&D manpower matters.

adir

n. Maintains R&D Civilian and Military manpower data.
6. Coordinates review and development of Congressional Appeal actions.

p. Point of contact with Military Departments and Defense Agencies on RDT&E
and Procurement program matters.

q. Consultant to OUSDRE offices on budgeting procedures, Fiscal Matters,
Inflation Factors and program status. :

r. Maintains master files and distributes budget back-up material, technical
information (1634s) and OUSDRE Program Guidance (Budget Guidance and Format I's).

s. Program Element responsibility for all general purpose support elements
and Technical Review responsibilities for General Purpose Mil Con projects.

Computer Applications

a. Designs:systems - Programs - Key punches and makes ADP runs of DoD RDT&E
and Procurement programs for use by OUSDRE offices, Services, Comptroller, OMB
and Congressional staffs.

b. Programs include'arranging POM, Apportionment and Budget RDT&E data by
Component, Mission Area, OUSDRE organizationm, Budget Activity, Magnitude and
other specified breaks.

¢. Operates Remote CRT site connected with DDC computer to retrieve data
for OUSDRE staff for following data banks - 1498s, 1634s, IR&D. Liaison with
DDC on acquisition of hard copies of TEch Reports. Secure site for on-line
hook-up with Air Force Computer Center in process of construction.

Security Policy and Review

a. Central control point for processing all Congressional Transcripts
involving USDRE or his staff.

b. Point of contact with Public Affairs for processing all R&D related
Security Review cases.

c. Point of contact with Public Affairs for processing all Freedom of
Information cases.

d. Central control and responsible for reporting on all OUSDRE comnittees
and panels. :

e. Responsible for annual review of OUSDRE directives and instruc.ions.



f. Responsible for processing clearance requests for OUSDRE speeches and
documents.

g. Responsible for Graphics, Printing and Distribution of Congressional
Statements——and other speeches,
. Jor
h. Responsible for production of unclassified Congressional Statement.

i. Maintains library of statements, speeches, Congressional Hearings,
Reports, etc. Responsible for internal and external distribution.

j. Answers numerous letters from public and Congress requesting information
on inventions, procurement procedures, coples of statements, etc.

k. Maintains historical file and is point of contact with Services on
repeat inventors and cranks.

1. Central Control and responsible for processing requests for waivers and
parole of forelgn scientists.

m. Processes DIA requests for documents to be distributed to foreign
governments and requests for visits of foreigners.

n. Recipient and processes Royalty checks for OSRD reports.
o. Liaison with Comptroller on all Security Policy actions involving OUSDRE.

p. Central control point for all DoD Scientific Conferences and Symposia.
.Distributes complete schedule throughout DoD and Industry bi-monthly.

a., Civilian and Military Personnel Functions
b. Training Programs

¢. Office Orders

d. Awards

e, Processiﬁg of Security Violations

f. Office Directories

Mail and Records
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OFFICE OF THE
DEPUTY UNDER SECRETARY OF DEFENSE
FOR RESEARCH AND ENGINEERING
(RESEARCH AND ADVANCED TECHNOLOGY)

--MISS ION STATEMENT-=

r overall management of the science and technology (S&T)-programs of the Department
of Defense, and for related activities guch as manufacturing technology and monitorship of the
Defense in-house laboratories and Federal Contract Research Centers. Specific activities include:

Necessary policy and programmatlc actions to enable the U.,S. to maintain
a sufficient military technology lead gver potential U.S. adversaries.

Ptimafy responsibility for appropriate and adequate participation by the

academic community and the U.S. industrial base in the DoD 5&T Prograwm.

AEnBuring the timely interaction needed between the national scientific and

technical intelligence community and the DoD S&T community.

Serving as the DoD interface with the Governuent-wide S&T community to
{nclude, as appropriate, the President's Office of Science and Technology
Policy.

Representing DoD on international defense S4T matters and bodies, in

conjunction with the Deputy Under Secretary of Defense for International

Programs and Technology.

Taking the lead in DoD for the timely generation and usage of Scientific
and Technical Information (STL).




OFFICE OF THE
DEPUTY UNDER SECRETARY OF DEFENSE
FOR RESEARCH AND ENGINEERING
(RESEARCH AND ADVANCED TECHNOLOGY)

-—PROFESS IONAL STAFF=--

Deputy Under Secretary of Defense for
Research and Engineering (R&AT)--
Dr. George P. Millburn (Acting)

Technical Assistant == Dr. George P. Millburn, SES-4
Military Assistaant == "Colonel T. R, Hukkala, USA
Special Assistant —— Mr. James H. Terrell, GS-15

Director of Environmental and Director of Engineering Technology

Life Sciences =~ Colonel E. W. Friday —Mr. Gershom R, Makepeace, SES-4
Chemical Technolegy == Mr. Thomas Dashiell, SES=4 | Aeronautical == Mr. Raymond Siewert, SES-4
Medicine & Life Sciences —- Colonel P. E. Winter, USA | Guided Weapons -— Mr. George Kopcsak, GS-15
Personnel & Training Technology A Materifals & Structures —— Mr. Jerome Persh, SES-4
== Commander P. R. Chatelier, USN Ordnance -- Mr. Ray Thorkildsen, SES-4

{ Vehicular Propulsion —- Mr. Raymond Standahar, SES-4

Director of Electronics and Physica]l

Sciences == Dr. Joseph Feinstein, SES—4 Director of Directed Energy Programs

== Dr. J. Richard Airey, SES-4
Computer/c2 -- Mr. Joseph C, Batz, G5-15

Electronic Warfare & Target Acquisition

Deputy == Colonel F. 5. Holmes, Jr., USA
-- Dr. Samuel A. Musa, SES-3 '

Y BT

Electron Devices & Integrated Circuits
== lr. Larry Sumney, SES-2

Search & Surveillance —— Dr. John MacCallum, SES-2

(h

Director of Research Z
-- Dr. George Gamota, SES-4 '

. , | Assistant for Manufacturing Technology P
.-: ~- Dr. Lloyd L. Lehn, GS-15 .

4 '
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DEPUTY UNDER SECRETARY OF DEFENSE
FOR RESEARCH AND ENGINEERING
(RESEARCH AND ADVANCED TECHNOLOGY )

~~ORGANIZATIONAL CHART-<
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T OFFICE "OF TilE™
DEPUTY UNDER SECRETARY OF DEFENSE
FOR RESEARCH AND ENGLNEERING
(RESEARCH AND AGVANCED TECUNOLOGY )

--BUDCET RES PONSIBILITIES ==
(Dollars in Millions)

Budget
Category  FY 80 rY 81
Research: The basic research program pecformed by universities, in—house 6.1 § 466 § 547
laboratories and industry.
Exploratory Development: The applied rescarch program performed by 6.2 . 1,170 1,332
universicies, in-house laboratories and industry.
o Advanced Development: Primarily the non-system technology demonstrations 6.3 615 635
| portion of this category. . '
i ‘ Engineering Development: Chemical warfare, non-system training devices, 6.4 - 252 .38z .
| medical equipment, aeronautical life support equipment and production air-
craft englne improvements.
Management and Support: DoD-wide Scientific and Technical Information 6.5 79 87
(STINFO), Service studies and analyses, and munitions safety, standarda, etc.
Operational Systems Development: Propulsion testing, flight test support, — 12 13
meteorological support, and laboratory support to the fleet.
Manufacturing Technology: Demonstration of generic technologles to ilncrease 7.8 156 155
productivity of the industrial base.. '

TOTAL §2,750 3,201

NOTES: 1. The above programs are "clustered” into 27 technical areas such as directed energy, aefonédtical
vehicles, chemical warfare, electronic devices, electronic warfare, ocean vehicles, etc.

2. In addition, the DUSD(RSAT) monitors production programs on chemical warfare and méterological
equipment (about $75 milliun per year).

& ’3. Also the DUSD(R&AT) 1is the 0SD office resp"‘:"" ihle for meteorologlcal services. This O&M bud
ey - approximates $300 million per year. N . g

— — ' - - - - -



MISSION STATEMENT

DEPUTY UNDER SECRETARY (STRATEGIC AND SPACE SYSTEMS)

Responsible for formulation of all technical and programmatic aspects
of the spectrum of strategic and space activities including Strategic
Offense {iand-based, sea-based, and air breathing), Strategic Defense, and

Space Systems.

Reviews, analyzes, and evaluates all DoD research, development and
acquisition programs for Strategic Offense, Strategic Defense, and Space
Systems.

Manages preparation of an overall plan for allocation of development
and acquisition resources among the Strategic Offense, Strategic Defense, and
Space System programs.

Reviews DCPs and MENS for development activities in the Strategic
Warfare mission areas.

Reviews development, prototype, and full scale production activities
conducted for Strategic Warfare and Space Systems.

Recommends revisions to specific program DCPs or to the programs being
pursued under the authority thereof.-

Recommends a budget and apportionment of appropriated funds for
Strategic Warfare and Space Systems development and acquisition activities.

Manages other related programs and non-strategic programs specifically
assigned (currently includes SLCM, GLCM, and C-X).
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Seymour L. Zeiberg
DUSGRE {5855}
ES-5

Donald A. Vogt
Deputy/¥ilitary
Assistant
BGEN, USAF

Military Assistants !
Joseph H. Eibling, Cal, USAF |
Allan J. MacLaren, LTC. USAF
John P. Fuller, LCDR, USH

| i 1
Marvin C. Atkins James F. Mullen Yerne L. Lynn Gerald M, May
Director, Offensive Director, Cruise Director, Defensive .} Director, -Space’
and Space Systems Missile Systems Systems Activities Qffice
ES-4 £5-4 ES-4 L7C, USAF
|
‘ r :
} Staff Staff i Staff Staff i
I
‘ Richard S, Ruffiue £S-4 William L. Othling Col, USAF | William H. Winter ES-3 Ted N. Mervosh Maj LSAF !
- | Hrward P. Barfield  ES-4 Otiver V. Shearer Capt, USN | iy £S-3 % !
Warren R. McDonald Col,USAF Stephen F. Moore Col, USAF: Charles A, lau LTC, USAF '
Vernon M. Malahy Col, USAF - , navid J. Miebauer Col, USAF ;
George A. Pelletiere G65-15 Josepn C, Batz Gs-14 .

1/ Position under active recruitment




Deputy Under Secretary of Defense for Research and Enginceriﬁﬁ

(Tactical Warfare Programs)

The Deputy Under Sccretary {Tactical Warfare Programs) has responsibility for

the rescarch, development and acquisition of programs retating to General

Purpose Forces, These programs involve a broad range of tcchnologics including

ships, submarines, aircraft, tonks, guns, and quided missiles. The functions

of this position arc as follows:

Plans, reviews, and controls all DoD development and procuremznt
programs for Tactical Warfare Systems,

Prepares an overall plan for allocation of developmznt ‘and procura-
Imant resources among the various major mission areas of tand warfare,
naval wvarfare, air warfare, theater nuclear forces, and wobility forces.

Examines and studies the necds of the ervzd forces in the major
mission arcas to determine the optimism choice for the initiation of new
proyrans, ‘ :

Recommznds programs and budgets under the PPBS system for tectical
varfare developmant and procuremant activities,

Fanages the acquisition process for tactical programs including the
review and recommendation for approval of Mission Elemant Nced Statements,
Decision Coordinating Papers, Secretary of Cefense Decision Mamorandums.
Monitors procram cost, schedule, and performance status and conducts
program reviews 2s required.

Dirccts a2 staff orgznized into three line offices {Lznd Warfare,
Naval Marfarc and Air Marfare) and a support office with a total staff of
34 professional and 14 non-professional employees.

Interfaces dircctly with Congressional staff members to provide
details on DoD requested programs and testifies at Committee hearings.



USDREE(TWP)

PORTION OF THE BUDGET

ReD
FYgo . $3.98
FY8i $3.98

PROCUREMENT

$22.6B

$24.98
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TWP PROFESSIONAL STAFF

DIVISION NAME AND GRADE TITLE AREA OF RESPONSIBILITY

SAPA DR. MILTON MINNEMAN, SES iV SPECTAL ASSISTANT,
PLANS AMD ANALYSIS
SAPA MR. FRED WARD, GS-13 COMPUTER SYSTEMS PPBS, CONGRESSIONAL REPORTS
' ANALYST
SAPA ~ DR. DAVID STEFANYE, GS-15 PHYSICAL SCIENTIST, TNF, ISRAEL RESEARCH AND DEVELOPHMENT
GENERAL ENGINEER
SAPA MR. STANLEY GAWLIK, GS-13 STAFF ASSISTANT PROGRAM MANAGEMENT, STUDIES, PLANNING
AIR WARFARE  DR. JOHN TRANSUE, SES 1V DIRECTOR, AIR WARFARE
AIR WARFARE  COL WILL1AM SCHEUREN, : MILITARY ASSISTANT TO STAFF SPECIALIST FOR MOBILITY
USMC DIRECTOR
AIR WARFARE  MR. MARTIN CHEN, SES ! STAFF SPECIALIST INTERDICTION/NAVAL STRIKE
AlR WARFARE MR. MIKE FITZGIBBON, GS-15 STAFF SPECIALIST ATTACK AIRCRAFT AND TARGET ACQUISITION
AIR WARFARE MR. DEAN GISSENDANNER, GS-15 STAFF SPECIALIST PROPULSION SYSTEMS
AIR WARFARE  COL CHARLES HANSULT, USAF MILITARY STAFF ' AIR TO AIR MISSILES, DEFENSE SUPPRESSION
SPECIALIST
AlR WARFARE  CAPT DON BOECKER, USN MILITARY STAFF FIGHTER AIRCRAFT
SPECIALIST .
AIR WARFARE DR. CHARLES WILLIAMS STAFF SPECIALIST CLOSE AIR SUPPORT, BATTLEFIELb
INTERDICTION

* ON LOAN TO OUSO(R&E) TWP



TWP ORGAN!ZAT!ONAL CHART

e

DEPUTY UNDER SECRETARY OF DEFENSE
(TACTICAL WARFARE PROGRAMS)

AS

Military Assistant (1)
Secretary (2}
AIR MUNITIONS REQUIREMENTS AND ! PLANS AND ANALYSIS (SAPA)
DEVELOPMENT COMMITTEE (AMRAD)
e s e e — —i-— i aeen S e— —'Special Assistant (})
Chairman (1) \ Staff Specialists (3)
Military Assistant (3) Secretary . (2)
Secretary (1)
4
AlR WARFARE E NAVAL WARFARE LAND WARFARE
Director (1) L Director (1) Director
Staff Specialist (L) I " | Staff Specialist (7) &= = =" Staff Specialist
Military Staff Specialist (3) Military Staff Specialist (1) Military Staff Specialist
Secretary (3) Secretary (3) Secretary
Attachment

e
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DIVISION

NAME AND GRADE

TITLE

’ ' .

AREA OF RESPONSIBILITY

NAVAL WARFARE

HAVAL WARFARE
NAVAL WARFARE

NAVAL WARFARE

NAVAL WARFARE

NAVAL WARFARE

NAVAL WARFARE

NAVAL “ARFARE

NAVAL WARFARE

LAND WARFARE

LAND WARFARE

MR, WILLIAM O'NEIL, SES 1V

MR. DAVID ANDERSON, SES I11

DR. EDWARD MCKINNEY, SES 111

CAPT JOHN PETERS, USN

MR. JOHN MCGOUGH, GS$-15

DR, CHARLES KINCAID, GS-15

MR. THOMAS AMRHEIN, GS-15
(ON TRAINING ASSINGMENT
UNTIL DECEMBER 15)

MR. JOSEPH FAULKNER, GS-15

MS. DONNA KULLA, GS-11

MR. CHARLES BERNARD, SES |V

COL CHARES GARVEY, USA

DiRECTOR, NAVAL WARFARE

STAFF SPECIALIST
STAFF SPECIALIST

MILITARY STAFF
SPECIALIST

STAFF SPECIALIST

STAFF SPECIALIST
STAFF SPECIALIST
TRAINEE (FROM NAVY)
TRAINEE (FROM NAVY)

DIRECTOR, LAND WARFARE

MILITARY ASSISTANT

ANTI-SUB WARFARE, ELECTROMAGNETIC
SYSTEMS, PLANNING & PRIORITIES

UNDERSEA SURVEILLANCE, NAVAL MINE

-WARFARE, UNDERSEA WEAPONS

—~—

SUBMARINE WARFARE, PPB8S

"SHIPBUILDING, AMPHIBIOUS WARFARE, MULTI-

MISSION SHIPS, ENERGY ELECTRICAL/
MECHAN!CAL COMPOMENTS

ANTI-AIR WARFARE, NAVAL WARFARE SUPPORT,
TAC NUC WEAPONS

ANT1-SURFACE WARFARE, OVER THE HORIZON
TARGETING, CRUISE MISSILES
ASW SENSORS, FIRE CONTROL AND WEAPONS

P-3, VPX, PROTOTYPE PROGRAM (JCAPP)

CLOSE COMBAT/LOGISTICS, MECHANIZED
VEHICLES, INFANTRY WEAPONS, ANTI-ARMOR

-4



DIVISION

NAYI AL GRADE .

TITLE

AREA OF RESPONSIBILITY

LAND WARFARE

LAND WARFARE

LAND WARFARE

LAND WARFARE
LAND WARFARE

LAND WARFARE

LAND WARFARE

MR.CYRIL HORTON, SES 1V

MR. MYRON BRUNS, GS-15

MR. GUNTIS SRADERS, G$-15

LTCOL CLETUS KUHLA, USAF
MR. JOHN REIF
{VACANT, GS-14/15)

(VACANT, SES 1)

STAFF SPECIALIST

STAFF SPECIALIST

STAFF SPECIALIST

MILITARY ASSISTANT

ASS|ISTANT STAFF
SPECIALIST

STAFF SPECIALIST

SENIOR STAFF

CLOSE COMBAT, AERONAUTICAL ENGINEERING,
ARMOR, MECHANIZED VEHICLES

COMVENTIONAL AMMUNITION

BATTLEFIELD SURVEILLANCE/ALIR MOBILITY,
ELECTRONICS, HELICOPTERS

PHYS ICAL SECURITY SYSTEMS
CONVENT IONAL AMMUNITION

FIRE SUPPORT
GROUND AIR DEFENSE

SPECIALIST
AMRAD CAPT DCHALD WILSON, USN CHATRMAN
AHRAD COL ERNEST EVANS, USMC MARINE CORPS REP.
AMRAD COL ALAN WALKER, USAF AIR FORCE REP.
WP - MR. DAVID HARDISON, 'SES 1V DEPUTY UNDER SECRETARY
TWP COL DONALD COUTURE, USAF MILITARY ASSISTANT TO GENERAL SUPPORT AS REQUIRED

| ‘ THE DEPUTY UNDER SECRETARY
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TWP NON-PROFESSIONAL STAFF

SIVISION NAME GRADE
TP MELANIE BERNARD GS-09
TWP ANNETTE GWENSBERG GS-07
SAPA PEGGY WOLF GS-07
SAPA VACANT GS-06
-AIR WARFARE IRENE BACON GS-07
AR WARFARE ROBERTA MCCALL GS-06
AIR WARFARE JARICE LOVITT GS-06
NAVAL WARFARE CAROL KEEFE 6S-07 -
NAVAL WARFARE BONNIE MAY - 65-06
NAVAL WARFARE SANDRA HARVEY GS-06
LAND WARFARE MARGO POTTER 6S-07
LAND WARFARE ANN SIEDEL G5-06
LAND WARFARE VACANT GS-06
AMRAD LAVONNE TART GS-07



MISSION STATEMENT
DIRECTOR DEFENSE TEST AND EVALUATION

Review T&E policy and procedures applicable to the Department of Defense as
a whole and recommend changes to the Secretary of Defense.

Coordinate T&E instructions to the DoD Components and resolve T&E manage-
ment problems between DoD Components.

Monitor the T&E planned and conducted by the DobD Components'for major
acquisition programs and for other programs, as necessary.

Manage the consideration and review of TEMPs within 0SD, and review and comment
on system T&E aspects of DCPs and other documents concerned with system
acquisition T&E,

For major system acquisition programs, provide to the Defense Acquisition
Executive, the Defense System Acquisition Review Council (DSARC), the World-
wide Military Command and Contrel System Council, as appropriate, and the
Secretary of Defense an assessment of the adequacy of testing accomplished, an
evaluation of test results, and an assessment of the adequacy of testing
planned for the future to support system acquisition milestone decisions.

Initiate and sponsor technically and operationally oriented JT&E with specific
. delegation to appropriate DoD Components of all practical JT&E aspects.

Fulfill OSD responsibilities for the Major Range and Test Facility Base
(MRTFB) in accordance with DoD Directive 3200.11.

Monitor, to the extent required to determine the applicability of results
to system acquisitions or modifications, that T&E:

Directed by the JCS that relates to the Single Integrated Operational
PTan (SIOP) as it affects system technical characteristics.

Conducted primarily for development or investigation of tactics,
organization, or doctrinal concepts that affect system technical
characteristics.

Review those program elements that relate to DoD Component independent
test agency, test facility, and test resource budgets,

Source: DODD 5000.3 dtd 26 Dec 1979
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MISSION AND CHARTER OF THE DEFENSE ADVANCED RESEARCH PROJECTS AGENCY

The Defense Advanced Research Projects Agency was formed in early 1958,
just a few months after the launching of the first Sputnik, to provide
insurance against any future technological surprise. In proposing the
Agency, Neil McElroy, then Secretary of Defense, testified that its
purpose was to facilitate a quicker operational result for advanced
technologies and to provide a general agency for exploring some highly
speculative types of possible weapon systems. DARPA remains active in
this role today and helps to provide new technological concepts and
options to the Services. DARPA alsc serves as the corporate rescarch
staff of the Secretary of Defense and has a broad charter to take on
tasks to achieve priority scientific objectives.

Department of Defense Directive 5105.41 sets forth the DARPA Charter as
follows:

Provide for the conduct of basic and applied R§D of advanced projects

as may be designated by Under Secretary of Defense for Research and
Engineering

- Recommend to SECDEF assignment of RED projects to ARPA
- Place funded work orders with DoD components

- Establish for DARPA and military departments such procedures
required to perform work

- Engage in assigned advanced RED projects

- Keep DDR&E, JCS and Services informed of new developments,
technical advances



DARPA RDT&E BUDGET
(Direct Appropriation)

($ Millions)
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June 8, 1978
NUMBER 5105.41

ASD(C)

Departmenf of Defense Directive

SUBJECT Defense Advanced Research Projects Agency (DARPA)

Reference: (a) DoD Directive 5105.41, "Defense Advanced
Research Projects Agency,” March 23, 1972
(hereby canceled)

A. PURPOSE

Pursuant to the authority vested in the Secretary of i
Defense under the provisions of title 10, United States i
Code, this Directive reissues reference (a) and establishes ‘
the Defense Advanced Research Projects Agency {(hereafter
referred to as "DARPA") with responsibilities, functions,
authorities and relationships as outlined below. ,

B. MISSION

DARPA shall manage and direct the conduct of selected
advanced basic and applied research and development projects
for the Department of Defense.

C. ORGANIZATION AND MANAGEMENT

DARPA is established as a separate agency of the Depart-
ment of Defense under the staff and operational direction
of the Under Secretary of Defense for Research and
Engineering. It shall consist of a Director and such
subordinate organizational elements as are established by , .
the Director within resources authorized by the Secretary of i
Defense. :

D. RESPONSIBILITIES AND FUMCTIONS

The Director, DARPA shall:

1. Organize, direct, and manage the DARPA and all
resources assigned to the DARPA.

2. Provide guidance and assistance, as appropriate, to
all DoD Components and other U.S. Government activities on
matters pertaining to the projects assigned to the DARPA.
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3. Pecommend to the Secretary of Defense, through the Under
Secretary of Defense for Research and Engineering, the assignment of

research projects to DARPA.

4. Arrange for the performance of and supervise the work connected
with DARPA projects assigned to the Military Departments, other U.S.
Government activities, individuals, private business entities,
educational institutions, or research institutions, giving considera-
tion to the primary functions of the Military Departments.

5. Engage in assigned advanced research projects.

6. Keep the Under Secretary of Defense for Research and Engineer-
ing, the Military Departments, the Joint Chiefs of Staff, and other
DoD Agencies informed, as appropriate, on significant new developments,
breakthroughs, and technological advances within assigned projects and
on the status of such projects in order to facilitate early operational
assignment. '

7. Prepare and submit to the Assistant Secretary of Defense
(Comptroller), in accordance with established procedures, the DARPA
annual program-budget estimates, to include the assignment of
appropriation program priorities.

8. Perform such other functions as may be assigned by the Under
Secretary of Deferise for Research and Engineering.

E. AUTHORITY

The Director, DARPA, is specifically delegated authority to:

1. Place funded work orders with the Military Departments and
other DoD Components or directly with subordinate echelons of the
Military Departments, after clearance with the Secretary of the
Military Department concerned.

2. Authorize the allocation, as appropriate, of funds made
available to DARPA for assigned advanced projects.

3. Establish for DARPA, the Military Departments, and other
research and development activities, such procedures reguired in
connection with work being performed for DARPA consistent with policics
and instructions governing the Department of Defense.

4. Acquire or construct, through a Military Department or other
U.S. Government agency, such research, development, and test
facilities and equipment required to carry out his assignments and
that may be approved by the Secretary of Defense in accordance with
applicable statutes and DoD Directives.

2
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5. Exercise the administrative authorities contained in Enclosure
1 of this Directive.

F. RELATIONSHIPS

1. In the performance of his functions, the Director, DARPA,
shall: - .

a. Coordinate actions, as appropriate, with the other
Components of DoD having collateral or related functions in the field
of his assigned responsibility.

b. Maintain active liaison for the exchange of information
and advice in the field of his assigned responsibility with all DoD
Components, non-Dob research and development institutions {including
private business entities), educational institutions, and other U.S.
Government activities.

¢. Make full use of established facilities in the Office of
the Secretary of Defense, other DoD Components, and other Governmental
agencies rather than unnecessarily duplicating such facilities.

5 Officials of all DoD Components will provide support, within
their respective fields of responsibility, to the Director, DARPA as
may be necessary to carry out the assigned responsibilities and
functions of his Agency.

G. ADMINISTRATION

1. The Director, DARPA, shall be a civilian selected by the
Secretary of Defense.

2. DARPA shall be authorized such personnel, facilities, funds,
and other administrative support as the Secretary of Defense deems
necessary.

3. The Military Departments shall assign personnel to DARPA in
accordance with approved authorizations and procedures for assignment
to joint duty.

4. Administrative support required for DARPA will be provided by
the Director, Washington Headguarters Servyices, and other DoD
Components, as appropriate.

H. EFFECTIVE DATE

This Directive is effective jmmediately.

Enciosure - | WW«
Delegations of Authority

Deputy Secretary of Defense



5105.41 (Enct 1)
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DELEGATIONS OF AUTHORITY

Pursuant to the authority vested in the Secretary of Defense, and
subject to his direction, authority, and control, and in accdrdance
with DoD policies, directives, and instructions, the Director, DARPA,
or, in the absence of the Director the person acting for him, is
hereby delegated authority as required in the administration and
operation of DARPA to:

1. Designate any position in DARPA as a "sensitive” position, in
accordance with the provisions of the Act of August 26, 1950, as amended
(5 USC 7532}; Executive Order 10450, dated April 27, 1953, as amended
by Executive Orders 10491, 10531, 10458, 10550, and DoD Directive 5210.7,
dated September 2, 1966.

2. Authorize and approve overtime work for DARPA civilian officers
and employees in accordance with the provisions of the Federal Personnel
Manual Supplement 990-1, section 550.111,

3. Authorize and approve:

a. Travel for DARPA civilian officers and employees in
accordance with the Joint Travel Regulations, Volume 2, Department of
Defense, Civilian Personnel;

b. Temporary duty travel only for military perscnnel assigned
or detailed to DARPA in accordance with the Joint Travel Regulations,
Volume I, Members of the Uniformed Services; and

¢. Invitational travel to persons serving without compensation
whose consultive, advisory, or other specialized technical services
are required in a capacity that is directly related to, or in connection
with, DARPA activities, pursuant to the provisions of USC 5703.

4, Approve the expenditure of funds available for travel by
military personnel assigned or detailed to DARPA for expenses incident
to attendance at meetings of technical, scientific, professional, or
other similar organizations in such instances where the approval of

the Secretary of Defense or his designee is required by law (37 USC 412).

This authority cannot be redelegated.

5. Develop, establish, and maintain an active and continuing
Records Management Program, pursuant to the provisions of Section 506(b)
of the Federal Records Act of 1950 (44 USC 3102), the Freedom of
Info;mation Act Program (5 USC 552) and the Privacy Act Program (5 USC
552a). :
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6. Lnter into and administer cohtracts, through a Military Depart-
ment or other U.S. Government department or agency, as appropriate, for
research and development, supplies, equipment, and services required to
accomplish the mission of DARPA. To the extent that any law or Executive
Order specifically limits the exercise of such authority to persons at
a higher level in the Department of Defense, such authority will be ..
exercised by the appropriate Under Secretary or Assistant Secretary of
Defense.

7. Establish and use Imprest Funds for making small purchases of
matarial and services, other than personal, when it is determined more
advantageous and consistent with the best interest of the Government,
in accordance with the provisions of DoD Instruction 5100.71, 'Dele-
gations of Authority and Regulations Relating to Cash Held at Personal
Risk Including Imprest Funds,' March 5, 1973 and the Joint Regulation
of the General Services Administration/Treasury Department/General
Accounting Office, entitled "For Small Purchases Utilizing Imprest
Funds."

8. Authorize the publication of advertisements, notices, or
proposals in public periodicals as required for the effective adminis-
tration and operation of DARPA (44 USC 3702).

9. Promulgate the necessary security regulations for the protection
of property and places under the jurisdiction of the Director, DARPA
pursuant to subsections II1.A. and V.B. of DoD Directive 5200.8,
"Authority of Military Commandeivs Under the International Security Act
of 1950 To Issue Security Orders and Regulations for the Protection of
Property or Places Under Their Command," August 20, 1954.

10. Establish and maintain, for the functions assigned, an
appropriate publications system for the promulgation of regulations,
instructions, and reference documents, and changes thereto, pursuant
to the policies and procedures prescribed in DoD Directive 5025.1,
November 18, 1977. '

11. In coordination with the Deputy Assistant Secretary of Defense
(Administration), enter into interservice support agreements in
accordance with DoD Directive 4000.19, "Basic Policies and Primciples
for Interservice, Interdepartmental and Interagency Support,"” March 27,
1972.

12. Establisb and maintain appropriate Property Accounts for DARPA
and appoint Boards of Survey, approve reports of survey, relieve
personal liability, and drop accountability for DARPA property con-
tained in the authorized Property Accounts that have been lost, damaged,
stolen, destroyed, or otherwise rendered unscrviceable, in accordance
with applicable laws and regulations.

"\
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The Director, DARPA, may redelegate these authorities, as
appropriate, and in writing, except as otherwise specifically indicated
above or as otherwise provided by law or regulation,

These delegations of authority are effective immediately.
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November 3, 1971
NUMBER 5105,31

ASD(C)

Department of Defense Directive

SUBJECT . Defense Nuclear Agency (DNA)

References: (a) DoD Direciive 5105. 31, “*Defense Atomic Sup-

port Agency (DASA)," July 22, 1964 (hereby
cancelled)

(b) DoD Directive 4145. 20, "Environmental Criteria
and Design Standards for Atomic Weapons
Storage and Maintenance Facilities," Novem-
ber 29, 196l {(hereby cancelled)

(c) DoD Directive 5154. 4, "The Department of De-
fense Explosives Safety Board,' October 23,
1971 ‘

(d) DoD Directive 5030.2, wProcedure for Handling
Joint AEC-DoD Nuclear Weapons Develop-
ment Projects," October 26, 1962

GENERAL

Pursuant to the authoritly Lested in the Secretary of
Defense, the Defense Nuclear Agency {(DNA) is established

" as a designated agency of the Departmeant of Defense (DoD)

under the direction, authoritys and control of the Secretary
of Defense.

ORGANIZATION

DNA will consist of:

A. A Director, a Deputy Director (Operations and
Administration), a Deputy Director (Science and
Technology), and 2 hezdquarters establishment.



IV,

B.

Such subordinate units;” field activities, and facilitieo as
are established by the Director, DNA, or are herein or
hereafter assigned or attached specifically to DNA by
the Secretary of Defense. :

MISSION AND RESPONSIBILITIES

A, The mission of DNA is to provide support to the

Secretary of Defense, the Military Departments, the

Joint Chiefs of Staff, and other DoD Components, as

appropriate, in matters concerning nuclear weapons

as provided herein and such other aspects of the DoD
nuclear program as may be directed by competent
authority,

B. The Director, DNA, will be responegible for:

1. Consolidated management of the DoD nuclear
weapons stockpile in accordance with the functions
assigned herein. ‘

2. Management of DoD puclsar weapons tezting cnd
nuclear weapons cffects rescarch progr2mase.
(This does not affect the basic Service responsi-
bility for all aspects of ¢pecific weapons system
development).

3, Providing staff advice and assistance on nuclear
wecapons matters within his cognizance to the
Secretary of Defense, the Military Departments,
the Joint Chiefs of Staff, other DoD Components,
and government agencies, 28 appropriate and when
requested.

SUPERVISION

Staff supervision of DNA for the Secretary of Defense will be
provided as follows: .

A,

The Joint Chiefs of Staff, acting through the Director,
DNA, will exercise primary staff supervision over




B,
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DNA activities, except as preacribed otherwise herein.
Specifically, . they will: ‘

1. Exercise staff supervision over the military
oparatiopal aspects of DNA activities, including:
{a) composition of the nuclear stockpile;
(b) allocation and deployment of nuclear weapons;
(c) military participation {n and support of nuclear
testing; (d) frequency of technical standardization
inspections; and (e) requirements for technical
publications,

2, Review and provide military advice on the adequacy
of the DNA efforts in nuclear weapons testing and
nuclear weapons effects research which is related

: directly to military systems coneidered in the Joint
Strategic Oi.jectives Plan, Joint Force Memorandum,
and Nuclear Warhead Developinent Guidance.,

The Director, Defense Research and Enginecring (DDR&E)
will exercise staff supervision through the Director, DNA,
keeping the Director, Joint Staff, informed, of DNA
activities associated with the DoD nuclear weapons effects
regsearch and nuclear weapona test programas.

The Assistant to the Secretary of Defense (Atomic Energy)
will exercise staff supervision through the Director, DNA,
keeping the Director, Joint Staff, informed, of DNA
activities associated with: (1) technical nuclear safety;

(2) logistics aspects of nuclear wezpon stockpile manage-
ment; (3) the application of nuclear energy in other than

the weapons field; (4) the transmission of information to
the Joint Committee on Atomic Energy, as required by

the Atomic Energy Act of 1954, as amended; and (5) agree-
ments between the DoD and the Atomic Energy Commission

(AEC) on appropriate nuclear matters. In his role as

Chairman of the Military Liaison Committee (MLC), the
ATSD(AE) will exercise staff supervision through the
Director, DNA, of DNA activities aspociated with DNA
support of the MLC, '

Y



FUNCTIONS

Under its Director, and in accordance with the S.Baigmentb
of responsibility specified in Paragraph 11, , above, DNA will
perform the following functions: '

A.  Maintain overal} surveillance and provide guidance,
coordination, advice, or asalatance, as appropriate,
for all nuclear weapons in DoD custody, including
production, composition, allocation, deployment,
movement, storage, maintenance, quality assurance
and reliability assessment, reporting procedures, and
retirement,

B, Provide advice and asgiatance, ag appropriate, to the’
Secretary of Defenge, Military Departments, Joint
Chiefs of Staff, Unified and Specified Commands, and
other government agencies on the effectiveness of
‘nuclear weapons; the vulnerability of military forces,
installations, and systems against nuclear wezapong
effects; and radiological defenge activities, In this
connection, when directed by the DDR&E, DA will
serve ag DoD coordinator for work in seleeted tacknos
logical areas related to nuclear velnerability activitizg
conducted by the Military Departments or other DoD
Components,

C. Provide nuclear wenpon stockpile information to the
Joint Chiefs of Staff s required,

D. Provide nuclear warhead logistic faformation to
authorized DoD organizations,

%e  Plan, coordinate, and supervise the conduct of DoD
nuclear weapons effects research and nuclear weapons
testing, to include evaluation of the results of thege
programs.

F, Develop, coordinate, and maintain the national nuclear
) test readiness program jointly with the AEC aund perforra
asgociated technical, operational, and safety planning,
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Develop, coordinite, and conduct test excrcises, over-
seas nuclear tests, and other nuclear-related operations,
as directed, Arrange for mutual AEC-DoD support of
AEC, DoD, or joint nuclear weapons tests,

Act g8 the central coordinating agenty for the DoD with
the AEC on nuclear weapon stockpile management,
nuclear weapon testing, and nuclear weapons effects
research within approved policies &nd programs and

in corisonance with the statutory provisions for the MLC
and pertinent DoD-AEC agreementa.

Conduct technical standardization inspections of units
having responsibilities for assembling, maintaining or
storing nuclear weapons, their associated components
and ancillary equipment, Inspections will be performed
on a selective sampling basis of nuclear capable units
assigned to every major command in the Department of
Defense. The Joint Chiefs of Staff will determine the
frequency of such inspections. Inspection schedules will
be coordinated with the major or component cornmands
and the Service concerned,

Command the Armed Forces Radiobiology Research
Ingtitute (AFRRI).

Maintain and 6perate a Joint Nuclear Accident Coordinating
Center {(JNACC), in conjunction with the AEC,

Operate the Joint Atomic Information Exchange Group
(JAIEG) in accordance with policy guidance furnished
jointly by the ATSD(AE) for the DoD and the Assistant
General Manager for Military Application for the AEC.

Perform for the DoD: (1) integrated materiel management

functions for all AEC special designed and quality controlled

nuclear ordnance items and for Service designed and quality
controlled nuclear ordnance items where such managem2nt
{a mutually ag.eed upon between DNA and the appropriate
Service, or as directed by the Assistant Secretary of
Defense (Installations and Logistics); (2) management of
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t.at portion of the Federal Cataloging Program
pertaining to nuclear ordnance items fncluding the
maintenance of the central data bank and the publication
of Federal Supply Catalogs and Handbooks for all

nuclear ordnance items; (3) as the DoD assignes, the
gtandardization of nuclear ordnance items in coordination
with the appropriate Service; (4) management of the
AEC-DoD loan account for nuclear materials; and

(5) management of a technical logistice data and infor-
mation program,

Perform technical analyses and atudies for the Secretary
of Defense, the Military Departmaents, and the Joint
Chiefs of Staff of puclear related problems; prepare and
coordinate implementing directives and joint technical
publications when requested. DNA will provide analysis’
and study results to Defense Components, as appropriate,
when such results are pertinent to stated requirements.

In coordination with the AEC 2nd the Military Depart-
ments, disseminate technological information of joint
interest relating to nuclear technclogy, development,
and weapons through laboratory lizison, technical
reports, and puclear wweapons technical publications.
Publjcations pertaining to specific weapons will be the
responsibility of the lead Service for the weapon
concerned.

Provide technical assistance and support to the Secretasy
of Defense, the Militery Departments, and the Joint Chiefs
of Staff in developing nuclear warhead safcty requirements
and reviewing and processing safety rules for nuclear
weapons systems. When appropriate, coordination will
be effected with the Department of Defense Explogives
Safety Board. (See DoD Directive 5154. 4 (reference {c)).

Within guidelines established by the Joint Chiefs of Staff,
investigate and recommend DoD security and safety

standards and operating procedures,

Develop, prepare, and publish, in coordination with the

AEC, Military Departments, and the Department of

Defense Explosives Safety Board, appropriate guidance,
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environrental criteria, and design standards for the
construction of facilities to be used for the storage and
maintenance of nuclear weapons,

S, Perform such other functions as may be assigned by
the Secratary of Defense,

AUTHORITY

'I"he Diregtor, DNA, is specifically delegated authority to:
A, Command the Defense Nuclear Agency,

B, Have accegs to and direct communications with ;111

DoD Components and, after appropriate coordination,
with other organizations,

- C, Exercise the administrative authorities contained in

Enclosure 1 of this Directive.

RELATIONSHIPS

A, In the performance of his function, the Director, DNA,
will: (1) coordinate actions as appropriate with other
Components of the DoD and those departments and
agencies of government having related functions: (2) main-
tain appropriate liaison for the exchange of information
and findings related to his assigned responsibilities;

(3) make maximum use of established facilities, procedures,
“and channels for logistic support, procurement, accounting,
disbursing, investigative, and related administrative
operations; (4) obtain information from any Component of
' the DoD which is necessary for the performance of DNA
functions; and (5) insure that the Military Departments,
Joint Chiefs of Staff, and appropriate OSD staff elements
~are kept fully informed concerning DNA activities.,

_B. " The Military Departments and other DoD Components

will: (1) provide assistance within their respective fields
of responsibility to the Director, DNA, in carrying out

%

lia)



his assigned responsibilities and functions; (2) coordinate
with DNA all programs which include or are related to
nuclear weapons effects research or nuclear weapons -
testing: {t his includes specifically keeping the Director,
DNA informed of gystems reaponse to nuclear weapons
effects) (3) keep the Director, DNA, informed as to the
substance of theig major actlons being coordinated with
other DoD Components, AEC and {ts laboratories, and
other government agencies which relate to DNA functions;
and (4) provide the Director, DNA, with requirements
for nuclear weapons effects research and nuclear weapons
testing.

ADMINISTRATION

A,

f

The Director, DNA, will be a liecutenant general or
vice admiral appointed by the Secretary of Defense,
upon recommendation of the Joint Chiefs of Staff.
Normally, the position of Director will rotate among
the Services,

The Deputy Directpro will be appointed by the Secratary
of Defense. When military officers, the Deputy Directors
will be recommended by the Joint Chiefs of Staff and will
normally be selected from Services different from that

of the Director, Civilian Deputy Directors will be
recommended by the DDR&E,

DNA will be authorized such personnel, facilities, funds,
and other administrative support as the Secretary of
Defense deems necessary,

The Military Departments will assign military personnel

to DNA in accordance with approved Joint Manpower
Program authorigations. Procedures for such 2ssignments
will be as agreed upon between the Director, DNA, and

the individual Military Departments,
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DELEGATIONS OF AUTHORITY

Pursuant to the authority vested in the Secretary of Defense,
the Director, DNA, or, in the absence of the Director, a person
acting for him is hereby delegated, subject to the direction, authority,
and control of the Secretary of Defense, and in accordance with DoD
policies, directives, and instructions, and pertinent OSD regulations,
authority as required in the administration and operation of DNA to:

1. Exercise the powers vested in the Secretary of
Defense by Section 204 of the National Security Act of 1947, as amended
(10 U, S, C., 1580) and Section 12 of the Administrative Expenses Act ’
of 1946, as amended (5 U.S.C, 302), pertaining to the employment,
direction and general administration of DNA civilian personnel.

2. Fix rates of pay for wage board employces exempted
from the Classification Act by 5 U.S.C. 5102{c){7) on'the basis of rates
established under the Cocrdinated Federal Wage System, DNA, in
fixing such rates, shall follow the wage schedules established by DoD
Wage Fixing Authority.

3., Establish such advisory committees and employ such
part-time advisors as approved by the Secretary of Defense for the
performance of DNA functions pursuant to the provisions of 10 U.S.C,
173, 5 U.S.C, 3109(b), and the Agreement between the DoD and the
Civil Service Commission on employment of experts and consultants,
dated July 22, 1959.

4, Administer oaths of office incident to.entrance into
the Executive Branch of the Federal Government or any other oath
required by law in connection with employment therein, in accordance
with the provisions of the Act of June 26, 1943, as amended, 5 U.S. C.
2903(b), and designate in writing, as may be necessary, officers and
employees of DNA to perform this function.

- 5. Establish a DNA Incentive Awards Board and pay
cash awards to and incur necessary expenses for the honorary recognition
of civilian employees of the Government whose suggestions, inventions,
aupenor accomplishment, or other personal efforts, including special
acts of services, benefit or affect DNA or its subordinate activities in
accordance with the praovisions of the Act of September 1, 1954, as
amended, 5 U.S,C. 4503, and Civil Service Regulations.



3105.31 (Eacl )
- Nov 3, Tl

6. In accordance with the provisions of the Act of
August 26, 1950, as amended (5 U, 5. C. 7532); Executive Order
10450, dated April 27, 1953, as amended; and DoD Directive 5210.7,
dated September 2, 1966 (as revised):

a. Designate any position in DNA as a "sensitive"
position; . - '

b, Authorize, in case of an emergency, the
appointment of a person to a sensitive position in the Agency for a
limited period of time for whom a full field investigation or other
appropriate investigation, including the National Security Check, has
not been completed; and

c. Authorize the suspension, but not to terminate
the services of an employee in the interest of national security in
positions within DNA,

7. Clear DNA personnel and such other individuale as
may be appropriate for access to classified Defense material and
information in accordance with the provisions of DoD Directive 5210, 8,
dated February 15, 1962 {as revised)}, ""Policy on Investigation and
Clearance of Department of Defense Personnel for Access to Classified
Defense Information' and of Exccutive Order 10501, dated November 5,
1953, as a2mended.

8. Act as agent for the collection and payment of
employment taxes imposed by Chapter 21 of the Internal Revenue Code
of 1954, and, as such agent, make all determinations and certifications
required or provided for under Section 3122 of the Internal Revepue
Code of 1954, 26 U,S.C, 3122, and Section 205(p} (1) and (2) of the
Social Security Act, as amended, 42 U.S, C., 405(p} (1) and (2), with
respect to DNA employees, :

9. Authorize and approve overtime work for DNA
civilian officers and employees in accordance with the provisions of
Section 550,111 of the Civil Service Regulations.

10, Authodrize and approve:

a. Travel for DNA civilian officers and employees
_in accordance with Joint Travel Regulations, Volume 2, Department of
Defense, Civilian Personnel, dated July 1, 1965, as amended, )




23
AP

DEFENSE ADVANCED RESEARCH PROJECTS AGENCY

The attached documents were provided to the Carter—-Reagan Transition team
by DARPA. The documents are released in their entirety with the exception
of portions denied in the Summary of FY 1982 Basic Budget by Major Thurst.
The deleted Information 1s currently and properly classified within the
meaning of Executive Order 12063. The unauthorized release of this infor-
mation would provide an adversary an insight into the scilentific, technical,
operational, intelligence, strateglc and tactical advantages of the United
States and is directly related to national security, Therefore, the infor-
mation is denied under 5 USC 552(b)(1).

The Initial Denial Authority is Mr. Carl F. Romney, Deputy Director for
Research, DARPA.
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DEFENSE ADVANCED RESEARCH PROJECTS AGENCY

(U) Long-Range Goal: The Defense Advanced Research Projects Agency (DARPA) is a central research
organization for the Department of Defense (DoD). As a corporate research organization its goals are

to pursue those highly imaginative and innnovative research ideas and concepts which offer significant
military utility; to support and manage projects assigned by the Secretary; and to carry advanced research
through to feasibility demonstration for military application.

(U) Major Objectives: The Agency's investment strategy is guided by the DoD's dedication to maintaining

technological leadership in defense capabilities. Research and development projects stress the technology
and are often high risk investments. The Agency is encouraged to assume these risks where it is convinced
that when the research or technology matures, a major advancement in military capability will be within

reach. Clearly, setting stressing technical goals at the initiation of RD will challenge the apparent
technical barriers.

(U) Current Method of Accomplishing Objectives: DARPA's fiscal approach is to fund at a level which w%ll
assure that the project's technical goals are not compromised by inadequate financial support. The project
moves forward at a pace limited primarily by technical knowledge and human resources. This yields an
early determination of the utility of the RED and its probable future success. The Agency carries its
initial investments along in this manner, accepting the risk, discarding the losers early, and selectively
extending the highest promise projects into modest scale demonstrations for experimental evaluation.

During the planning and conduct of these demonstrations, increased participation by the Military Services
is sought in the formulation of demonstration objectives and scenarios consistent with military technology

evaluation and selection criteria. This facilitates the subsequent transition of selected technology
programs to the military for advanced development.

(U) DARPA executes its program through Service agents and, where appropriate, also demonstrates technical
feasibility and military utility in joint demonstrations and experiments with the Services. The current
allocation of funds to agents within the Military Departments and other Defense Agencies is reflected on page 4.
"Proof-of-Concept" and Technology Demonstrations presently underway are identified on page 5.

(U) Mission, Responsibilities and Authorities® Department of Defense Directive 5105.41 dated June 8, }978, sets
forth the DARPA mission, responsibilities, functions and authorities. A copy of this directive is provided as

o IELASSEED




OFFICE OF THE SECRETARY OF DEFENSE

SECRETARY OF DEFENSE
DEPUTY SECRETARY OF DEFENSE
1 1
{/NDER SECRETARY OF DEFENSE — UNDER SECRETARY OF DEFENSE ASSISTANT SECRETARIES OF DEFENSE:
" FOR DEFENSE RESEARCH & FOR POLICY COMPTROLLER
ENGINEERING AND DoD ACQUISITION -
EXECUTIVE ~ PUBLIC AFFAIRS
' PRINCIPAL DEPUTY — PROGRAM ANALYSIS & EVALUATION
PRINCIPAL DEPUTY AND ASSISTANT SEC DEF, ISA — MANPOWER, RESERVE AFFAIRS
AND AND LOGISTICS
ASSISTANT SEC DEF, €3 &
INTELLIGENCE OTHER FUNCTIONS:
— INTERNATIONAL POLITICAL-
OTHER DEPUTIES: MILITARY AFFAIRS
— POLICY & PLANNING — INTELLIGENCE ANALYSIS
— STRATEGIC & SPACE SYSTEMS ~ SALT
— TACTICAL WARFARE — OVERALL NATIONAL SECURITY
— SYSTEMS ACQUISITION OBJECTIVES INTEGRATION
DEFENSE ADVANCED RESEARCH
PROJECTS AGENCY

JANUARY 1980




INVESTMENT STRATEGY -

» DARPA role:
® Long term
® High risk
® High military utility
¢ Asymmetric technology
» Guidelines:
* |dentify technological fallout
e Stress the technology
¢ Avoid roles and missions arguments
¢ Transfer to services
— Service agents
— Demonstrations and experiments

SEPTEMBER 1980



DEFENSE ADVANCED RESEARCH PROJECTS AGENCY

FY 1980 DARPA PROGRAM EXECUTION

USD (R&E)
DARPA
Agents
- N s
! ! Y
. ARMY 32% NAVY 23% AIR FORCE 41%
MICOM 17% ONR 6% ASD 13%
OSSW 1% NSWC 5% SD 11%
TARADCOM 1% NESC 5% RADC T%
ARRADCOM 1% NRL 1% ESD 5%
OTHER 2% OTHER 4% WL 2%
OTHER 3%
1 Y
OTHER DEFENSE NON-DEFENSE
AGENCIES 3% AGENCIES 1%
DCA, DNA, NBS, COE,
OTHER NASA, OTHER

October 1980

149-10-30-78-18
R10-24-80

* '.'.
one
.



“PROOF OF CONCEPT” AND TECHNOLOGY
DEMONSTRATIONS (EEMIT)*

» Advanced aircraft concepts ($200 M)

e Forward swept wing
e X-Wing
* Teal Rain

> Advanced cruise missile vehicle and terminal homing ($80 M)
» Space defense laser technology — Triad ($380 M)
» Space surveillance technology ($500 M)

e Teal Ruby/advanced sensor demonstration
» Assault Breaker ($180 M)
» Fire and forget missile — Tank Breaker (545 M)
» Strategic laser communications ($335 M)

» Charged particle beam technology ($100 M)
» Tactical artillery system — indirect fire cannon ($50 M)

*Costs are expected total program costs and include service dollars
SEPTEMBER 1980

OOOOOOOO
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DEFENSE ADVANCED RESEARCH

0JECTS AGENCY
(DARPA) 3 December 1980
Dr. Ro:::":n. Fossum

Dbr. Carl F. Roaney
S BT K DMLY

(vacant)

Civ Auth: 7 (3 SES)
Mil Auth: 0
Total 7

JRLCUTONE ASSSIANT
David T. Petten
MAAPEWLR ALLIS I ANT
dorothy Lindemuth

Director .
Dr. Elliott C. Levinthal
Deputy Director

Dr. Richard A. Reynolds

Civ Auth: 18 (4 SES)
Mil Auth: 3
Total 21

Director
Dr. Robert E. Kshn
Prin Research Manager
AcCan
v Auth: 11 (2 5E
Mil Auth: 4

Tbtn[ 15

Admainistrative Officer
Hr. William L. DeHeose

Civ Auth: 8
Mil Auth: 3
Total 11

WRCHLD ini a6y OFMOL

Director
Dr. Douglas Tanimoto

] Deputy Director

Pr. H. Alan Pike

Civ Auth: 10 (4 SES)
Mil Auth: 3

Total 13

HERALLOL FiCmcLnd ¥ or

Director
Dr. Carl M, Thomas
Deputy Director
{vacant)

Clv Auth: 11 (3 SES)
Mil Auth: 4
Total 15

PRCAAE ARACIMLLT OHEE

Director

Mr. Ray E. Chapman
Deputy Director
Mr. James C. Goodwyn

Civ Auth: 24 (2 SES)
Mil Auth: 0
Total 24

FACTCAL TECMNGL 08T OHACL

Director
Mr. William J. Phillips
Deputy Director
Dr., James A. Tegnelia
Civ Auth: 19 (5 SES)
Mil Auth: 6
Total 25

A VL ub Ml 0y o+l

[ oireeor |
Colonel Norris J. Krone
USAF

~ Civ Auth: 8 (1 SES)
Mil Auth: 4
Total 12

BAAMA BIEGMAL OHICLE

Director-Pacific

Or. Richard U. Scott
Director-Europe

Dr. David A. Charvonia
DepDir-Eur: Col Raymond

G. Schwartz
Civ Auth: 2 (2 SES)
Hil Auth: 2
Jotal 4




3 December 1980

DARPA FY-81 AUTHORIZED MANNING

Professional Support Totals

Civilian 74 44 118
Military 25 4 29
99 48 147

Military

2 Army - 2 officers
7 Navy - 6 officers

20 Air Force - 16 officers
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DEFENSE ADVANCED RESEARCH PROJECTS AGENCY

FUNDING TRENDS
FY 1972 - 1982

650
600 - AGENCY REAL GROWTH

FY 72-82 3.9% PER YEAR

] CONGRESSIONAL
g0 (- | FY T1-82 14.5% PER YEAR FENCED PROJECTS
500 EXP EVAL PROJECTS
363 480>

150 PN CONSTANT 1952 DOLLARS ’

RN 1Y) w
W N aw ® "

., -

350 |- LI I 358

300

250
200

5o 1147

RESEARCH PROJECTS 158
1 137
~J23 s 17 113 107 "7

100 -
50
0

LONG TERM TECHNOLOGY 173 172

DARPA FUNDING AS PERCENTAGE OF TECH BASE
1 | | | ] | l | | |

n

3 74 » 76 7 78 79 80 81 82
FISCAL YEAR October 1980

255-10-24-80-5



DEFENSE ADVANCED RESEARCH PROJECTS AGENCY
SUMMARY OF FY 1982 BASIC
BUDGET BY MAJOR THRUST

($ in Millions) |

Major Thrusts FY 1981 FY 1982 Change Description/Source of Major Changes
Advanced Cruise 50.7 56.9 Development of critical technologies for
Missile major enhancement or alternative approaches

to cruise missile development, including
advanced airframe designs, detection
phenomenology, advanced engine cycles,
autonomous terminal homing
gufke .:'{‘(EU}
+ 6.2 detection and engine development

Space Defense 73.0 98.0 High energy lasers for space-related
applications, large optics, pointing and
tracking visible and free-electron lasers,
damage assessment

+25.0 guse ssab)ly " i visible lasers

Space Surveillance 72.5 92.9 Research and development of visible,
infrared and radar sensors for advanced
space missions

+20.4 $ vie £33 Gy

Naval Warfare 37.1 51.1 New technology and concepts for surveillance
and control of surface and subsurface
strategic and tactical threats-

] ‘ +14.0 W) (1 non-acoustic ASW, advanced
E‘ o . -+ undersea vehicle




* AULASSHED
-

DEFFENSE ADVANCED RéSEARCH PROJECTS AGENCY

SUMMARY OF FY 1982 BASIC BUDGET
BY MAJOR THRUST {Continued)

($ in Millions)

Major Thrusts FY 1981 FY 1982 Change
Land Combat 54.6 74.2

+19.6
Air Vehicles and Weapons 51.2 55.0

+ 3.8
Command, Control § 59.0 65.1
Communications

+ 6.1

\

Nuclear Test Verification 17.4 17.6

lJFa’IIlASSIHEﬂsb*f

Description/Source of Major Changes

Detection and destruction of massed armor,
all-weather day/night operations, indirect
fire, advanced anti-armor warhead technology

- - SyseSEL ) () advanced
armor and penetrator warheads

Advanced aircraft and air-breathing missile
technology

X-Wing, FSW, rapid solidification of super
alloys and other metals

Technologies and architectural concepts
for efficient inter- and intra-theater
communications and battle management

Low Cost Packet Radio, VLSI fast turnaround,
system and network security, wideband
packet speech, advanced network concepts

Nuclear test detection and identification
research in support of verification of
test ban treaties

CTBT Data Center  SUSC $S3(0)07-
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Major Thrusts

Technology Initiatives

Unconventionai
Technology

Management and Support

DEFENSE ADVANCED RESEARCH PROJECTS AGENCY

FY 1981

61.6

88.4

572.3

SUMMARY OF FY 1982 BASIC BUDGET

BY MAJOR THRUST (Continued)

($ in Millions)

FY 1982 Change
86.4

+24.8

57.2 -31.2

7.4 + 0.6

661.8 +89.5

[RCLASSIFED
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Description/Source of Major Changes

Innovative research in systems, concepts,
phenomena and materials for quantum
advancements of defense capabilities. Seed
bed technology programs

Advanced Digital Structures, 5“5“'{1&/(/
Artificial Intelligence, Cruise Missile
Nefense, Space signal processing, submicron
digital circuits, materials research

) Charged Particle Beam and
Strategic Laser Communications

Salaries, rent, travel, equipment, supplies
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DEFENSE ADVANCED RESEARCH PROJECTS AGENCY - RESEARCH AND DEVELOPMENT BASIC LEVEL PROJECT LISTING

(bollars in Thousands)

Mission
Codes Program Element FY 1980 FY 1981 FY 1982 FY 1983 FY 19384 FY 1985 FY 1986
BUDGET ACTIVITY 1
321 6.1 Research

61101E befense Research Scicnces 87,237 96,800 121,200 129,200 173,700 194,400 229,000
Materials Sciences . (19,811} (27,341) ( 31,650) { 33,300) { 43,600) ( 48,900) ( 57,500}
Cybernetics Sciences ( 8,653) (11,600) ( 14,150) ( 14,500) ( 16,800) ( 1%,300) ( 22,700)
Computer § Communications Sciences (20,710) (28,100} ( 33,400) ( 36,300) ( 47,400) ( 54,300) ( 64,500)
Unconventional Detection Rescarch . ( 3,578) ( 7,508) ( 8,550) ¢ 9,150} { 1&,550) ( 17,150} ( 20,250)
Ceophysical Research (16,935) (1,954) { 1,950) ( 2,000) ( 2,900) { 3,000) ({ 4,000)
Charged Particle Beam {23,450) (20,300) ( 27,000) { 29,500} ( 42,000) ( 47,000} ( 55,300}
Target Penetration Research L o= ) € == ) { 4,500) ( 4,450) ( 4,450) ( 4,750} ( 4.750)

321 6.2 Exploratory Development .
62101E Technical Studies 2,939 3,100 3,200 3,300 3,400 3,700 4,000

321 62301E Strategic Technology 90,678 114,900 139,100 154,200 185,900 209,300 235,300

321 62701E Nuclear Monitoring Research 861 -- -- -- - -- .-

. 321 62702E Tactical Technology 72,488 84,000 81,800 97,700 108,400 152,600 172,000
321 62708E Integrated Command & Control Technalogy 29,785 37,600 41,600 44,200 54,200 60,500 69,000
321 62711E Experimental Evaluation of Major 155,454 203,050 238,400 233,700 294,100 312,000 345,000

Innovative Technologies
321 62712E Materisls Processing Technology 10,028 11,900 13,500 14,000 17,400 19,500 23,800
k741 62714E Nuclear Monitoring -- 14,200 15,600 15,500 18,900 21,400 25,100
BUDGET ACTIVITY &
6.5 Management and Support )
322 ©3899E RED Future Options .- -- -- -- -- 80,000 16,000
322 65898E Management Headquarters {RGD) 5,825 6,800 7,407 7,707 7,807 7,907 8,007

TUTAL PROGRAM 455,295 572,350 661,807 699,507 803,807 1,061,307 1,127,207

13



SUBJECT: Accelerated Development of Space-Based Laser Weapons

BACKGROUND: DARPA has been engaged, since 1976, in developing the technology to support laser
weapons for space applications. These efforts have included both infrared chemical laser technology

for nearer term space-based applications as well as higher risk visible laser technology for high
payoff ground-based device/space-based relay mirror applications. The chemical laser program has

moved into a major technology demonstration phase
Sy
guse S5 (N

CURRENT STATUS: Congress has requested that by March 1, 1981, "the Secretary of Defense provide to
the House and Senate Armed Services Committees an analysis of the technical, schedule, and cost

risks of accelerating the development of space laser weapons" and that he "provide a detailed program
pian for the earliest feasible on-orbit deployment of such a weapon.” A major study effort is
underway to examine options for accelerated development, to assess the utility of potential outcomes
and to develop the data necessary to both establish a recommended Dul pasition and to respond to the
congressional request. The study is being led by the Deputy Under Secretary of Defense (Research

and Advanced Technology) with major participation by the Air Force, DARPA, DUSDRE (S&SS), and the
‘Army. Study Panel inputs will be integrated during the last half of December and early January.

.ALTERHATIVES/RATIONALE:' Options being considered in this study include:

:Szxgzg 5;’3;31 (;5“)(2j

RECOMMENDATION: Recosmend program options and Study Panel Report be reviewed at an early date by
senior DoD/NSC decisionmakers.




June 8, 1978
NUMBER 5105.41

ASD{(C)

Department of Defense Directive

SUBJECT Defense Advanced Research Projects Agency (DARPA)

Reference: (a) DoD Directive 5105.41, "Defense Advanced
Research Projects Agency," March 23, 1972
(hereby canceled)

A. PURPQSE

Pursuant to the authority vested in the Secretary of
Defense under the provisions of title 10, United States
Code, this Directive reissues reference (a) and establishes
the Defense Advanced Rasearch Projects Agency {hereafter
referred to as "DARPA"} with responsibilities, functions,
authorities and relationships as outlined below.

B. MISSION

DARPA shall manage and direct the conduct of selected
advanced basic and applied research and development projects
for the Department of Defense.

C. ORGANIZATION_AND MANAGEMENT

DARPA is established as a separate agency of the Depart-
ment of Defense under the staff and operational direction
of the Under Secretary of Defense for Research and
Engineering. It shall consist of a Director and such
subordinate organizational elements as are established by
the Director within resources authorized by the Secretary of
Defense.

D. RESPONSIBILITIES AND FUMCTIONS

The Director, DARPA shall:

1. Organize, direct, and manage the DARPA and all
resources assigned to the DARPA.

2. Provide guidance and assistance, as appropriate, to
all DoD Components and other U.5. Government activities on
matters pertaining to the projects assigned to the DARPA.

=%



3. Recommend to the Secretary of Defense, through the Under.
Secretary of Defense for Research and Engineering, the assignment of
research projects to DARPA.

4. Arrange for the performance of and supervise the work connected
with DARPA projects assigned to the Military Departments, other U.S. f
Government activities, individuals, private business entities, ,
educational institutions, or research institutions, giving cons1dera-
tion to the primary functions of the Military Departments.

5. Engage in assigned advanced research projects.

6. Keep the Under Secretary of Defense for Research and Engineer-
ing, the Military Departments, the Joint Chiefs of Staff, and other
DoD Agencies informed, as appropriate, on significant new developments,
breakthroughs, and technological advances within assigned projects and
on the status of such projects in order to facilitate early operat1onal_ '
assignment. .

7. Prepare and submit to the Assistant Secretary of Defense
(Comptroller), in accordance with established procedures, the DARPA
annual program-budget estimates, to include the assignment of
appropriation program priorities,

8. Perform such other functions as may be assigned by the Under gf
Secretary of Defense for Research and Engineering. ‘

E. AUTHORITY
The Director, DARPA, is specifically delegated authority to:

1. Place funded work orders with the Military Departments and
other DoD Components or directly with subordinate echelons of the
Military Departments, after clearance with the Secretary of the
Military Department concerned.

2. Authorize the allocation, as appropriate, of funds made
avajlable to DARPA for assigned advanced projects.

3. Establish for DARPA, the Military Departments, and other
research and development activities, such procedures required in
connection with work being performed for DARPA consistent with policies
and instructions governing the Department of Defense.

4. Acquire or construct, through a Military Department or other
U.S. Government agency, such research, development, and test
facilities and equipment required to carry out his assignments and
that may be approved by the Secretary of Defense in accordance with
applicable statutes and DoD Directives.

2
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5. Exercise the administrative authorities contained in Enclosure
1 of this Directive.

F. RELATIONSHIPS

1. In the performance of his functions, the Director, DARPA,
shall:

a. Coordinate actions, as appropriate, with the other
Components of DoD having collateral or related functions in the field
of his assigned responsibility.

b. Maintain active liaison for the exchange of information
and advice in the field of his assigned responsibility with all DoD
Components, non-DoD research and development institutions (inrcluding
private business entities), educational institutions, and other U.S.
Government activities.

c. Make full use of established facilities in the Office of
the Secretary of Defense, other DoD Components, and other Governmental
agencies rather than unnecessarily duplicating such facilities.

2. Officials of all DoD Components will provide support, within
their respective fields of responsibility, to the Director, DARPA as
may be necessary to carry out the assigned responsibilities and
functions of his Agency.

G. ADMINISTRATION

1. The Director, DARPA, shall be a civilian selected by the
Secretary of Defense.

2. DARPA shall be authorized such personnel, facilities, funds,
and other administrative support as the Secretary of Defense deems
necessary.

3. The Military Departments shall assign personnel to DARPA in
accordance with approved authorizations and procedures for assignment
to joint duty.

4. Administrative support required for DARPA will be provided by
the Director, Washington Headquarters Services, and other DoD
Components, as appropriate.

H. EFFECTIVE DATE

This Directive is effective immediately.

U o, mxlm -
Delegations of Authority

Deputy Secretary of Defense
s .
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&. Enter into and administer contracts, through a Military Depart-
ment or other U.S. Government department or agency, as_appropriate, for
research and development, supplies, equipment, and services required to
accomplish the mission of DARPA. To the extent that any law or Executive
Order specifically limits the exercise of such authority to persons at
a higher level in the Department of Defense, such authority will be
exercised by the appropriate Under Secretary or Assistant Secretary of
Defense.

7. Establish and use Imprest Funds for making small purchases of
material and services, other than personal, when it is determined more
advantageous and consistent with the best interest of the Goverument,
in accordance with the provisions of DoD Instruction 5100.71, "Dele-
gations of Authority and Regulations Relating to Cash Held at Personal
Risk Including Imprest Funds,” March 5, 1973 and the Joint Regulation
of the General Services Administration/Treasury Department/General
Accounting Office, entitled "For Small Purchases Utilizing Imprest
Funds."

8. Authorize the publication of advertisements, notices, or
proposals in public periodicals as required for the effective adminis-
tration and operation of DARPA (44 USC 3702).

9. Promulgate the necessary security regulations for the protection
of property and places under the jurisdiction of the Director, DARPA
pursuant to subsections III.A. and V.B. of DoD Directive 5200.8,
"Authority of Military Commanders Under the International Security Act
of 1950 To Issue Security Orders and Regulations for the Protection of
Property or Places Under Their Command,” August 20, 1954.

10. Establish and maintain, for the functions assigned, an
appropriate publications system for the promulgation of regulations,
instructions, and reference documents, and changes thereto, pursuant
to the policies and procedures prescribed in DoD Directive 5025.1,
November 18, 1977.

11. In coordination with the Deputy Assistant Secretary of Defense
(Administration), enter into interservice support agreements in
accordance with DoD Directive 4000.19, "Basic Policies and Principles
for Interservice, Interdepartmental and Interagency Support," March 27,
1972.

12. Establish and maintain appropriate Property Accounts for DARPA
and appoint Boards of Survey, approve reports of survey, relleve
personal 1liability, and drop accountability for DARP2 property con-
tained in the authorized Property Accounts that have been lost, damaged,
stolen, destroyed, or otherwise rendered unserviceable, in accordance
with applicable laws and regulations.




5105.41 (Encl 1)
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DELEGATIONS OF AUTHORITY

Pursuant to the authority vested in the Secretary of Defense, and
subject to his direction, authority, and control, and in accordance
with DoD policies, directives, and instructions, the Director, DARPA,
or, in the absence of the Director the person acting for him, is
hereby delegated authority as required in the administration and
operation of DARPA to:

1. Designate any position in DARPA as a "sensitive" position, in
accordance with the provisions of the Act of August 26, 1850, as amended
(5 USC 7532); Executive Order 10450, dated April 27, 1953, as amended
by Executive Orders 10481, 10531, 10458, 10550, and Dol Directive 5210.7,
dated September 2, 1966.

2. Authorize and approve gvertime work for DARPA civilian officers
and employees in accordance with the provisions of the Federal Personnel
Manual Supplement 990-1, section 550.111.

3. Authorize and approve:

a. Travel for DARPA civilian officers and employees in
accordance with the Joint Travel Regulations, Volume 2, Department of
Defense, Civilian Personnel;

b. Temporary duty travel only for military personnel assigned
or detailed to DARPA in accordance with the Joint Travel Regulations,
Volume I, [iembers of the Uniformed Services; and

c. Invitational travel to persons serving without compensation
whose consultive, advisory, or other specialized technical services
are required in a capacity that is directly related to, or in connection
with, DARPA activities, pursuant to the provisions of USC 5703.

4. Approve the expenditure of funds available for travel by
military personnel assigned or detafled to DARPA for expenses tncident
to attendance at meetings of technical, scientific, professional, or
other similar organizations in such instances where the approval of
the Secretary of Defense or_his designee is required by law {37 USC 412).
This authority cannot be redelegated.

5. Develop, establish, and maintain an active and continuing
Records Management Program, pursuant to the provisions of Section 506(b)
of the Federal Records Act of 1950 {44 USC 3102}, the Freedom of
Information Act Program (5 USC 552) and the Privacy Act Program (5 UsC
552a).
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5105.41 (Enc1 1)

Jun 8, 78 .

The Director, DARPA, may redelegate these authorities, as

appropriate, and in writing, except as otherwise specifically indicated
above or as otherwise provided by law or regulation.

These-delegations of authority are effective immediately.
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. DEFENSE NUCLEAR AGENCY

The attached documents were prepared by the Defense Nuclear Agency for the
Carter-Reagan Transition Team. Certain portions of the DNA transition
briefing book are currently and properly classified within the meaning of
Executive Order 12065 and are, therefore, exempt from release under 5 USC
552(b)(1l) and (3). The recommendations on page 4, 5, 9, 27 and 32 of the
document are considered to be "intermal advice, recommendations, and sub-
jective evaluations, as contrasted with factural matters,'" and are exempt
from release under 5 U.5.C. 552(b)(5). Page 6 of the document describes
the actions being taken by DNA and the Navy in connection with on-going
litigation and is exempt under 5 USC 552(b)(5).

The Initial Denial Authority for DNA is RADM G. H. B. Shaffer, Deputy Director,
Operations and Administration. Appeals may be addressed to Lt. Gen. Harry A.
Griffith, Director, DNA.
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MAJOR DNA FUNCTIONS

© Conduct R&D in nuclear weapon effects:
- Underground nuclear tests |
- High explosive tests
- Pulse-bower machines
- Simulation experiments
- Computer codes
© Carry out all radiobiology research for DoD
o Develop:
- Effectiveness of nuclear weapons {ours and theirs)
- Vulnerability and hardening of systems, forces,
C3, ete. _
- Strategy and tactics for weapons use
- Design inputs for U.S. systems
- Targeting procedures, aids, etc.
~ Survivability of TNF
© Manage nuclear weapons stockpile
0 Oversee nuclear weapons security
- DoD Security Manual
- Defense Nuclear Surety Inspections
- Management of physical security
- Terrorism/counterterrorism
- Disable/Destruct
- QOverseas NEST
- Security of TNF

o Provide advice/assistance on all nuclear weapon issues
to all DoD components

o Execute specific nuclear weapon responsibilities:
' - National "Readiness to Test” program (Safeguard C)
- JAIEG (Joint Atomic Information Exchange Group)
- Nuclear Test{Personhel Review
- Ionizing Radiation Health Effects
- Comprehensive Test Ban
- Enewetak radiological cleanup
= Nuclear Weapons Accident Exercises '
- JNACC (Joint Nuclear Accident Coordination Center)
- Liaison with DoE



- Defense Nuclear Agency
(1142 Pers; 44% Mil, 56% Civ)

Director

(69 Pers) LTG Harry A. Griffith, USA

Deputy Director

Deputy Director
(Scl & Tech)

{Ops & Admin)

(180 Pers)

| (Abugquerque, NM) | ' Research Inst.

(116 Pers)
Dr. Edward E. Conrad

RADM G.H.B. Shaffer, USN

‘ : _ Armed Forces
Field Command B Radiobiology

Bethesda, Md.
(222) Pers

(555) Pers

BG John H. Mitchell, USA Capt Paul E. Tyler, USN, MC
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1. SUBJECT: Level Funding of the DNA RDT&E Program.

2. BACKGROUND: During FY 1%77-80, the DNA RDT&E program
has been essentially level funded at just under $200M in
constant FY 1981 dollars. During that same period, DNA
has assumed additional responsibilities, which require signifi-
cant fiscal resources., Examples of these additional tasks
are the Satellite X-Ray Test Facility (SXTF) program, the
DoD Theater §uclear Forces Survivability, Security, and
Safety (TNFS™) program, the Nuclear Test Personnel Review
. (NTPR) effort, an assessment of electromagnetic pulse (EMP)
effects on tactical aircraft, support of a Navy nuclear
weapon effects assessment effort, and a Pacific Command
(PACOM) theater nuclear force survivability/vulnerability
assessment. Years of level funding coupled with additional
taskings have resulted in a major reduction of the Agency's
basic nuclear weapon effects technology effort.

3. CURRENT STATUS: The added program efforts must continue
in FY 1981 and for the foreseeable future. The DNA RDT&E
submission for FY 1981 is $203M. Recently, Decision Package
Set (DPS) $#212 reduced DNA's FY 1982 submission from $240M
to $232M (reclama submitted).

4. ALTERNATIVES:

a. Continue Near Constant Dollar Level Funding. Accept
a continued decline in basic research on nuclear weapons
effects to respond to the critical new R&D responsibilities.

b. Provide 5% (or more) Real Growth. Restoration of
the DNA FY 1982 submission level of $240M would provide
5% real growth in that year. This level would restore some
of the nuclear weapon effects technology ba§e, as well as
provide continued support of the SXTF, TNFS~, NTPR, and
the other critical efforts and would represent an initial
step toward reversing a serious, adverse trend.

5. RECOMMENDATION:

Exemption 5
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(U) SUBJECT: Underground Nuclear Testing

EXEMPTIONS 1 and 5.
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Defense Nuclear Agency

Budgetary Summary
As of November 1980

($'s in Thousands)

Research, Development, Test and Evaluation
(6.2 Exploratory Development)

Military Construction (in support of RDT&E)
Operations and Maintenance
Procurement

Total Obligational Authority

Manpower Summary:
Military Personnel (all Services)
Civilians (US Direct EHire)

Total Manpower Authority

00|

500: .

FY 1981 FY 19
$203,000 $240,0
0 P it
30,323 34,000
1,632
$235,055

(Manpower in Units]

504
638

2,00&#E’%a*

$276, 500 -

B St IR

1,142
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-1, SUBJECT: Emergency Disablement System (EDS)
2. BACKGROUND:

The Emergency Disablement System (EDS) renders nuclear
weapons unusable on short notice. It was developed as an
alternative to violent Emergency Destruction (ED) to prevent
terrorist or host nation seizure of nuclear weapons. EDS
was envisioned initially as a command initiated "strap on"
device. This concept has evolved to an internal, command
enabled, intruder activated, timer initiated system. From
Dec 74 to Apr 75, USCINCEUR conducted an operational evaluation
of 95 emergency disablement "strap on" devices. The final
report resulted in a JCS request for a EUCOM Statement of
Requirements, which was subsequently submitted and approved
in June 76.

- The USAF was lead agency in developing EDS from
June 1976 until November 1979 when responsibility was trans-
ferred to DNA. The reason for changing lead agencies was
to balance the cost and effectiveness of EDS against other
projects in Theater Nuclear Forces Survivability, Security and
Safety (TNFS~). The EDS Project Officer Group met six times
from fall 1976 through summer 1978. During that time, the
concept of Employment and Military Characteristics were
approved and published.

3. CURRENT STATUS:

~ Changes in concept, software and hardware requirements
resulted in a loss of program momentum. Initial RD&T fiscal
allocations have been exhausted, and Sandia Laboratories,
Albuquerque terminated funding in March 1880. The Services
no longer budget for EDS as a separate item although funds
are available from allocations for more general categories.

- USEUCOM has been advised that the original development
cycle is concluded, and that three EDS actions are being
pursued: compendium of documents on options and costs,
development of Intruder Detection System (proof of coficept
model), and DoE assessment of disablement effectiveness.

4. ALTERNATIVES/RATIONALE: .

= Original USCINCEUR support of EDS has not changed.

-~ The low priority of the program among the Services
is reflected by their lack of fiscal support.



1. (U) SUBJECT: Magazine Penetration D
' elay (also known
as Weapon Access Delay System) . : ( k

Exemption 1

3. (U) CURRENT STATUS: Currently the Army, under the manage-
ment of Project Manager - Nuclear Munitions and with funds
primarily from DNA, is developing experimental magazine
penetration delay concepts and equipment. Two magazine
penetration delay systems are scheduled to undergo user
feasibility tests in Europe beginning in Summer 1981.  Con-

currently, adversary testing will be ongoing in the U.S.

4. (U} ALTERNATIVES/RATIONALE: Prior to Summer 1980, little
attention had been paid to magazine penetration delay, thus
funds had to be taken from other programs for the FY 81
effort. Most of the funds being used by the Army during

FY 81 are DNA 6.2 RDTS&E dollars. The normal equipment develop-
ment process may take 3-5 years before magazine penetration
delay devices are installed at nuclear weapon storage sites.
High priority effort would take less time. USAREUR AOs

have also expressed the possibility that a NATO infrastructure
R&D process may be uysed in- order to meet NATO requirements

for security equipment. ‘

Exemption 5
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gﬁ'(U) C-1I. (Approximately 20 percent of DNA's annual TOA.)

Exemption 1

(U} Righ-altitude detonations would create continent-sized
propagation disturbances that could negate or severely degrade
satellite communications. DNA investigations of natural
ionospheric disturbance, using a dedicated satellite and
research radars, and of nuclear simulation, using high-altitude
releases of barium, have led to the capability to predict
nuclear disturbances and their impact. Propagation models

test current satellite communications links, design future
links, and develop mitigation schemes.

(U) DNA will continue theoretical and experimental effort

to examine techniqgues to improve the performance of infrared
surveillance, "adaptive HF,"™ and VLF radio systems in nuclear
environments and to mitigate nuclear effects on propagation
at all fregquencies.

(U} Significant portions of DoD communication needs are

supplied by long-haul communication systems. We are concentrating
on the EMP threats from high-altitude nuclear explosions

because of their potential for causing widespread loss of
communications. Our efforts have been directed not only

toward understanding the response of communications networks

and facilities, but also toward developing the methodologies

to correct the identified problems. :

Ekemption 1

(U} We are continuing to address the satellite hardening

issues comprehensively and with a financial i i

S \ commitment consistent
?1th both the magnitude of the technical issues and the
importance of satellite system survivability to national
defense. ,?he objectives of our RDTLE program are to improve
our analysis and prediction capability, to develop test
techniques for evaluating hardening solutions and, most
importantly, to demonstrate the hardness of protected satellites.

o
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EPS (U) Strategic Systems. (Approximately 19 percent of
NA's annual TOA.)

(U) DNA is providing significant support to the Air Force

in the development of MX, contributing directly to establishing
system requirements and developing the technical data base

to ensure adequate nuclear survivability. DNA support includes
the missile system i&self, the various basing concepts,

and the supporting C~. 1Included in this effort are nuclear
threat environment and hardness issues relative to the Low
Altitude Defense System (LOADS). Extensive tests of MX/LoADS
components will be conducted in dust, thermal, and X-ray
environments.

{U} The MINERS IRON underground nuclear test--executed

in October 1980--will provide important data on the X-ray
response of a number of candidate materials for protection

of the motor cases, interstages, and other external booster
components. In addition, DNA is developing shielding materials
which can provide greater resistance to erosion due to nuclear-
lofted dust and ice during flyout.

(U) DNA is continuing to develop data to evaluate the hard-
ness and survivability of the various MX basing options.
While primary emphasis is on the horizontal shelter concept,
we are continuing to investigate nuclear weapons effects
issues pertinent to other options such as the vertical shelter.
We are placing emphasis on quantifying and, where feasible,
reducing the uncertainties associated with specific nuclear
weapons effects which threaten the survival of the system.
DNA will develop step-by-step guidelines to assist field
engineers in understanding nuclear effects and in applying
technology tools ({including codes and simulators) to achieve
a system design which is inherently hard.

(U} 1In support of future U.S. strategic systems, we conduct
an advanced reentry vehicle technology program. This program
provides methods for improving survival from an enemy anti-
ballistic missile (ABM) encounter and from fratricide among
our own warheads (i.e., the effects of one burst interfering
with another arriving warhead). This is accomplished by
evaluating the effect of nuclear-weapon-created radiation

and dust/debris environments on U.S. reentry vehicles, exploring.
protective shield concepts, and verifying hardness using
underground, laboratory, and field tests. An example is

the testing of candidate fuze systems for dust hardness

in support of Advanced Ballistic Reentry Systems (ABRES)
programs. .




(U) In addition, we are supporting the Air Force hardness
assessment of the B-52 by improving airblast and thermal i
analytical methods and conducting field experiments. Our '
Advanced Aircraft Assessment and Protection program includes

threat-level EMP investigation of advanced electronics of :
the B-52. 1In addition, DNA has been tasked by the Deputy '
Under Secretary for Strategic and Space Systems to take

the lead in developing a unified position on EMP hardening

technology and to work in conjunction with the Air Force

in bringing about a joint technology program for hardening

of strategic systems, particularly aircraft.

Exemption 1

(U) We are also supporting the planning for effective employment
of strategic nuclear weapon systems. The major part of

this effort is a research program to: (1) examine and evaluate
alternative ways that our strategic nuclear weapons might

be employed in a wide range of conflicts; (2) identify installa-
tions and activities that would be targeted in these employment
options; and (3) determine the nature and level of damage

that must be inflicted by our nuclear forces to achieve

national goals.
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Theater Nuclear Warfare. {(Approximately 17 percent
of DNA's annual TQA.)

The DNA theater nuclear program has made major contributions
to the development of theater nuclear force modernization,
planning and employment capabilities, and improved doctrinal
concepts. The program features direct, rapid response to
operational commanders' needs and to direction by 0OSD and

the JCS. Further, DNA theater nuclear programs assist in
strengthening the effectiveness of the NATO triad and U.S.
strategic objectives through increased emphasis on deterrence
by targeting Soviet projection forces.

Examples of ongoing efforts include:

-- The SecDef requested DNA participation in a
study to determine what would be required to hold the Warsaw
Pact Second Echelon divisions at risk; EUCOM/SHAPE have
concurred that a DNA developed concept is relevant and achievable.

-- PACOM has regquested DNA support in conducting
a net assessment of U.S./Soviet vulnerabilities in the Pacific
Theater with a major effort to support a Pacific Command :
Theater nuclear warfare improvement program. .

~= The SecDef requested DNA manage a DoD Theater
Nuclear Forces Survivability, Security and Safety (TNFS~)
program which will identify essential elements of the TNF,
validate technological, procedural, and operational improve-
ment by test, exercise, and evaluation, and recommend appro-
priate improvements to provide TNF safety and security against
possible sabotage and terrorist attacks and survivability
in combat.

~- The CNO Executive Panel requested DNA assistance
in an assessment of Navy.policy for maritime theater nuclear
warfare (MTNW) and the capability to implement that policy
should deterrence fail. Present research efforts are focused
on the technological alternatives offering the greatest
leverage to improve Navy MTNW posture in the near- to mid-terms.

Theater nuclear force doctrine, together with employment
planning concepts and capabilities, are evolving dynamically .
as exemplified above. DNA is playing a major role in that
evolution.




Underground Nuclear Testing. (Approximately 13 percent
of DNA's annual TOA.)

Because the capability to simulate nuclear detonations has
limitations, our underground nuclear weapons effects test
program remains a cornerstone of the DNA RDT&E effort to
ensure nuclear hardness. This program consists of a compre-
hensive series of nuclear test events designed to obtain

vital experimental information required to meet program
objectives. Experiments are limited to those requirements
which cannot be satisfied by simulation technigues. Specifi-
cally, we continue to rely on underground nuclear testing

to provide design data and to validate the nuclear hardness

of systems such as satellites, strategic missiles, and reentry
vehicles. In addition, certain weapon environment information
such as source-region EMP and cratering derives only from
underground nuclear tests. Recent tests include HURON KING,
conducted on 24 June 1980, and MINERS IRON, conducted on

31 October 1980. HURON LANDING is scheduled for execution
during FY 1982. The HURON KING test exposed a full-size,
operating, simulated spacecraft (called STARSAT) to X-rays

to examine vulnerabilities. MINERS IRON evaluated the X-ray
vulnerability of components of the MX missile, Advanced
Ballistic Reentry Vehicle (ABRV), Advanced Maneuvering Reentry
Vehicle (AMaRV), and other systems. HURON LANDING will
evaluate, in a simulated exocatmospheric environment, components
of the MX, ABRV, and Low Altitude Defense Systems.

.



Aboveground Simulation Testing. (Approximately 8 percent
Of DNA's annual TOA.)

In addition to underground nuclear testing, DNA pursues

an extensive nuclear weapons effects simulator program.

These simulators can test components repetitively--and,

in some cases, full systems--more‘cost—effectively than
underground testing. The continuing development of simulators
reduces the need for underground nuclear testing--although

it must be emphasized that, for the foreseeable future,
certain tests can only be done underground. The simulation
program consists of three areas: (1)} laboratory radiation
simulators; (2) high explosive testing; and (3) atmospheric
phenomena gimulation. For many years, laboratory radiation
simulators have provided the means for assessing weapon

system vulnerability to X-ray and electromagnetic pulse

(EMP) effects. DNA has underway an effort to develop a
satellite X-ray test facility (SXTF) beginning in FY 1984

as part of the nuclear hagdening verification process for
satellites {(see the DNA C7I program). In FY 1982, a DNA .
high explosive test (MILL RACE) will include large-scale
thermal simulation to expose military egquipment simultaneously
to simulated nuclear blast and thermal pulses. Small barium
releases simulate the phenomena of atmospheric nuclear detona-—
tions which affect signal propagation in the ionosphere.

Such an experiment will be conducted in 1981 to examine

the duration of the effects upon signal propagation. Electronics
can simulate some atmospheric nuclear phenomena effects on
satellite communications. A device to produce such signal
degradation is under construction and will be used to test
satellite receivers and transmitters.

15
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Biomedical Effects. (Approximately 6 percent of DNA's annual
TOA.)

- Biomedicai Research

DNA also researches the effects of nuclear weapons
upon humans. Most of this basic research is accomplished
at the Armed Forces Radiobiology Research Institute (AFRRI),
Bethesda, Maryland, which uses animal experimentation to
determine the response of cells, tissue, blood systems,
nervous systems, etc., to relatively high levels of ionizing
radiation.

~ NTPR

More recently, DNA has been designated Executive
Agent for DoD in directing the Nuclear Test Personnel Review
(NTPR) program on behalf of approximately 210,000 former
DoD participants in atmospheric nuclear weapons testing
during 1945-62, subsegquent underground tests, and occupational
duties at Hiroshima and Nagasaki in 1945-46. This program
responds to widespread public concern that exposure to low-
level ionizing radiation at these tests may lead to adverse
health effects. The effort currently requires over $4 million
in DNA RDT&E funds and 170 person-years of effort annually
by DNA, the Services, and several contractors. We have
been tasked to identify who was present at the tests, what
they were doing, what radiological safety measures were
taken, and what radiation doses were received.

16



Nuclear Readiness-to-Test Cacability. '(Approximately
6 percent of DNA's annual TOA.)

Under Safeguard C to the Limited Test Ban Treaty, the DoD

will "maintain a basic capability to resume nuclear testing

in the atmosphere should that be deemed essential to our
national security." Tasked as the DoD coordinator for achiev-
ing a support program for the Safeguard, DNA's responsibilities
include retention of Johnston Atoll, the primary U.S. overseas
nuclear readiness-to-test facility, to ensure its availability
in the event the U.S. resumes atmospheric testing. DNA,
through our Field Command, maintains a small personnel force

on Johnston Atoll to ensure this readiness.
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poD Physical Security Exploratory Development Program.

{Approximately 2 percent of DNA's annual TOA.)

In April 1977, the DDRE tasked DNA to develop, in cooperation
with the Services, an exploratory development program that
would identify the technologies and techniques applicable

to nuclear weapons security. Currently, DNA is the only
authorized source within DoD to initiate and fund exploratory
research in physical security. This program focuses upon
efforts that will scientifically validate standards and
procedures to ensure their effectiveness and efficiency,

to determine the optimum level of achievable security,

and to identify, test, evaluate and validate concepts {(Erom
human factors through automated detection/deterrent systems)
that will enhance nuclear weapon security against an increasing
spectrum of threats.

18



Nuclear Stockpile Management. (Approximately 1 percent
of DNA's annual TQA.)

DNA provides consolidated management and data control for
the DoD nuclear weapons stockpile. This function includes
implementing the annual nuclear weapon stockpile allocations
directed by the JCS and providing assistance to the JCS

in the annual preparation of the nuclear weapons deployment
plan. Further, DNA maintains current information on the
status of production, modification and retirement of weapons
and associated components throughout the life cycle of the
weapon. Instrumental to the performance of these functions
is DNA's operation of the Worldwide Military Command and

Control System (WWMCCS) remote terminal. Through this terminal,}f'

DNA manages the Nuclear Weapons Accounting System for the

Joint Chiefs of Staff, verifies the accuracy of the data

bases maintained at the primary and alternate NMCC, and

provides information to the National Command Authority,

JCS and other customers. Additionally, to respond to the

. increasing worldwide terrorist threat, DNA developed Stockpile
Emergency Verification procedures which provide a positive

confirmation that all weapons in the DoD nuclear weapons

stockpile remain in the custody of DoD.




Nuclear Weapons Accident Exercises (NUWAX). (Approximately
1l percent of DNA's annual TOA.)

DNA plans and directs nuclear weapon accident exercises for

DoD in conjunction with the Department of Energy (DoE) and

the Federal Emergency Management Agency (FEMA). Major objectives
are to evaluate and test selected response and coordination
procedures that comprise this country's collective capability
to deal with peacetime nuclear accidents. These exercises
provide realistic training for joint DoD/DeE nuclear accident
response organizations; determine the effectiveness of nuclear
accident response equipment, procedures, technigques, directives
and plans; ascertain the effectiveness of the coordination

and communications of a multiservice and DoE accident response
force; and actively exercise the civil and Federal interfaces
which would be required if an actual accident occurred.
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1. (U) SUBJECT: Status of the Withdrawal of Nuclear Warheads
from the NATO Guidelines Area

Exemptions 1 and 3



1. SUBJECT: National Level Response Capability
2. BACKGROUND: |

- NUWAX-79 ipdicated that the then current national
nuclear weapon accident response capability was in need
of review.

- On 11 Apr 80, DNA recommended to DIR Joint Staff
that consideration be given to establishing a National-level
response force. .

- Credible nuclear accident response options were generi-
cally grouped in terms of: Current matrix of response teams
designated within each Service; single, highly trained response
teams within each Service; single team, from one Service,
performing primary response function for all of DoD; and
a jointly constituted response teanm.

- Each Service member of the panel concluded that an
enhanced Service capability maximizes advantages. The panel
also recognized a requirement for additional Inter-Service
support agreements.

- DNA proposed creation of an interim advisory team
consisting of from six to twelve experts which would deploy
on order to augment the Service team in the field.

- TPanel recommendations were approved with minor changes
by the Services at the action officer level. '

- DNA forwarded recommendations to JCS on 26 Sep 80,
where they were submitted to Services and DNA for formal
(FLIMSY, BUFF, GREEN) concurrence.

- Extensive changes submitted by Services required
major rewrite at the BUFF stage. These changes were incorpo-
rated at an AO Meeting and the proposed MOP was republished
("Re-BUFF") for Service coordination on 24 Nov 80. :

3. CURRENT STATUS:

"=~ DNA is prepared to field an augmentation team of
experts on order. ‘ J

- Final approval of an enhanced concept for nuclear
weapon accident response is pending Service concurrence
of the recirculated proposal ("Re-BUFF").

4. ALTERNATIVES/RATIONALE:

- On track.




1. SUBJECT: Joint DoD/FEMA Planning for Nuclear Weapons
Accidents '

2. BACKGROUND: .

- On. 28 May 80, DIR, FEMA requested DoD assistance
in developing emergency plans for DoD nuclear facilities.
Specifically requested were:

=~ A list of all storage facilities and their locations.
== Joint FEMA/DoD review of Emergency Planning Zones.

- On 2 Jan 80, ATSD(AE) emphasized DoD policy to cooperate
with civilian agencies on radiological accident. He assured
FEMA of DoD cooperation on 23 Jun, but emphasized the unique
national security aspects involved.

= On 5 August, DNA was designated lead agency to develop
a joint planning basis with FEMA. DNA requested FC/DNA
to begin work on Emergency Planning Zone data on 26 Aug
80. Field Command's initial report was submitted on 17 Sep
80. The list of nuclear facilities, less nuclear weapons
locations was provided to FEMA on 20 Oct 70.

= ATSD(AE) orally approved transmission of specific
Storage site data to FEMA on 21 Nov 80.

3. CURRENT STATUS:

=" HQ DNA is preparing a prioritized list of actual
and potential storage sites which will be sent to ATSD(AE)
for retransmission to FEMA. :

— Field Command, DNA is working on an illustrative
 site study similar to the four site specific surveys done
by Sandia. The illustrative study should be completed in
approximately 30 days.

- Input from the National Laboratory is pending tasking
by DoE.

4. ALTERNATIVES/RATIONALE:

= 0On track.
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l. SUBJECT: Plutonium (Pu) Storage
2. BACKGROUND:
= In July 1977, the Military Liaison Committee (MLC)

approved a recommegndation to increase storage limits for
plutonium bearing weapons.

=~ The joint DOE/DoD Technical Publication, TP20-7, Nuclear

Safety Criteria, still contains the original storage limits.

- DNA has agreed (18 Nov 80) to conduct a comprehensive
study of the plutonium hazard and

= The ATSD(AE), Dr. Wade, has agreed (28 Mar 80) to
chair the Steering Committee.

3. CURRENT STATUS:

- The Services are operating under the increased limits.

=~ TP20-7 must be changed to acknowledge current Service
positions or the practice discontinued.

~ DNA submitted study Terms of Reference (TOR) to ATSD (AE)
for approval on 29 May 80.

4. ALTERNATIVES /RATIONALE:

= A meeting between ATSD(AE), Director of Military Appli-
cations (DoE) and Director, DNA is pending approval of the
TOR. .

= Participation by the National ﬁaboratories is pending
tasking by DoE.

~ DNA envisions the study effort as having three elements.

== Operational chaired by DNA.

L3

- Political/sociological chaired by a contractor.

-= Technical analysis chaired by Sandia Laboratories,
Albuquerque.

=~ ATSD(AE) has expressed a desire for the study to be
in two parts:

-— Short term (9-12 months) .

== Long term (total evaluation of alil aspects of
Pu limits for both transportation and storage).




1. (U) SUBJECT: Starbird Study
2. (U) BACKGROUND:

- On 27 Feb 79, the ATSD(AE) proposed a joint DoD/DCE
analysis of DoD nuclear weapon requirements and related
DoE capabilities. Gen Starbird was appointed Study Director,
hence the name "Starbird Study."”

- Meetings, briefings, and working group sessions were
conducted during 1979 which culminated in approval of Terms
of Reference on 2 Nov 79.

- In 1980, meetings continued during which consultants
reviewed findings as they were developed.

- The final report was published 15 July 1980.

3. (U) CURRENT STATUS:

- The Starbird Study resulted in a variety of recommenda-
tions which are summarized in para 4.

- Responsibility for implementation of recommendations
Wwithin DoD rests with ATSD(AE), and with ASDF for DoOE.

Exemptions 1 and 3

- _(U) The_a?ove recommendations involved DNA in the
following specific actions:

== Nuclear Weapons Development Guidance (NWDG),

the DoD statement of qualitative requirement
ment of nuclear weapons. q s for the develop-

= Annual Nuclear Weapons Safety Report to the i
prepared by DNA and transmitted thrgughpgTSD(AE). Pre51deqt,



Membership on the safety Committees of all weapon

ect Officer Groups.
er to include current activities.

systems Proj

- Update DNA chart

rovide staff assistance to ATSD(AE) ©on a variety

- P
elated requirements.

of DNA mission ¢




1. SUBJECT: Nuclear Weapon Security Test and Evaluation

Site (Development of a DoD mock nuclear weapon storage site
required to support testing of security hardware, personnel,
puilding designs, and, procedure within the scope of a full- .
up nuclear weapon security system).

2. BACKGROUND: Current test programs emphasize only isolated
jaboratory testing of security hardware. Testing of develop-
mental subsystems in an operaticnal environment is rarely
performed due to constraints at operaticnal nuclear security
sites. A mock site would allow validation and critically
needed optimization of security systems and system components
in & quasi operational environment.

3, CURRENT STATUS: DNA is presently briefing the Services

on the requirements for a test site and site selection criteria.
A recommended initial test site program, emphasizing tests
related to small isolated Army European nuclear weapon storage
gite issues, is included in the briefing. Fort McClellan,
Alabama, home of the U.S. Army Military Police School, is

peing tecommended as the location for such a site.

4. ALTERNATIVES: An alternative is to construct a larger,
multisecrvice site in the vicinity of Rirtland AFB, New Mexico
{AlBuguergue) . The greater need of the Army to test security
eystem elements in a small site setting and in a more realistic
eeffaih envirdnment than available in New Mexico results

{f the @ufrent emphasis away from the large site alternative.

5. RECOMMENDATIONS:

Exemption 5

2

7

.
S

e e —



B a1 £ 3

Ty

1. SUBJECT: NUWAX-81
2. BACEGROUND:

- In April 1979, the first joint DoD/DoE Nuclear Weapon
Accident Exercise (NUWAX-79) was conducted at the Nevada
Test Site. As a result of the success and the lessons learned,
the Assistant to the SecDef (Atomic Energy) directed DNA in
June 1979, to take the lead in plannlng an expanded follow—on
exercise (NUWAX-81).

- A total of $2.3 million was budgeted for all aspects
of the exercise. Various planning conferences and meetings’
have been held throughout 1980. Participating agencies
included DoE, FEMA, the National Laboratories (LLL, SNL,
LASL), the military Services; FCDNA, California State Office
of Emergency Services and various civilian contractor organ1—
zations (EG&G, REECO, H&N, etc). "

3. CURRENT STATUS:

- NUWAX-81 will be conducted between 19 April - 1 May 81
at the Nevada Test Site.

- Approximately 560 player/partlclpants and controller/umplre
personnel are involved in the actual exercise.

- Official observers will include representatives of
Great Britain, Canada, Australia and New Zealand in their
capacity as members of the Air Standardization Coordinating
Committee (ASCC).

4. ALTERNATIVES:

- The scope of NUWAX-81 will be expanded to include sig-
nificant involvement with National, state and local emergency
response agencies., All nuclear accident response procedures
will be exercised. '

-~ Realism will be maximized to include the use of
- Short life radicactive material.

- Site preparation with "crashed" helicopter, “"damaged”
nuclear weapons, and personnel “"casualties."

RTINS

: '5‘ B




1. SUBJECT: Intrinsic Radiation (INRAD) Study
2. BACKGROUND: - '

- A growing public awareness of and concern for the
hazards of low level, intrinsic radiation inherent in nuclear
weapons has been increasing.

- The number and size of legal claims based upon exposure
to alleged radiation has risen sharply.

- Previous risk estimates were minimal for low level
exposure to stored nuclear materials. While the general
view remains that the effects are insignificant, DoD has
decided to verify a variety of associated aspects.

3. CURRENT STATUS:

- A joint DoD/DoE study has been initiated to review
the impact of intrinsic radiation. The working group is
chaired by DNA/OASO and includes representatives from DoE,
OATSD(AE), DNA, JCS, the military Services, and the National
Laboratories,

. = Thg working group contains two sub-groups: Weapon
and Environment, and Personnel Exposure.

4. ALTERNATIVES;

- Specific areas to be addressed in the study include:
= 1Identification of personnel who receive INRAD doses.
= INRAD output of current stockpile.

= Evaluation of Service programs, regulations, and
procedures. ' .

. = INRAD implications to DoD (fiscal, manpower,
operational, etc.). '

- Impact on weapon design. -

- The TOR for the study was approved on 12 Sep 80.
The recommendations to be developed should@ be approved and
implemented by September 1981. (Specific tasks -and milestones
are available as an enclosure if desired).
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1. (S SUBJECT: Overseas Nuclear Emergency Search Team (ONEST)

2. (%] BACKGROUND:

- (U) 1In response to the threat of nuclear terrorism
in the United States, the Department of Energy developed a
NEST capability.

- (U) Organizations include persons from DoE,
DoD, the National Laboratories (LLL, LASL, and SNL), and
DoE contractors (EG&aG).

- (U) Capabilities include sophisticated threat
assessment, highly technical nuclear search requirement;
detailed diagnostics and render safe (disarm or destroy)
procedures.,

Exemption 1

- (U) Larger road block monitors were in Qroduction
by mid-1980, and van/helicopter mountable pods were 1n pro-
curement by the end of 1980.

3. [ CURRENT STATUS:

Exenption 1

= (U) Training and maintenance are provided by quarterly
visits from the DNA project officer and EG&G contractor
personnel. ' -

4. £9{ ALTERNATIVES:

E2xemption 1

= (O0) Future program development will be ba;ed
) . on
experience gained from currently deployed capability.
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1. SUBJECT: DoD Physical Security Management

2. BACKGROUND:

a. The current fragmentation of responsibilities, within
the 0SD, relative to the nuclear weapons security program
makes it difficult for DNA to fulfill its responsibilities.
It is essential that one element within O0SD provide uniform
policy guidance with respect to both nuclear security system
implementation and the security research, development and
acquisition process.

b. Under the provisions of an April 1974 Memorandum
of Understanding (MOU) between the ATSD(AE) and the Assistant
Secretary of Defense (Comptroller) (ASD(COMP})., the ATSD(AE)
provides advice and assistance to the Deputy Assistant Secretary
of Defense (Security Policy) (DASD (SP)) on matters concerning
the protection of nuclear weapons. In 1978 the DASD(SP)
became the Director, Security Plans and Programs (DUSD (PR) (SP&P))
for the Deputy Under Secretary of Defense for Policy Review
(DUSD(PR)) . The DUSD (PR) (SP&P) has policy responsibility
across the broad spectrum of the security arena.

c. In April 1977, the Under Secretary of Defense for
Research and Engineering (USDRE) tasked DNA to develop an
exploratory development program which would identify the
technology and technigues applicable to nuclear weapon security.

3. CURRENT STATUS:

a. Responsibilities divide among various OSD staff
_elements. The DUSD(PR} is responsible for the development

of policies, standards, and procedures governing the physical
gecurity of nuclear weapons and devices. The ATSD(AE),

being the principal staff assistant to SECDEF on atomic

energy matters, is counted on to provide considerable advice
and assistance on nuclear weapons matters to SECDEF, Military
Departments, Jcs, and others. Another DNA responsibility

is to develop, prepare, publish design standards, and investi-
gate/:ecommend standards and operating procedures for DoD.

b. There is a fragmentation within DoD involving nuclear
‘Wweapons security program. This fragmentation has had a
serious impact on development, procurement,.installation,
and maintenance of physical security equipment.. To illustrate
the problem, currently a proliferation of working groups
addresses various aspects of physical security. We have
a DoD Physical Security Review Board (PSRB), reporting to
the Director, Security Plans and Programs (DUSD (PR) (SP&P) ) ;
Physical Security Equipment Action Group (PSEAG) reporting
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to the Under Secretary of Defense for Research and Engineering
(USDRE}; the Tri-Service Requirements Working Group (PSRWG) ; &
and the Security Equipment Integration Working Group (SEIWG) - il

reporting to the PSEAG.
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c. In cooperation with the Army, Navy, and Air Force,
DNA now funds and manages the nuclear weapons security explora-

tory development program. :
4. ALTERNATIVES/RATIONALE: lr?.,»
a. Responsibility for nuclear security policy should . ;%

be vested in the activity most knowledgeable of the total

DoD nuclear program. Management would be strengthened and B
manpower savings realized if the nuclear security policy | e
functions were assigned to DNA, under the staff supervision : I
of the ATSD(AE). Many items of equipment developed for ‘ I
nuclear security will have broader application for other } 5
physical security requirements. In January 1978 an ATSD(AE) ! b
memorandum was prepared for the Secretary of Defense recommending i
that the 1974 MOU be terminated. To date, however, a decision L

has not been announced.

b. Technology and technigues developed in the nuclear
security exploratory development program can provide scientif-
ically validated direction for policy implementation. Accord-
ingly, the physical security working groups {i.e., TSRWG
and SEIWG) should be designated as subgroups of the PSEAG.

5. RECOMMENDATIONS:

Exemption 5




1. (U) SUBJECT: Special Nuclear Materials (SNM)
2. TSPUJ (U) BACKGROUND: SNM consists of highly enriched
uranium (HEU), plutonium {(Pu), and tritium (T).

Exemptions 1 and 3

(U) The JCS, continuing to be unsuccessful in having
their position incorporated in OSD documents, released a
strongly worded JCSM on 22 Jul 80.

3. ©»®) (U) CURRENT STATUS:

Exemptions 1 and 3

- (U) Solutions to mid-term shortfall are long-lead
time N-Reactor and PUREX, L & R Reactor and new reactor.

Exenptionzs 1 and 3

4. (U) ALTERNATIVES/RATIONALE:

- Futgre of SNM availability problem lies in the degree
of aggression exerted by DoD and DoE on Congressional budget

office to pursue approval of long lead term actions to prevent
mid-term shortfalls.
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1. (U) SUBJECT: Insertable Nuclear Components (INC) Technology

Exemptions 1 and 3

4. (U) ALTERNATIVES /RATIONALE :

=~ DOE has expressed interest in pPreserving the technology
for new weapons systems.

= DoD has tréditionally been willing to aaapt a wait
and see ettitude.
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DEFENSE CONTRACT AUDIT AGENCY

CURRENT ISSUES

This Briefing Book provides information on the Defense Contract Audit
Agency. Details on the mission, organization, personnel, primary activities
and issues are provided.

Two aspects of Agency operations are considered to be of significance at
this time. First, although faced with continued workload increases due to
greater procurement activity, DCAA resources bave not kept pace with audit
tequirements. Second, legislative proposals to include DCAA in a DoD
Inspector General organization should be firmly resisted.

The present hiring limitations and recent budget decisions have greatly
impacted DCAA ability to meet ever-increasing contract audit requirements.
In order to adequately meet these requirements DCAA should be provided
sufficient resources to wmaintain audit effort at the basic level
contemplated in the initial FY 8l President's Budget.

Notwithstanding approval for a partial exemption from the hiring freeze,
we feel that our staffing levels have declined to the point where they have
become a serious hindrance to the accomplishment of the DoD contract audit
mission. Since the start of the freeze, we have lost over 325 full-time
employees which at the replacement rate of one for every two lost equates to
an onboard strength of about 3,400 versus the 3,575 or a reduction of 5
percent below the level authorized for both fiscal year 1980 and 1981.
Through management action early in the freeze, we were able to shift our
personnel to cover key vacancies throughout the Agency. Now, however,
because of the significant decline in our employment levels, we no longer
have the capability to reassign our people, particularly in view of the
geographic dispersion of our offices and the high costs of relocating our
people.

On the other end of the scale, our workload is completely dependent upon
the DoD procurement levels appropriated by Congress. Previous increases in
appropriation levels are now materializing into an increased workload on
this Agency at the same time that we are undergoing the current hiring
freeze. Further increases in DoD procurements are expected which will
demand an even greater audit capability. Concurrently, the audit services
that we provide to some 30 non-DoD agencies, such as the National
Aeronautics and Space Administration, the Department of Energy, the
Environmental Protection Agency and the Foreign Military Sales program have
also increased. This was recognized during last year's budget review,
whereby we were authorized an additional thirty-six positions to cover this
additional work.

A hiring freeze is particularly difficult for DCAA because the vast
majority of our hires are new Government employees at the GS-5 and GS-7

(1)



levels. The subsequent training period required to convert these:
individuals into productive contract auditors is significant. Thus, the
effective lead time for the total hiring process is lengthy. "

Durtng FY 80, similar to past years, the Agency returned $27 in contract
cost savings for every $1 expended on audit operations. In view of DCAA's.
excellent record of audit savings versus operating costs, it makes good
business sense to provide additional funding and spaces to DCAA. From an: & -
investment standpoint and considering the increased emphasis on economy.and:
efficiency of Government expenditures, we explored the possible return from-
providing DCAA resources at levels of 10 percent, 20 percent, and 30 percent:
in excess of the FY 81 end strength authorizations. Our detailed evaluation
of this approach is presented in the recurring issues section in the
enclosure. (See H-5) .

In a report to the Congress and the Secretary of Defense dated 1 May ;
1980, the Task Force on Evaluvation of Audit, Inspection, and Investigative - i
Components of the Department of Defense concluded that the contract avdit™ 7|
function should rtemain both independent of acquisition and separate from - i
internal auditing. This means that DCAA should not be any more closely.
aligned with officials who are responsible for placing and administering
contracts, or with those who make internal audits or investigations of those"
contracting and contract administration functions. When drafting a proposal
for an Inspector General for the Department of Defense in 1978, the Senate =~
Governmental Affairs Committee had slso reached the same tentativVe
conclusion, recognizing the unique characteristics of the DCAA contract-
audit functions.

In 1980, however, bills were introduced in both the House and the Senate i
which would have transferred DCAA to an Office of Inspectdr General for the
Department of Defense, along with a part of the Department's internal aud1&‘ i
and investigative resources. These bills would have placed DCAA into & ¢ |
position where the <contract audit function could not be performed as & 7.
efficiently and effectively in support of the Defense and civil. acquisition:
programs. The House bill was passed on 17 November. Sponsors of such
legislation have promised renewed efforts in the next sessionm.

As explained in the May 1980 Task Force report, contract auditing has
evolved in the Federal Government, and in the Department of Defénse
particularly, to serve a distinctive dual role that needs to be preserved.
DCAA serves not only as a key advisor to contracting officers but also as s
vital internal control wmechanism in the acquisition process. Operationally,
the contract auditors provide financial advice on proposed and  existing
contracts and contractors. However, DCAA should remain organizationally
independent of the officials who are responsible for considering the advice
in reaching contracting decisions. As ‘the Task Force report states;
requiring contracting officers to consider carefully the advice of
independent contract auditors minimizes risks in acquisition and serves .as 2
cstalyst to improve the acquisition process. :
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On the other hand, the Task Force properly decided that a crucial
balance would be upset if DCAA were aligned more closely with those who must
evaluate acquisition decisions and conduct investigations of alleged
improper acts of Federal officials and contractors. The present cooperative
but separate status of contract auditors assures that internel auditors and
investigators can be objective in their views of acquisition, and helps to
avoid industry reactions that could seriously hamper the contract audit work
in cases where there is no suspicion of wrongdoing. This arrangement 3also
recognizes the need for timely, responsive contract audit services to
support crucial contracting schedules, and it leaves internal auditors and
investigators free of operational concerns.

In response to other recommendations of the Task Force, the Department
of Defense is considering an internal reorganization to place the internal
auditors and investigators of the Office of the Secretary under & single new
official who can devote full-time attention to their work. This initiative
is being addressed more fully in briefing papers of the Comptroller and the
Ceneral Counsel. The Defense Contract Audit Agency would not be a part ‘of
such a reorganization.

We believe that contract auditing would be hampered, not enhanced, if it
were to be sligned more closely with internal auditing, investigative, or
contracting operations. More appropriate means of enhancing the recognition
of contract auditing in the Federal Government are available by assigning
the Defense Contract Audit Agency GCovernment-wide contract audit
responsibility. In addition, other Governmental audit organizations should
be pgranted Govermment-wide audit responsibilities for such areas as health
service contracts and grants, educational grants, etc.

(11i1)-
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DEFENSE CONTRACT AUDIT AGENCY

MISSICN STATEMENT AND ORGANIZATIONAL STRUCTURE

In 1965, the Secretary of Defense consolidated the contract audit
functions of the military services (Army Audit Agency, Naval Audit Service,
and Air Force Auditor General) into & single DoD organizatiom, the Defense
Contract Audit Agency (DCAA). The Director of the Agency, Mr. Frederick
Neuman is responsible to the Assistant Secretary of Defense {Comptroller).

DCAA's mission as stated in its charter, DoD Directive 5105.36, is to
perform all necessary contract audits for the Department of Defense and
provide accounting and finuncial advisory service on contracts and
subcontracts to all DoD components responsible for procurement and contract
administration. These services are provided in connection with the
negotiation, administration and settlement of Government contracts, and
subcontracts. Prior to 1965, contract audit services in the Department of
Defense were performed by each of the military services. Consolidation of
this mission within DCAA provided for uniformity in the application of
contract audits in the DoD.

In addition to providing such services to Dol components, DCAA also
provides services to various other Government agencies who have contracts or
pending acquisitions at contractor locations where DCAA auditors are
performing DoD ‘work. Among these organizations are NASA, Department of
Energy, Environmental Protection Agency, Department of Transportation,
Department of Health and Human Services, and the Interior Department.

DCAA is headquartered at Cameron Station, Alexandria, Virginia and
contains major operating elements of resources, legal, policy, and
operations. The Headquarters organization also provides direct assistance
and support to the Office of the Secretary of Defense. For example, DCAA
furnishes representatives on various Defense Acquisition Regulation
subcommittees, counsels on matters in comnection with contractor financial
condition, contributes recommendations on procurement policy, and advises on
affairs dealing with the financial management of weapons systems.

DCAA field operations are conducted through six regional offices;
Atlanta, Boston, Chicago, Los Angeles, Philadelphia, and San Francisco.
These regions supervise over 400 field audit offices throughout the United
States and overseas. These 400 offices are classified into four types:

1. Resident Office =-- Responsible for and located at a major
contractor's plant.

2. Branch Office -- Responsible for the DCAA mission in all contractor
locations within a designated geographical area except for those assigned to
resident and related suboffices.
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3. Suboffices are operated as an extension of & branch or resi_glj;e'ﬂ'
office in order to provide on-site audit effort. i

4. Liaison Office =-- Responsible for coordinating audit matters with
procurement or contract administration offices. ’
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Headquarters, DCAA

Regional Headquarters Offices

. Resident Offices
Established at Contractor Locations when Audit Workload

Justifies the Assignment of a Permanent Staff of Auditors

Branch Offices

Strategically Situated to
Work Within An Assign

Suboffices

PERSONCL DISTRIBUTION
(30 SeptemBer 1930)

Handle All DoD Contract Audit
ed Geographical Area on a Mobile Basis.

- One to Five Man Offices Operating as an Extension of a
granch or Resident Office to Provide On-site Contract

Audit on a Full-Time Basis.

Liaison Offices .
Located at DoD Procurement or Contract Administration
Offices to Provide Effective Communication Between

Procurement and Contract Audit.

Contract Audit Institute

Located in Memphis Tennessee o Provide Formal Staff
Training in Subjects Ranging From Basic Orientation Courses

To Various Advanced Audit Techniques.

TOTAL

Actual

Nr, |
Offices Strength Percent
| 103 3.0
6 238 6.9
11 LIS 335
61 1. 158 33.6
264 1M 22.4
2 |
[ 20 6
e 3,43 100.0




HEADQUARTERS ORGANIZATIONAL STATEMENTS

OFFICE OF THE DIRECTOR

A. DIRECTOR

Exercises world-wide direction of DCAA in performing all contract
audits for DoD and other Government agencies upon request. Reports to the
Secretary of Defense, through the Assistant Secretary of Defense (Comptroller).

B. DEPUTY DIRECTOR

Serves as principal assistant to the Director in all phases of DCAA
management and operatioms.

C. COUNSEL

Provides legal and legislative advice to the Director and to all
members of his staff. Has primary responsibility for all legal matters
relating to contract audits in DoD, including legal sufficiency of directives,
instructions, regulations, determinations, and related correspondence.

D. SPECIAL ASSISTANT

. Develops plans and policies affecting multiple DCAA functions and
activities. Reviews or prepares policy papers and documents formulated withim
the Office of the Director. Serves as Agency public affairs officer and as
such is the principal point of contact with representatives of the media.
Serves as Agency's Equal Employment Opportunity Officer.

E. DETACHMENT DIRECTOR

Directs the overall planning, mansagement, and execution of world-wide
DCAA contract audits of compartmented programs. Directs and manages all
resources and staff assigned to the Detachment.

B-1



OFFICE OF ASSISTANT DIRECTOR, OPERATIONS

1. Exercises technical staff supervision over the contract audit
operations carried out by six regional offices and 350 field audit
offices (FAOs) throughout the world. '

2. Provides technical guidance and direction to the Agency for
field contract audit operations, including reimbursable audit services
provided to non-Defense agencies and foreign governments.

3, Directs the development of Agency audit objectives, programs,
operational schedules, and priorities to assure effective accomplishment
of field contract audit operations. Directs periodic evaluation of
program accomplishments.

4, Administers the Agency's professional development and
training programs including the centralized research and training
facility, Defense Comtract Audit Institute (DCAI), located at Memphis,
Tennessee. |
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DEFENSE CONTRACT AUDIT INSTITUTE

OFFICE OF THE ASSISTANT DIRECTOR, OPERATIONS

A. General

The Defense Contract Audit Institute (DCAIL) is 1located at the
Defense Depot-Memphis, but is under the supervision and direction of the
Assistant Director, Operatioms, Headquarters, DCAA. Three branches are
located at the Institute: (i) Training Branch; (ii) Research Branch; and
(iii) ADP Technical Support Branch.

B. Training Branch

1. Directs and controls: (i) development of new training
courses and maintenance of existing courses; (ii) technical content of
courses; (iii) priorities/timeframes for designing or modifying courses;
and (iv) development/application of new instructional techniques to be
incorporated into DCAI or regional courses.

2. Provides policy guidance to regions regarding local
training and educational programs. Coordinates and approves regionally
developed c¢ourses.

: 3. Conducts surveys to obtain and analyze Agency-wide training
requirements. Develops - annual training plan/budget for approval by
Director.

4, Evaluates the quality and effectiveness of regional
training and development programs.

5. Defines and maintains auditor developmental profiles which

identify the accounting knowledges and technical/managerial skills required
for successful performance or advancement within the auditor career field.

C. Research and Development Branch

; 1. Conduets research and studies into scientific, business,
and professional developments applicable to accounting/auvditing to
identify, enhance, and implement those which can increase the effectiveness
of contract audits.

2. Provides guidance and agsistance in audit situations
involving complex application of statistical sampling, correlation
analysis, improvement curves, and similar advanced/improved audit
techniques.
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D. ADP Technical Support Branch

1. Prepares guidance and implements techniques/procedures andq."
sudit programs for assessing the adequacy of contractors’' EDP general and¥ -
application controls, and ensures that guidance conforms to AICPA and GAO
standards. v

2. Develops and implements (by installing on contractptgf:
computer systems) software which can be used in sampling and retrievifig’ - .| .
data which are processed in contractors' systems in order to verify thatid =4
system integrity is established and maintained to a degree auffi;ientfﬁ&f‘ﬁ',ﬂ
preclude erroneous or fraudulent actions detrimental to Goveimment's
interests. : '
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OFFICE OF THE ASSISTANT DIRECTOR, POLICY AND PLANS

1. Directs the formulation, development, and issuance of contract
audit policy for the Agency, including procedures, standards, and guidelines
for the audit of Defense contracts, as well as reimbursable audit gervices.

2. Responsible for the overall planning, direction, coordination,
and control of assigned divisions and activities, including policy formula-
tion, audit guidance and procedures, and cost accounting standards.

3. Provides technical guidance and decisions to the six regional
offices on audit policy, Defense Acquisition Regulation (DAR) cost
principles, and accounting principles.

4. Directs development of Agency policy and instructiomns for the
field review of contractor's disclosure statements and reviews to determine
compliance with CASB standards.

5. Oversees the providing of expert testimony in Armed Services
Board of Contract Appeals (ASBCA) or Court of Claims cases.

: 6. Directs the development of Jlong-range plans to improve the
Agency's effectiveness.

7. Directs and maintains liaisonm with ‘FASB, AICPA, CASB, GAO, and
other governmental and professional organizations.

B-3
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OFFICE OF THE ASSISTANT DIRECTOR, RESOURCES

1. Acts for and exercises authority of the Director, DCAA,
in the formulation, direction, and execution of plans, programs,
policies, and procedures related to the management of DCAA resources,
including financial management, persomnel management and administrationm,
automatic data processing (ADP), information management, and general
management/administrative activities.

2. Directs and manages the activities of: Financial
Management Division; Management Division; and Qffice of the Director of
Personnel,

3. Directs the development, execution, and control of the
DCAA portion of the DoD Programming System, including the development of
short-range (one year) and long-range (5 to 7 years) objectives of the
Agency and the alignment and control of resources requirements. '

4. Directs coordination and execution of DoD-wide fimancial -
and other management programs required by higher authority.

5. Direects the execution and control over the negotiation
and administration of Thost-tenant agreements with DoD and other
Government agencies furnishing support services to DCAA organizational
elements. '

6. Serves as the final Agency appeal level regarding release _'

of DCAA information to the public, under DCAA Regulation 5410.5,
Availability to the Public of Defense Contract Audit Agency Information.,

B~6




DIRECTOR OF PERSONNEL

QFFICE OF THE ASSISTANT DIRECTOR, RESCURCES

1. Develops and directs the execution of DCAA personnel
management plans, programs, policies, and procedures relating to normal
personnel areas.

2. Provides technical guidance in the implementation of the
Agency's Management Development Program.
3. Exercises staff supervision over regional office personnel

programs in assigned functional areas.

4. Conducts personnel rvesearch in assigned functionmal area to
test basic principles of Agency personnel policies and practices.




FINANCIAL MANAGEMENT DIVISION

OFFICE OF THE ASSISTANT DIRECTOR, RESOURCES

A. Budget and Manpower Branch

1. Develops and executes plans, policies, and procedures relating
to the DCAA budget and staffing programs.

2. TFormulates annual and supplemental budget estimates of funding
and staffing requirements for submission to 0SD, OMB and Congressional
review authorities. :

3. Develops, plans, and administers the Agency-wide operating
budget. Issues operating budget authorization to Agency components.
Establishes and maintains financial controls over appropriated and
reimbursable funds.

4, Analyzes fund utilization and prepares reports to Agency top
management highlighting performance and significant factors in administering
the operating budget.

5. Monitors distribution of available staffing resources. Issues
staffing authorizations and coordinates the review, approval, and adjustment
of component tables of authorized stremgth. Develops justification material
on workload indicators, projected staffing utilization, productivity, and
workload backlog used in budget and programming presentations to top Agency
officials, 0SD, OMB and the Congress.

B. Accounting Branch

1. Develops plans, policies, and procedures to meet the accounting
requirements of Headquarters, field components, DoD, GAO, OMB, Treasury and
the Congress.

, 2. 1Implements and revises the Agency's accounting system Cthrough
issuance of the DCAA Accounting Manual, directives, and memorandums.
Evaluates changes in legislatiom, and in regulations and directives of 0SD,
OMB, Treasury and GAO, for accounting implications.

3. Directs the execution of day-to—-day operations of the
Headquarters accounting system; exercises staff supervision over rtegiomal
office accounting operatioms.

4. Manages the Agency's accounting program. Maintains liaison with
accounting and management personnel in 0SD, DLA, OMB, GAO, and other
non-Defense agencies who use the Agency's audit services on a reimbursable
basis in order to plan, direct, and appraise the effectiveness of the
Agency's accounting program.
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MANAGEMENT DIVISION

OFFICE OF ASSISTANT DIRECTOR, RESOURCES

1. The Management Division encompasses a broad spectrum of management
and administrative programs and systems. 1In each of these functional areas,
the division is responsible for (i) developing and issuing policy guidance to
Headquarters and field elements; (ii) designing, implementing, evaluating, and
in some cases, operating the required management/administrative systems; and
(iii) wmaintaining lizison with offices of 0SD and other Government agencies
such as GSA, OMB, and OPM which promulgate program policy for the Executive
Branch. The major functional responsibilities of each organizational element
are set forth below.

2. The Division Chief exercises overall management direction and
control of division activities and provides advice and assistance to Agency's
executive and regionazl staff om assigned programs. In additiom the Agency's
Editor is assigned to the Division Chief's staff with respomsibility for
publishing the "DCAA Bulletin'" and providing editorial services to
Headquarters staff elements and guidance to regional offices.

3. The Systems/Analysis Branch develops and directs  Agency
programs/systems for identifying and reporting annual staffing requirements.
Based on analysis of relative wvolume and priority of workload, and
responsiveness to Agency's audit program objectives, determines appropriate
distribution of resources. Evaluates Agency's requirements for automatic data
processing support, services and equipment. Conducts necessary analysis to
detemine most cost effective response to requirements, and accomplishes the
required acquisition actions. Provides technical support to Agency's Senior
ADP Poliey Official and to regional offices/HQ staff elements.

4., The Security Branch develops policies and procedures for the
Personnel Security Program, supervises its implementation, and administers
portions of the program on & centralized basis. Develops policies,
procedures, and administers the Agency's Information Security Program,
including: (i) prevention of unwarranted clasgification, overclassification,
or underclassification of informatiom; (ii) prompt and progressive downgrading
of classified material; (iii) prevention of wunauthorized disclosure of
classified material or material of a contractor-sensitive nsture; and (iv)
investigation of possible loss and/or compromise of classified informatien.

5. The Records Management Branch administers Agency records manﬁgement

program and develops policies and procedures encompassing: (i) records
retention and disposal; (ii)} document reproduction/retrieval systems; (iii)
correspondence management; and (iv) reports control. Develops

policies/procedures, and administers program for release of DCAA information
requested under the Freedom of Information Act, and monitors implementation of
the Privacy Act of 1974. Processes all requests submitted to Headquarters
under FOILA, and coordinates action involving requests that vequire
multiple-regional responses.



SUMMARY OF AUDIT ACTIVITIES

DCAA audit workload consists primarily of two types of audits. First,
presward reviews, which are made prior to contract award, include review of
cost accounting standards disclosure statements, cost accounting standards
impact statements, and pricing proposals. Pricing proposal activity is a
substantial amount of our workload approximating 44 percent of all direct
audit effort. The second type of audit is entitled postaward reviews and
includes compliance with c¢ost accounting standards, incurred cost audits,
terminations, adjustment <¢laims, progress payments, and defective pricing
reviews. These audits are performed after contract award. The incurred
cost audits in this category account for approximately 41 percent of all
direct audit effort. Miscellaneous direct audit effort includes procurement
liaison, attendance at negotiation conferences, the contract audit
coordination program, and liaison with the General Accounting Office., The
schedules in this section outline workload by categories of audits for the
years FY 79 through estimates for FY 82.

Agency performance in the most recent fiscal year includes $36 billion
of incurred costs audited and a rate of auditing of $21,000 per hour.
During the same period, over 31,000 contract proposals were reviewed and
these totalled approximately $112 billion. The Agency budget is
approximately $110 million per year. When compared to the savings generated
by our audits a return on investment in the Agency amounts to approximately
$33 for every $1 invested. Savings are calculated in a very conservative
manner. We do not take credit for savings unless finalized negotiation
memoranda prove conclusively that the audit resulted in a savings. When
more than one proposal is submitted by contractors bidding on a particular
contract, the only savings eventually counted are those by the successful
bidder and then only on the basis of negotiation memorandum results. Due to
insufficient staffing during the past several years a backlog of incurred
cost audits has increased consistently. The schedules in this section show
the significant increase in backlog effort which has occurred,

c-1
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Agency Performance
(FY 76 - FY 82)

W

Incurred Costs FY 80 FY 79 FY 78 FY 77 . FY 76
Dollars Examined ($ML) 35,985.5 33,552,7 30,866.9 28,080.1 25,703.1
Staff~-Years Expended 1,075.4 1,092.5 '1,087.4 '1,094.5 1,222.6
Dollars/Staff-HR (STH) 20,9 19.2 17.7 16,0 13.1
Cost Questioned E?NL; 1,077.5 869.2 832.13 7152,2 611.2
Cost Quest/Staff-lR STH . .5 .5 . .3

Pricing Prop Evaluations
Number Prop Completed 31,380 29,985 26,876 24,875 22,957
Dollars Examined (S5HL) 112,076.3 97,710.6 89,218.5 96,457.9 67,945.4
Staff-Years Expended 1,235.4 1,178.5 1,111.8 1,058.2 1,052.9
Staff-Hours/Proposal 631.0 65.1 66,2 68.1 713.0
Cost Questioned - (SML) 11,400.9 B,921.0 7,442.1 8,083.0 5,025.1
Cost Quest/Staff-HR (sTH) 5.8 4.7 4.2 4.8 j.o
bullars/Proposal (SML) 3.6 3.4 3.3 3.9 3.0

Ocher Direct Efforc '

T TAS Stalf-Yrs Expended 90.4 104.2 127.4 179.7 111.1 .

Defective Pricing
Staff-Yra Expended 96.9 70.4 62.6 52.2 45.5
No. Completed Reviews 1,356 863 915 720 575

- Reviews - POS Findings 260 134 109 98 86
Ratio: Findings/Reviews 1/5 1/7 1/8 1/7 1/7

S

-

~Digect Staff-Years = 1600 Hours
= T A . - S




Audits of Incurred Costs and Price Proposals
(Estimates FY 81 and FY 82)

Incurred Costs (Rillions)

On Hand beginning of year
Received during year (ADV)

Dollars subject to audit
Examined during year

Carryover on hand end of year
Staff-Years

Examined per Staff-Year (Millions)

Pricing Proposals (Billions)

Amount examined during year
Rumber completed during year
Staff-Years

Proposals per Staff-Year

Dollars Examined

Incurred Costs
Pricing Proposals

Total

Actual

FY 1980

$ 112.1
30,587
1,387
21.8

§ 35.2

112.1

$ 147.3

Estimate

FY 1981

$ 34,0
56.0

$ 80.0
40.1

$  39.9
1
1,137

$§ 35.3

$ 130.0
31,315
1,388
22,4

$ 40,1
-+ 130.0

s170.1

Estimate

FY 1982

§ 39.9
52.0

$ 91.9
41.2

§ 50,7

1,075
5 38.3

$ 150.0
33,473
1,473
22.7

's 6102
150.0

$ 191.2
e ———§



CONTRACT AUDITING STANDARDS

Contract suditing and reporting standards govern the qualifications and
conduct of contract auditors and control (1) the quality of the audit
performance, (2) the nature and extent of the evidence to be obtained by
means of auditing procedures, and (3) the nature and extent of audit
teports. Each DCAA auditor must be fully aware of these standards and the

expected quality of performance. This is accomplished by the auditor and.

the organization working together in a number of ways. The Defense
Contract Audit Manual is the basic guidance provided the auditors and is
supplemented by pamphlets and memoranda, as required. Additionally, the
Defense Contract Audit Institute (DCAI), the Agency's training facility
located in Memphis, Tennessee, provides & continuous, up-to-date curriculum
of contract audit courses, including extensive training in electronic data
processing (EDP) and other advanced audit techniques. The Agency also
monitors (1) a program of professional development for its staff, (2) a
system of auditor rotation to enhance independence and provide a broader
base of auditor experience, and (3) a peer review system to assure
maintenance of quality comtrol.

While auditing procedures are concerned with acts to be performed,
standards .deal with the quality of performance of those actions and with
their objectives. Thus, standards also concern the auditor's professional
qualities and the expertise of judgment in conducting the audit and in
reporting results.

Following is a comprehensive, but nevertheless  abbreviated,
presentation’ of the specific standards that DCAA applies in performing
contract auditing. Those who are interested in reviewing the standards as
officially stated should refer to the Defense Contract Audit Manual,
Chapter Il. This manual is published by DCAA and is available from the
Government Printing Qffice.

DCAA General Auditing Standards

Qualifications. This standard requires that those assigned te the job
collectively have the skills necessary for the task at hand, end their
qualifications should be commensurate with the scope and complexities of
the assignments,

Independence. This standard requires the auditor to provide impartial
conclusions and recommendations. Therefore, the auditor's status and
organizational position should provide the authority and opportunmity to
make and report findings and recommendations objectively. The DCAA
auditor's primary responsibility to protect the interests of the Government
includés the obligation to vefrain £from entering into any financial,
social, or other relationship with defense contractors and their officers
and employees which would impair his or her objectivity or reflect
discreditably on him or her or the DoD. The auditor must not only be
independent and impartial in fact, but other persons must consider him or

her so0.
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Due Professional Care. This standard requires K the auditor; ¢
high professxonal standards in what is ddéne andf how well “it isg’ go
use Judgment in applying aud:txng standards, and to be alert for 8
or transactzons indicative of fraud 1mproper, or- zllegal exp i
waste, or inefficiency. [

1

DCAA.Field Work Standards

y

Lo

Appllcatxon of these standards requires knowledge of the contn

operations, -policies, and 1nterna1 controls, and: the»Juduc1ous cotne
mater1al1:y gnd relative risk. E v

Planning. Adequate planning conderns the orderliness and time
applying audit procedures. A written ‘audit : program. is
communicate objectives, to .control audit work, and ito provide' g .pe
record of the wotk accompl1shed : oo

Sugerv151on. Thls gtandard requires the avditor . td??ahgpre
subordinate staff members recelve approprlate guadance. :

a. The amount of preparacory training and  the
supervision required varies according-to the assistants’
competeﬁce. :

b, Our supervisory revlew ensures ‘that. (1) the aud“tor
audit "standards,
justified and -“authorized,
findings and conclusions,
prepare. a meanzngful report,
objectives.

Legal and Regulatory Regu1rements. - The audltor
determining whether contractors have complied w1:h contractuaP
pricing requirements.

-

Internal Control. Our wbrk includes a proﬁér

relzed upon in developlng ‘the dlrectzon and scope of auy;
determine whether the contraétor's internal contro‘ ‘
information and compliance with applicable lawst® and | £
promote efficiency and- economy. Findings help détermine . the
detaxled examination requ1red to achieve audit ob3&ct1ves> '
. Internal centrol comprises thé plan of organxzatxon
coordinated methods &nd measures adopted‘ to safeguard asset
accurscy and reliability of accounting ‘data,’ pfomote
efficiency,” and encourage adherence to Pprescribed manager1a1
Internal controls may be characterized -as ‘either: accoun
administrative. Co _ C :




8. Accounting controls comprise the plan of organmization and all

" mwethods: and procedures that are concerned mainly with, and relate directly

to, the safeguarding of assets and the reliability of the financial records.

b. Administrative controls comprise the plans of organization and
all procedures that are concerned mainly with operational efficiency and
adherence to managerial policies.

Evidence. It is the auditor's responsibility to accumulate sufficient
evidence to provide an appropriate factual basis for conclusions and
recommendations. Evidence needed to support our findings wmay be (1)
observation, photograph, or similar means; (2) interviewing or taking
statements from involved persons; (3) documentary evidence consisting of
letters, contracts, extracts from books of account, etc.; and (4) analysis
of information the auditor has cbtained. The evidence inveolved should meet
the basic tests of sufficiency, competence, and relevance. The auditor's
working papers reflect the details of the evidence relied upon and disclose
the procedures employed to obtain it.

DCAA Reporting Standards

Written audit reports are to be submitted to the appropriate officials
of the organizations requiring ot arranging for the audits. Copies of the
reports are sent to other officials who may be responsible for taking
action on audit findings and recommendations and to others authorized to
receive such reports. Reports are prepared in written form (1) so that the
results can be ¢communicated to responsible Government procurement officials
and occasionally to higher levels in the Department of Defense, (2} for use
in negotiation proceedings, and (3) to facilitate followup to determine
whether appropriate measures have been taken in rvesponse to the auditor's
findings and recommendatioms.

Timeliness. To be most useful, our audit report is as timely as
possible. We also report significant matters to appropriate officials

-during the course of the audit to alert officials to matters needing

correction at an earlier date.

Content. The report must be easy to understand, present the scope of
the audit and the auditor's findings and conclusions objectively and
completely with appropriate support for positions taken, and provide
recommendations for improvement whenever appropriate.

a. Conciseness. Clear and concise reports require thought and
judgment in distinguishing between mnecessary and unnecessary comments,
exhibits, and schedules.

b. Accuracy, Completeness, and Fairness. Report preparation, review,
and processing procedures are applied to produce reports that contain no
errvors of fact, logic, or veasoning.




c. Objectivity. Findings are presented in an objective, unbiased
manner and include enough information on the subject matter to give readers

proper perspective.

d. Adequate Support. All factual data, findings, and conclusions in
veports should be supported by sufficient objective evidence to demonstrate
or prove the bases for the matters vreported and their accuracy or
reasonableness.

e. Recommendations. Our reports contain sappropriate recommendations
whenever the review discloses that the contractor's operations can be
significantly improved. We also make recommendations to effect compliance
with legal or regulatory vrequirements when significant instances of
noncoumpliance are noted.

f. Constructiveness of Tone. The tone of reports is designed to
encourage favorable reaction to findings and recommendations.

2. Issues Requiring Further Study. If the scope of the sudit or other
factors limit our ability to inquire into certain matters which we believe
should be studied, we report such matters and the reasons they merit
further study.

h. Recognition of Noteworthy Accomplishments. Information on
satisfactory aspects of operations examined, when significant and
warranted, are included in the auditor's report.

i. Views of Contractor Officials. One of the most effective ways of
ensuring that reports are fair, complete, and objective is through exit
discussions with and comments by contractors. This produces a report which
shows not only what was found and what the auditor thinks about it, but
also what the contractor thinks about it and what, if anything, will be
done about it. For reports on preaward pricing proposals, our discussions
with contractors are limited to factual matters.

j. Scope and Objectives. We state the scope, objectives, and time
period of the audit in our reports, with limitations, if any, clearly and
explicitly identified, to give the reader a background against which any
reported findings may be considered. When successive audits vary in scope,
we explain why particular work was or was not performed and also define the
limited nature or special aspects congsidered in performing the audit. When
acceptable auditing procedures cannot be followed or have been limited by
unavailable or inadequate records, time, or other reasons, the auditor
¢comments on the scope of the audit and qualifies the report.

k. Omitted Information. If prohibited from including some pertinent
data in the report, the auditor describes what has been omitted and the
requirement that wmakes the omission necessary.




Audit Opinion. Subject to specific reporting limitations, our reports
express the auditor's opinion and recommendations, both om the cost
representations or financial statement taken as a whole and, where
appropriate, on individual elements. The reports also state whether the
financial data have been prepared in accordance with generally eccepted or
prescribed accounting principles and on a consistent basis from one period
to the next. Material changes in accounting policies end procedures and
their effect on the financial data are explained in the audit report. 1In
addition, our reports comment on any significant financial issues affecting
the contractor's cost representations. Violations of 1legal or other
regulatory requirements, including instances of noncompliance with Cost
Accounting Standards or applicable contract cost principles, are also
explained in the audit report.

DCAA's standards used in performing contract auditing are based on
generally accepted professional and Governmental auditing standards cited
in (1) Statements on Auditing Standards (SAS) issued by the American
Institute of Certified Public Accountants (AICPA), and (2) "Standards for
Audit of Governmental Organizations, Programs, Activities & Functions,"
issued by the United States General Accounting Office (GAO).

In November 1972, the AICPA issues SAS No. 1 which codified and
replaced Statements on Auditing Procedures 33 through 54, issued during
1963--1972. Additional SAS are issuved periodically. Our standards are
similar to those of the AICPA, although appropriate adaptations have been
made to the AICPA standards to cover contract auditing. .

The GAO auditing standards apply to audits of Government entities as
well as audits of contractors, grantees, and other external organizations
performed by or for Federal, State, and local governments. This includes
both internal and contract auditors employed by Government organizationms,
independent public accountants, and others qualified to perform parts of
the audit work contemplated under the standards. The GAQ standards contain
all the elements of the AICPA standards, plus additional material and
standards to accommodate the broad scope of Government audits, and are
periodically supplemented to meet changing needs. The GAO standards add
the elements of (1) reviews for economy and efficiency, and (2) an
assessment of program results. These standards have been adopted by
Federal executive departments and agencies through the Office of Management
and Budget (OMB), Circular A-73, "Audit of Federal Operations and Programs."

The GAO standards are based on the premise that Government
organizations entrusted with public resources have a responsibility to
render a full accounting of these activities.

Since the GAO standards indicate the extent of audit work expected of
Government auditors, with regard to financial and compliance audits, the
contract auditors determine whether (1) contractor financial operations are
properly conducted, (2} contractor financial representations (financial



reports, presentations, pricing proposals, etc.) are accurate, and (3) the
contractor has complied with applicable laws and regulations. Thus, the
objectives of DCAA financial audits are in consonance with the GAO
standards regarding financisgl and compliance matters.

DCAA meets the standard on reviews for economy and efficiency through
the performance of operations audits at major contracter locations.
Operations audits involve an evaluation of procedures, policies, and
practices directly or indirectly influencing the nature or level of
contract costs. When contractor controls are found to be inadequate, DCAA
auditors recommend corrective actions. We emphasize the prevention of
excessive costs and prices, rather thaon disallowing expenditures already
made-~an approach more useful to the contractor and the Government.

When we need engineering or other technical assistance to perform an
operations audit, we request assistance from, or perform a joint review
with, the cognizant contract administration component. Defense Acquisition
Regulation (DAR) 20-1000, Monitoring Contractors' Costs, formalized this
coordination between DCAA and the various contract adwministration
organizations.

DCAA's mission does not include making reviews to determine if the
goals and objectives of organizations, programs, activities, or functions
established by laws or regulations are attained. However, DCAA reviews of
contractors' operations have a divect bearing on the overall success of the
Government programs to which the contracts relate.




DEFENSE ACQUISITION REGULATION (DAR)

The DAR is the principle procurement regulation of the DoD. It represents
the most comprehensive procurement regulation in Government today. This
regulation establishes wuniform policies and procedures relating to the
procurement of supplies and services under the authority of the United States
Code. The regulation is divided into numbered sections, each of which deals
with a separate aspect of procurement. The DAR currently includes 26 sections
(I through XXVI) and 15 appendices (A through O). One of the DAR sectiens
which deeply concerns DCAA is the DAR Section XV, Part 2 cost principles which
are used for the determination of the allocability and allowability of costs
charged to DoD contracts placed with commercial organizations.

The DAR Section XV--Part 2 cost principles are used in the pricing
of negotiated supply, service, experimental, developmental, and research
contracts requiring cost analyses. Additionally, the cost principles and
procedures set forth in DAR XV--2 are required to be incorporated by reference
in contracts when they are used for:

(L the determination of reimbursable «costs under cost
reimbursement type contracts;

(2) the negotiation of overhead rates;

(3) c¢laiming, negotiating, or determining costs under terminated
fixed-price and cost reimbusement type contracts;

(4) oprice revision of FPI contracts;

(5) price redetermination of prospective and retroactive price
redetermination contracts; and’

(6) pricing changes and other contract modifications.

The primary function of the DAR Council is to submit recommendations on
(1) new sections and paragraphs of DAR, (2) revisions to DAR, and (3) other
matters involving acquisition as are proposed by the military departments of
the DoD and the Defense Logistics Agency. The Council establishes
subcommittees or working groups to aid it in the performance of its work. 1If
a propeosed DAR revision has merit, it is usually referred to a subcommittee
comprised of experts on the specific subject. There are standing
subcommittees for the more active sections of DAR such as the contract cost
principles, Government property, small business, and cost or pricing data. In
the case of the Section XV cost principles, the DAR Council relies upon the
Section XV, Part 2 Subcommittee.

The DAR Section XV, Part 2 cost principles incorporate as a factor
affecting allowability of costs the standards promulgated by the Cost
Accounting Standards Board, if applicable. In addition, certain standards,



such as number 405 on accounting for unallowable costs, are specifically
incorporated and made applicable to all contracts subject to this part of the
DAR.

Contract audits are performed in accordance with (1) generally accepted
accounting principles and  practices appropriate to the particular
circumstances, and (2) the applicable cost limitations or exclusions stated in
the contract or the Defense Acqguisition Regulation {(DAR).




COST ACCOUNTING STANDARDS (CAS)

Public Law 91-379 provides that certain contractors comply with the rules,
regulations, and standards issued by the Cost Accounting Standards (CAS)
Board. The promulgated standards, for the most part, prescribe alternatives
gvailable to contractors for allocating costs and have resulted in more
consistency and uniformity in the cost accounting principles and practices on
which contract prices are based. \

DCAA provided continuous support to the CAS Board in developing these
rules, regulations, and standards. This included responding to wmaterial
distributed by the board during the research and development phase of
standards, assisting in special studies and surveys concerning proposed
standards, and participating in the evaluation of standards in operation.

DCAA now is heavily involved in implementing the Public Law. The field
auditor's role is an advisory one--to provide recommendations to the
administrative contracting officer as to whether:

--a contractor's Disclosure Statement adequately describes the actual or
proposed cost accounting practices;

~-—-a contractor's described practices comply with DAR Section XV and the
applicable cost accounting standards;

-=a contractor's failure to comply with CAS or to follow its disclosed
practices has resulted in increased costs to the Government; and

~--g contractor's proposed price adjustment is fair and reasonable.

Within DCAA, consistency of approach and effective dissemination of
guidance is enhanced through a CAS "network" consisting of Headquarters CAS
Division, Regional CAS monitors, and a CAS monitor at each major field audit
office. The many and diverse accounting concepts addressed in the standards
now in effect have resulted in numerous differences of opinion between the
auditor and contractor over the interpretation of standards. In many
instances there are no easy solutions. However, DCAA recommendations on
controversial issues are coordinated within DoD, and the Agency provides
active support to Government trial attorneys when issues are brought before
the ASBCA or the Court of Claims.

The CAS Steering Committee and its staff support, the CAS Working Group,
were established to provide management surveillance, establish policy
guidelines, and issue interim guidance for timely and efficient administration
of CAS. The Director of DCAA, a consultant to the CAS Steering Committee, is
represented by a voting wmember on the CAS Working Group. DCAA is also
involved with the DAR Subcommittee for CAS rules and regulationms, where a DCAA
representative acts as a consultant and shares in numerous responsibilities of
voting members, such as researching and preparing draft rveports to the DAR
Council on proposed CAS-velated DAR changes. Thus, DCAA is able to provide
the contract auditor's viewpoint and professional accounting opinion in
developing coordinated CAS policy.
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~ interrelationship(s) between and among such activities.

gpevations.

TOTAL AUDIT CONCEPT TECHNIQUE (TACT)

for identifying, planning, and monitorihg the audit work ‘at -a part
contractor location. The key work in '"total audit concept technigu
“total." This work emphas1zes the fundamentsl principle that-a-co brag
organlzatxon must be viewed in its entirety as a matrix rather an;
series of unrelated activities. Under this concept, all-
aud1tab1e activities uh1ch affect the costs of 60vernment ‘€0

auditable area ig then considered in relation to all others “in
work of a field audit office (FAQ).

Briefly, TACT includes six basic steps:

1. Identifying auditable areas of the contractor's oféahi:
periodic updates of the general survey. ’ T

2. Evaluating the audit risk in each area and estab11sh1ng pr;o.
for accomplishing the audlt based upon the risk (WRAP) :

3. Preparing the annual plan for the contractor locat1on us'
annual progranm obJect1ve document (POD).

4. Continuually assessing results and: replanning in _gbgf
current ¢ircumstances throughout the year. : o

5. Managing and performing - all audit activities

6. Establishing a documentaticn process for |
LnterrelaC1onsh1ps. : Tf;ﬂ

TACT is a way of managing many audits. The TACT approach 1s base
principle that there is an ‘interrelationship of "all the 1nd1v7du
involved in performlng the overall review of a contractor's
including vreviews of forward pricing proposals. Developing
audit program requires the auditor to -identify where and.. how’
workpackages - interrelate to -eash other;  -and’ also 'establ
assxgnmen:s that will provide complete audit - coverage of the co

Understandlng and planning such an oversgll audit program 1séé*cr
and complex series of steps and is circular in nature. It 1s fora ]
reason that we employ the TACT approach. -

. The general survey provides the background data that will: be su
plan and guide the entire audit activity. The primary obJect1 el o
survey is to identify areas of the contractor's" organlzatxon*und
requiring review.
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Essentially, the general survey is designed to accumulate information
without verification. It is accomplished quickly and gives an overview of
the contractor's operations. It concentrates upon those aspects of the
contractor's business that significantly affect Government work. Three
basic categories of auditable areas are identified during the survey:

1. Organizations. Every major business organization is made up of =
number of smsller organizational elements referred to as divisions,
departments, shops, etc. The precise meaning of such terms varies among
businesses. Operations that significantly affect the cost of Government
contracts are logical candidates for operations audits. Care is exercised
to assure all operations are identified during the survey stages of TACT
planning. Organizational reviews of contractor operations include
evaluations of both direct and indirect activities.

2. Systems. For our purposes, a system is any major body of policies,
procedures, and controls organized logically and operated consistently as a
function to achieve the objectives of a given plan, such as budgeting,
estimating, or accounting. Such systems or functions are usually common to
a number of organizational elements; however, each element may have only
minimal responsibility for maintaining the integrity of the total system.
Therefore, it is usually better to review each system separately. This type
of vertical review establishes whether a system is adequate and functioning
effectively. It supplements the organizational review and reviews of
specific cost accounts. A systems review may also be performed as an
operations audit.

3. Cost Accounts. All cost accounts are clearly identified during the
general survey. To the extent possible, internal controls are evaluated
during reviews of organizations or systems. In addition, where appropriate,
selective testing of transactions is combined with reviews of organizations
or systems to minimize attest audits, particularly of nonsensitive cost
accounts.

We consider it essential that auditors thoroughly review selected areas
of a contractor’s organization to develop the evidence needed to express an
opinion on the allowabiliity of costs claimed or proposed. These reviews
also provide a sound basis for recommending improvements in the economy and
efficiency of operations. The areas are often too large, however, to be
effectively reviewed as one assignment and are divided into smaller audits,
or "workpackages.'" Workpackages constitute the basic building blocks used
in planoing, controlling, and measuring audit performance.

To be effective for planning and controlling work, a workpackage should:
-— Specifically define the area to be reviewed and the audit objectives.
-- Be usually assignable to a single FAOQ organization element.

-~ Have scheduled start and completion dates.
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-- Have a budget or assigned value expressed in dollars. to be audited
and/or man-hours or days required to accomplish the work.

~=- Be small enough to be manageable.

General audit objectives are necessary for each workpackage and are
prepared when the workpackages are identified. The audit objectives define
the boundaries of each workpackage, so that when all workpackages are taken
in total, all costs are covered with minimal overlap.

It is wusually not possible to review all significant areas of =
contractor's entire operation each year. The next best alcternative is to
select for review those areas that have the greatest potential for charging
Government contracts with unacceptable costs. The sudit manager must know
the potential dollar impact of each workpackage; the elapsed time since each
workpackage was last performed; information from the last review, including
the scope of audit; the hours required; the results of audit; and the
contractor actions since the last review.

A decisionmaking model designed by DCAA and called Workpackage Risk
Analysis Procedure (WRAP) assists the audit manager in deciding whether to
schedule or defer workpackages.

WRAP does not eliminate or replace present procedures and documentation
necessary to develop an audit plan. It is simply a formal, quantitative
procedure designed to provide and document rationale for determining
priorities to be given these workpackages. Using WRAP, the auditer can
schedule less than all workpackages in a significant functional area and
still have reviewed enough data to express an opinion on the entire area.

D-12




) .

OPERATIONS AUDITS

DCAA poliecy is to comply with both the American Institute of Certified
Public Accountants (AICPA) and the General Accounting Office (GAO) audit
standards in performing Government contract auditing. The GAO standards for
audit of Governmental organizations, programs, activities, and functions,
published in June 1972, gave impetus to DCAA's operations audits program.
The GAQ standards require a full scope of audit that includes not only the
traditional financial and compliance considerations, but also economy and
efficiency of operations and effectiveness of programs in achieving these
tequirements. Specifically, the scope of the audit, according to GAO,
should include the following determinations:

1. Financial and Compliance. Whether financial operetions are properly
conducted, financial reports are presented fairly, and the entity has
complied with applicable laws and regulations.

2. Economy and Efficiency. Whether the entity is managing or utilizing
its resources (personnel, property, space, etc.) economically and
efficiently and the causes of any inefficiencies or uneconomical practices
identified.

3. Program Results. Whether the desired results or benmefits are being
achieved, the objectives established by the legislature or other authorizing
body are being met, and the Agency has considered alternatives which might
yield desired results at lower costs.

DCAA has long been adhering to standard 1, however, the Agency does not
have the authority and responsibility to evaluate DoD program results
-addressed in standard 3. This determination is the responsibility of
various DoD internal audit organizations. DCAA auditors will report to
procurement representatives any significant matters affecting DoD program
results that may be disclosed during the performance of contract audits. To
better c¢omply with standard 2, the Agency initiated what is known as
“operations audits."

The term "operations audits" has no generally accepted definition;
however, the following definition has been developed to meet the Agency's
needs in performing contract auditing:

~- Operations Audit. An operations audit is & systematic rveview of a
particular organizational unit of function within a econtractor's
business to determine whether the most economical and efficient

" methods are employed in that activity's performance of Government
work.

The primary purpose of the operations audit is improved economy and
efficiency and future cost avoidance. The economy and efficiency aspects of
an operations audit addresses the reasonableness of costs as compared to
allowability and allocability of a financial and compliance review. The
concept envisions contractor corrective action which will avoid wasteful and
unnecessary costs caused by uneconomical or inefficient practices.
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Operations audits are an essential and integral aspect of the Agency's
TACT audit approach. The auditor works with contract administration offige
technical personnel who are knowledgeable in the functional areas being
reviewed. The specific objectives of an operations audit are to:

1. Evaluate the propriety of the contractor’'s announced policies and
the adequacy of the prescribed procedures, as they are set forth in whatever
internal guidance made available to the contractor's personnel.

2. Test performance through examination of records and by cbservation
to determine whether announced policies are observed and prescribed
procedures are carried out.

3. Observe contractor activities to ascertain the possible existence of -
idle equipment, excessive numbers of personnel, and wasteful practices of
any kind.

4. Ensure that the costs &nd expenses generated by the operations of
the many functional areas are reasonable.

S. Bring wasteful practices or conditions to the attention of the
contractor and cognizant Government procurement and contract administration
officials for corrective actiom. :

Typical operations audit areas include functions such as word
processing, material handling, energy conservation, facilities management,
‘direct production labor and related supervisiom, reproduction operations,
etc. Some examples of operations audit findings reported recently. are as
follows:

1. Material Handling. During & recent review of a contractor's
material handling operations, the auditor observed inefficient practices
relative to the storage and handling of small tools and equipment. DCAA
recommended the strengthening of internal controls and acquisition of an
Automated Storage/Retrieval System. Such a system would enable the
contractor to consolidate all of the tool rooms into a centrally located
storage area and automate existing stock records. The contractor is
studying the above recommendations, which if implemented would result in an
annual cost avoidance of $756,000.

2. Material Receiving, Inspection, Storage, and Issue. The functions
of recsiving, inspection, storage, and issuve cover the movement of material,
supplies, tools, and equipment from their ipitial point of receipt to final
digposition. A recently completed review disclosed that an inordinate
amount of effort was spent looking for material within the contractor's
facilities. This condition in turn caused ©production delays and
necessitated the reassignment of production personnel. DCAA recommendations
included {i) consolidation of material counting and quality assurance
activities, (ii) establishment of material inspection sampling technigues,
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(iii) replacement of certain warehouse material handling equipment, and (iv)
establishment of proceduvres to periodically sample inventory records for
accuracy. The contractor concurred in all of the above recommendations,
resulting in an annual cost avoidance of $700,000.

3. Word Processing. An evaluation of a contractor's administrative
functions disclosed that the preponderance of effort involved typing of
repetitive material and revisions to original documents. Most of the typing
work was performed on standard typewriters. Utilization of medern word
processing equipment has resulted in savings of 15 to 30 percent of
applicable secretarial/clerical payroll costs. In this instance, DCAA
ascertained that the contractor could reduce repetitive text production
effort by the acquisition and implementation of word processing equipment.

4. Facilities Management. These audits encompass the review for
efficiency and economy of various contractor functioms, such as maintenance
of grounds and equipment, janitorial service, plant security, and
rearrangement projects. For example, a recently completed DCAA review
disclosed that a DoD contractor had inadequate procedures and practices
relative to the control of plant rearrangement costs. Baced on DCAA's
recommendation to consolidate the wvarious and scattered plant rearrangement
functions into one organizatiom, the contractor has realized an annual cost
avoidance of approximately $1 million.

5. Energv Conservation. Rapid increases in the cost of energy and the
Nation's emergy shortage have made this area of special importance to DCAA.
These reviews are concerned with determining that the contractor's energy
program is managed in an economical and efficient manner. Specific areas of
audit evaluation are: (i) heating, ventilating, and air conditioning, (ii)
lighting, (iii) water heating and cooling, and (iv)} other. The following
case represents a typical review:

Physical observations and discussions with contractor personnel
disclosed minimal use of energy efficient fluorescent lighting equipment and
use of costly, inefficient, and antiquated steam distribution system.

Specific recommendations were as follows:

a. Group replacement of standard fluorescent lamps and ballasts saving
7.6 million kilowatt hours and $2.3 million annually.

b. Establishment of a maintenance program for the steam distribution
system, enabling a savings of 228.8 million pounds of steam and $1.2 million
annually.

The contractor has initijated corrective action on both of the DCAA
recommendations, which when implemented, will result in an annual cost
avoidance of $3.4 million.

DCAA's operations audits resulted in net savings of about $150 million
per year during the past three years.
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VULNERABILITY ASSESSMENT

Annually, DCAA performs contract auditing work for DoD and other
Government procurement agencies at some 6,000 contractor locations ranginmg
from wmultidivisional corporations with millions of dollars worth of
Government business to individual proprietorships with bugsiness amounting
to & few thousand dollars and everything in between. The number of
locations or audit areas involved is formidable in itself. The conditionms
or factors such as internmal controls, accounting systems, financial
controls, management integrity, etc., usvally vary considerably between
contractor locations, thus adding to the complexity of the problem.

In an attempt to measure the extent of these problems, we developed and
succ2ssfully field tested a procedure for assessing Government exposure to
contractor fraud, waste, and error. We call this procedure "vulnerability
assessment." The procedure is designed to determine whether contractors
have adeguate accounting and operational or management controls to prevent
or discourage fraud, waste, and error. It consists of three phases:
applying a risk analysis matrix, evalvating internal controls, and
performing transaction testing.

The first phase of vulnerability assessment is to apply the risk
analysis matrix to identify contractors and/or major cost aregs within 2
given contractor location which evidence a high potential for fraud, waste,
or error. This is done by assigning a numerical rating to critical factors
associated with a particular location or major cost area. High ratings
indicate potential - problems. The factors generally included in the
assessment are: i

‘Prior Audit Results~-Have deficiencies noted during pricr audit reviews
been torrected promptly?

Adequacy of Intermal Controls-~The adequacy of existing general and
accounting internal controls affecting Government business must be
ascertained. When assessing internal controls the following points should
be considered. Do existing internal controls provide for:

Safeguarding of company assets?

Reliability of financial records?

A system of authorization and approvals?

Separation of duties and responsibilities?

An organization plan with all the necessary methods and procedures

to promote operational efficiency and assure adherence to
prescribed managerial policies?
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Adequacy of Accounting System—-Is the contractors' accounting system
suitable for properly costing and administering Government contracts
including the capability of providing reasonable data for cost projections?

Unusual Trends or Deviations in Financial Figures and Ratios—-

Some examples:

The amount of incurred overhead expenses allocated to Government
business are disproportionate with the percentage of Government
sales to the total company sales.

The amount of forecasted overhead expenses are significantly out of
pattern (with those experienced for a representative base period)
without apparent reason{s) for the deviation.

Mix of Contracts--Does the contractor have a mix of commercial work,
fixed price and cost-type contracts thus creating conditions for potential
mischarging of cost to cost-type work?

Internal/CPA Audits--Does the contractor maintain an internal audit
staff and/or retain a CPA firm? Do the activities of these groups include
areas which impact Government programs? Are the results of these reviews
made available to the DCAA auditor? Have past findings through compliance
testing indicated poor internal controls which could lead to fraud and were
they followed up by transaction testing? Were deficiencies noted corrected?

Company Manapgement Dominated by One or Few Individualg=-~

1. Are there unusual amounts of receivables/payables to employees,
affecting working capital or an abuse of resources to the detriment of
Government programs? '

2. Do management officials have interests in related firms or
suppliers; creating potential for overpricing of costs by elimination of
competition in purchases, diversion of resources, etc.?

3. Are management officials' salaries and salaries of related
employees, commensurate with services performed?

Defective Pricing (PL 87-653)~~Have there been instances of defective
pricing in postaward reviews which evidence poor control over pricing or
subcontracting procedures and vulnerability to improper transactions in
this area?

Budgetary Controls--Does the contractor maintain an effective and
realistiec budgetary system to preclude improper charging of costs by
operating personnel in orvrder to achieve management goals otherwise
unattainable.
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Financial Condition--A poor profit history and lack of wofking capital

_either for the company or a particular organization within a company.

These c¢ircumstances can lead to overstatements of claims for reimbursement
and/or deliberate mischarging of costs to the more profitable segments of
the business.

Identified contractor locations or cost areas with high risk areas are
jmmediately scheduled for a complete evaluation of internal controls and
related transaction testing. The intensity of transaction testing
performed is dependent upon the condition of existing internal controls.
Detailed transaction testing 1is accorded a lower priority and less
attention at low risk locations. Regardless of the total score on the risk
analysis matrix assigned to an area, individual weaknesses identified
during the risk analysis phase are pursued by our auditors as soon as
possible. .

Vulnerability assessment is one means our auditors can use to plan and
organize the attack on fraud, waste, and error. The wvulnerability
assessment approach can be tailored to virtually any audit envirconment. We
are doing more than talking about fraud, waste, and error; introducing the
vulnerability assessment process into the day-to-day audit work is an
active program.
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ELECTRONIC DATA PROCESSING (EDP) AUDITS

DCAA has long recognized the necessity and value of computer audit
coverage; and particularly of audits that evaluate Government contractor EDP
general and application internal controls and economy/efficiency reviews of
computer operations. The broad objectives of our evaluations are to
determine that (1) general controls in data processing systems have been
designed according to management direction and are providing security over
data being processed and {2) application <controls of 1installed data
processing applications ensure that data is processed in a timely, accurate,
and complete manner. :

Qur audit procedures follow AICPA and GAQ auditing standards and advocate
first reviewing and evaluating the adequacy of general controls, followed by
evaluation of application controls associated with specific systems or
subsystems. We feel it is essential to identify and correct general control
weaknesses as soon as possible due to their pervasive effects on application
controls.

In recent years computer fraud has caused considerable ¢oncern among all
sectors of Government and private industry. Computer systems' technical
complexity, widespread use, and compactness have increased the possibility of
unauthorized access and use of these systems tec manipulate data. We believe
the threat of fraud can be substantially reduced by maintaining adequate
general and application controls around and within the automated system.
Accordingly, we place considerable emphasis on the need to review and
evaluate the adequacy of EDP system internal controls.

For complex systems, a team approach is used for reviewing and evaluating
EDP general and application controls. Under this approach an auditor with
specialized EDP training performs the review in conjunction with our resident
(on=site) auditors.

Auditors obtain the additional regquired specialized technical support
from senior computer specialists assigned to our EDP Techmnical Support
Branch, which was established to provide technical assistance to asuditors
involved with internal control and economy/efficiency audits.

Our audit guidelines for EDP internal control evasluations and
econcmy/efficiency audits of contractor computer operations are contained in
DCAA Pamphlet 7641.75, Guidelines. for Audit Reviews of EDP General and
Application Controls and DCAA Pamphlet 7641.53, Guidelines for Operations
Audits of Automated Data Processing Systems.

Synopses of operations audit findings dealing with Electronic Data
Processing Systems are contained in our Operations Audit Summary Information
System (0ASIS).

We have also implemented innovative computer assisted audit techniques to
improve the efficiency of the auvdit procedures involved in our proposal
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evaluation and incurred cost reviews. As DPCAA's audit workload increases
while resources remain constant, we continuously look for new or refined uses
of the computer as an audit tool. Examples of our use of the computer to
reduce sudit hours while improving the quality of our product include our.
COSAM and WEARS programs.

COSAM (COBOL sampler program) is a general purpose program capable of
using contractor equipment to sample and stratify data files. We have found
it & useful tool for proposal evaluations, incurvred cost reviews, operations
audits, and other similar audit activities. !

WEARS is a pgeneral purpose time-shared proposal model that sorts,
summarizes, and displays necessary forward pricing data. Use of WEARS
relieves the auditor of tedious manual rate and schedule calculations while
increasing overall accuracy. It also sharply reduces the time and costs for
typing and printing audit reports.
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ROTATION PROGRAM

In order to ensure the objectivity and independence of DCAA auditors the
Agency has established a very strict rotation policy. Auditors in positions
of influence are not permitted to maintain the same contractor contacts
longer than five to seven years.

In practice this means that the auditor-in-charge of a field audit office
is required to be rotated every five to seven years. In additiom, the next
lower level supervisors down through the GS5-12 level must rotate contractor
responsibilities within five to seven years. Based on career progression and
not necessarily objectivity and independence, specialists positions also have
an established, limited tour. For example, an individual may serve as a DCAI
instructor no longer than three years. Liaison auditors are also limited to
a three-year tour. Similar restrictions are placed on other regional and
Headquarters positions.

This program assures that DCAA auditors' advice is not taunted by long
and close relationships with the same contractor and provides varing career
development opportunities to broaden the DCAA auditors' knowledge and skills.
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LONG-RANGE PLANNING

long~range planning program. This is not a part of our operatlonaL1
goal-getting, programming, budgeting, or performance measurement 3yatems, o
is an extra management effort we devote to our continuing search for better '
ways to carry out the contract audit mission. e

The program serves to set aside a small portion of our time to,
ahead--to identify emerging or potential trends and issues that may 1'p
our work--to consider longer-range ramifications of what's
evaluate alternative ways of adapting to internal and external ‘changd
wWwhile most Agency planning is done in the midst of regular: day-co
operations, DCAA's long-range planning program gives us a chance perxo
to reflect on our operations from a different perspective, to revzew'
framework within which operational decisionmaking should continue. The -
goal is more effective management of day-to-day operations. o

and all functional areas such as audit policy and aud1t1ng tec n1que§
personnel and equipment and other rescurce areas, ‘staff develcpment -and"
training, and internal and external organizational relationships. Thus,
secondary function of the long-range planning program is to broaden.
understanding of wmanagement viewpoints and objectives throughout
organization. : .

Several times =& year the D1rector and Deputy Director hold

for the purpose of consxderlng long-range plann1ng topics. The board dlre‘
specific study projects, reviews study results, and follows :hrough on
approved implementation planning.

Suggested long-range planning tbpics are solicited from all DCAA*?
employees, and about once each year we distribute to all ‘employees a sta:us ‘
report on deliberations of the long-range planning board.

The long-range planning program adds a broader perspective which enhances
our capability to manage DCAA more effectively. : :
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PFER GROUP REVIEWS

?eer.Group reviews of regional operations were initiated in 1979 as a
method for assessing quality control throughout the Agency. The Peer Group
provides an independent evaluation of field operatioms.

Under the Peer review concept, each of the regions is evaluated about
every three years by a team selected from the other five regions and
Headquarters. A regional audit manager acts as auditor-in-charge;
additional team members are selected from among the managers of resident and
branch offices and the Headquarters Principal Staff Elements. The overall
Peer Review Program 1s coordinated at Headquarters by the Special
Assistant. TField work requires approximately six weeks and includes visits
to the regional offices and generally ten field audit offices. The review
encompasses such areas as auditor rotation plans, and nature and extent of
supervision, as well as the performance of specialized DCAA audits such as
operations sudits, defective pricing audits, etec.

The review is culminated with the issuance of a comprehensive report.
Followup actionm is maintained to  ensure implementation of  all
recommendations agreed to by Agency management.



MANAGEMENT DEVELOPMENT. PROGRAM

DCAA has established a comprehensive plan for developing the future
executives of the Agency. This plan was originally created as the Executive
Development Program (EDP) several years ago. It includes on-the-job training,
formal education, and professional accomplishments and recognition. As part
of this program, the Director's Fellowship Program was established. This
latter program provides for graduate level training in management and
supervision for DCAA managers. The courses are developed and conducted by
Central Michigan University. Approximately 75 people bave graduated from this
program at this time,

The advent of the Civil Service Reform Act required modificatioms to the
Executive Development Program. As a result, the program has been modified,
refined, and reestablished as a Management Development Program (MDP)}. Initial
selections for this program are presently being made.

The success of this program is evident from the interest expressed by the
Qffice of ©Personnel Management (OPM) and the promotion record of
participants. DCAA has been asked on several occasions to present our
management development program to other agencies. Also, the recent selections
of five regional directors and an Assistant Director are all invelved in the
MDP. :




EQUAL EMPLOYMENT OPPORTUNITY

The policy of the Defense Contract Audit Agency is to provide all
employees and those seeking employment equal opportunity in conditions of
employment, training and advancement regardless of race, sex, religion,
color, national origin, age, marital status, or physical handicap.

The Agency Equal Employment Opportunity Program is administeved by
the Special Assistant to the Director. Three full~time EEQO Officers
serve the six regional offices.

The Agency establishes strong, goal-oriented, affirmative action
plans at the Headquarters and regional levels. Affirmative action is
directed to all employment practices with the goal of eradicating eny
disparate treatment. Our accomplishments are measured by our on-going
monitoring and reporting systems.

Managers and supervisors at all levels, the Equal Employment
Opportunity staff, and the Director of Personnel, share responsibility
and are bheld accountable for achievement of Agency goals. Management
performance is evaluated in terms of these as well as other major Agency
goals.

Over the years, DCAA has made excellent progress in equal emplovment
opportunity. The numbers of minorities and women employed by the Agency
continue to increase in spite of staffing restraints, freezes, etc. We
expect the upward trend of hiring minorities and women to continue as
efforts to vrecruit, develop, and retain minorities and women are
maintained and emphasized.

In order to improve our efforts to attract women and minorities DCAA
requested and received permission for partial examining authority. This
means DCAA maintains employment registers and can more readily employ
gqualified women and minoritjes. We have alsc had a successful upward
mobility program for Agency administrative personnel.
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REPORTING SUSPECTED IRREGULAR CONDUCT

While auditing contractors' or subcontractors' records, auditors may
encounter, or receive from other sources, information which constitutes.
evidence or suspicion of fraud or other criminal activities.  These.
activities include: falsification of documents, such as time c¢ards,
submission of false c¢laims; intentional mischarging or misallocation of
costs; regulatory or statutory violations, such as bribery, theft, grafre,
conflict of interest, kickbacks, and gratuities. Such information might
pertain to individuals or firms in their relatioms with the Government or
other individuals or firms doing business with the Government. Information
might also pertain to military personnel or civilian employees with the
Government in their relations with the Government.

Professional standards require that we exercise "due audit care" -in our
examinations so that material frauds or other criminal activities would be
uncovered. The standards also require that we assure that the contractor has
an adequate and effective accounting system of internal controls. Adequate-
judgment in the choice and application of audit procedures and system tasts
will fulfill these requirements.

When we encounter apparent incidences of icrregular conduct, we examine
the records and other data sufficiently to form an opinion on the
allowability of costs to Government contracts--our primery concern. Our
examinations do not include the use’ of investigative techniques. If we
decide that the facts or allegations constitute a reasonable basis for
sugpicion of fraud or other unlawful activity, we refer the matter to the
appropriate investigative agency &and to the Crimipal Division, Fraud Section,
Department of Justice.

We have an arrangement with the Defense Investigative Service to
periodically review the GAO and DoD hotline traffic regarding alleged
instances of fraud or waste in Government operations. In many of. the
suspected fraud cases, the contractors' irregular practices resulted from a
weakness in management's internal controls for which we have recommended that
effective controls be implemented. Notwithstanding, our practice is to send
the hotline calls that may impact contractor/subcontractor operations to the
responsible field audit offices and to obtain the disposition of each case.




DEFENSE CONTRACT AUDIT AGENCY

RESOURCES MANAGEMENT

Summary

The Agency staffing data in the following pages include actuals for
FY 80 and estimates for FY 81 and FY 82. This information is presented
by total personnel and by grade level. A detailed history of authorized
positions in DCAA is presented (beginning FY 67). It should be noted
from this analysis that DCAA reached a peak employment level in FY 1968.
Since that time there have been periodic reductions with the eonly
significant increases being in recent years for reimbursable audit
effort. No increases on DoD work have been recognized since FY 76 when
10 additional spaces were provided.

A summary of FY BO actuals and FY 81 and FY 82 budget estimates
indicates that there is approximately an 11 percent increase in our
budget from FY 80 to FY 81 and about a 2 percent -increase from FY 81 and
FY 82. Details on budget estimates by category are also presented. By
far, the greatest expense item for operating the Agency is personnel
compensation and related benefits.

A summary of training costs for the past year and estimates for 2 or
more years is also provided. Training costs have increased approximately
40 percent in FY 8l and 6 percent in FY 82, Due to travel fund
restrictions in FY 79 and FY 80 many training needs had to bé deferred
into FY 81. ' ' '

_The DCAA reimbursable effort is summarized for FY 80 and estimates
for FY 81 and 82 are provided. The largest client continues to be the
Nationmal Aeronautics and Space Administration with substantial work for
Foreign Military Sales and Department of Energy.

Finally, a detailed presentation on the allocation of DCAA resources
is provided. This process begins with & grass roots buildup at the field
audit office level and culminates FAO audit plans to meet the resources
available to accomplish the audit missicn. Annually DCAA  resources
shortfall is approximately 10-15 percent. This necessitates
reprogramming and results in a continuous buildup in backlog of audits to
be accomplished.
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Agency Staffing (FY 80 - FY 82)

FY 1980
Actual
End Strength
Full-Time Permanent 3,378
Temps 45
Total Direct Hire 3,423
Indirect Hire - 5
Total 3,428%/
Work-years 3,457
Work-Years By Type of Funding
Direct ' 2,890
Reimbursable 567
Total 3,457

FY 1981

Actual

3,560

3,569

FY 1982

Estimate

Change
FY 81 to FY 82

- 89

90

+
[y
w

+ 15

0

+ 15

Authorized strength for this Agency was 3,575 before across-the-board reduction of 2%% allocated

in Amended Program Budget Decisfon.

While the Agency was authorized 3,575 for FY 1980, due to the "1 for 2" hiring freeze, thig is the

number of people actually on board,



Agency Staffing By Grade Level

(FY 80 - FY 81)

1980

Actual

Gs-1 0
GS-2 3
GS-3 17
GS-4 139
Gs=-5 225
GS-6 64
Gs~7 210
Gs~8 8
Gs-9 299
Gs-10 1
Gs-11 752
Gs-12 1,092
Gs-13 355
Gs-14 151
GS-15 __ 50
Subtotal ééggg

SES (Senior Executive Service) 10
WG (Wage Board) ‘ 1
DHFN (Direct Hire Foreign Natiomals) 1
Total FTP (Full~Time Permanent) 3,378
IFFN (Indirect Hire Foreign Nationals) 5
Temporary Employees 45
Total :ﬁ

1981

‘Estimate

153
253
72

179

274

830
1,194
363

160




HISTORY OF AUTHORIZED POSITIONS (FY 67 - FY 82)

Fiscal Year Total Positions Change
1967 4,063 -
1968 4,136 +73
1969 3,971 -165
1970 3,925 - 46
1971 3,807 -118
1972 3,568 -239
1973 3,663 + 95
1974 3,630 - 33
1975 3,431 -199
1976 3,441 + 10
197T 3,431 . -10
1977 3,354 - 77
1978 3,470 +116
1579 3,542 + 72
1980 3,575 +33
1981 3,575 0
1982 " 3,485%/ - 90

1/ Authorized strength for this Agency was 3,575 before
across-the-board reduction of 2%% allocated in the
Amended Program Budget Decision. We are seeking
additional staffing to meet increased workload require- .
ments due to increases in the DoD procurement budget.
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Budget Summary (FY 80 - FY 82)
{3 In Thousanda)

FY 1980 Actual FY 1981 Estimate FY 1982 Estimare

Chanee FY 1981 to FY 1982

Direct o he.mb, Toval Direct Refub, Tacal IHiect Keinb, Total Dirver

Reinb Total

$ 71,829 518,629 § 96,450 5 B4,09% § 21,765 105,856  § BS,318 § 21,765 S$107,083  § +1,227

(6h1) (193) (874) (668) (232) (900) (668) (2312) (900) ()}
1,537 740 4,7 4,940 860 5,800 5,670 860 6,510 + 730
7 60 T8 480 70 $50 530 70 600 + 50
3,692 83 3,178 4,127 93 4,220 4,73} 93 4,830 + 610
108 0 108 165 0 165 180 0 180 + 15
3,539 245 31,784 3,841 219 4,120 4,011 279 4,290 + 170
452 80 532 507 93 600 562 93 655 + 55
15% 45 200 130 10 200 140 70 210 + 10

§ 89,600 3 19,884  $109.484 - 5 98,281 § 23,230  $121,511  §101,148  § 21,230 $124,378 5 42,867

262 . 261 261

-

$0 §5 #1207

lan
o
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+ + + + + + <+
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RESQURCES ALLOCATION PROCESS

The DCAA allocation of resources is a systematic and rational process.
It begins with the preparation of the Program Objective Memorandum {(POM) in
May of each year. At that time, the Agency projects requirements for the
five-year period beginning approximately 17 months from that date. In
preparing the POM we rely heavily on projections of DoD procurement
activity, bistorical information, and also regional input which might be
available from related exercises such as the Program Objective Document
(POD). Discussions with reimbursable <c¢lients are also wuseful in
establishing a level for the reimbursable effort in the future.

Historical patterns of incurred costs and forward pricing activity are
used to provide projections for these categories in outyears. For
information purposes, we show the present year data and the upcoming year
data which, by that time, has been fairly well established in terms of the
budget approval. Very few deviations are permitted from historical staffing
patterns., Approval of the POM is usually obtained in the latter part of
August. ‘

The next step is the preparation of the POD in January preceding the
beginning of the management year. At this time, Headquarters provides
guidance and identifies areas of emphasis for the coming management year and
requests field input on vesource needs. This exercise occurs in February,
March, and April. Field audit offices develop requirement forecasts for the
coming management year based on the POD and forward these to the regional
office for their rteview and approval. Regions, in turn, submit these
requirements to Headquarters for review for consistency, productivity, etc.

When the requirements plan computer printouts and the individual FAQ
narrative comments pertaining to the requirements are received in
Headguarters, a very involved and detailed analysis is performed. This
analysis is on an FAO-by-FAO basis and considers FAO and Agency historical
workload/productivity trends as well as comments contained in the narrative
packages. Modifications to individual office requirements are made to
reflect differences in productivity 1levels for both forward pricing and
incurred costs. Adjustments, as considered appropriate, are made to other
areas such as CAS, defective pricing, special audits, administration, etc.

After these adjustments are incorporated, the resulting personnel
requirements are usually still substantially above the Agency's authorized
staffing levels. Since the personnel atrength allocated to DCAA is not
sufficient teo devote the level of effort for incurred costs which are
required, one of the final steps in the allocation process involves staffing
FAOs only to a percentage of incurred cost audit requirements. In the most
recent year, a 69.0 percent factor was applied to the incurred costs hours
generated after productivity adjustments. In other words, FAOs were
allocated personnel resources to accommodated demand assignments and a
percentage of nondemand assignments.




Our emphasis in the personnel resource allocation process is to
effectively distribute available staff consistent with wission
objectives/requirements. In order to give the regional directors
flexibility in utilizing resources, we provide the results of our
analysis by FAO to them with the understanding that the only real
constraint is the total number of spaces and that actual distribution
to individual FAOs within the region is under the direct control of
the regional director. To further emphasize this point, we usually
allocate at least two spaces to each region to be used as "wild card”
spaces in any manner the regional director sees fit. There are some
constraints concerning uniformity of regional staff size and content
but these restrictions do not extend to the FAO level.

The allocation from Heedquarters to the region is then reviewed
and each regional director makes his allocation to each FAO. The
distribution of the spaces by the regional directors is reflected in
the Tables of Authorized Strength which are subsequently reviewed and
approved by Headquarters. At that time, it is necessary to prepare
program pians which are not capable of meeting all requirements dua to
insufficient resources. As a result, audit work is backlogged and, as
evidenced by our dollars subject to audit and backlog figures, these
items have increased substantially over the past few years.

In recent years we have gseen real increases in the DoD procurement
budget but no comparable increase in DCAA resources. From a budgeting
standpoint, DCAA is viewed as a support activity in DoD, similar to
ADP, vpersonnel, logistics, and other support activities. DoD's
primary objective in the last several years has been to increase the
DoD fighting force and decrease support levels. In years when the Dol
budget was targeted for a 5 percent reduction, for example, the
Secretary of Defense declared the fighting forces would mot be reduced
and thus the support areas had to absorb the full decrease which, in
effect, amounted to more than the 5 percent overall reduction target.
Unfortunately, DCAA has not been exempted from these kinds of
reductions.



DEFENSE CONTRACT AUDIT AGENCY

PERSONNEL
Qverview

DCAA is presently authorized 3,575 positions. Because of the hiring
limitations our temporary ceiling is about 3,400, We employ
approximately 2,900 auditors. Of these, approximately 91 percent have a
bachelor's degree or higher. About 12 percent of this 91 percent have
master’s degrees. In addition, nearly 19 percent of the audit staff are
CPAis or have passed the CPA exam and are awaiting the experience
requirements., The average DCAA auditor is approximately 41 years old,
with 13 years of Federal service, including 8 years with the Defense
Contract Audit Agency.

Very few other specialties other than contract asudit are included in
the Agency employment. However, we have three attorneys, three computer
specialists, and other individuals in the areas of personnel management
and management information.



FREDERICK NEUMAN
DIRECTCOR, DCAA

Mr. Neuman has been the Director of the Defense Contract Audit Age
August 1976. After graduating from the College of the City of New;
a bachelor of business administration degree, he served u1th a'N
firm for about four years. He then served with the Army Alr'
organization until it was absorbed by the U.5. Army Audit Agency_(
1946. He served with the USAAA until January 1965, where his: Llast !
was Chief, Procurement Audits Division. ;

In January 1965, Mr. Neuman was appointed. to the< ‘planning group uh W
formed to establish DCAA. Mr. Neuman held four highly responszble poj&
in DCAA Headgquarters, including Deputy Director.

a charter member of the New York Association of ' Government
(AGA). He is currently a member of the Montgomery—Prince Geor L Eh
(AGA). He has served as chairman of several committees at. the natio

" level of AGA, and is National President for the term 1980-81. v e

A frequent speaker at professzonal meet:ngs, and " a panel member

guest lecturer at the Defense Systems Management School at Fort
Virginia, and the U.S. Army Judge Advocate General's
Charlottesville, Virginia. 1In addition, he lectures at unlversxty- Pe
educational programs as well as those conducted by . prof
organizations.

Mr. Neuman has received many awards and citations during his

career, including the Distinguished Civilian Service Award and Golidi
and the Secretary of Defense Meritorious Civilian Service Medal.

G-2

I
B
E

1}



o et o Sy T AIEE e - ¢ amsar . e L L

o m et et kN DE St LT L Mt Al S kT wd e e N G B R ¢ Aeh et -

CHARLES O. STARRETT, JR.
DEPUTY DIRECTOR, DCAA

Prior to his appointment as Deputy Director, Defense Contract Audit Agency,
on 20 September 1976, Mr. Starrett was DCAA's Assistant Director, Policy and
Plans.,

Mr. Starrett graduated with an accounting major from the University of
Florida in 1955. From 1956 through 1964 he was an auditor, field office
chief, and headquarters staff advisor with the Auditor General, U.S. Air
Force, in its contrect audit function. He was & member of the planning
group that organized DCAA in 1965, and since that time has served in &
number of DCAA Headquarters executive positions. :

Mr. Scarrett is a certified public accountant (Virginia) and a member of the
American Institute of Certified Public Accountants. He is currently program
chairman for the upcoming Miami Symposium of the Association of Covernment
Accountants; chairman of the Federal Audit Executive Council; & member of
the Advisory Committee to the Office of Personnel Management on Executive
Development; and a member of the Interagency Audit Training Center's Board
of Directors. He has a master's degree with Central Michigan University in
management and supervision.

He bas received numercus aswvards throughout his career, including DCAA's

Meritorious Civilian Service Award (1970) and its highest citation, the
Distinguished Civilian  Service Award and gold  medal (1975).
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JOHN J. QUILL
COUNSEL, DCAA

In 1947, after serving two years in the U.S. Navy, Mr. Quill entered Obio
Wesleyan University, Delaware, Ohio, where he received a bachelor's degree
in 1950. He then attended the George Washington School of Law and received
a bachelor of law/juris doctor degree in 1953, followed by a master of law
(LLM) degree in 1960. Mr. Quill engaged in private lav practice for several
years before beginning his career as a Government attorney with the Army
Corps of Engineers at Fort Belvoir, Virginia. He transferred to the U.5.
Army Audit Agency in 1962 and remained there until joining the Defense
Contract Audit Agency at its inception. He served as Attorney Advisor and
Deputy Counsel before being promoted to his present position, Counsel, in

1974. Mr. Quill is an active member of the Federal Bar Association and the

Virginia State Bar Association. He was awarded the Agency's second highest
award, the Meritorious Civilian Service Award, in 1970.

. - - g b L s e e 8 % e e r—— e




JAMES R. BROWN
ASSISTANT DIRECTOR, QPERATIONS

Mr. Brown was promoted from Deputy Assistant Director, Qperations, to
Assistant Director, Operations, im 1980. He began his DCAA career in
November 1966 as Branch Chief of the Bangkok Branch, Thailand. From there,
he moved to Groton, Connecticut, to become Resident Auditor of General
Dynamics (Electric Boat). He came to Headquarters in 1974 and has served in
several capacities, the most vrecent being Deputy Assistant Director,
Operations. Jim holds bachelor's and master's degrees from Central Kichigan
University. He is & certified public accountant (virginia), and is the
President of the Northern Virginia Chapter of the Association of Government
Accountants and & member of the American Institute of CPAs. He participated
in the Agency's Executive Development Program and has received numerous DCAA
awards, including the DCAA Meritorious Civilian Service Awvard, during his
careet.
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Mr. Oyer became Asasistant Director, Resources, in January 1980. Mr. Oyer
vas with the Air Force Auditor Ceneral before coming to DCAA's Atlanta
Region at the Agency's inception. He has bad experience in a wvariety of
DCAA positions, including Chief of the Cost Accounting Branch, Headqiarters ;i
Assistant Regional Manager, Atlanta Region; '
Plans, Headquarters; and Special Assistant to the Director. ‘He was
Assistant Director, Operaticns before taking his present position.

Darrell received a bachelor's degree in accountancy from the University of
Illinois in 1963 and a master's degree in business administration £rom
American University in 1972. He s & certified public accountant, and
received the DCAA Meritorious Service Award in 1975. Darrell also has a_
certificate in data processing {CDP) from the Data Processing Management
Association. In 1979-1980 he served as Capital Region Vice President of the

Association of Government Accountants (AGA). He has also served ~as AGA:

Chapter director in the Atlanta an
National Ethies Board.

G~6

DARRELL J. OYER . :
ASSISTANT DIRECTOR, RESOURCES @;

Deputy Assistant Director for -~

4 Northern Virginia and is on the AGA™:
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_ IRVING J. SANDLER
ASSISTANT DIRECTOR, POLICY AND PLANS

Mr. Sandler is Assistant Director, Policy and Plans, Headquarters, Defense
Contract Audit Agency. He has been with the Agency since its inception in
1965 in 2 number of management positions. Previously Mr. Sandler served
vith the Auditor General, U.S. Air Force, for about 15 years at the field
audit office, district, and Headquarters levels. He has completed the
residential program in executive education at the Federal Executive
Institute, Charlottesville, Virginia, and has received BBA and MEA degrees
from Northeastern University.

Mr. Sandler is & certified public accountant and is a member of the
Association of Government Accountants, the National Asgsociation of
Accountants, and the American Insitute of Certified Public Accountants. He
has authored articles for the Federal Accountant, the Journal of Accountancy,
and the Defense Systems Management Review. In 1970 Mr. Sandler received the
DCAA Meritorious Service Award.
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PAUL EVANS
REGIONAL DIRECTOR, ATLANTA

Mr. Evans earned his bachelor of science degree in accounting from Brigham
Young University, Provo, Utah, and his master's degree in management and
supervision from Central Michigan University. He started his Government
career with the U.S. Army Audit Agency (USAAA) in 1954. He held field
positions of increasing responsibility including USAAA Resident Avuditor,
Sperry Utah Company, and in 1963, he was assigned to USAAA Headquarters as a
program manager in the procurement audits division. When DCAA became
operational, Paul was assigned to DCAA Headquarters as program manger in the
Operations Branch, Audits Division. He was soon promoted to Chief, Audit
Division. 1In 1969, he became Assistant Regional Manager, Atlanta Region,
and in 1972, he became Regional Manager, Atlanta Region. Paul -is on the
Southeastern Regional Inter-Governmental Audit Forum, and the Atlanta
Federal Executive Board. He is a certified internal auditor, and belongs to
the Atlanta Chapter, Association of Government "Accountants. In 1475, Mr.
Evans received DCAA's highest award, the Distinguished Civilian Service
Award.
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WILLIAM H. REED
REGIONAL DIRECTCR, BOSTON

Mr. Reed was selected ss Regiomal Director, Boston, in 1980. Before that he
was Boston's Deputy Regional Director. He has been with the Defense
Contract Audit Agency since its inception in 1965. He has worked in the Los
Angeles Regional Office, Rockwell Space Division Resident Office and the
Boston Regionmal Office. Bill 1is a certified ©public accountant
(California). He has an undergraduate degree from Woodbury College and a
master's degree in management and supervision from Central Michigan
University. During his career, he has received several civilian service
avards. He also participated in the Agency's Executive Development Program
and is a member of the Association of Government Accountants.



. ROBERT B. HUBBARD
REGIONAL DIRECTOR, CHICAGO

Mr. Hubbard was selected as Regional Director, Chicago, in 1980. He started
his Government career with the Air Force Auditor General in 1961 after
working with a CPA firm in Denver, Colorado. Bob has been with DCAA since
its inception, and has been assigned to contract audit offices in Denver;
Lockheed, Sunnyvale, CA; various offices in the San Francisco area; the
Boeing Resident Office {Seattle); and, wmost recently, Regional Audit Manager
in the San Francisco Region. He is a certified public accountant (Colorado)
and participated in the DCAA Executive Development Program. During his
career he has received numerous DCAA awards. In addition, Bob needs but one
course to complete his work towards his master's degree. He is a member of
the Association of Government Accountants.
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: PATRIX D. MIRCH
REGIONAL DIRECTOR, LOS ANGELES

Mr., Mireh was promoted to Regional Director, Los Angeles in 1980. He
started his Government career with the Army Auvdit Ageney in 1955, where he
served in various positions in the San Francisce and Washington, D.C.
areas. Pat has been with DCAA since its inception and has served at
Headquarters as well as in regional positions, His most recent assignment
was as Deputy Regionmal Director, Los Angeles Region., Pat is a certified
public accountant and a certified internal auditor. He has a bachelor's
degree from Santa Clara University, Santa Clara, Califormia. He alsoc has a
master's degree in management and- supervision from Central Michigan
University. He participated in the Agency's Executive Development Program.

G-11
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HARVEY DELLA EERNARDA
REGIONAL DIRECTOR, PRILADELPHIA

Mr. Della Bernards was selected as Regional Director, Philadelphia, in
1980. He started his Government career with the Navy Audit Service in
September 1961, and bhas been with DCAA since its inception. He has been
assigned to several coantractors in the Connecticut ares including General
Dynamics (Electric Boat), worked in two Headquarters organizations, aod,
most rtecently served as Regional Special Programs Manager in the "Atlanta
Region. Harvey is a certified public accountant (Virginia) and a certified
internal auditor. He has a bacbelor's degree from the University of
Connecticut and a master of arts degree in management and supervision from
Central Michigan University, He bas received several DCAA awards and
participated in the Agency's Executive Development Program. He is & wmember
of the Association of Government Accountants, the American Institute of
Certified Public Accountants, snd the Georgia Society of Certified Public

_ Accountants.
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_ BERNARD TOPF
REGIONAL DIRECTOR, SAN FRANCISCO

Mr. Topf was selected as Regional Director, San Francisco, inm 1980. Before
that, he was Philadelphia's Deputy Regional Director. He started his
Government career with the Army Audit Agency in 1960 after working in a
public accounting firm. He has served in contract sudit positions in the
New York City area, Los Angeles, San Prancisco, and Philadelphis. He has
been with DCAA since its inception. He is a certified public accountant
(New York and California) and a certified internal auditor. He has a
bachelor's degree from the City College of New York and has a master of arts
degree in management and supervision from Central Michigan University. He
participated in the DCAA Executive Development Program. He is First
Vice-President of the Philadelphia Chapter, Association of Government
Accountants. He has received the DCAA Civilian Award for Achievement among
other awards.
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INDEPENDENCE OF THE CONTRACT AUDITOR

To serve management most effectively, an auditor must be independent.
This crucial requirement is codified in the General Accounting Office (GAO)
audit standards to which DCAA must adheve. Repeatedly the requirement that
contract audit remain independent has been supported by the Congress, by GAO,
and by top-level management of the Department of Defense.

Organizational placement of the audit organization is so important that
GAO proposes to emphasize it more in its 1980 draft revision of the statement
of governmental audit standards. The current (1572) GAC statement covers the
importance of orvganizational independence in its discussion of potential
impairments, but the basic standard itself only requires that the audit
organization {as well as the individuval auditors) maintain an independent
attitude. The draft revigsion would add the word '"appearance," as well as the

words "must be organizationally independent." Thus, GAO's proposed 1980

standard on independence reads:

In all matters relating to the audit work, the audit
organization and the individual auditors must be
organizationally independent and shall maintain an
independent attitude and appearance. (Added words
underscored.)

Applying the standard on ‘sudit independence to- the contract audit
function requires looking at the delicate balance between the service of the
contract auditor as a part of the evaluation team supporting the Government's
contract decisionmaker--the contracting officer--and the service of the
contract auditor as an independent evaluator of the contractor's cost
representations to that contracting officer. Not at issue is the ultimate
responsibility and concomitant authority of that contracting officer. He or
she must make all the final decisions for the Government in dealing with the
contractor, regardless of whose advice is considered.

Since the contracting officer 1is the decisionmaker, the question
sometimes arises as to whether the contract auditor could be merely a member
of an individual contracting officer's personal team or whether the contract
auditor must also be in a position to give independent advice to that
contracting officer concerning acceptability of the contractor's cost
representations. In other words, is it enough for the contract auditor to
give only the information desired, when and if it is desired? No, the
standerd of independence requires that the contracting officer have the
benefit of objective recommendations from qualified professional auditors.
This standard ecould not be achieved if contract auditors were
administratively responsible to individual comtracting officers.

The question of contract auditor independence was again addressed by the
Task Force on Evaluation of Audit, Inspection and Investigative Components of
the Department of Defense. This independent task force was required by
Congress in the Inspector General Act of 1978, and issued its report on 1 May
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1980. Like so many other studies before, this task force concluded J1)
independent contract auditing was valuable and accordingly DCAA should temai
independent of acqu131t1on organizations.

In the words of this latest task force report, DCAA's organxz
independence for procurement end contract administration personnel
procedural freedom to select the depth and scope of its audit™activi
enables DCAA to provxde fair, accurate, and ob;ectzve audit eadvice dur ng:




COMPENSATION

Improvements are needed in the compensation system for Governmment
avditors. Several items dirvectly and adversely impact our capability to
recruit and retain highly qualified auditors, audit managers, and audit
executives.

The Agency has established a mandatory auditor rotation program in
order to maintain the independence and objectivity of contract audit.
Auditors are required to change contractor contacts within approximately 5
to 7 years in order to maintain complete independence. This policy causes
considerable concern among those required to physically relocate their
residence. Government compensation for these relocations is never
sufficient. 1In times when mortgage rates are well in excess of 15 percent
and the price of housing continues to rise many people find that they
cannot afford to relocate even for a promotion. Although there is very
little that can be done without legislative changes, our suggestion is that
changes in the compensation laws be pursued so that qualified people can be
retained in the Government.

The problem of compensation also involves the salary compression at the
higher grades. 1t is very difficult to recruit Senior Executive Service
(SES) members when 6 out of 10 levels of grade GS-15 receive pay equal to
SES pay. This creates a definite lack of incentive for individuals to
enter SES and subject themselves to unlimited mobility requirements.
Salary compression even extends to the GS-14 level in that the salary for
the final step of a GS-14 now very closely approximates the first level of
the SES pay. This pay limitation has lured many valuable senior employees
into retirement. ‘

H-3
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ESTABLISHMENT OF AN EXECUTIVE AGENT FOR CONTRACT AUDIT

The Office of Management and Budget should direct an znteragen
initiative to develop executive agent assignments for perfomrmance f
contract gudits. These assignments would define sectors of the contracti
community (such a&s industrial manufacturers, federally funded research a
development centers, civil works constructors, and the like)} and make
single Federal audit agency: responsible for all audits within any 1
sector. For the most part, this action would merely confim ‘existin ng’
contract auditing arrangements and formalize the current areas of. emphagi:
and expertise among the various audit agencxes. It would further sbxeamlmn 25
administration and improve productivity in Federal contract audztzng._

The Defense Contract Audit Agency recommended thxs 1n1t1a:1ve-,to g"
Office of Management and Budget in September 1979. While the ‘merits have:
been recognized, specific implementing direction has been held in abeyance.g'
,.4
The requzrement to have only oné agency perform.all Federal audltxng@ t:
any one location is generally accepted. 0Office of Management and BudggEV
Circular No. A-73 and Office of Federal Procurement Policy Letter No. - 1§3§
encourage voluntary cooperative arrangements among the depattments‘for t
purpose. Such voluntary cooperative arrangements, called cross-servicin
are intended to <conserve audit vresources, promote efficiency; . avofa
duplication of agudit effort, and minimize the impact of auditing on _qhe
contractors. ‘ R

H

Compared to cross-servicing; formal executive agent assignments woyl
more fully meet the objectives of efficiency, economy, and effectivene
while in some instances further minimizing the impact of aguditing .on
contractors. The recommended approach would bring to fruitiom the
trend toward concentrating aress of expertise in the various audit  agencies:
szcording to sectors of the contracting community ‘being - :
Maintaining specialized expertise in each distinctive sector req:
considerable overhead costs such as for staff development and traind
development -of advanced techniques, computer analysis ' support, .
publlcatzon of audit policies and procedures. Therefore, costs ‘wilI be:

Also,_ specialization improves auditor productivity, and contractg;s
benefit from assurance that contract auditors will have expertise “in the
business sector. '

The executive agent approach would also streamline audit workload
planning and administration. It would more adequately address the. requ:@éﬁ
adjustments of budgets and personnel ceilings for interagency uorkloads.?and
it would reduce paperwork burdens =now involved in  processing
cross-sesrvicing arrangements on a voluntary, case-by-case basis. '

Based on currently established areas of audit emphasis and expertxn
the agencies could work out details of the executive agent assignments: dn?aal
cooperative basis with little if any disruption of operations or resourcés.
A divection to proceed is needed from the Office of Management and Budget.; .

H~4
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STAFFING

DCAA has the responsibility to provide accounting and financial advisory
gervices to Department of Defense components in the negotiation,
administration, and settlement of contracts and subcontracts. In performing
these services, the Agency is guided by setatutory rvequirements, regulatory
provisions and generally accepted auditing principles. They are epplied in a
judicious manner, consistent with policy and operational guidance provided by
Headquarters staff elements.

Since the Agency's inception in 1965, there has been a gradual but
persistent growth in Agency responsibilities. Statutorily, Publie Law
87-653, Truth in Negotiatioms, and Public Law 91-379, Cost Accounting
Standzzds, have had a significant impact om rtesources. Real growths in the
Defense budgats have likewise contributed to the demand for audit services.

Notwithstanding the increased demands, our productivity has increased
over the years. In large part, the increases bhave been occasioned by
ionovation and achievement of a high level of sophistication in advanced
audit techmiques. Savings have been substantial, amounting to $3.4 billiem
in 1979 acd $2.9 billion in 1980. Our return on each dollar invested was $33
to $1 and $27 to $1, respectively.

Although productivity end savings have both increased in recent years,
staffing comstraints continue to be a deterrent to maximizing savings.
Inereased workload due to absolute value increases in the DoD budgets as well
as recognition of fraud, waste, and ervor initistives have seriously hempered

. our efforts to achieve the full potential for savings.

To obtain a measure of savings which might be achieved through
application of additional resources, we rtecently asked our field audit
offices to assess the impact of staff increases at 10, 20, and 30 percent
increcents. The results indicate additional savings of $268 million, $137
million, and $117 million, rtespectively, a total of $522 wmillion. The
aggregzate amount can be achieved with an investment of some $27 millionm.,

The results of our assessment indicate to us another reality. Our field
audit offices perceive the need for assurance of quality work in protecting-
the Government's interests. We fael this assurance was considered as an
absolute need in determining the effort required to realize the payback at
the indicated levels of increase.

Our study considered FY 1980 only. It did not reflect any buildup which
might be associated with an increased budget. Any substantial increase will
oceasion a need for additional resources; at the same time, equivalent
savings would be realized.
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Responsibility of the ASD(C) for Audit Functions

Title 10, U.S. Code, Section 136

S 136. (b). ...one of the Assistant Secretaries shall be the Comptroller of the
Department of Defense and shall, subject to the suthority, direction, and

control of the Secretary --

(3) establish and supervise the execution of principles, policies, and
procecures to be followed in éonnection with organization and administrative
matters relating to -

(D) internal.audit

(Internal audit as used in the context of the ccde includes 2ll auditing performed

by DoD personnel.)
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DECISION MEMORANDUN OF
DEPUTY SECRETARY CLEMENTS

AUGUST 17, 1976 |

APPROVES PLAN TG:

o STREMGTHEN THE INTERSERYICE AUDIT PROGRAM

o STANDARDIZE THE AUDIT ARRANGEMIENT FOR DEFENSE AGENCIES

. ° ESTABLISH AN INDEPENDENT CORPORATE AUDIT STAFF
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Octover 14, 1976
NUMBER 5105, 48

ASD(C)

Department of Defense Directive

SUBJECT Defense Audit Service (DAS)

References: (a) DoD Directive 7600.2, "Department of Defanse
Audit Policies,” August 19, 1965
{b) DoD Instruction 7600.3, "Intemal Audit in
the Department of Defense,” January 4, 1974

L. GENERAL

Pursuant t0 the authority vested in the Secretary of
Defense, the Defense Audit Service (DAS) is hereby
established as an Agency of the Department of [Cafense
under the direction, authority, and control of the
Secretary of Defense. :

IT. APPLICASILITY

The provisions- of this Directive apply to the Oifice of
the Secretery of Defense, the Miljtary Departments, the
Organization of the Joint Chiefs of Staff, the Defense
Agencies, and the Unified/Specified Commands (herein-
after referred to as "DoD Components").

ITI. ORGANIZATION AND MAKAGEMENT

A. The DAS shall consist of: a Director, a2 headquarters
establishment, end such subordinate elements as are
established by the Director, BAS, for the zccomplish-
ment of DAS's mission,

B. The Director, DAS, will be a civilian gppointzd by the
Secretary of Defense, ~

C. The Director, DAS, shall report to the Secretary of
Defense.

IV. RESPCNSIBILITIES AND FUHCTION

A, The Director, DAS, shall orcanize, direct, and manzge
she DAS and all elements znd rescurces assicred to the
DAS. . ’
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vI.

RELATIORSHIPS

In accordance with references_{a) and (b) the Director, DAS,
shall: .

1. Plan and perform internal audits of the 0f fice of the
Secretary of Defense, the Organization of the Joint :
Chiefs of Staff, the Unified/Specified Commands, and the 7
Defense Agencies. ' '

2. Plan and perform interservice audits in all DoD Components

3. Plan and perform qUick response audits on matters of
special interest to the Secretary of Defense.

4. Plan and perform audits of the Security Pssistance Pro-
gram at all levels of management.

5. Plan and perform such other audits as reques ted.

The Assistant Secretary of Defense (Comptrolier}, shall 4
provide staff supervision in the esteblishment and execution™
of principles, policies, and procedures. : B

A1l DoD Components shall provide, within the scope of their -
assigned functional responsibilities, appropriate.assistance;
and logistical and administrative support to the Director,
DAS, as required to carry out the responsibilities of the
DAS. _

A.

EZJTHCRITIES

A.

2. Maintain active liaison for the exchange of infcrmation

The Director, DAS, shall: i
1. Coordinate actions, as appropriate; with Dol Components. :
having collateral or related functions.

and advice with DoD Compenents, as apprepriate.

Programming, budgeting and financing for support of DAS
operations will be in accordance with policy guidance pre-
scribed by the Assistant Secretary of Cefense (Comptro11erl

Field offices will be collocated with sppropriate Defense
Compcnents where possibie and “ull use made of estab%;shed°'
facilities and services in the Defense Components .

The Director, D&S, shall have zutherity for selection -of
perscniel for anpointrent to the DAS. '
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{. B. In performance of his responsibilities and functions the
: Director, DAS, or his designees are authorized:

1. Direct access to and communications with other DoD
Components and, after appropriate coordination, with
other executive departments and agencies concermed with
his assigned responsibilities and functions.

2. To obtain such information from any DoD Components as
may be necessary in the performance of DAS functions.
The sensitivity of any activity should not act as a bar
to the prompt and effective conclusion of any audit
evaluation. Properly cleared auditors of the DAS have
a "need to know" about any activity which affects their
evaluation of DoD operations.

VII.  ADMINISTRATION

A. DAS will be providad such personnel, facilities, funds, and
other administrative support as the Secretary of DzTense
deerms necessary.

B. The Ceputy Assistant Secretary of Defense {Adninistration)
will provide necessary administrative support to the CAS,

/"._
‘ © . VIII. EFFECTIVE DATE AND IMPLEMERTATION

This Directive is effective immediately, In the event of con-
flict between this Directive and previcus directives and instruc-
tions, the provisions of this Directive will govern. Two copies
of implementing regulations shall be fcrwardad to the ASD

(Comptroller) within 60 days.

y\~ ’\? Mesr ‘ N

Deputy Secretary of Defense
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DEFENSE AUD’ SERVICE -
AUDIT RESPONSIBILITIES

INTERSERVICE AUDITS

SPECIAL AUDITS |
THE SECURITY ASSISTANCE PROGRAM .
CONTINUING AUDITS

OFFICE OF THE SECRETARY OF DEFENSE

ORGANIZATION OF THE JOINT CHIEFS
OF STAFF

UNIFIED AND SPECIFIED COMMANDS

DEFENSE AGENCIES (DMA, DIA, DCAA, NSA,
DARPA, DCA, DNA, DAVA, DSAA, DLA, AND DIS)
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ESCRIPTZGSStE‘HAJOR ORGANIZATIONAL UNITS Cf DAS

/ . ‘ . _
\ he follewizg identifies DAS's major units of organization,
together wit» a brief description of the major responsibilities of
=~es of authority can be found in the organization

each. Ths 1i
chart precs3ing Chapter One.

Financial and Manpower Audits Division

Forces Managazent

This prograz encompasses audits of all aspects of organizing,
equipping and training active and reserve combat forces. Reviews
are directad toward the use made of resocurces provided to attain
and sustain the required force structure. Systems such as the
Force Status and Identity Report system and other authorizaticn
and capzbility reporting systems as well as contingency plaanning
are included. -

The develecrment of unit training obiectives, the axtent to which

those chjectives are accomplished and the effectivensss of parti-
cipation in field exercises are also included in this prcgran,

h:"rogram elezents 1, 2, 4 and 5 of the Five Year Defense Frogram
: nd budget submissions will be covered by this group.

Zealth and Public Affairs

This program encompasses all asrects of the DoD medical care

svystem including operation of hospitals and clinics; all medical
{including dentel) staffing requirements; and 2all related trzining
requirements and facilitles. Included would be recuirements
Seferminations, recruiting, essigrnment, utilizaticn, classifica-

tion and record keeping coperations. Also included would be all
zspects of the Civilian Health and Mecdical ZProgran of the
Uniferzed Services (CEAMDUS) and the Tri-Service Medical Informa-
tion System (TRIMIS).

A1l aspects of >Public Affairs zre incorgorated, I
American Forces Radio and Televisien Service, zll zudiovi

sua
grams which include the procuction, distribution and cepository
lti-media znd

functions of motion picture, televisicn, audleo, mu e
still photo products for training and information pursoses.

are 2ll aspects cf the De
System which operates 259



Financial Mznagement

This area is concerned Drlmarlly with the systems, functions,:
activities established to carry out the fiscal responsibilit els:
DoD. Ganerally, financial management will include all
troller-type services and activities relating to

budgeting, accounting and reporting. Specifically,
management covers the needs for, receipt, control, and dis
ment of public funds. It covers programing to the extent’ thd
is crganized within the comptroller-—area.

Financial management further covers the budgeting process tnm
the formulztion, approval and executicn stages. It includesi®a
facets of accounting systems including their approval by the ,Compi
troller General as well as their operatiocnal aspects. It ‘Eovep
fiscal accounting and administrative control of funds, :.cos
accounting, property accounting, and other types of acc0unulng.‘

inancial management incluides contract financing, cash mawqceme iy
ayment of civilian and military pay and allowances, and o :
ing 1n DoD Many funds and accounts are covered; for e

nds; deposit funds; foreign c¢urrency acccunts; an
appropriation 2accounts. Financial manzcement incor:
aspects of disbursing and also ccvers variocus types of x¢
such as financial znd budgetary reporting, and gprog
-statistical reporting.

Further, financial maznacement 1includes the recpors’olllt_
assuring that legal &nd legislative requirements are met -ir
execution of programs using appropriated funds.

Information Technelogy

This program includes reviews of avtomatic data processing
f£unctions such as _nForﬂctlon ahd word proce=511g, ddn-n4=h

weazpons  systems, and related telecommﬁnications pr
resources. These reviews will include e"a;uatﬂons of
systems (hardware and sofiware) and will “rov*ce design pers

evstem users znd zppliczble management levels with t;maly @%H
mendations to improve operational effectiveness zand sk
efficiency. '

ﬁVﬁ?

[

Some reviews wcetld include participatien in the design,
ment, and testing of mzjor DcD computer gystems Lo as
zdeguate ccntrols and safecuzrds are designed into azp
systems, Gther rsviews would ke made of cperzticnel,

systems and data process ing installztions as well as &

scceurity and data privacy ccntrcls.



The program responsibilities include, providing ADP suppor:t and
assistance, as needed, to Defense Audit Service teams making
dits in an ADP environment.

Security Assistance

The program consists of 5 major parts:

The Military Assistance Program (MAP) through which Defense
articles znd services are provided to eligible recipients on a
grant basis. . —_—

The International Military Education and Training (IME
Program thrcugn which military training 1s provided to selact
e [ —— -

forelign personnel on a grant basis.

T)
ed
The Foreign Military Sales Financing Program through which

loans and repayment guarantees are provided to eligible foreign
governments on a fully reimbursable basis.

The Security Supporting Assistance (SSA) Program throuch
which econcmic assistance 1is provided, on a locan or grant basis,
to selected foresign governments.

Foreian Military Cash Sales Prccedures through which eligible
foreign governments purchase Defense articles, training &nd
services.

’ .‘ne functional area includes audits at zll levels of management of
the 5 major parts, which make up the Security Assistznce Program,
It includes the Security Assistance Progam responsibilities of the
Military Departments, Unified Ccmmands and Military ZAssistance
Advisory Grcups. Reviews in this area may cover the cverall
maznzcement of the program or segments of the program, specific
cazse execution, or compliance and performance frcocm the recipient
in-country viewpoint,

Intellicence and Communications Audits Division

Comnmuniczations

This program ccvers all aspects of the operzaticnal manzgement,
ccntrol, and supervisicn of DoD communicaticons systems,
activities, or services whether commercial or Government-cwned.
Included a2re the Defense Communicaztions System (DCS), Ccmmunica-
ticns Satéllite Svetem, zand procraems £funded by the Military
and &ll special purpose and cdedicated netvorks,
progranms that support the functicns of ceommand znd
luding alert and warning) at both the stratecic and
vel. The area also includes raspensibiligy fer
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internal audit coverage of the Defense Communications Age
(DCA} except audits of payroll and personnel that are cove:
through other functional programs.

Cryotologic Intelligence

This program includes signal intelligence and communications
security for all of DoD. It encompasses the National Security
Agency, as well as the crytologic mission operations of the Army,
Navy and Air Force. Audits would cover all aspects of operational
—wanagement and analysis of the effectiveness and efficiency of
mission results in relation to the resources provided through the
Consolidated Cryptologic Program and the Communicz:ions Security
Prcgram, In addition, audit responsibility also includes all
areas supporting the mission operations of the National Sacurity
Agency. This involves supply management, comptroller services,
maintenance, Procurement, personnel, research and development,
CowWputer operations, communications and field activities.

&

Ceneral Intelligence

This procrzm includes audits of the DoD~wide functicns an
ties involved in collecting, znalyzing, 2and producing
basic intelligence, current indicaztions and warning intelli
intellicence estimates, long-~rance threat forecasts and scie
and technical intelligence to support DoD requirements. Functie;

and activities involved in counter intelligence and photo inte‘
pretation are also included. Audits of operatioral mE&nagement
procecCures and analyses of the effectiveness and efficiency of
mission results in relation to the resources provided through the
General Defense Intellicence Program are included. ZIxcluded are
dudits of the Consolidated Cryptologic and Intellicence Relzted
Rctivities programs not funded in the General Cefense ITntelligence
Prograzam. Also, excluded are reviews of basic suopport Ffuncticons
such &s pavroll, supply, and maintenance, that are ccvered through
cther functional progranms.

Intelliicence Related Activities

This pregram includes zudits of the operaticnal or misgsicn Zspects
of tzctical surveillance and warning systems, tacticeal battlefield
support systems (e.g., reconnzissznce éssets), tactical ccezn Sup~
Port systems, intelligence ctzff support, intelligence dJirect
Support systems, Reserve and MNatiocnal Guezrd intelligence activi-
ties, .and intelligence training functions perfcrmad by the
YMilitary Departments. 2sg paert cf this pregram functicn, we also
review operatienal ménagexent procedures develczment of cperaz=-
ticral systems, interfzces with other WNatioral 224 Defernse




lligence programs, and the effectiveness and efficiency with

shich resources are used for intelligence related activities out-

;f‘ide the Vational Foreign Intelligence Program. Also included in

' his function will be audits of intelligence activities of sensi-

tive national programs for which DoD acts as executive agent,

Excluded are basic support functions such as payroll, supply, and
maintenance, that are covered through other program functions.

Mapoing &nd Nuclear -

This progrzm includes the mission &spects of the DoD mapping,
charting, and gecodesy (MC&G) program &and the DoD nuclear weapons
program. The MCsG program inveolves Defense Mapping Agency activi-
ties and the Militazry Departments involved in validating reguire-
ments, tzzking collectors, analyzing collsction, producing MC:iG
products and distributing items produced. The nuclezr program
involves Defense Nuclear 2gency activities and the Military
Departmants concerned with management of the DoD nuclear weapons
stockpile including the operations of the consolidated nuclear
weapons reporting system. The functions normally associated with
11eecrated matériel management are included £for 1C&CG and nuclear
items. Those asnacts of Ressarch, Develcoment, Test and Evaluz-
tion (XRDT&E prcorams  involved with nuclear effects znd HCEG
STrograms re included here rather than 1in the RLT&E program.
Excluded zre support functions such as supply, maintenance, fund
controls, appropriation zccounting and proparty é&ccountability

'.that are covered through the other functional programs.

1

Manpower Requirements and Utilizztion

This program covers most zspects of the management of military and
civilien manpower. General areas of audit re=DOn51b111ey incluce
procraming and budgeting of manpower resources, manpcwer resource
management, force structure manzgement, and uenpcwer manegement
information systems. c=pec1rlcelly -ncluéed are 2ll action

affecting the: manpower programs of the Military pe:ar“—ents,
Defense acgencies and OSD staffs; militery or civilian spesce and/

or man-vear authcrizations and zssociated LLﬁGLﬂg pPrograms; &nd
activaticn, inectivation &nd chances to units nd activities.
Zxcluded zreas inciude training, career development and personnel
readiness.
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Svegial Programs 2udits Division

Systems Acgquisition

This program includes the management processes through which major
weapon systems as defined in DoD Directive 5000.1, are acguired by
DoD. .Reviews are based on threat assessments applicable to
Defense Systems Acguisition Review Ccunsel (DSARC) Milestone
0 - Program Initiation, as well &s OSD and HMMilitary Dzpartment
subsequent reassessment reguirements (DSARC Milestones I through
III) as related to individual weapon systems. Included are
matters such as trazde-off analyses among alternative weapon
systems, cost versus operational cazgability alternatives, DSARC
issue items, production and life cycle costs, and gualitative zand
gquantitative requirements determinaticns and justification as
related to major weapon systems acquisition plans and progranms.

Pesearch &nd Development (R&D)

This area covers the mission aspects of basic and zpplied research
and cdevelscmental and applied engineering. The ogpsrztions of R&D
activities and studies and analyvses efforts zare included in this
program. Primary emphasis will be on the performance of mission
tasks, the scheduling and programing of cperaticns, the cdegree of
control exercised in assuring validity of results, nd the extent
to which accomplishments are used to influence doctrine and acgui-
sition decisicns. .

Svstems Reliability, Test and Evaluation

This program includes reviews of the adequacy of CcD policies and
vrocedures for determining the reliability and dependability of
major wezpons to perform according to plan under potentieal combat
or hostile conditions. Assessments will be macde of test and eval-
uation procedures including test rance results exployed to deter-
mine the fezsibility of proceeding with procurement and deployment
of new systems developed in research zand development programs.
Reviews will include a cdeterminaticn of methods used Lo resclve
systems defects discovered cduring operaticnal performzrnce and the
cost~effectiveness of zlternatives selected to assure that nissien
accemplicshments zare not degraded under stress situaticns.
Zvaluaticns will zlso be made to determine that prempt disposition
is undertzken on svsiems dJdeemsd too technically deficient to
zccomplicsh mission goals, or where the cost to correct mechanical
deficiencies is too high. '
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Procurement and Program Execution

This program includes reviews of the adeguacy of DoD policies,
procedures and practices for acquiring approved major hardware and
software systems, products, and services. These raviews will
focus on evaluating the processes for DoD validation of regquire-
ments, determining that procurement schedules are realistic, and
reviewing methods used to obtain timely acguisition. Emphasis
will be placed on the adequacy of DoD administrative practices
employed to forecast procurement, production and delivery dates;
establish obligation and outlay targets based on these forecasts;
and monitor the progress of "program execution. The acguisition
process will include reviews of procurement requests, invitations
to bid, methods of contracting, and the negotiation, award and
administration of contracts. .

Acéministraticen and Entitlements

This audit program area encompasses the activities and functions
involved in .the (a) development and execution of the retired
military pay and reserve -programs; (b) determination and payment
of entitlements to retired military psrsonnel or their survivoers,
mambers of the Reserve Forces and the Natienal Guard; (c) estezb-
lishment and maintenance of data bases for retirad military per-
sonnel, their survivors, the PReserve Forces and the Naticnal
Guard; and (d} the administration of related programs. Reviews
will include the planning, programing, bucceulng and implementing
of acticns reguired o economically, effectively, and efficiently
accemplish related program objectives. Reviews 1in this area are
of an interservice nature and in some instances are of an inter-
departmental nature. Effective working relaticns are required to
be maintained with the Veterans Administraticn and the Departments
of Ccamerce, Transportation, and Health, Zducaticn and wWeliare.

Systems and Logistics Audits Division

Kateriel Mznacement

This procram includes DeD-wide zudits of activiti
dealing with 2ll aspects of supply s=system cper
dealing with logistics data systens. Included a
ticns and relazted accounting systems such as i
pcints manaqing wholeszle inventories, depots, inventories in
transit, installztion level suocly operztions, and materiel in the
possession of using and EUDPCELLDG orcanizations and uvnits. Scme
of +the functicns e&re inventory control, storag and 1issue,

requirements ccmputastions, war reserves, reguisitioning, vare-
heousing, stock balaznce and consunption  reporting  systens,
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identifying and cataloging items of supdly, item standardizatio
programs, and management of technical data items of supply
Excluded are individual weapon systen acquisitions,
transportation, maintenance and overhaul, procurement, contract
administration, and property disposal.

reutilization screening processes, the Fsderal Catalog progran for:.

Transportation

This pregram includes DoD-wide and interservice avdits of all
aspects of the programs, systems, and activities of the Defense
Transportation System. 1Included in the transportation system are
the operation, control, and supervisicn of 21l functions incident
to the effective and economical procursment and use of transporta-
tion and traffic management involving the land, sea, or air move-
ment of personnel and eguipment using both military and commercial
sources. The Program Director must work closely with other
Government agencies 2and the public sector. Components of the
Defense Transportaticn System are the Military Traffic Management
Command, the Military Airlift Command, the HMilitary Seslift

Cormmand and the Service Transportation Offices. Cnly those
functions related to the mission of the DoD Transportaticn Svstem
are in the bprogram. Excluded are the everydeay housekeening

activities and functions performed by and fcr these compenents and
those responsibilities directly related to the parent Service
reguirements unless specific reguests dictzate DAS audit
involverment, :

Facilities znd Support Services

This program includes DoD-wide 2nd Defense dgercy audits of:

- maintenance, repair and utilization of real property and
eguicment,

- military ccnstruction,
- hovsing progrzms (family, bzchelor and lezsed housing), znd

- support services.
2lled prep-
re

Reviews will be made of the manacgenment of rezl znd
e ugh mein-

e i
erty Ircm determinaticn of the need of the procerty
tenance, use and disposal. Some of the sz
included zre in-hcuse censtruction; utility

S AU



of land, buildings, facilities, and installed property; fire pro-
-ction; family housing programs; and related costs and progerty
ocunting systems. This program also includes evaluations of the
B ious services required to support the operations and mainte-
nance of a military facility or organization. It includes audits
of Service-wide operations, such as mess hall operations; appro-
priation-funded morale, welfare and recreation functions;
quarters; religious activities; and retail store operations (such
as clothing and commissary).

Defanse Logistics Agency (DLA) Supply Centers and Depots

This program includes audits of major supply support missions
assigned to S5 DLA supply centers (excludes Defense ruel Supply
Center) and 7 field depots. The supply management functions of
the supply centers include requirements computation, supply
control; provisioning, procurement, requisitioning processing,
distribution, materiel management, standardization and inventory
accountability, - Areas of audit responsibility at the depot level
include receist, inventory management, warehousing zand distribu-
ticn. Tn acdition to the 7 DLA-managed depots, the P
Nirector has responsibility for mission audits at those Serv
managed depots that periorm distribution missicns for DLA-¢wnéd
commodity materiel. Also included zre audits of storege fac
":.ies for subsistence worldédwide.

.

Pecruiting and Training

This pregram includes DoD-wide audits of the recruiting, training
arnd education of military personnel, It a2lso includées DoD-wide
zudits of the education and training of civilian emplcyses. The
overall objectives of these audits are: to review and evaluzte the
effectiveness, efficiency and eccnomy of the DoD management of
perscnnel and resources used in recruiting, educatiocn and train-
ing; and to determine whether there is unnecessary duplication
and/or potential for the consolidation or elimination of certain
functions or activities.
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Pefense Contract Acm
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This program includes audits in the folleowing areas:

nvolvsd in the

'ul
r
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m
n
-

- ~ Ceontract administration. The zactivi

acminisfration OF contracts, gquality &assurance, Geovernment-
furnished prcoperty administration nd industrial security eare
included in this program. Reviews of deliveries, undslivered
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items, contract financial status, program status, partial and
:dvanced payment terms, and intransit inventory controls are
included. This area includes reviews of DoD contract administra-
tion organizations. The establishment o©f requirements and the
storage and distribution of materiel to meet the needs of con-
sumers are not covered except when these matters are directly
effected by contract administration practices and precedures.

- Proverty Disposal Activities._ This program reflecis the
management &and control of 1Inventories accounted £for in the
Integrated Disposal Management System £rom receipt through dis-
rositien including in-transit accountzbility frem the turn-in
activity and to the receiving activity. Some of the identifieble
functions are receipt znd storacge, utilization, dcnaticon, demili-
tarization, sales, downcrading to scrap, precious metals recovery,
and ship and aircraft sales.

- Accountability and Security of Small Arms, Ammuniticn and
Explosives. This program reflects tne manaceuent znd control of

-

laventories from acguisitien to use or disgesa Some of the
identifiable functions are inventory ccnuroT steor and iscsue,
security, recuisitioning, and stock Dbalance an ceonsunption
reporting systems
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Maintenance

This program includes the various systems facilities, services,
znd zctivities devoted to the maintenance, repair, arnd overhaul of
eguipment and supplies. It includes orgawlc and centrzsctual
organizational, intermediate, and depot repairs. Also covered is
the use of eqguipment and csupplies by maintenance zand repair
activities. Maintenance operations funded by industriazl funés are
also in this program. - Reviews will cover maintenznce philcso-
phies, and ccncepts developed during weapcn and subsvstem concep-
tien, design, test and cperation. Some of the icentifizble func-
tions are depot maintenance, vehicular mezintenance (for example

tanks, percsonnel carriers and trucks), ship overhaul, micsile and

other orcnance maintenance, maintenance of orcanizational
materiel, and related cost and .arpropriation acccunting for main-
tenance and repair activities. Maintenerce of rezl oroperty will

not be inciuded. .

Energy, Znvirconment and Safetly .

This procram includes audits of programs under the cognizance of
the Depuity Assictant Secretary of TDefencse{Znergy, Envircnment and
Safetv). <Znergy programs include fuel supply zssurznce, develcep-
ment of zlternate fuels, energy technolccy ezplication, encineer-
ing and znalysis, ccnservation investment, conservatizn managemsnt
and trazining.

.




Enviromental programs regquire compliance with environmental laws
and environmental protection agency requlations. The programs
deal with air and water pollution abatement, hazardous materiel
management, solid waste disposal, noise suppression, pesticide
management, environmental impact statement, conservation of
natural resources, and preservation of historic sites.

Safety programs require compliance with work place safety stan-
dards 'established in accordance with the Occuvational Safety and
Health Act of 1970. DoD safety policy requires safety training
for employees, mishap investigation, standardized reporting of
mishaps, and use of personal protective equivment if work place
hazards cannot be eliminated. DoD safety programs also cover
chemical wezpon systems ammunition, explosivas, hearing conserva-
tion, traffic safety, flight safety, nuclear safety and system
safety engineering. ‘

RESOURCES & OVERSEAS AUDITS DIVISION

Resources Managemant

This orcanizati 1 elenent performs the following furctions:

0

o

n

81

1. Directs all phases of the DAS personnel management and
staff develogment activities,

2. Directs all phases of the DAS financial administrative
activities. Manages financial activities such as develosment of
the Procram Objective Memcrandum, formulation and execution of
annual operating budgets, and financial reporting.

3. Directs the develcopment of Agency-wide policy instructicns
in accordance with the objectives and concepts of cperation estab-
lished by the Director aznd/or Deputy Director.

4. Directs the DAS ADP program to include the development and
maintenance of a management information system and maintaining a
steff of auditor/ADP specialists trained to provide consulting
service znd assistance on &DP matters to the audit teanms.

Surorezn Audits/Pacific Avdits

This program area includes zudits of Unified Command orcanizaticns
and functions, audits of any Defense program, functicn. or svstem
when zudit scope is limited to the cversezs theater, and specieal
audits of activities within the theater in respcnse to 0SD or

Unified Ceommand recuests. The Program Director represents the
Director, DAS in dealincs with the oversezs Unifisd Ccmmznd ard
the Military Deparitments cverseas commands and eactivities. He
gcts &s point of contact for zll ccrmmends ia the :theater for
orngeing audits.
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DEFENSE AUDIT SZRVICE

SEMIANNUAL AUDIT PLAN

FIRST HALF OF FISCAL YZAR 16381

INTRODUCTION
PURPOSE
This semiannual audit plan is being distrihuted to all =zudit
clients of the Defense 2udit Service(DAS) znd other interested
activities to make known which audits have Lesn schedulzd ty

DAS for the first half of FPY 1981,

This document also contains a fact sheet for each scheduled audit
showing background, scope and planned objectives. ZAnother semi-
arnual audit. plan will be issued in March 1981, which will show
scheduled audits for the second half of r©v 1981.

f

MTSSION I

-]

he mission of DAS is to:

1. Plan and perform internal audits of tre Office of +ke
Secretary of Defense, the Organi aticn of the Joint
Chiefs of Staff, the Unified/Srecified Commands, and

the Cefense Agencies.
2. Plan and perform interservice audits in all DoD Comzonents.

3. Plan and perform guick response zudits on ma
special interest to the Office of the Secreta

4. Plan and perform audits of the Security Assistance
Program at all levels of management.

5. Plan and perfcrm such cther audits as reguested.

PCLICY

It is DaS policy to acdhere to the Standarés for 2uvdit of Government
Organizations, Programs, Activities and Funciions, estatlis-ed Ty
the Comptroller General.
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Tachnical Datza Zor Iitems of Supply

Manzacamant o 3CQs

Lezsad Zrcoerty

Dol Faid Farking Program

Delenss Railway Tleest

Container Utilizztion-Phase I

Personal Propariy-Phase II

Contziner Utilizztion-zhase II

Military Perscmnel Resteation |

Guarantsed Trzining

Tlight Manacs £t Control Systsm

Productivity Inhancement

Znergy Techn Y

Conservation Technicues

Tirst Zalf TVY 1681 zucits

Intecgratad Manzcsment of Non-
consumabnlzs

Peteil Stockage Criteria

Inventorv Contrel

Prccuctivity Mezsurement in Real
Preserity Mazintsnance Activities

Zvaluation Cefense Retail
interservice Support Frogrem

Aleguzcy of Militzry Family
Ecusing

DcD TFreight Clazssiiicazicn Systen

Tetention Feliciss and Frocsfurss-
Jfficers znd Czclets

Grzduzte Tlucaticon ’
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SEFINSI AUDIT iszavIcT
AUDIT PLAN
PIRTOD; Tirst Zalf of Fiseal Year 1981 (Continusd)
SY Division Zstinzazed
i R R
Audit Stzxs Sz lsifion
Titla Number - Sats Cats
ImEEs
Inginesring and Technical Sarvicag LEE-XXX i0/80
Aircraze Yodificztion 185-xX¥ 1/81
Cecusaticnal Szfety and Haalth 1s8-xxx 1l/8¢
Training )
Tdel Censumption Reoorting 158-%XxX 1/81
Controls Cvar Material Receipots 18T -XxXx 10/30
&nd Payments for Taga Pav
Contracts-oLa ¢
Hanzgement of Sttsistance and 1ST-%XXx 12/30
Clothing/Teutilas a+ Non~-DLa
Aactivities
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DMA Map and Chart Procduction

Background

The Defense Mapping Agency's primary mission is to
charts and ot}er r'L,cx::r:L.J.c products for the DoD. The:'
Center in St. Louis, Missouri is prlﬂcrklv IESOOnSlDle
o*ochc1ng aeronaugwcal nroducts. The =Hyvdrographic and
Center in ¥Washington, DC is re svons1o1e for Drocuc1ﬁg
and topographic preoducts. The audit will be limited ‘to
of the production of hard copies of maps and charts and
exclude production of digital data.

The nroducticn program beglﬂs w1th:x?-seleut1ng TEDS ard c a
: for produculon. ali maps and charts in the groddctlon '
i must be a validated recuirement and reflected in tha M
Charting, &nd Gaodetic Area ZReguiremsnts dohumhdL (G?QV‘

There are three kinds of production for maps and
compilation, recompilation and revisicen. Compilation*r
the procduction of a never before produced mep. Recompi
refers to & map that has-preVLOusly bésn produ 2
to the point that a whole new map neecs to be
relates to altering cultural details shcwn oa 2
the map besed on more current information.

<

The DMA FY 1980 map and chart prcgram can be brcken
llowing categories: -

- 2eronzutical Preducts-$6.0 million
#ydrogrephic Products~$10.2 millien

- Togpographic Products-$20.8 millicn

The zudit cbijective is to perform & program results
l detsrmine if DMA is satisiving the Do program for =«
; charts., We will a2lso determine 1f the greduction
' performed in en eificient and econcmical manner,
18
t
E{L . b : kL e e i




Potential Benefits

. A prior audit of DMA map and chart production reguirements
disclosed that many reguirements were invalid. The prozosed
audit should éisclose whether map and charts are being produced
for invalid requirements.

-

PROGRAM DATA S

Division/Lirne Number IC/11°
Program Director J. Andrejko
Project Manager H. Gallo
Start Date . 2/81
Man-Days ' 535
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Management of Nuclear Material .

Background

Nuclear ordnance materiel consists of base spare parts and military
spare parts. Base spare parts are funded by the Degartment

Of Znergy &nd may be used by the military services only for
maintenance and repair of war reserve stockpile material. Hil-
itary spare parts are funded by DoD and are used for maintenance

and repair of training weapons, test and handling eguipment.
When a DOE controlled spare part can be used on both war reserve
weapons and on training devices, 2 NSNs will be assigned to
the part. In 1972, the Defense Nuclear Agency was designated the
integrated material manager for DOE nuclear ordnance items.

)

Scoce
(
The inventorwv of ﬂuclear ordrnance items is estimated to be valuad
at ovaer $50 million. The inventory ccmprizaes atout 6,000 line
items.
Cbjectives
The cbjactive of the audit will be to cdetermine how eificientl .
J Y

and effectively. nuclear ordnance material is being managed,

Potential Benefits

In Rugust 1973, we issued a report stating that $1.3 mi
coulé ke saved by designating DNA as the single DoD man
and storage activity for nuclear ordnance items. No actions

have fteen taken on our recocmmendation. The audit will determine
the extent of savings that can presently be achieved by consolidat-
ing management of nuclear ordnance material.

Tentztive Locations

Zeadg Defense Muclear 2gency, Washington, DC
rield Cefense Muclear Acency, Albuguercue, KM
Varic Y¥avy and Alr Force ;.Stallaticns

PROGRAM DATA

Divielien/Line MNuxher IC/12

Progrem Director J. AndreiXo

Prosact lznacer D. Yenger

Start Tate 1/31

Mazn-Zavs 300



Audit of NSA Civilian Payroll
Phase IIT '

Background

The NSA Civilian Payroll Accounting System is designad to compute
pay and leave for civilians employed under 25 different pay sched-
ules. ’'Eleven payroll clerks, located at Fort iezde, are each
responsible for handling i .7, individual enmployee
accounts. )

NSA's civilian payroll system, computerized in January 1957, has
gone through various upgrades. The systewm currently utilizes an
IB4 370-168 with remote tz2rminal zaccess for on-line interactive
file retrieval, updating and processing. Approximately 170
computer and remote terminal payroll software programs have Dbeen
written to process payroll data and to generate records and
management reports.

Phase 1 of the Audit of NZA Civilian Payroll was made to evaluate
the adecuacy of mechanized internal controls within N:A's auto-
mated payroll processing system. Significant control weaknesses
and deficiencies were cetermined to exist within the svstem which
could result in erroneous or fraudulent data being processed with-
out detection.

Phase II of the audit currently in progress, addresses the propri-
ety and accuracy of employee pay and leave eantitlements, £und
transfers and manual internal controls. This vuase is tllizing

approximately 125 data retrieval programs develcped to checx con-
pliance with regulatory reguirements and to assist in detecting
errors or potential fraud. Discrepancies are being lC_ntlfled
using sampling technigues, when eapplicatle, and pro-
jected error rates avre Dbeing established. The impect of the

automated internal control wezknesses addressed in Phase I will be
guantified and additionel weaknesses in manual internal control
procedures could be icdentified.

Séope

Phase III of the Audit of NSA Civilian Payroll will
adequacy of cocmputer security, program documentaticn
test and debug procedures and will also provide zn &sssessmen
the reliability of computer ocutput. Based upon the cumulat
results of the audit, an overall assessment of the adeguicy of t
NSA Civilian Payroll System will be providsd.
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to assure. the reliapility of computer output and to preclude
£raudulent data from being processed into the system. Controls
over input/output data, telecommunications, batch process, access,
and data recovery will be evaluated. The overall security of the
system will be evaluated to include controls over forms, checks,
bonds, etc. Additionally, the extent and adegquacy of program
documentation and system test and debug procedures will be
examined. tWeaknesses in these areas were identified in Phase I of
the audit.

genefits

Will provide management with:

a. &An assassment of the adeguacy and existence of internal

controls to preclude payroll fraud or abuse.

b. A comprehensive evaluation of their Civilian Payroll
Processing System.

c. Information wupon which to determine {if sufficient
justifications exist for implementing a new payroll system.

Program Data

Division/Line Number IC/13
Program Director F. Henderson
Project Manacger : S. Santoni
Start Date - 12/80
Man-Days 250
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Audit of NSA Phvsical Se®urity — Phase 11

Background

The Physical Security Program for NSA involves the protection of
agency personnel, equipment, property and classified rmaterial in
various Government and contractor locations in CONUS and overseas.
The Signals Intelligence and Communications Security missions of
the Agency encompass compartmented intelligence operations which
genzrate enormous volumes of classified material. cveryday, for
rxampie, NSA Headgquarters destroys an average of 34 tons of clas-

4

sified paper material alcne.

sction of classified material against accidental or deliberate
morcmise 1s a primary. concern of the NSA physical security pro-

The core of this grogram is respresented by a guard force
ral Protective Service at NSA Headcuarters) which is supple-
ed py alarm systems, TV monitors, safes, badge, pass and Key
ss control systems. Periodic inspections of Government facil-
z2nd contractors' plants are another gart of this program.
ultimate protection however, remains #ith the security aware-
of esach individeal employese and thelr supervisors.
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The Office of the Deputy Under Secrstary of Defense for Policy
Review has reguested we review ¢ in aspects of the physiczl
security program at NEA. They have expressed aa interest in
Agency procedures for:. (1) handcarrying classified meterial;
{2) transportation of classified material; (3) controlling
clzssified material under "oven storage" practices; (4) physical
security of ADP systems; and (5) security of classified material
in sensitive overseas areas.

Scope
Phase I of the audit of NSA physical security is addressing over-
all security oplanning, use of the Federal Protectiva Service,

security violations and compromises and controls over the
nandcarrying of classified naterial. Phase II would address
additional areas of the O©0SD audit rzaguest, supplemented DLy
coverage of the WSA contractor physical gecurity program.

Obiectives

The objectives of the audit would be to: (1) evaluate the zde-
quacy of certain aspects of the USA Thysical Security Prcgram in
rasponse to the OSD areas of intereskt, and (2) evaluzte the
effectivencess of the MHSA contractor »hysical security gregram.
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The proposed audit would satisfy the intznt of an OSD reguested
audit. The audit would not be geared to a dollar savings, but
rather to the protection of classified material, the compromise of
which could endanger the security and cefense of the United States

itself.

PrOgram‘Data

sivision/Line Number Ic/l4
Program Director F. Henderson
Project Manager W. Franck
Start Date 11/80
Man-Cavs 250
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Progress Payments - NSA

ggckaround

A progress payment review was made about 4 years ago with about
$19 million in £indings. The Associate Director for Financial and
Manpower Audits reguested on July 2, 1978, that we do a follow-up
review to determine if problems identified in the prior audit had
oeen corracted.

As of March 31, 1980, the total value of contracts with progress
payment orovisions amounted to $474.4 million and the unliguicdated
prograss payment balance approximated $200 million. It is very
important that progress payments are progerly made and only when
authorized and, equally important, that they are properly ligui-
Szted when iltems are delivered to minimize intsrest cost to the
Govarnment. .

Scope

The cobjectives of the audit are to evaluate the effectiveness of
nolicies, p»rocedures &ad: controls and to determine 1ii thay are
effectively implemented in paying and administering progress pay-

mants. '

Program Data

Division/Line Nunmber IC/1%
Program Director F. Henderson
Project Manager R. Lavine
Start Date 12/80 ‘
Man-Cays 250
z5
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Civilian Welfare Fund - NSA

Background

The National Sacurity Agency Civilian Welfare Fund
established on January 28, 1955, under policies znad
governing the nonappropriated fund system within the ;
Basic quidance for nonappropriated activities is outlined in Aug
Regulation 230-1 "onappropriated Funds and Related Activities
cated February 15, 1975. Propverty controls and procsdures
prescribed in Army Regulation 230-%3, "Nonappronriated
Accounting and Budgeting Procedures,"” esffective august 1, [ 7
Specific guidance governing civilian welfare funds is centained i
Army Regulation 230-81,  ‘“Civilian nonappropriated fund
Related Activities," dated November, 1973.

The NSA CWF program consisted of special sale items, sacial
entertainment events, a library, and a ticket service. The pi
mary source of revenue is dividends from the NSA Restazurznt Fum
Curing ©Y 1979, the CWF réceived approximately $125,000 in divgiz -
dend parments and approximately $136,000 1is antici;ated.gﬁgﬁw'
FY 1980. The value of all CWF property is 5117,783 with fiked
assets totaling $94,025 and expendable properiy eamecunting #o i\

_'o? L

Scope and Cbjectives

The audit will determiné whether HNSA CWF coeration
appropriate regulations and other -3elel éir
review will include an evaluation of internal manzgemer
accounting procedures, and oroperty controls for NS

The audit will cover the peried October 1, 1978 thre
oer 30, 1980, and include a selective examination of
and transactions considered necessary. The previous
fund was performed for the period April 1, 1977 thar 15h
ver 30, 1978. '
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rrocram Data

umber ICc/16

Division/Line Nu

rrogram Director F. Eenderson
Project Manager T.B.D.

tart Date 10/80
Man-Davs . 130



e rd

Intelligence Support to Test and Evaluation

Background

The Test and Evaluation (T&E) function not only assures that
weapon systems in development will perform according to
speciiications but also serves as the lasit opportunity for DoD :o
determine the effectiveness of proposed weapon sysiems in their
intencded environment. The T&E function is basically divided into
3 types of testing: developmental, cperational, and training.

The success of these tests are dependent upon close coordination
between the testers and the intelligence communiities. There are
aZout 60 major acguisitions in development that reguire the
integration of threat data into both current ané future test
plans. )

Our current review of "Intelligence Support to Test and
Evaluation" (Project OIN-018) indicated there were numerous
related problems that had to be resolved before the intsgration
Process can be ccco“0115bed and the operational effectiveness of
future U.S. weapon systems against the enemy can be assured.

The types of problems identified in cur review were as follows:

1. Developmental and cperational test plans for many major
systems were either not cdeveloped or were not ugpdated prior to
major DSALRT milestones as required in DoD Directive S000,. 3.

2. Threat simulator programs for testing the effectiveness of
U.S5. systams zppeared unmanaged at all DoD levels. Furthermore,
the develcopment and procurement of threat simulators were not
coordinated to the major acqguisition process that they are supposed
to s spport.

3. Validation of threat simulator characteristics was not
being zccomplished due to rescurce limitations cr to the lack of
sta rd threat references for this purpose.

: 4, Threzt scenarios depicting the intendeé envircnment that
U.S. systems will cperate in were either not prepared or were
incomzlete.

Qbiectives

The ozjectives of the audit will be to evaluate:

1ess of the test and evaluvaticn p

o



3. The adeguacy of the procedilres for validating the threat
simulators used in test functions,

4. The adegquacy of the threat scenario in depicting the
threat environment that major systems will operate in,

Tentative Locations

USDRSE, DIA, TRADOC, DARCOM, OPNAV, NAVMAT, AFSC, ©TD, NISC,
MIA, FSTC, and selected test commands and ranges.

tn

Fotential Benefits

The audit could show that millicns of dollars are wasted on
operational tests of new weapons systems beczause threat simulators
eand test environments do not realistically depict the threat the
weapons systems will encounter.

PROGRAM DATA

Divisicn/Line Number I¢c/17
Program Director R. Szbatini
roject Manager S. Rein
Start Date . 10/80
Man-Davs _ 600
5_'.
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DOD/GAQ HOTLINE OPERATIONS

Background

For the past few years, there has been considerable Congressional
and Executive 3ranch interest in the prevention and dpto tion of
fraud and waste in the Federal Government. To encourage the
reoortlng of fraud and waste, GAO set up a fraud hotline whereby

the public could telephone GAO using a toll free number to repork
suspected instances of fraud and waste in any executive dagartment
or agency of the Government. Within the Dol the Defense Investi-
gative Service (DIS) was designated as a single point of contact
for hotline referrals from the GAO. Each of the milit ary éeeart
ments also designated a single 2o0int of contact for referrais from
DIS. 1In April 1979, the DoD set up a hotline operated in DIS.
Hotline items received are referred to a designated point of con-
tact in the military department or agency involved. Since hotline
operations were established, there have been about 1000 comnlaints
of alleged fraud and waste in the DoD.

All hotline items receive preliminary screening and those items
determined 4o have merit are referred to the appropriate point of
contact for action. Generally the referrals are passed to CID,
NIS, OSI or the DLA-IG for further processing.

Within the DoD there is no written OOlle or vroccecdure concarning
hotline operations. As a result each deparumen; or agency handles
referrals differently. Further, there is concern that comzlaints
are peing referrad to the activity involved in the allesation for

adjudication. This had resulted in clos;10 a high cercsntace of
the comrnlaints as unsubstantizted renor in ‘drl;lon, 1
cf the nctllnn caller was frequently 1oe1t1t;ed in the refe:
the activity. Purther, there are indicaticns that insuffic
investigative resources are invelved in adjudicating the he
allegations.

The audit was reguested by the Assistant for RBudit Policy in a memo-
randum dated July 3, 1980. The objective of the audit will be to
evaluate the effectiveness of DoD hotline operaticons. Specifical-
ly, the review will be performed to ensure "that:

1. Methodology and depth of review are adeqguate &nd c¢consis-
tent at eazcn irnvestigative component.

2. Investigators are professionallygualified and independent
of the cases being reviewed.

3. Privecy of hotline callers is adeguately protected.

4. Meanagemsnt actions are respen 1sive to investigative con-
clusicn and are gererally consistent within &nd amcng the T2D
cecmponents.

29

» = e e e 4o - e —— * . e p——— . e . i = = - —



Scoge

In the 6 month pariod ended February 29, 1980, 519 hotline
refarrals were received by DIS from GAO and 282 calls were
received on the DIS hotline. There are no personnel or fund
resources directly identified to hotline program operations.

Tentative Locations

Defense Investigative Sexvice —
Army CID

Naval Investigative Service _
Air Force Office of Special Investigation
DLA-IG

Various locaticns in CONUS znd overse:is as determinad duting
survey. :

Program Data

N 'y
Divisicen/Lineg MNumber ICc/18
Program Director R. Sakeatini
Project Manacer A, Mzdison
Start Date 10/80
Man-Days 600
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