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SLCURITY, CCVER AID DECCPTION
PART 1. BACFGHOURELJ}?T””’—
A. OENERAL

This appendlix willl cover the security aspects, passive
and actlve, and cover and deception technigues employed by and
in support of the varlous elements, activitles and operations
of MACV Studles and Observations Group. The sensitive nature
of activitles and operations conducted by S0C require stringent
security procedures and policiles for control and safe guarding
classlfled information.

B. { ) DEFINITION OF TERMS

%;/;Bﬁ/g;curitg

a, Measures taken by a command to protect ltself from
esplonage, observatlion, sabotage, annoyance, or surprise.

b. A condition which results from the establishment and
malntenance of protectilve measures which insure a state of
inviolabllity from hostile acts or influences.

c. With respect to classified matter, 1t is the condition
which prevents unauthorlzed perscns from having access to
official information which 1s safeguarded in the interests
of national defense.

d. Protection of supplles or supply establlishments
agalnst enemy attacks, fire, theft, and sabotage.

e, A condltion which results from the establishment of
measures which protect designated ilnformatilon, systems,
components, and equipment agalnst hostlle persons, acts or
influences.?

2. LeT cover

a. Protectlve gulse used by a person, organlzation or

:;;yn Puriiratinn, TS, "WINS Pub I" | Aue 196B
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prevent identificaztion witn clandestine

b, ITre sssames identity and/or parpose through wWhich an
undercc- =r agent clsgulsed his true identaty and/or mission.=*
¢, i.eazsures aesigned to provide securlty to plan,
operaticn or activity. Cover includes special measures
taken to shleld the real plan, operation or actlvity as well
as to Iintensify normal securlty and passive defense
measures, **&
3. Daception. Activity designed to mlslead an enemy
by “manipulasicn, dlstortion or falsiflcation of evidence to
induce him to react in a manner prejudicial to his interests.?*

b, 'i1litary Cover and Deceptlon. The art of causing

an Enemy or a potentlal enemy to derive and accept a particular
predetermlined appreciation of friendly milltary dispesitions,
capabilities and intentions so that the enemy or potentizl
enemy wlll react in a speclific, preselected manner disadvan-
tageous to hirself and advangageous to friendly forces.

Military cover and deception 1s patterned to reach and affect

(¥ ]

directly the enemy declsion process at command level. The
terms "cover" and "deception" are customarily used together.
Cover and deception includes strateglc and tactlical cover and
deception. The principle differences between these types lie

in the scope and Aimportance of the operation plan they are

MMMMNNHI—JHH!—-HiHHHH
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supporting.*

5. Strategic Military Cover and Deception. That form 26

of cover and deception which is planned and undertaken to 27
support strategic military plans and pollcles or to support 28
natlonal policles. It embraces cover and deception that is 29
normally sustained over a relatively long pericd of time. 30
31

It may be explolited on a worldwide basis, in collaboration
/
t:zPUi Prblicatlion, JCS, "JCS Pub I 1 Aug 1968 :
J//}HT’;ublication, US Army,"Dictilonary ot U>s Army terms' AH3,U=eD,

Mar
*l:/ﬁeﬁ’ﬁg lication, US Army, "Tactlcal Cover & Deception{C)" FM
-~ 31 , Sep 67.

Behlication. JOS . HI08 Pubh T" 1 Auc 10AR H
TOP §§§EET H-2 Appendix H X




MORI DocID 570389

with other Governmental cepartme-ts or agencies, by the
Ceca~tment of Defense, the {1lltar, Services, or the commanaers
of unified apnd specified cormwands, Jointly or lndivigually.®

The pizn that specifles the manner

in vhich the deceptilon story will be presented to the enemy
or potentila

7.

eneny . *

Deception (Cover) Story. The intelligence estimate

that the friendly force deslres the enemy or the potential
enemy to formulate as a result of friendly deception activities.¥

8.

Cover and Deception Means. Those methods or tech-

niques used for channeling controlled information in support
of the deception story into the enemy intelligence system. To

be effective, these means must be of speclal interest to and

under the s elllance of the enemy.*

9. Counterintelligence. That aspect of lntelllgence
activity which 1s devoted to destroying the effectiveness of
forelgn intelligence activitles and tc the protection If
iAnformation against esplonage, lndividuals agailnst subversion,
and installatddnas or material against sabotage.*

10.

)} Counteresplonage, A category of counterintelligence,
the objective of which 1s the detectlon and neutralization of

forelgn esplonage.¥
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SOG security actlvities are governed by Army, lACV

el
~3

PART II. SECURITY £

and SOG Regulatlons and Directives in the 380-Serles and
other pertinent guldance.

B. RESPONSIBILITY

Safegarding S0G classified informaticn 1s the responsi-
bllity of designated officers and NCOs in each branch or
agency and each indlvidual who has possession of the 1in-
formation or material. All personnel asslgned te 30G are
responsible for the safeguardlng of classified informaticen

whlch comes under their care.

?;/LBTZELEA ANCES

1. U S Personnel. All US personnel assigned to 736G

or to one of the operational control or direet support
elements must possess a securlty clearance for access to
information through TOP SECRET. Personnel who do not have
the required degree of security clearance are not made
privy to 500 activitiles or information. Regquests for
security clearance verification or background investigation
for TOP SECRET are processed through normal channels forp
all personnel assigned to S0G.

2. { Vietnamese (VN) Personnel. Vietnamese personnel re-

cruited to work or perform operatlonal missions at one of the
S0G activities must also be cleared for exposure to classified
informaticn.
a. Vietnamesze milltary personnel are checked by the
Republic of Vietnam Armed Forees (RVNAF) Security organiza-

tions. Confirmation that these personnel are cleared is

mAT™ A  h a A .
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gained tnrough the Strategic Technlcal Directorate (8735 1
Security Secsaon, 2
b. Recruxtment of indigencus personnel for operationz. 3
require~s=ts overtainins to S06-35 (cross-border grouna 4
operaticns} 1ls the responsibllity of tne Liaison Burezu 5
At time of recruitment, Liaison Bureau recrulters conducs [
a limited name check uvith any reputable source availlable, 7
local police, Distriet Chilef and/or any Ameriean intelis- B
gence units in the area. 9
c. STD is responsible for recruitment of indigenous 10
agent personnel for operational requirements pertaining to i1
506~36. 12
d. Several forms are used, for the various categorles of 13
personnel, to Iinitilate Local Agency Checks and establish 14
dosslers on each 1lndividual employed by SOG. 15
(1) MACS0G Form 690-1: Civillan Employ Personnel 16
Action {On file) 17
(2) MACSOG Form 690-3. SCHRECK {On file) 18

(3) MACSOG Form 690-4 Personnel Record Questionnaire 9

(On file) 20
(4) MACSOG Form 690-6: Request for Security Check 21

{On rile)

{5) MACSOG Form 690-9: Personnel Status Record (op file)
{6) Vietnamese National Police Form TCSOG/477: Finger

Print Card (On file)

e Cilvilian hire personmnel, administrative, labor, cooks
ete; are cleared by SO0 Securlity Branch through the VN
National Police and the American Embassy. Guldance on
recruiting, hiring, investigating, and clearing indigenous

personnel is to be found in SOG Directives 604-1, 604-2 and

W [w NN NN e e N N
= o v |lo vl Jau |& |w e

690-2.
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T-IPD COUNTRY PERBOUI'SL

b. Phllippine Natlonals

(1) All Filipino personnel are hired indirectly through
Contract Number 5-70 with the Eastern Construction Company
datel 1 July 1969. As cof 20 August 1965, a total of
46 Filipinos are employed by S0G. Extracts from the
Contract appear below:

"Artiecle V - SPECIAL PROVISIONS:

"b... The Contractor (Eastern Construction Company)
will be responsible to obtaln and furnlsh necessary
securlty clearances, personnel passes...

Yc. The Contractor shall furnish 1n writing to the
Contracting Officer the name, security clearance, and and
any other pertilnent informatlion 1f requested by the
Contracting Officer..."

{2) A prereguisite for Philippine Natlonals to be em-
ployed overseas 1s a Passport. Prlor to lssuance of a
passport, & check 1s conducted by the Philippine Natlonal
Bureau of Investigation (NBI) to determine if the
individual has a criminal record or any association or
dealings with communists. No further erlteria for

securlty check or acceptance can be identified at this

time.
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1, Compartrentasizatzon .c rnolrtezineo within S0G to
1limit access to those personnel vhoe have a oefinite need to
know.* Cross-border elements are razntained sevnarate {rom
other, unrelated activities and vice-versa Personnel in-
volved in Maraitime Operations have no need to know of the
crogs-border effort and are therefore not informed of the
operatlon.

2. Specific, selected Job assignments within higher,
adjacent and parallel organizations require access to S0G
acltvitles on a need to know basils. These job tltles and the
name of the lmeumbent 1s kept on the S0G Access Roster which
ls maintalned current by the Security Branch. Posltions
appearing on the roster have been approved by Chlef, S0G.
Detallet guldance is provided in MACV Directive 380-29, dated
30 August 1969. (pn rile)

E. { BRIEFINGS AND DEBRIEFINGS

< 1. S0G_Members. Personnel newly assigned to S0G are
initially given a general security briefing. Subsequent to

conflrmatlion of possession of a Top Secret securlty clearance,

~
[

the individual is briefed on the particular facet of S0G

3]
n

acltvities with which he will be dealing during hls tour.

Upon completlion of these briefings, the individual completes
the front side of MACSOG Form 6 (Tab H) and signs the briefing
certiflcate on the reverse slde. Thls document 1s then
countersigned by the briefer.

2 Hon-80G Members. Hon-members, MACV Staff, fiight

erevs, VIP visitors receive a combination briefing/debriefing.
If the indlvidual receives the briefing at SOG headquarters,

he completes MACS0G Form 7 (On file) and 1t 15 countersigned by
the briefer. If the individual is briefed by one of the

* ) NOTE: Para II D 1 discusses compartmentalization. This was the

tcase through the tenure ot Col Singlaub (3 Aug b8). Lol Lavahaug
felt thls was too restrictive though good securilty procedure. Ir-
formation on the majority of programs now receive wlder but still
very limited destribution within SOG headquarters. Some progra-s

- S e Y N I T e B P e A S ]
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zampletes TACS0S Form 7 also. A sevarate
sfl2zte is proviased for personnel i1 hs have ne
reason to kno. T-&t the activity they are being briefed on is
23 znything to do wlth, S0C.

Persz+»z21 Derartirg S03. Personnel uho out-nrocess

through 800 hezzzusrters receive an cral cebriefing by Security
Branch. The cecriefing certificate on the reverse silde of
MACSOG Form € 1z executed. Two copies of MACV Form 144-R (On
file) are als:z prepared, one for retention in the Security
Branch, one coty to become part of the individual's personnel
records. Similzr procedures are followed for debrlefing
personnel depercing from other than this headquarters.

F. ¢ OPERATICZULT SECURITY (OPSEC} SURVEYS

N

CINCZiC representatives conducted an operational
security surver of SOG during October and November 1968 and
submitted their report: "Examinatlon of Military Asslstance
Command Studies and Observatlions Group (MACSOG) Operations {(U},"
dated 1 December 1968. The survey covered many facets and was
consldered of benefit to 306G, (TAB 1)

. An 1rltlal detalled review was conducted in December

X

and January and a2 report of actions taken and/or recommended,
regarding the CINCPAC survey, was prepared 3 February 1969 by
S0G, (TAB 2)

3. Chlef, SOG directed an Operations Securlty (OPSEC)

S

-

survey which was conducted during the period 11 May through
26 June 1969, Purpose of the survey was two-fold:
8, To follow-up the CINCPAC OPSEC Survey of October-
November 1968,
b. To ldentlify sources of enemy prior knowledge not

previously laentifled by CINCPAC. Thils survey covered all

W |w Lo 1 NN XN T XY SO X N W k'IH = e e lp lp IH IR
= o ju jo |9 | | ju juw|w K o v o [u o [0 |& Jw (v |k o o (o 9 | Jn |2 [w [~ -

the actlvitles and installations of S0G and 1lncludes not
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=

only those facets looked into by SILWTFAC but 2lso voints

I~

observew by the survey tea.s anc cocrrsants made by ney verzsars

of the surveyed activities. (TAB ) 2
G./(msﬂf“:srcn-: STCURITY 5
{;/Lysf/gganaing Operating Proceaurecs (S0P}, drawn un t El
each element within or supporting S0G, contain an installecaor &
defense plan. These plans show such things as defensive y.re, z
mineflelds, booby-trap and l1lllumination trip devices, fielzs i
of flre and final protectlve filre lanes, weapons bunkers anha 2
indavidual firlng positions, alternate and supplemental 10
positions, mortar positlons, bunkers wlthin the compound, and i1
emergency communicatlon nets. These plans alsco speclfy how 12
asslstance such as artillery, air or additional troop suppcr: 13
is to be requested, as well as reports and poilnts of coordirnzcion 1
required 3
2. Included in these S0Ps are lnstructions on how Ll
claSsified material 1s to be destroyed. 17
18

29

20

21

mwmwmlmummiml
Il—-lomm-dmmhuu
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DECEPTION {COVER) STORIES AMD DacumsrTATlgﬁ;ﬁq”’
;;/Spf’ézz DEFI "ITION OF TT% §
%/igsJ’ﬁAcsoc Directive 380-11, Suby-: Military Securlty, Cover

Sforles (C), dated 17 August 1969, sets forth cover stories

for 30G and 1ts subordinate operational elements. The direec-
tive is classified Becret.

c. ¢ COVER_STORIES.

" Cover storles are used by SOG members in thelr contacts with
personnel outslide the organization. Unclassified cover stories

are shown 1ln guotatilon marks.

1;6LH7’§:udies and Observations Group (S0G): '"Studles and
Obserfatlions Group is a speclal staff sectlon of Headquarters,
United States Military Assistanet Command, Vietnam (USMACY)
under the supervislon of the Chief of Btaff, USMACV. It is
responsible for the study and observatlon of Jjoint or combilned
counterinsurgency operatlons of a comprehensive nature. The
studles and observations ineclude intelligence and psychological
activities as well as combat actlons that may involve any
forces and resources of any service of the Republic of Vietnam
Armed Forces (RVNAF) and USMACV. SOC 1is not an implementing
agency, the operations it studies and observes are conducted

by the RVNAF commands which have responsibllity for the areas
of operations."”

iﬁ/LeT’Eraining Studles Group, Camp Long Thanh (MACS0G-38)
"Ca Quyet Thang 1s an Army of the Republic of Vietnam (ARVN)
Trainlng Center operated by the Joint General Staff %o train
selected military and para-mllitary units and/or individuals 1in
counterinsurgency operations to include parachute and helicopter
infiltration into remote unprepared areas, demolitions, booby-
trap and ambush techniques, survival, and psychclogical
operations agalnst Viet Cong base areas and lines of communi-
cation withln thelr areas of responsibility. Camp Quyet Thang
alao conducts research tests and development activities in
support of 1ts speclal operational training."

3. ( Maritime Studies Group (MAC30G=-37): This activity

uses the cover designation "US Naval Advisory Detachment
(USNAD)," an advisory element to the Costal Security Service

(Cs5).

The Headguarters of CSS 1s located in Salgon
and integral part of the naval forces of the Republic of
Vietham. The northern district headquarters and its
operation forces are located at the Navy Base, The basie

TOP 52‘4 H=10 Annandty H
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rmission of = T2 prcoracz security for territorial 1
rvvatarg znn o2 A Af Qn_vn Wiarmer acggnat menetraginm -
and inf_lira Tn £z oy Vier Cong or Morih Viet- <
nam (I'V. ) ¢r 50 1, &1d of proteeting natlonal iy
fishing erzals a z G55 pperations corolerent e
those o = 21 Jand ¥arce which canotl T
provide =2 ¢-erazs or reartticn sp2ea that T
1s provigaz cf rc3o¥ pavrel craft operatea )
by C85. (S i-sre22 training faclilities to )
train bezt erscnnel, and attached Vietnamese 1T
Marine znz rmel in special amphibious, 1L
securlty, 2 zissance operations in con- 12
Junetion i 13

b. In event a Faritime Operatlons (MAROPS) craft 1s
captured by DRV Securlty Forces "The craft was a motor
patrol craf< of the PT or 3wilt Class, attached to the
Coastal Security Service of tne RVN Navy. The craft was
proceeding to 2 search andéd rescue station in ainternational
waters off the coast of North Vietnam when 1t was attacked.
The practlce of stationing a search and rescue patrol craft
in internacioconzl waters off the coast of North Vlietnam has
been a neorral precautlion since the advent of RVNAF air
operations against 'lorth Vietnam. At last contact, the
craft reported trat 1t was under attack at a position which
would have placea it 1n internatlonal waters."

¢. "USHAD. The U.S. Naval Advisory Detachment's role 1s
to advlise and assist our Vietnamese counterparts in the
following operations:

"{1) Training of small craft crews,
"(2) Training of boat maintenance and suppert personnel.

"(3) Training of anti-infiltration units to patrol
coastal and delta areas of South Vietnan.

"(4) USHNAD personnel additilonally performs their own
personnel, adninlstrative, loglstical and other house-
keeping functicns.™

R L T A = 1 S = B e be e e

4. ¢ Alr Studies Group {(MACS0G-75): Ailr Studles Group 35

and 1lts subordinate elements have no cover story provided per 36

se for local area contacts. Personnel are instructed to say 31

nothing when queried other than they have a special mission and 38
are not authorized to discuss it. 39 (hitt)
— (b1(3)

4o

n

u2

43

a. JCS approved cover stories for Alr Studies Group mlsslons Il

were forwarded by CINCPAC in February 1967.% 45

¢, "Cover gupport ~ U.S. Aircraft Employment in
)," 25 Feb 1967.

TOPp SEBT/ H-11 Appendix H
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VTEZRDIEARTHENTAL CCUOIT SUTTQRT OF L OFI- 1

TOMTRERRATIONR, VTP (2123 AIRCRACT N

4

s

"I. T’ N In crcer to crevids galazrece fex US per- 3

conhn=1 2 - eotvert operaticts zgz.wsu oLorth Vletnan []

(Lhv.), ollaying cover stor, “&s besn aevisec 2t is nos T

expetten t thiz story 111l perwanently aszelve tpg 7

cepesatlon, but it w~ay alsccurazge them from oringirz public T

charges concerring the cperations. lg
L]

"IV, PERTIVINT COVER STORY(S) TO BE DISSEMIMATED EY RZSPONSIBLE 1l

OFFICES +FE INDICATED BzlO.: 12

"A. Qenersl Press and Publication Inguiries. The US Govern- 13

ment willl have no ccomment in connedtion with the flizhts., The
Government af South Vietnam will lgnore any protest emanating
from communlst sources.

"B. Inguirles Concerning Aircraft Presence in South
Vietnam or Thil.iand.

"1, MACV. The aircraft are for use in support of US,
ARVN ana FWIlA forces engaged agalnst the Viet Corg.
They are specifically conflgured for extremely accurase
navigation and their mission is no different from that
of other airlift forces.

"2, MACTHAI. The alrcraft are 1n support of US forces
in SEA. They are speclfically configured for extremely
accurate navigation and thelr misslon 1g no different
from that of other airlift forces.

(et i o e il el e =

N
@

"C. Incident Over Friendly Territory.

1. Cover Story. .

——————————

Cover for USAFP C-123 Aircraft and Crew

"a. The aireraft will carry US Air Force markings.
The crew will be US Air Porce in flight uniforms.

"b. If on a PSYOPS mission the crew will state
they were on a routine FACT SHEET mlssion.

"e. If on a mission of transporting agent teams
and/or agent cargo between 3VN and Thailand,
the crew wlll state they were on a routilne
airlift flight in SVN when they were directed
to participate in a search misslon in response
to recelpt by US control agencles of an
international distress call {from an unidenti-
fied alrcraft.

e o i S e = v L i R

"d@. Team members, 1f eboard, will report c. above. 43

"D. Incident Over Hostile Territory. L1}
"l. Cover Story. LI
Cover for USAF C-123 Aircraft and Crew. 46

Ya. Same as C.l.a. above. 47

"b. If on a PSYOPS mission the crew wlll attemp. 40

QP -SECRET H-12 Appendix H
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to jettaisor POYORS maieraal. IF able to
oovttdlovn T3.270 watr.a1zl Ltz ocorg L 111 prate
they were 01 routire «_rlift Tl.ght vnen 7.2
were aiverted tc¢ vart.cipate ir a searsh
missaion ln response tc 1ecexpt oy Unlted
States Certrel Pengciaes OF 21 L-ternsiicncl

distress cz11 Prom an urlasntified ailrerals
If unable to getticon PSYOPS materlal, the
erew will state that ti2y vere on a routaine
PACT SHEET mission

If on a mlssaon of transporting agent teams
and/or agent carzo between SVN and Thailand,
the crew wlll state tney were on an authorized
search and rescue misslon for US alrcrews be-
lieved downed in Morth Vietnam.

Team members, 1f aboard, will state that they
comorise the search and rescue force and were
chosen because of thelr linguistic qualifi-
cation."*®

NOTE- The following 1s a recommended addition:®

cdofod 0] g oo

"INTERDEPARTMENTAL COVER SUPPORT TO NORTH VIETNAM
OPERATIONS, US HIGH PERFORMANCE AIRCRAFT:

"IV. PERTINENT COVER STORY(S) TO BE DISSEMINATED BY RESPON=-

SIBLE OFFICES ARE INDICATED BELOW-

"A. General Press and Publication Inguiries, The US

Government will have no comment in connection with the flights.
The Government of South Vietnam willl ignore any protest
emanatlng from communist sources.

"l. Responsible Action Office(s). No comment by all

departments of the U.3. Governmentconcerning operational

mlssions.

"2. Coordinating Offices(s). Not applicable - no re-

quirement for U.S. Government press release.

- Liv, DLy (1)

#¥-( ) Ltr COMUSMACYV, "Covert Protection for Alrcrews and Air

5), 31 August 1969.
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TOP _FCRCT .

"B. Ipguir_=s Conrerrnin~ f.:3re®t Ppresence d» S20th 2
Winkwnm om == arn 2
"1l. -2 ., The aircralt are for use 1n suoopors of 2
Us, ARVi., T "'4 forces enzazze acainst Zp2 V.oet Cenr S
They are =z_s0 enployed ag cirilie aireralt agz.nct 5
military czrzets ain 1V [
"2, T.oTreI The aircraft are utilized in support of 7

US militz:_ operations in Vietnam ¥
"D. Ineldews Over Hostile Territary. g’
"1l. Cover Story 10
Cover for US High Performance Aircraft and Crews 11

a. The high perfermance alrerzft will carry US 12

Alr Force Markings and camouflage pairit. Crew will 13

be US 4ir Force in flight uniform, hE)

b. Alrcrews wlll attempt to Jettlson resupply 15
contalrers. If able to Jjettlson contalners the air- EE
crews will state they were on a strlke mlssion into 17
NVN. 1If ailrerews are unable to jettlson resupply g
containers, they willl state that they were on an emerg- 19
ency reconnaissance mission %o locate downed US air- 20
crews and deliver medical supplies and survival equip- 21
ment and that they did not know the specifiec contents 22

in the contalners."® 23
"INTERCEPARTMENTAL COVER SUPPORT TO NORTH VIETNAM 2h
OPERATICNS, CH-3 HELICOPTERS 75

"IV. PERTINENT COVER STORY TO BE DISSEMINATED BY RESP- 26
SIBLE AC__C' OFFICES” ARE IRDICATZD BELO.: 27

"A., Generzl Press and Publicatlion Inculries. The US
Government wlll nave no comment in connectlion with the flights.
The Government of South Vietnam will ignore any protest
emanating from communist sources.

"1, Responsible Actlon Office(s). HNo comment by all
departments of the U.S. Government concerning operational
mlsslons.

"2. Coordinating Qffice(s). HNot applleable -~ no re-
quirement for U.S. Government press release.

"B. Inquiries Concerning Alreraft Presence in South
Vietnam or “railand.

"1l. MACY., The helicopters are for use in support of
US, ARVN, rWMA forces engaged agalnst the Viet Cong. They
are also employed for use in Search and Rescue (SAR)
operations for downed US and VNAF pilots in NVN.

"2. MACTHAI. The hellcopters are utilized in support
of alr operations in NVMN as search and rescue {SAR)
aircraft for downed US and VNAF pilots.

IS I T e e B

f 8y Ltr, CINCPAC, "Cover Support - US Alrcraft Employment in
<~ FOOTBOY(C)" 25 Feb 1967, Incl (2)

Top/:.m H-14 Appendix H
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"a., Tha CF-3g will czrpy US ALy Porce markin-c
and cawouflzce palnt., Crew 1121l be US fair Forza 1
fiight anifcrm.

"y, If querlea, c¢rews will state they were on =°
routine airlift flight vnen they were directed to
particivate in e search nission initlated 1n resconse
to recelpt b» United States ¢ ntrol agencies of an
internatlonal distress call from an unidentafled

-1 2
-‘l: Polag-t

aireraft. Z

"e., Teem members will report b. above. 132

"D. Incident Qver Hostile Territorv. 1L
"l. Cover 3torv 15

CH-3 Cover for Alrcraft and Crews 16

"a, Same as C.l.a. above. 17

"b. If queried, crews will state they were on an 15
authorized US search and rescue mlssion for downed US 3
alrcrews. 2C

"¢. Team members, 1f aboard, will state they com- 21

prise the search and rescue force and were chosen be-~ 2

cause of their lingulstic qualification.”= zs

b. Extracts of pertinent portions of these documents are 2k
disseminated to subordinate operational units which possess 23
or operate MACSOG support alreraft. 28
¢. It 1s difficult for the US Government to plausibly 27
deny involvement in any alr operation unless alrcrews and g§
air assets are thoroughly sterllized with respect to identlty, 28
origin and sponsorship. Accordingly, cover storles must 3o
be designed to reinforce the deniabllity position rather 31
than to explaln the presence of an aireraft and/or crew in 32
a given geographical location. 33
d. A letter was recently dispatched to CINCPAC, dis- 3%
cussing cover documentation and physical sterility for air 33
crews and military air assets supporting MACSOG, to clarify 32
and update cover storiles and sterility guidance.*®This document 37

shove " nnapante pracagnwac ang rantraddietinne , reacrhas annerlu-
sio and makes recommendatlons to corrent deficiencie: ncted.
bld, Encl (3).
¥ Ltr, COMUSMACV, "Cover Protection for Alrcreus and Alr Assets{S}
31 August 1969 (Tab___ to Annex C to Appendix C)

:EC""‘:"‘" ap~vT praoagnvas angd eantradds+tdane

) s

raarhees annely- kX
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(' Comrand ana Co»trel “eftzohment  The Comznd and

Control Detachments (CON, COC, CCS) are zciually part of the

Special Operations Augrentatlon, 5th Srecial Forees Croup, and

are raentiflied as such. Their mission 1s toc advise and vatrol

uith the Civilian Irregular Defense Group (CIDG) on "in-country®

mlssions along the Laotian ana Cambodian borders,

a. Should a team or any of its members be captured in

Laos, one of two caver storles 1s used depending up-

on the depth of penetratlon, The cover story is briefed

for each misslon and relterated in the brief-back.

(1) When the misslon is being conducted in viclnity
of the RVN/Laos Border, VN personnel will clailm they are
a CIDG patrol based at the Special Forces camp from
whieh they were launched and have become lest, The US
personnel are Special Forces advisors on a patrol which
became lost and they do not know the location where they
were captured or detained. US team members are in-
structed to give only that information required in
accordance with the Geneva Convention, name, rank, serial
number, and date of birth.

(2) When a deep penetration mission 1s eonducted, the
VN team members clalm they are on a body recovery mission
resulting from an airecraft crash Destination of the
downed aircraft 1s specified to have been Thailand and
the total number of persconnel aboard 1s eatablished.
US personnel agaln follow the guldance as stated above,

b. The cover story for operations in Cambodia 1s that

the team 1s conducting anti-inflltration patrols on the
South Vietnam side of the border. No acknowledgement of

conduct of cross-border operatlons into Cambodia will be

made . ®

: WES Msg, JCS, 5937/DTG 2219582 May 67.

TOP
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I

Tne VWoice ¢f Freedon (VCF). z
"U2F 1s = Y_etnanmecs racic statior cpsrating under tas =
tirnistry cf Defensz, Fewst:tlic of Viectnar It hz=s tye Z
LransTitce™ 1ogatigorms mesr mus trhach peam to horth Visinzo, I
Tnae stuzlos are lozatez 1- Zelpcn Lrerican cuslligp 7
advisors ere furpiggea 1r orozramnarg Tmahagement, SUpPDiy E
and —alintenance, anc greaaczsscling to proviae tecnnical s
gulla~ce., VYOF prcgramming zl-ms at Reports on the prezress 12
made under democratie anc free regimes 1n South Vietnam -

(3Vi! and Ccwunaist dominatecz  countries, pramoting under-

stainding ana relactionshios oetween people in KVH and SV, i3

and builalng a listening aualence through an entertaining ib

prezra™ of scheduled music, drama, leatures, news and 15

commencary . *

T ) Alrborne Studles Group (MACSOG-36): This activity 18
useld the cover of a Joint Translatjon Center (JTC) whose cover 17
story is as follows i8

"The Joint Translation Center translates techiilcal materilal 19

for tne AG Translaticn Division ¥**The JTC employs Vietnamase 29

and 05 civillans and military as translators, typlsts, and 21

proof readers for French, Engllsh and Vietnamese publications. 22

The JTC performs only those translations assligned by AG 23

Translation Divislon but does work directly with those 2

organizations requiring estensive translations on a 23

continuous basis k12 reguests for translations must be 20

personally approved by the [ACV, AG Translation Division."”

In general the "covers for action" are predicated upon
mlssion requirements on a case-bycase basls. In the BORDEN{C)
program, US and Vietnamese personnel utilize the cover of a
hypertension study of selected prisoners of war in their
contacts with Allled agencles.

ﬁ;lﬁﬁf/ggint Personnel Recovery Center (JPRC) MACSOG-80).
The fact that the JPRC exists and is part of MACV is unclassi-

ried. The fact that 1t 1s part of S0G, however, 1s classifled
SECRET. Withln S0G it uses the cover designator Recovery
studles Group, (MACSOG-80) and uses the same “cover for status”

as that prescrilbed for Headquarters S0G.

*’ ﬁi;ffirective, MACS0G, "Military Security, Cover Stories,"17 Aug 195
’ ibid. .
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Crcuns Studies Groap (7-8377-38) This orgenizztion

uses the szame "ecover for status" as that proseripez for Yead-
quarcers 300G

10. Suzport Taciliti, T'skro- PBreznon {SUSITFAC UDARY

SUPPFAC has no cover story per se Ore of tne rissions cf the
Commanding Officer, SUPPFAC 1s to conduct lilaison with Task °
Force Alpna and thila 1s the story used locally i I1th no mentlon
being made of the elassifled massion.

11. Monkey Mountain Forward Operational Base (MMFOB)-

MMFOB occuples the same compound as USNAD and utllizes the

same "cover for status" as USNAD.

lulululwlw'uNMNNmlwlr-ll--iwl)-lwll—"l—all-p-ap
P oo o @ | i b |la |jwim i o v o |u | |bv e jJw [N |- Jo (v Jo [ & ju B Juw |~ |-
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PART IV, EQUIP“?:E/LHT”'_
A. (T®Y NOH-ATTRIEUTABILITY

Gulaance for covert and/or clandestine cperations

conducted by the U.S. Guvernment has stressed the need for non-
attributability to alfford our government plausible dental.
Before and since activation of S04, requlrements for egulpment
and material of this nature have been extensive., Listed

below are type ltems whach have been procured which have no
identificatlion as tc place of manufacture and which could be

ldentified with Communist Bloec Natlons, or with the VC/NVA.

Forelgn Weapons

Tollet Artlcles, Sewing Kits Uniforms {including all ltems)

Sleeping Bags, Hammocks Web Equipment, Rucksacks
Lensatlc Compass, Protractor Medical Kits, Lltters
Sheath Knlves, Rlng Saws Note Books

Wrilst Watch, Stop Watch Fishing Kits, Hets

Radios, Batteries, Flashlights TParachutes

Cilgarettes, Lignters Mess Kits, Canteens
Most of thls equlpment was procured through one of three
channels; the Counterinsurgency Support Office (CIS0)}, or

through lgcal purchase.

) COMMUNICATIONS

1. ) The VC/NVA have displayed a high e¢apability to in-
tefcept, understand, DF, Jam, and exploit transmlissions. One
of their jamming methods 18 simply to tune a portable transistor
radic to some music, key their set (probably a captured PRC-25),
end transmit the music on our frequency.

2. A volce cipher capablllty has been devised and 1s
now in use for the first time. The equipment being used is
from the Nestor Family of devices. They are known as the KY-28
{for atreraft mounting), and the KY-8 (for fixed station use).

vempatible radios used for vehlicular or fixed statlon

TOEA-SECRET H-19 Appendilx H
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's22 .ath the llestor de- i85 are the VPOuLG, 47, 1

The voice glpner syster does noL put cut an 2

.nizh the enery can hsar, therslor, e cennoc 3

tc 1ntercept, Jjar, cor DF 296G has been given 4

1ts own randum «<=2ying system. Tnere are so many vosslplliities 3
to thls syster tnat 1t is believed it would take 35 jears of §
concentrated aezliphering work to arraive at any one day's key 1
1ist. The major drawback to the tactlical fleld components 1is 8
their welght and bulk. Welght of the PRC-77 1s 22 1/2 1lbs; of 3
the XY-38, 23 1/2 lbs, total 46 1bs. 10
3. A follow-on system of volce clpher devices 1s called 11
the Saville Farily, The KY-61 will be ready for tactlecal field 12
use in the near future. The KY-61 1s bullt into a package x3
14

about the size of a pack of super-king size c¢lgarettes. It
will have 1ts own ten pound transcelver built by RCA.

. To minimize the enemy's opportunity to elther inter-
cept©or DF the signal asource, another possibllity being looked
inte 1s a CW Burst transmlssion system. This willl be a 300
word per minute tape recorded system using the GRA-71 (electro-
mechanical high speed keylng device). The PRC-74B single side
band radio may be the component set for the burst system. It
willl be of partlecular value for long range patrols having a
transmission ¢apabllity of 1500 to 7000 miles depending on
proper wave. propagation.

5. )} The K¥-3 Wlde Band Voice Cipher Devlce for telephone
systems 1s 1in use at two 500 installatlons; two at SOG Head-
quarters in Salgon and one at CCN in Danang. The KY-3 permits
secure volce commnunicatlions between SOG and the varlous

headquarters with which S0G deals.

UUNNNNNNNMN'NI'I-"I—'I'I—'II—'IH'
I""iolwlml‘-‘lmlmlblulh‘l'l—'o\.Dm-..lmU’I

TC ECRET H-20 Appendix H




MORT DocID:

C. }5§/:;RCHAFT TOUTTII ZLISTTC CIC SO, TDR TTASYTE ()
/
EQUIRITIT

The C-123 HEAVY FOOFK &and C-130 L£OVBAT SPEAR alrcraft
supporting SOG have certaln 3T =2suxtment -ounted zdoara vaien
enhance thelr capabll- vty %o sur/ive In a hoszile environrenz.

Some of this~equipment 1s listed ana 1ts use specified belo™

1. Warning Recelvers that inform the crew that radars
employed for AAA, SAM, and/or Airborne INtercept have located
the alrecraft.

2. Warning Recelvers/Finders gilve visual and aural
signals, relative bearings from which the received signal 1is
emanating, signal types, and signal strengths.

%;/Ssﬂlgeceptive Repeaters which provlde protectlion from
attack by ground based conlcal scan fire cantrol radars and by
flghter ailreraft employing conical scan Alrborne Intercept
radar.

4 ) Chaff Dispensers which create false targets for
confusion and "break-lock" assistance against radar.

5. ) Tape REcorders {seven channels) whilch record inter-
phone conversation, communications with the aircraft, and
various threat signals for later analysis.

W‘HE NIGHTINGALE DEVICE

Nightingale 1s the nickname for a battle nolse simulator.

The battle nolse simulator consists of a baslc small arms
simulation panel and additlonal pyrotechnic devices. The panel
is a wire mesh screen about two feet by three feet in size to
which approximately 115 MBO firecrackers and eherry bombs are
attached. Initlation of the device 1s by M1 chemlcal time
pencll. Time fuze 1s s0 connected to the deviee to glve about
seven minutes of simulated small arms fire after the pencil
ignites the fuze. The simulators are designed to be waterproof
and constructed to permit freefall airdrop. It may be delivered

during a dummy ins2rt by helleopter or high level parachute

delive:;;//§gﬁ uses about 100 of the devices per year.
TQP S ET H-21 Appendix H
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A. CODIMC 3T ITLY'S

Electronic ceding systems are bullt Inte eertaln of tae
equzpment presently in use and/cr espected to be avallable in
the the near future. In addltion teo these varlous electronic
ciphering devices, the National security Agency (HSA) has
developed several code systems for use in passing classifled
information with unenclphering voice transmisslon equipment.
They are used with radloc and telephonic equipment. These are
low level codes known as USKAC -~ codes and are deslgned to
pass information concerning personages (USKAC-234), items,
installations, and coordinates {USKAC-199). Encoding and
decoding sheets are made lor each day and must be changed
every 24 hours at midnlght.

B. CODE_WORDS, NICKNAMES, AND S0G WORDS

1. Definitions
a. Code Word
(1) A code word 1s a single, classified word,
a classifled meaning and allocated by CINCPAC. Used

specifically for security purposes.
(2) Documents containing ccde words wlll be

classifled and marked accordlng to the hlgher
classification on the information contained 1n the
document/message. If the 1nformation 1s unclassifled
the document/message does not automatically cause the
document to be classified TOP SECRET or SECRET;
however, code words used in conJunction with their
respective meanings, implied or speciflcally states,
cause the document to be classifled TOP SECRET or

SECRET as applicable.

TOP sv:m{ H-22 Appendix H

-

DocID:

MMI—JHHHPIHII—-ll—le—-lH
R RN R R I A S el S [ = = = L | i o e [ [ - P O R S S TR D B

570389




MORI DocID: 570389

3
memsma, L orzz2. zte ls a combinsiion S oo =
“nilzszilles 2G5, a3slgrea ar wnctlasslfiec reanilz 2 3 =

£1.3:2%e% p; tne Plans Lirision from a CINCPrC and 3
TI2TLE LCT aprroved llss. P nacknarme 1s ernicrea feor £
ga—inzstraslve convernierze. It is rot desigwed, nor -z z
it be used, Lo z2chieve 2 zecurity oblective, &
c. S03 Verd. One or t'ro unclassified words, asslign=ac 1

2 classiflea or unclessifiled meaning for use only i isr L
530G Headoguarters and sabcrdinate elements. Allpcated 2
10

by 1ndlviaual staff seciions.¥

i;’;effzhprent List. A current 1list Code Words, Nigknames,
ana 1

506G Vords wilth thelr eclazssified meaning appear as
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PART VI. CIECZHIICTES (i

A, 28 TECHUITLES

The tecrnisues of securzty, c¢over zna fezertign are 2s
wide anc variec as the 1magination of the lezas»s partlclpating
in a glven program. Some of the technigues e—cleyed oy tae *
varicus eiements of SCG appear below.

B Mﬁoum ELEMENTS

1. ) Preparation. In preparation for Geparture on 2

cross~border or in-country misslon several steps are followed.
Uniforms, weapons and eguipment are prepared ans inspected to
insure adequacy for the mission and non-attributability.
Often, thece wlll be enemy ltems. Weapons are test-fired
and radlos are econfirmed operable. Rehearsals of the mission
are conducted on terrain similar to that of the mission area.
2:/$m87’;riefings. Through briefings, study of maps and
aerial photos, discusslons with other personnel who have been
in the same area, and rehearsals; US personnel of the recon
nalssance teambecome very famlliar with thelr area of operation.
Vietnamese team members are briefed on the exact target area not
more than 28 hours before insertion time, This takes place
after the reconnailssance team has been sealea in its 1sclatlen
area.

3. ( Reconnalssance. An aerial visual reconnalssance

{VR) 1s conducted to make final selection of the insertlon
landing zone (LZ). Primary, alternate and, often, secondary
LZs are selected. These landing zones must be at least two
km apart to preclude mission aborts as a result of ground fire
from a single weapon emplacement and/or rapld enemy reactlon

time Care 1is exercilsed during the VR to avold corpromising

landing zones or antlcipated routes of movement from selected LZs.
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M./}jﬂﬁlg;:irlrv. Pazzive mzzsures of eazurity anc

e.gg are zl'.a's erploygen prlas to losertZen. These inclure
such tnings =§ removing shiny oopoyecss, ranucang gotersial
nolse makars vatnan the heconnglicsance Tean (metalliec oblecis
vhicn right bang together, personnel vwitn cclds and therelars
subject to sneeze or cough, etc.), using camouflage paint
sticks on espesed skin, and carcuflagea uniforms.

5. ¢ Insertions. Insertions are made at varylng times
during the day For a period the trend was to insert at last
light to glve the team the protectlon of darkness almost
immediately. Of late (September 1969) the desire seems to be
to insert as early in the day as possible to give the RT
maximum time for orlentatlon and movement away from the
insertlon landing zone and to enhance extraction should it

become necessary.

6%/£$S§/6K Report. TUpon entry via helicopter, the initial
"Teafm 0

K" Report and communlcations check 1s conducted. This
report comes within 15 to 20 mlnutes after lnsertion and acts
as a release for the troop-carrier helicopters and supporting
alreraft. Until this report is received by the Porward Alr
Contreller (FAC), the supporting aircraflt remain fairly close
at rand should 1t be necessary to extract the team due to

comprise or injury.

7. ¢ Deception Technligue. A deception technique employed

at time of insertion 1s to put two RTs on the same LZI at the

same time. The two RTs move away from the LZ 1n more or less
opposite dlrectlons. In event that one of the teams come in
contact with the enemy and 1s unable to evade, that team moves
to an LZ for extract. The enemy ls expected to belleve that
the normal one team was inserted. The other RT continues its

assigned misslon. Another technique 1s a form of stay behind.
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etayc concealed ana guiet
fer 2 werzzd ef lZistendlng ana cheservation tsfors eenvinulng on
ts ~l1sslzcn. Tris technique cio a2lsc bes used te initizve an

ambus~/orisoner eapture patrol.

%) Corrunications Deception. Commurnications deceptilon

1ls gometine accesmpllished during insert by putting a Forvard
Air Countroller (TAC) or a transmltter at a dummy insert point
a conslaerable distance from the team's area and broadeasting
a high guantlty of dummy radio traffic. The inserted team
practices proper radlo procedure and holds radio use to the

minimun.

9. ) Forwara Alr Controller (FAC): While teams are on the

ground the Feorward Alr Controller (¥AC) ailreraft never flies
directly over nor does he orbit the point at which the
reconnailssance team (RT) is located. His most desirable
positlon 1s approximately one mlile from the team on the ground
‘n an area which allows good communications with the RT and

the Moblle Lgunch Team.

10. S) Initial Movement. Once on the ground, the RT moves

rapidly away from the landing zone (LZ) on a predetermined
azimuth other than the ultimate desired directlon of movement.
This Initial movement 15 selected to afford lmmedlate conceal-
ment for the team and to throw the enemy off as to the true
base direction to the team's target area. Numerous dlrection
changes, back-tracking and other deceptlve maneuvers are
accompllshed as the RT progresses through its assigned mission.
Rally polnts are selected and announced along the route

of march.
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‘eam (RT) selects a "renmalin over nagrt™ (ROL) positic», the
tear ctops, renmalins sllent, listerans for &s mucn as anr hcur,
then cautiously cenducts snert-range reconrzissance zll the
Way around the ROy positlon. RCY pesitlons ars ofven selectz
in heavy brusn areas to mainimize surgrise attacks. Mo firm ©
procedures are established for securilty in the RO position.
Each team leader determines what measures wlll provade his

RT the best protectlon. Claymore mines are often emplaced.
Concensus seems to be that team members are kept wWlthln arms
reach of each other during the night so as to preclude having
to move to get the whole team alerted. Some RT leaders main-
tain one man awake throughout the night, others require 50%
awake. Team members wear their equlpment while they sleep in
the RON position. They do not eat while in the RON position.
Shortly before first light, the entire team is awakened and
alerted. They remain in position for a period (perhaps an
hour) of listening sllence before continuing on the assignec
mission. To avoild establishing a pattern, teams may move out
of a RON posit
¢

slower than day movement. Slower movement allows for perilods

n before first light.

12. Night Movement. Night movement i1s necessarily

of listenlng and more caution to aveld making noise. When a

team recognizes 1t is beilng pursued, a method used to dilscourage

BERERERERESEREEKIEIS
Uoe |w v (e o e o | e o s fw v e o o e W e o e W

and decelve the enemy 1s to throw grenades in the rear of the

team's movement, then to the front as far as possible, as 28
direction of movement is changed. Normal reaction for 27
personnel attempting to evade an enemy at night 1s to move 28
away from sounds of explosions With this 1n mind, teams do 23
Just the opposite to confuse and decelve the enemy. 30

31
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quireéd of the teamz vary vith tre op2iational concants of

tne Comrmand ani Control (LLC) Detwchmenis, Other than the
iaicicl 'Tear O:" Repert, f'rom cne tc three cortacts are re-
guirea dally ™ese contacts mast include tear location,
conditleon and intention Spot contacts are nade at anytime tpe
team has something signifileant to report, Radic contact fron
the BON posiltion 1ls avolded unless a state of emergency exlsts.
This precludes an enemy with electronic direction finding
equipment piln-pointing the RTs position. Messages are en-—
crypted in accordance wilth the Standard Operating Instructions
(S0I} and transmissions are kept short commensurate with the
amount of traffic¢ and perishabllity of the informatlon to be
passed. Teams often carry the recently received AN/PRC 77
radio. In conjunction with the KY-38 volce enclphering equip-
ment, these radios afford secure volce transmission, thereby
permltting more definltive reporting without the necessity for
encryption. This equipment is compatible with equipment
mounted in Forward Ailr Controller (FAC)} and Airborne Command
and Control Center (ABCCC) aircraft, at MLT sites, and the

CiC Detachmen

1h, Team Movement. Agaln, the team moves away from 1its
RON position on an azimuth asomewhat different from its base
direction to the target area to throw the enemy off. The last
man in the march column is responsible to wipe ocut tracks made
by the team. In certaln areas teams are authorized to implant
non-attributable M-l mines with self-destruction devices,
times and/or booby-trapped Claymore mines or white phosphorous
grenades, and CS powder to discourage trackers who may be

tralling the team. The €S powder has been used to throw off

trackers using dogs.
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are avyrcachea Vantagze poarts are ol

selezTaz " nifp perymlt zoss cbzervatlicom of tne target area zn:z 3
also psr—it coverea, ccncealea routes of withdrawal from the 6
tarzz: zres, Continuous comparison 1s made of the terrain viith 2
thav wnlza appears on the map and was studied 1n previous g
reporzs and plans.¥ 3
10

lﬁ;/ﬁysffzytraction. In preparation for eatraction and

durirz tne extract operation team personnel are not permitted
to le: ineir guard down or relax. The team leader malntains
continuous radio contact with the extractlion helicopters and
the use of call signs 1s eliminated to shorten transmissions.
Teans often put out Claymore mines on likely avenues of
approzeh or oriented 1In directlion of known enemy locatlons.
These nines 1lll be detonated at a prescribed time, usually

immediztely prlor to the extract alreraft coming in. Forward

R = < - = [~ e i o

Alr Centroller (FAC) is notified before the detonation.

C (%2 HZLICOPTER INSERTION/EXTRACTION TECHNIQUES 20
1. ) Visual Reconnaissance. Prior to insertlon, an 21
aeriz]l visual reconnalssance (VR) of the operation area is 22
perfer-ed., Uben posslble, VRs are accomplished using Forward 23
Air Controller (FAC) aircraft to allow both the team leader/ 24
unit ccmmander and insertion helicopter unlt commander to 25
recon the landing zeone (LZ). Visual reconnalssance (VR) 28
aircraft avold orbiting the target and bringing enemy attention 21
to that area. FAC aircraft are a frequent, normal sight to 28
the enemy and offler less probabllity of compromilse. 22
2. { Landing Zone. Landing zones {(LZs) are not normally 30

31

hit“with preparatory fires which might cause enemy interest in

1 T KJie The RT Leader's Handbook contains a chapter on “Tracking
and use of Human Senses in Obtaining Combat Intellipgence.' Mucn o1
thls information 1s appllcable to ground securlity techniques.
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an are: of inseriazr,. \fpnew LLs are reculrez <o iz

vith greparatory fires, other decepticr technliscuss are

m

erpio,ed vo reauce possiollity of comoronfiss. Irssrcions
follicv prevaratory fires immedletely cr are delarez several
days while interest is shuwn in cther arez:z bty slrcraft activities

3. ) Enemy Procedures. The primary goil on any infil-

tration 1s %o insert a team safely on itne grounc, undetectea,
A basic understanding of the enemy capabilities and procedures
described below 1s important to successful comvletion of a

mission.

a. Landing Zone Watchers: Gonsists of positioning
people on or near obvious helicopter landing areas. They
may be local militla or well trained militery troops.
They report the landing by radic, gunshots or other
signalling devices. They will walt for reinforcements
whille tracking the team

b Sky Watcners: The enemy posltions peonls in trees
or high points of ground at strateglc locations throughout
hls area of operation to detect, Tlight-follow, and report

aglrcraft.

c¢. Radlo Mpnitering It must be assumed that 2ll radilo

transmissions are monitored and understood This includes
FM, UHF, and VHEF. All radio transmissions should be kept
ro a minumum and coded as much as pessible,

d. Landing Zones Booby-Trapped. Obvious Landing zones

(LZs) are sometimes booby-trapped. Mines, pungi-stakes,

and Just a few of the devices used.

%;’Lmafdg;iendly Techniques. Several technigues are
used in cover and deception for helicopter insestions.

a. False Tnsertion Tactics. The purpose of a false in

w mnunmummMulh't'-"-‘r‘t""""""r"|-a
=18 @ 1 1318 BPRERERBREEREISEEBEERREIE =S R T O N PP SN T TN

sertlion is to decelve the enemy and/or multicly the number
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of pcssible insertions tonds cfcairing nar to oo, for 1o

tegr 1v more tnon one logetieor., Tape fzlse insert shcunlcz
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be at least zs realistle as ar actual inser:c ATIY
Insertion shoula “ave an identiczl Tlaght male up, be
execuced at the same time 2na snc.la take place zbou:
killometers from an actual inserticen. It must be realizea

that it 1s impossible to fly a formatlon of hellcopters

Iu e fen o0 o Jue

over enemy occupled territory wlthout belng seen ar heara,
The element of risk should be kept 1n mind for a false
insert. Faking an insert into an enemy 50 caliber mechine
gun positlion 1s always a possibility. It 1s not usually =
necessary for the false 1nsert alrcraft to land, however, i
the fake must look reallstle from the ground and from 2
higher vantage polnts. The Fllght Leader plannlng the i
false 1lnsert must keep 1ln mind the posiltioning of hls gun- ==
shlp support relative to the actual insert hellcopter and 18
LZ. It 1s possible to delay the requlred fire support in 17
event of contact In the LZ by havlng the gunship follow the =2
false insert. 22
b. Leap Frog Method (for small unit/team insertions): 2-
Using two hellcopters to carry troops with one additional 2L
chase ship. The chase ship is a required extra whileh is 22
used to 1lift crew and troops out should the troop shl or 23
a gunship have any emergency. Simultaneously, as one air- 22
craft drops down, & low alrcralft climbs. In mountainous 25
terrain the lower alreraft drops below ridge lines, in 2€
open terraln nearly touching the ground, with sufficlent 27
delay to allow a dummy insertion. To avold establishing 28
a pattern of maneuvers, this "game" can be started prior 22
to or upon insertion, continuing until enough areas have =
been included to confuse enemy search units attempting to 3
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ship, fl;4-z ruz» ir the sk, crrecis contour fnac of tue

earth) fl;ins azireraft to tre ianaing zore (LI) Upon 3
insertiecn, cantour {flying 1s continuea ana aelays are mace g
in other» er2zs to simrulate insgrtion. 2
d. Lc _—avel/Hizh Level Pop-up. Thas technlgue re- 8
qulres %.o sets of three helicopters each. 8et one flies 2
10

low whils sel twec Tflles high and tc the rear. Set two drops
to Join set one for a time 1ndicating possible 1insertion.

Set one 2_inmbs high while set two continues low and makes
insert. This alteration is continued 1n other areas to
slmulate Znsertion.

e. In Trall Formation. The lnsert aircraft occcuples the

number tvo positlon in a formatlon of five aircraft., All

aircraft ¢ross the landing zone (LZ) with the insert air-

HHHI—'HIHI—‘I—‘I
@ {3 oo v Ja |Ju o e

craft larnaing to discharge the team, then coming out to

-~
w

rejoin the formation in one of the follow-up positions.

f. On_S:te Insert/Extract: The element to be replaced

secures tne LZ for 1nsertlon of the replacement unit.
Insertlon and extraction i1s accomplished by the same air-

eraft. The unit arriving may g° on to another mlssilon or

it may set up an ambush 1n vicinity of the LZ. In event
an ambusn 1s planned, one US member of the departing team
may be retzined to advise on the most sultable location
and depley=ent.
g. A combination of technligues a and elther ¢ or d above.

h., "lizntingale Devices! Use of "nightingale devices"

(pyrotechnic simulasted fire fight mechanism and/or smoke

W |w IN NN [M NN N NN N I
= o v |ja = | | |&a jw o = o

screens with above methods on dummy LZs).
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}. Planrirz. Tne Recoarzissaucz Teanr (FT7) Leaaer/iniz k)
Commanaer rmust be avare ¢f tne tactics planed by ths Tliz-- £
Element Leaner to decszive tne ens-) Discussicns con 5
employnent of one or a combinztion of these techniques ar$ [}
conducted durins coordlnatlion betiieen team leader, flighs A
leader and FAC. 8

5. ¢ Exflltratlon. The purpose of an exfilltration is 8
normaliy to remove friendly forces {rom enemy territoery. 10
Timing 1s an essentlal element during any exflltratlon, 11
particularly when the team is in contact with enemy forces. iz
a. The Forward Alr Controller (FAC) willl normally direcs 13

the entire extractlon operatlion. He wlll be first to 14
locate the team and he willl attempt to determine loeation 13
and degree of enemy resistance. The FAC will direct the 16
gunships to the target and eall for launch of troop-carryvirz 17
hellcopters based on hils estlmate of the sltuation. Usuall , 18
19

after the gunships are ailrborne and moving toward the targs:t
area, troop-carrying hellicopters follow very shortly.

b. The FAC and team leader determine whether the tean
can move to 2 slitdown Landing Zone (LZ) or whether rope
ladders, McGuire rigs or cther extraction equipment will ke
required. The lead extract pillot contlnually monitors pre-
parations for the extraction. The best scurces of infor-

mation for the troop-carrying helicopter pllots will

o -
HIY

generally be the team on the ground and the gunships cover

I

the team.
c. In the normal extraction, the team is ready for extrzzs

and usually 1s located at a sitdown LZ. Troop-carrying neli-

quMNMMMNMMNI
~ o |jv | I« oo |jn | Jw o = |Jo

copters are launched wilth or slightly after tne first guns-ics

and proceed to an orbit area in the vieinity of the plannss

L)
ny

extract point. In extractions, both normal and emergeric;
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€. The leaz extract pllist 12 fly cver the arez at a 3
safe altitude to deternine the exact locatlon of the team, s
any obstacles on the LZ cond vhet terrain features can be 7
used to advantage during approach and departuyre. A rapid 8
descent at 80 to 100 knots alrspeed, erratic flight path 2
and a final approach which 1s short and near treetop level 10
has proven most effective. Landing or hover is as near iy
the team as possible to save time on the LZ. When the 12
team 1ls aboard the alreraft, departure from the LZ should 3
be vertical to the treetops, then close to treetops while 24
using a moderately zigzag course, Ridge lineg should be 3
crossed at 90 degrees. A maximum performance climb to 16
altitude is executed a minimum of two kilometers away from 17
the LZ. 18
6. ) Emergency Extractlon. An emergency extraction 13
occurs when the team 1s 1n contact with the enemy or contact 20

is imminent. The team may be at a sitdown Landing Zone (LZ)

or they may be able to move to one. In an emergency situatlon,
there 1s high probability that rope ladder, STABO, or McGuire
rigs will have to be used.

a. Helicopter tactics used for location of the team,
approaches to and departures from the LZ are the same as
outlined for normal extraction. Timing is much maorve
critical.

b. Gunshlps wlll be launched immedliately upon de-

claratlon of an emergency situation. Gunships and tactical

c¢lose air support attempt to secure the LZ. When enemy
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selenn set of gunshazrs 211 c-=c. cut or finien secur.nzs
the L:C

¢. Trcop-carrying heliecopsers 111 have been launcnec
shcrtly after deéparture of tné gunshipg ang Will be on
station, Wnen the LZ 1s secure the troop-carrying hellcopters
are cleared to plck up the tean The last knoun enemy
location and smoke from heavy ordnance wlll dictate the
best directlon and type of approach. Troop-carrying
hellcopter pilots will avold flying over known enemy

positions and will use smoke for cover whenever possible.

4. The extract pilot is responsible to control all
machinegun firing from hils airecraft. It is mandatory that
door gunners locate the team before firing to preclude en-
danger friendly forces with friendly fire.
Zf}kﬁﬂsniecurity and deception techniques for insertion and

extrac+ion of plstoon or lerger forces employ similar methods

as described above., More aircraft are involved. Landing

zones (LZs) may or may not be large enough to sit more than

|s lg IS |; |Z |; IS Iz l: ‘: ‘5 '; o o (= to ju i fw o e

one helicopter down at a time

[
~n

8 } More detmiled information on helicopter tacties
and techniques may be gained by studying the Draft Manual,
20th Specilal Operatilons Sguadron, SEA Helicopter Operations

and Tactics.
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£1 z
CPAC C2C25C tes. cocroughza on onoratid-s secwr Ty 4 Emiocbior af e
Aratary hsgistance (omanc Stusmies ane cogforvat.ions Sooap (L0701
Victaom.,  Tho puspose of L6 Om2.omaiior 06 Lo TLTLITE erUiionss
£ lagnsy

wechnigues of 1£03CT eetivatier vtk 2 vaer woverd
sources of enesly prior .aFwledse, zne i hers cperct
3

2  (ZY At the tane Lhe OPSIC eramination tas amtizted, the missior
assigred o the Etuares end Obgervitoons CGroup vas:

"MACSOG 1n coordanation with RVIAF Stratetar

Technleal Directorase snd verious U,S. agehcles

plans and conducts cover/clandestipe operations

an 53V as directed and in e manner that operations can
be puealibly aemied by the U.S. ard RVl govermuent.”

Hervever, as a cover, SOI appeers as a stafl cectlon on the HACY
orgemrztional, caart and 1s described zs o . ACV stalf agency responzible
for tne preparztion classafled studies. trouzh a subordinate command
of IACY, approval of SCC metivities is meintedned at CIITPAC, JT3, and
in some cases atv rresidential level. Politiezl guadance of SCG
zetlvities 18 pramded by tone U.S. smbassadors, Saigon end Vientione,
Leos. Cperational contral of S0G forces is ezercarsed by COUUSHACY.

During the course of the examinetion, an ertenslve date base

¢ accunulated concernand ths details of 11 fecets of SOG opermtions.
is inlormayion vos used continuelly by the CIZTPAZ OPSIC team an
arra irg adt the findinzs tpich follow., Tne data base 15 not aincluded
in this report due to 1ts sensitivity and the faet that recipients are
eitner vell anforred concerning S0G operctions or have ready mccess

to the information.

L, 48) Due to the cessation of all bombing and other offensave opera-
tatns treated below were halted. The atvendant OPSCC findangs were valid
at the tire of the examiretion (Octover 1953) and would again be valad an
the event the same operations are resumed. Tnose activities and firdines
thich are not currently spplicable are treated ain the past tense.
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the stne ewsiioa reralws ar eifect -or several vecks

(£) Ciesr Zorm Mrormcrrssions to AT Saues.  TAC corzunications
to aclicopter lo.aen ca en pra/aoe e-cr 3ISITT vatn up B 1 1/2
hours forevarraing of impenoans recomnaicssnce teos asserts. Thais fore-
vernooo o as enerlelle tarduse a cliar bedt transmuassion made o, the TAC
vhile over tne terfel grca advasing the la.rc. faite that the rmagsion
(terget nielneme) is “50," vitn o TOT of....Thic 25 fallowved by another
tranomassion froz the TAC £0 Airborne Cosmand and Control Center (A3CCC)
requosuan; TACATR assats De releesed, thus furtner confivmany tze "o
status. 1n addataon, the TAC uses n static siar, e.g., TOVLY, vhereas
inserted reconneissenes tearTs usc dally choneing call signs andé nmost other
Tii statioas use eeldy changang call eigns. The stazie ecdl sazn of the
FACT miovoues enexy SIC ITT -=th easy linoge to inserted recomnmicsance
teers and other stations even though they chanze call sipns.

{3) Availzhilit: af Secare Voice Enervmiion Leamment, Tactical
gsecle wolee ener,miian esripent (iD-3u) ora associates IPC-/7 radios
are prvzilasle 1n salficient guontitier ain SO¢ to sesure [T radioe of
Tortzed Operasing Coises (707) ane rcdio-relay sites. The eguapment 15 not
beans ased at tcois tinz oecawse FAC qarcraly oo rot hove a secure voice
ezpabil_ty (iX-28), consec.oitly stations in tre othenrise cecure net
have o corrumcate *with tne TAC 1n an ursecure manner,

(L) &imtic Call Sices and Freguencies. Some ground radis-relsy
s1tes use statie call gizns and iregueucl.s, taus providinz the same
linlage to reconneissance teams s Gescribed in suvparagrepes a{2) above.

{5) Irsecure Telepnone Hot Ling Careniis. Hot line dedicated
insccure telephone circuits ors usea betwveer SC5 neadguarters and major
subordinate elements, KAC-23L 15 used to conceel the identity of persons
ana sctivaties using ine hot lines; horrever, there s no means to protect
toe sernsitive information tilat mpy ve passed over tnese carcwats.

Tab 1 to
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. 2t one FOT 1t vas obscreg
that irdapenoas piloso zTadrentl; so.c .oree eccess Lo tae TIC vatll ats
uneosered Tom sGeorew LIS maps prd associalec Ascurense.

S . L. —em man
{7) Inda-groar Atcess te TOT TO0:

() Target 'er’ainss or Teem ans. It 1@s noted that severni
tegts telte into tae onfrailional arel mans vhich are mexlized 'rith the
eract coordaiaates of tke lendirg zones, oozervation points, end tergats,
Tzen tarzeis ere "out of country" capiure of these meps could reveal
U.8. /A, ed netuad orea o operasions.

o. EIBI5T 80T . The ELDCST SOI' prozram is desugned to 2119 thne
U.8. govermaent tgrdluazibly aesy 1%s exasteice. A stract contrel of el}
contaminatea zmmunition tnrough S0G chamnels by cnly SO5 U.S. personne],
ic m2irteineza from ats ¢ontamination unsil its dslavery to Forwerd
Operatins rases. ALL pacveged naterials ere cerefully urapped and
bundled ir umrarked cortons end transported to each site by U.S5. per-
sonnel 2n 335 alrerait. lowever, the inseriaon of the amrunition by a
combisea U.S. indigenous team perheps leopardizes the sceurdty so -
cerefully nplanned up to thas poant, The indigenous merbers of the in-
serting tecme vho oocerve U.S. personnel éigpencing loose conteminated
rourds along tralis, bivoeac sites, tec., probably realize that their
U.3. teem nergers are not ellavizg quelity ammunition o fall irnto
enemy hands., In addataon, during tne conduct of this exmmnpaiion, it
ves noted taet en expansion of the ELDEST 307 program is planned. This
erpancion inclades the insertion of centamarate zmmanition by otner
organizatione than those presently utiligeo (SC3 and selecte
the 5th Speciel Forces Group, Yavy SEals, and

_Tne use of other orgarizntions should be ceree
L y CORNSLCETed 1N ViEW O

I the sensitavity of thes program.
c. STPATA Oneraticﬂs,kﬂf///g

{1) C1-3 Melsr ./7..,"hort Term Roedwetch and Terget Acquisition
(STRATA) teoms, ana otner apents of SC3 taet wer to be inserted into
VL, *ere carried ta ithe UZ Uy Ci-3 helicopter from "IP, These helos
are bared et Uaorn, Thailand, end srrived et FKP umediately prior to
805 micsions, thereo. indacating that an operziion tas pending,

Irom
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ol STRATA tze=

=s and

(L e O-oretion., AL inserds

othar a*ents e SLreli TN ny Time of azp a7l ramoer of nriicapating
airerafy. The -eatzer over IV generally allows gooa visapilaty eonly
pevieah the aswrs ol 120001500 aeily, Thnis factor also tends to stereoa-
trpe TAC misgivre vhicn cnecked on temms, ano esqductes vasuel recons
naresance of ne, lanéing cones {ID), Seventh AF regulations also re-
quired 2ll team 2nsers: to pe upder the visuaal control of a T'AC (23745%).

d. MIDRITF ,Qe"/Overet:ons
/

(1) Presence of Ummerked 865 Alrerzfi i "akhon
nov, [*GP).  Gangleton Lgenatf 21a agenb TLENs, Lacabiman; U,.S. and
\J.ctr..'n:sc nanlsors, are transpsried Lo AP fyom various locations an
foulh Tietnnr in C-123 ard £-130 alrcrefi. Former ", *hese a-ents sters
arzerted procaraly ante T but have ond; gore arto L2953 sincc 1 I ortember

‘U

1208, The sare carcraft ore also ussen an protiding pracncall:, 211 the
logistic support for fne 20G sugpori Tacilaty, TP (SUPRAC, TP},

When on a stractly logisiicel mission, the airerzft
cfter discharging cerzo, out
the careraft wait until epents andfor teem handlers
quiranz transportation back to SiN, return to KXP.

take o!‘; irmediately

waen in support of an overationzl rdesien

(U.8. and 5V) re
Tnerefore, their

presence on the te.away for an extended perrod of time indicates that
erther an insertion or extraction is being attempted.
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LT Esciyt ArRL Lo ars

MistnnT, Alzaedtn TRt AC LI T

SOurhCT  Cur fTu ofeh s e wol.ze

al g1 traffic thot can be . 1 b suld mve

intiees=@, eval o TRE rort un: samnee, that he sac come-
} ] >

Cm %

vhere sther inzn in lors: o Es.h "ighngness To 0Fs

~ee

{(ihavz) 2aireraft e over 4a2 island o 2277 feel wrosdsasiing Coteu
Mai prosesenda Lo The Vietnerese lavimg ar tha to villejes on the

zslard.

£. PLenu (Y oncrasions

v
(1) "To protect the PLOTEN boets trenciting SEA DPAGON

cperatang arezs {Jdgy; CO GOVEIEFLP%vas notified well in advaoce about
plarned TLOMAL 7 mascoons, S3- DRMAZO. amats lelt taclr ctations
1-2 how = cefowr€ The L2ots verc fearlilze to.transii and movel of least
12 miles segmre 27 estauvlicned PLG‘.rh:‘_;éV,‘/tre.c;:s. The vitharpral of
SEA DRECCI forces an comnectasn wath thd rrosarne of plowman T oozin
tme & predactalle operazlonal znatiern that tne encey ecouldrhave exploited
to alert has maval, c¢ir, and coastal delense forces.

f2) Tne Coastel Survelllance Center (C50) st Danang is 2 jorrtly
manned (U.5. ard Yietrercese) focility tasl contrals WRAMET TTE forces
n the T Corps Tecticel Zane, Thoe adiivity ves rotafied several hours
1nawvance awodd plonnes PLOTAT opera.iong. COC was t3ld  en Lie
boats auld crosc tie 17tk nara¥lel goun, 40 ana retwrning fror mostions
and the nwher of 1o2is dpvalriea. 3Jegaunce ol the lael. of farr securaiy
clearance Gais, the relashility of indigenous personnel must be considered
auesticnaocle,

(3) Thke norcer of PTT hocts recwirea for am perticular tyme
of nzgslon reflects tne arez of 1lenéed oneration. Tuaria; ke concuct

of BITROST mics=ons {over the beacs beloy 17 uezrees “lorin)} Soath
Vietnaz, o1ly one Loat af utilized, 3hen regular PLOLIAL overations

wrere veirs conductea oetiseen 17-19 degrees .'ortn only tya-three poats
were e-ployea wnereas 8DoJc 17 cegrees worih lfour to rl. boals iere used.
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awe wreggval - osioatmel £ tae VOITE
TiIve, 15 Tezorermr aiiimis tave

cece of .0 Tactri-~lzc canzivozs,

{2) 3= erel rcazons apoear T2 contribute to the comleote lack

af c.eczs < "ITTC nes oo 27 ootbtesiias Lo recover ULS. personinel.
nese are.

+

&, The pravary sosurce of inforrotlon pertmararns to
cans.re’ U.E, T2 5 inco/adials jao bave esczoed, or cefected

iro- a I ez vzt comtains Americars among tae prisoner nopulation,

o perashavle 1RTormetion sicne tne VO/TVA ore xnotm o

o after tne dascovery of a4 missing Dr1sonfer or a aeserier
fror their == ran.s, Taas as espezagcl; true iT tnc carp holds Arcracans,
Sirce t-e ar2reze tine lapse beticeer toe 1matasl anfermation of a F

camn locaiiz- o actually ea~iactivi a recorer operatisn @ 5-T days,

T.oe erenzes D aooang a succecsiul oporat.ion are oceedinsly slin,

Thae 15 Borhw

oL ToIE

I3ve F'e -2

P2} Tazs 5.7 én ot uclh, mior %o .rrertins recovery
foasc€Cl 18 €2 ©3 v factiore Tirge, the JFEC nos 10 assets; wnder aic
¢oTod or zoral emirsl., The forces ermiored for orcyztionc

uc.oilt omre orgeraza.ions, U.S., TNIAF, -hose tackicel area aof
CPIRLINT .TIl.lES tne obgjecuive orcz.  Seconil;, helore corductan;

2 O1ECI L £3.0m, the force: ezlsyed clmosl elvays arsict o neeard
adc tioml _rfzeation on tre terget, 1.e., srounc recon, B.D Vis.zl
re2d) BS2lE T OO%8ID, eve. et umals all recet dzmediastel; vo ras
Turv,roeorenoal oL Wtrelighle TeroTy, srovnat noy e 4 scacnie 1o amousa
oy recaver, Ir trais came recoect many cocmancers ansisht o-
ore_lmlies oo es nnd artiile.; fires prass o 1aseriion of forces.
Losesier 1Lk vs.1ous melnous o 1wednnriooance,

3.e* prenars.is y
so:rel to an mzacans U.s.,’u.l"_:.ec‘:. aperatron.
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]

ACS00 3
SUBJECT: Operations Securaty Examrnation ol YATSCS Operations

CIICPAC
ATTY: J20h
o0 o691

M/W){ﬂ"erence is made %o

a. Letter, CIITPAC SER S50 000101-£8, subgect as zbove.
. tleeszge, CINCPAC 3022107 Dec 68, subject as abtove.

2. A detpiled revaer of the CINCPAC report on a “ACSOG omerations
5 cur:).ty (CPSEC) eramxnniion (ref A) has been completed as reguested
(refn).

3. Action texken to correct or amprove the security of 50G operations
comeenss perteining to specific findings ore provided incl L.

h. MACSOG appreciates the effort expended on our behelf by CINCPAC
and believes that their recommendations in many cases will improve
the effectiveness and secuvity of our operetions.

/s/

STEPNCH E. CAVAIIAUGH
Colonel, USA

Chief, SOG

Copy furnished:
Chief of Steff, LIACY
HacJ2

TACT3
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2. Use of Inpacure Horewade Coles (ref 3z{1))., Tne srachls coaes
zsently used in Fl. ccoTamicatiops are cnzngew each day Jor each
aration However, an raer to provide & psiter systec Zor reporting
& eoordinates by reconnaissance teams (27 £) NMAC3OG 1310 adopt the
ters (AICCC) and For ard fur Contrallers (“rC). Thire devace is secure,
to earry and vall in.2rm the suzporting FAC of a target location
—cre rapadly than the present system, .

1) el
"ioig

1

»

(LIS ]
[LANL I
y
vd

b. Clear Text Trarswiesions ©o TAC Sites (ref 5a(2). Secure voice
cc—=municetions (see parz .Lc zelow) bet een FaC's, helacopter laundn sites
2oi ABCCC 1l elaminate enemy forewermpg o0 impencang PT inserts.
—ze subject of statie call signs versus changing cell signs has been
taoroaghly staffed by Tt Adr Force (DOOT) in response to CINCPAC message
5109952 Jan 69. Conclusions ere that changing FAC call signs would
creste more confusion than the security benefits atteinable through
their use for the tactical environment in which they operate. Also, when .
secure commuracative means are used, call signs ere no provlem.

e. Availability of Secure Voice Encryption Equimment (ref 5a(3)).
All SOC FAC amarcraft il nave operatlonal secure volice czpsbility
(;v-28) by 28 February 2269, Likewise, all Fortmrd Opersting Bases
{702's) and radio-relay sites will be using their secure voice capability
oy this date.

d. Static Cell Signs and Frecuencies (ref 5a(h)). il COMSECQ prob-
ler will exast in tne use o static ecell signs and freguaencies by ground
radio-relay sites when secure voice egquipment is fully operstionnl (see
zra lc above),

e, Insecure Telephone Hot Line Circults {ref 5a(5)}. Commanders of
ell SOC major suoordinate unlts heve been thoroaghly braefed on this
zroolen area. Cormand e=paasis willl be focuced on indivadual securaty
consciousness when any telephone or other insecure means of comaunications
ere used.

T. Security of Tactical Operations Center (TOC) (ref sa(6)). A1l
T02's now have securiy) ;Jeras on 20 hour quty, use a pass system for
wisitors and are selfligated.

/
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. Iruigenoas Access 43 707 T0C's fref fa{7)). Indige. 21S D1LOWS
n3 larer have free necess ¥9 arees tvnac. eorinrn clazsaifice —o9s arc
aszoceted dociments unlecs t125e meleripls ere covered »n otremise

e ¥y

secrza. This cubjeet 125 on esenda item ot 2 27 Jamary 1508 Com-
rergers Conference.

k. Target !'ark.ngs on Tear I'sps (ref Sa{5)). The RT's nmeps ave
desizned ard utilized in such a way tnet only the team leacers car

identify positions accuretely, An "offOset" coordinzte systen is .
emploged to make the area ol operatlons (AD) mypear to be in South

Vietnaz.

2, ILDEST S0} Progrem (ref 5p). As a result of the increasingly

11d4sprepd use of the unclassafied nickneme IIDNEST SQIl, the nane wms
changed to TTALIAT GREEI.

a. IMile it 15 realized that some indigenous pversonnel may be
gware that US personnel are dlspensing eneny cemunztion during RT
sperations, no diselasure is zaae to them that the armumition 1s actuelly
contezanated. In addition, RT's only insert small quantities of loose
ammunition vhieh are nornally concealed in a US tearm members packet or
pack, The techmgues of ingertion normally used are to plece the
armunition in NVA/VC equimest such as packs, ponchos and pauches taere-
by concealins the actual contents of this to indigerous memoers of the
RT. Iosertaon of lerge guantities such as boxes, cases, eve. into caches
is accomplished by only US personnsl on a special lnsertion massion.

b. Expansion of the ITALYAN GREEN program by utilizang additjional
units for ilnsertion hms been carefully considsred from the standpoaint of
security. Only seleched personnel in these units have been briefed. It
has been determaned that the Lrproved effectivenese to be gained by
utilizing additional units for inmsertang ITALIAN GEIEN ammunitions
sutwerghs the rask of diseclosure of the program,

3. STRATA Operations

a. CH-3 Helos (ref 5c{1)). The CH-3 helicopters stationed at
Nakhon Phancm RTAFE (JIXP) in additaon te the CY-e's from Udorn FTATH
have been approved for S0G operations. These opergtions naw encorpass
flights to points throughout the FRATIRIE FIRE AOQ for purposes of movang
normal RT's as well as ATRATA teams. Ia azddition to 50G Iflaghts, tnls
squadron conducts epproxamately thirty flights a day for other miscel-
lanesus purposes. It 1ould be difficult for a visual observer to dis-
tinguash STRATA flaghts frow others. Even 1f STRATA fligats could be

TOP RET H-45 Tab 2 te
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Jiscernod, tnis anformataon asove is nov esnsicercd periirent due to
<he lachk of pcsocaemtaon itn e specific geogralnciccl target area,

b. Zouvment of Tezans (ref S5el2})., Curre=t restrictions vrohibat
ST2ATA vemer Jram operata~g in IV cuu perzat lhexr exployrant in the
FoAINIC TIRF (FF) and DATIZL DOSUE (IZ) AC's. Radios and batteries of
U3 oragin are in common nsage by IWA and VO umis in the PT end IB AQ's,
Therefore, no cover story should be reguired under present day concepis.
If STRATA teams res.me opergtions in !TVN in the future, Chicom redios
will be requested from tae Combined lnterzel E<ploitation Center (CIEC),

c., Corbat Reporting Post, MNKP {ref 5c{3)). The Combat Reporting
Post (CRF) at HKP iz not a 50G facality (it is a 7th AF unit) and is not
directly associated with STRATA operations. This OPSEC team finding is
not conclusive encurh to camment on vithout first applylng several
assunptions or protractions.

d. Stereotyved Overations (ref Se(k)). This finding is correct in
stating that team and agent insert time perlods are pgoverned by the
weather in target areas. This, of eourse, connot be altered when em-
Pployzng helicopters wathout an pll-weather, mighttime capebility. The
irplication, however, that STRATA 1s tae only program using these types
and mmoers of alrcraft is erropeous. Tire majoraty of Seareh and Rescue
(5AR) missions launched from MKP are composed of a similar FAC - heli-
copter aircrait package., Toe same type of FAC adrcraft from the same
squadron 1s used for SOG operations as well as for overt recomnaissance
migsions along the Laos-1V1 border (see para 3c sbove).

4. MIDRIFF 4C) Operations

a. Presence of Ummarked SOG Adreraft at JXP (refl 5d(1)). Opera-
tional missions (transporting teams to and from MEP) are now conducted
by either (1) off-loading a team at IXP, contiruing with logistica support
stops end having enother sircraft return to plck-up an exfilled team, or
(2) off-lcading a team et MIP, tekinz off and flying airerew tralning
sorties end returning to plek-up an exfilled teem. Using thie procedure
all missions (cperatisnal as well as logasiical) anto IEP involve the seme
amount of aircraft ground time,

b. Cormunications Procedures by C-123's (refl 5d(2)). !lanual lorse
Cll, ¥F transmssions are currently used on &)l flights {ecombat or logistics).
When flyinz logisties mlssions, the American instructor pilot (IP) makes
an occassional HF voice transmission to his home base (¥ha Trang) to

Tnp% u h& m oA .
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repors axrcralfl mallunciionz., TU1if 1g do.we ondr ctiet ra fnerican raaao
oErLInYS fre D7 bl firc T @ Ressase eorTai o undersisoa M tne

T . ese .ani1D overawors. -2 L3 orate of T owrece tra-sucsions {leas
toen Loravee =Y ic concidersd Lasill Tieart Zamzler tliree letier code
51570 tre uwsed fm posiiioT renoiiin, ST oLt Losasties atw coroat
ou5EL0nE.  Lenee, e proos.nlat, of missio~ Vpe aastainctzon Y IV
C. 1.7 reergr1s mimrc.ced.

S imLOIDOR Opazatzors {ref Sc), Topom resuroiien of Paradise
T

£.¢ opereiinsf, o regdest i3Il ce samatied to resiriet 2ll airsoace
surrouwnaits Peradéise Islaond Irow grasand level to wnluritea 10 liea of
the carrent Sd Mt restriction Tricn esterds Tiom ground level to LOOD
feet. Tme sirecraft overylical referred to a1n tne OPSEC finding was
processed asg & violalion by " AT,

ngf o L?)/G-Daratao“s

-~
a. (ref 57(1}). zsreecent yatn ZPA TRATQY forces does reguire
movement to searard fram Coeretlng Aress (OR) during PLOWHAR
osnergzlions. This 1s essextial to preser e cover end eliminnte any
o0 215 connectlio- oetreen TS and 3371 forces. It as doubdtful that thia
=5.enent -as any diraect xmpeet on rredueti- PLOTAY (C) missions since
SZA DA™Y units fregaentl; lenve pssiznea stations at irretular intervals
for otner reasons; i.e. Lo reluel, replernts:, reerny to conduct SAR
operatidns, to ecrange stations, to "Lorneover" to incoming ships ete.

b, (ref 5C{2)). It iz essestial that the MARKET TIME control center
lnow of movement ol PLUTIAT craft to prevent ratunl i-terference,
uinecesgay;)’ challenges evg” 2ever, tras 1-formatlon need not be passed
tc izddpencas persormel al x5 center nor daispleved on suznary plots.

Terceforis, only tae dutr- operztions ofSicer (US) at 4ie Coas Surveil-
lence Cenzer wll asve 1nSorsatiosn O~ ma.e=e-t of PLOTAN eraft.

Pe ml) utiiaize tnie infopmation to leep iARITT TIIE er
tee trac:s of FLOWRAT PTS's,

mill aey fron

c. (ref 5£(3)). Prior te the mrrival of the CIITPAC OPSEC group,
caenges 15 coat coxmposition Jor varidar mission areas had been made so
tnat & four boat missio- was not adentified a2zl the "UFITE" OA. AL the
tize of tne cessation ol operations, fave, four, end three boat miselons
vere rencdomly scceduleé to all OA's.

d. (ref 5£(L)). BRBadio ccecks mede priosr to Zuture PLOAL
ragsions “1ll be lirfied 4o & single trazsmission and reception per coat,
gfter slectronic sensiti.lt, creclis. Turiner, samalar radio checls will
bLe reld at rendam later.als apart froc mssios preparation.
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7} Joant Pargomwel Loeo ter Cedter {(7207)

.
c. {re? 7_17))  The ORILC findangs rcferra-g %0 "reoss-g vrica
appear t2 ca~irz.ule 32 lnc cosplete loc. oo saccess the JEC ~2s aad

A

in ellesmii~- %o recoaver 7,5, personrel” were nresented i tie OB3Y
teon darls; SFC braefings ir the forxm of less2is learned and ora.lems
encountered. Topmd reactiod to 2izaly peras' s le intellizerce -s

essertial uf ar, success 15 L0 oe reeliced 1n DYLS2MET recd.er, Opere- .
tions. The JPOC 1s containaing to stress thas e feetor in aits coordl-
notlon witi field units tes. eo to conduct oricorer recovery operations.
Altaouga prozpi tess of reacilon tine is & constart JPRC obgectaive, tius

1n 1tsell ! as nou proren sulfficient. On a ler oceaslons, urins were
lagached inta P77 corp mress watnin 24 hours after an esceped T wes
recoverea. O tzese occasions the teans found recently zsoa-doned

faczlities. The VW cadus opersandl obwviousl; colls for movarg all Pl's
irpedietely efter ther belleve tne facllities have veen suugecs to
compromise tarougn a P escaping, e guard defecting or otaer aindications.

The greatest rfap ir our overall recovery efforts 1s the inaoility to

pain relinble irtellizence regardans Fu camp locations before tne enemy
reelazes 1'e passess tals Information. Allhough we have constantly

levned tais reguirement on the verious intelligence collection agencies

i.d., 525ta talatery Iantelligence Group; Detachment &, €MOOLh Specanl
Actavaties Grouap, etc. and supplemented these appeals wiltn putlicity .
Tegardang the re'ard progran, we have not obtained the desired results.
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ZEZALSCE OR OFFICE S1.20L SULG LT

‘ACS0G-21 07372 Sureyr (U)

T3¢, Director, I=ztel o Cmiafy Security
T0: Chaef, SCG Doter 27 Jun €9

I'AJ Archeert/rov /T-L307

1. ﬂ"URPOSE: To irfcrm Cniel, 850G of the findirzs of the S0G OFSH
Sypfe; Teem and to obtain miz aporoval of recormencations based tnereon.

2. DIBCUSSI0n:

o, At Tab A as the report of the OFSEC Sarvey conducted o, direction
ol Chief, 803. Toe repori includes the ¢urrent ctatus of corrective
action taken based on CIITPAC's survey, olher itens thet providge prior
knoi ledge to the eneny, and miscellaneous related observations end
caraerts.,

b. Uhere recommeniations are appropriate they are contained in the
bedy of the report folimnanz the findirg. The sectionf/activity re-
sponsible for teking corrective action is noted perenthetically.

3 /0 RECCI2EIDATIONS -

a, Thet Chref, 50G approve the recommendations contalned in attached
report for subsequent irplementation by designated "action offices.”

b. That report be returned to Securiiy for reprocductisn in requisite
mzber of copies, control action, and distribution.

/s/

H.1I. ARTHEART
MAT, USA

Tean Cocrdarator

TQP CHET H-49 Tab 3 to
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2. z oVNTI s
L L
2, Zaelcrencez.

(1) coiem ~ Terard, Suag:  Exemiwgiion of jhlitory Assicterce
Cend Studies aré I.ser-miions Growp (I22C505) neratisns (U), daved
. Tecerber 1830 {Inclocare i).

(8) MeCSO0 Lir, S.oj: Opermiions Securaty Sramiration of HAGSCC
t—erations (5), éetcd T Teoramry 1059 {Inclasute 2).

b, At the direciin- of Chlef, 503, an Cperational Secarat, (OPSEC)
S.vey of SCS and 1%s s.ioordinate actavities 'ras conducted duripg the
perand 1L Moy throos= 1T June 1952, The purpose of the survey wes tiro-
fold:

(1) To follov-.p tze CONCPAD OPSEC Survey of October-November

1

vy
(Y
“a

{2) To 1cer=i sources of enemy vrasr knouledge not previcusly
adenvlfied by CITOPAL.

An eddatisze?! —zs10n verformed concurrently 'ms the presentatlon
of & Commnicatiors Sseawasy (COSEC) driefing cased upon the CRSEC
sar+rey conducted by toe 101st Radio Research Ciampany in February 19:9,
~-e briefing vms presented by members of the 10lst Radio Research
Coimoany.

c. lierbers of the teen vere as follous:

Mag H. V. Areceart, Intel Representataive and Team Coordinator
Mej Whlliar I. Ad2ss, O & T Representotive

Capt Rabert T. Coalson, Como Reoresentative

Czpt 1hllaes €. Bchaifer, Cocomo Ropresentative

1LT lichael Uilliemson, 10lst RRC

SS6 Thamas P. Tocht, 10lst RRC

d. The follenrdng ectivitles were vislted during the eurvey:
Cormeand end Contral North
Quang Trl Zs:unca Site
Fhu Bai Zauncr Site
TOP CRET H-50 Tab 3 to
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davel Advasory Delacsoent -
lionl-cy lioanteirn TOR
Supoort Teellxi; P00

Mr Operatisns Croun
1si Tlaght Detachment .
15tL S80S
20th BCE

Corrmand and Control Central
Dz t¢ Launch Site

Comand and Coatrol South
e Co Launcn Site
Quan Loi Launch Site

Caczp Long Thana
Alrborne Studies Group
e. The fandings contained hereln are based upon information cbtained
fron anterview nth key persomnel at the various locstlons, from written

reports and S0P's of tne aciivaties, and from observation of operations
of the various actlvities.

f. The survey was subject to the following lamitstlons:

{1) Short obgervation period at eacn location. A longer observa-
tion pericd at each location during peak operetlonel periods ecould
pa8saibly have resulted an discovery of more provlem aress,

(2) Bad weather in the FRATRIE FIHE A0 contributed to reduced
operations and the ipaoility of the team to observe procedures during
eonduct of operations.

(3) The team visited CCS irmedlately after an operational stand-
down in the SAITI{ HOUSE AD and a true plcture may not have been cbtained.

2. CURREITT STATUS OF ACTIONS TANET AS RESULT OF CINCPAC SURVEY.

The followlng comments are besed upon, and keyed teo, Lipdings of the
CINCPAC Survey and the SOG reply thereto,

TO ECRET H=51 Tab 3 to
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8. FPRATIPIE FIRE and SZLL KCUSE Cperoiions

(1) Use of Irsecure Horsmane Cooces (ref 52(1) ). The use of
insecure coaes has el reaugew. Caly .n oue a2rea tras the use of an
unauthorized code by operational tepms founn. 3ITRATE oOperatisns teopms
were still usirg an unadiboravec color ratri. tipe code. It vas poanted
out that STRLTS operations pad on hand tne AMMC-2TC (Ev3lish) ond RV
AL/2 (Vietnznese) STRATA ¢ode, an 5S4 approved code specafically de-
signed for SIRATA use. Sildcxle coaes and ¢2l2r coces vere foun. at cne
other location, but they were employed in cexp cefense, not 805 opcraticns.
The saignal officer concerned was advised tpmat approved codes are avail-
able.

(2) Cieor Text Transmissions to FAC Sites (ref 5a{2) ). PAC nlr-
crafi oare continuing to make clecar toxt trancmissions despite the fact
all FAC marcraft and all CiC Detacaments possess secure I eoulyment.

The secure equipment 15 being used at launch sites unaer the cootrol of
CCil, however, it was only being used, "when they had something clessified
to say." They were duly informed tnat everytcing they said was classi-
fied. A darective will be prepared by SOG Commd to detall specific
procedures for leunch site to TFAC communleations. This w11l be followed
up by Iinspections to insure that only spproved secure means are employed,

{3) Availability of Secure Voice Eneryption Fowipment (ref Sa(3) ).
Sufficient secure volce equapment i1s now on hend to secure FAC to launch
site to G0 circuits vhere such circuits are employed.

{4) sStatic Call Signs and Frecuencies (ref Sa{l) ). GCround radioe
relay sites nov erploy cnanging call signs.

(5) Insecure Telephone Hot Idne Circultr (ref Sa{5) ).
The insecure Lelepnone notline re-alrs a proclen. KAC-23hL 1s used to
onceal the identities of personc =2nd metivataes, hovever, WAC-199 S0G
Jperations Code and the various one time pad systems availaole are
seldom if ever erployed by hotlline users. S0G Commo vill initiste a
progrem to include classes on vhat codee are available and hor to use
then,

{6) Seeurity of Tactical Onerations Centers (TOC) (ref 5al{6) )

1 The CTICPAC report apperently refers to wnat ig not CCI'.
The security of the CCH TOC 15 now excellent. It is fenced, lighted,
and guarded.
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trg gbaer TO0'Ys.T Duosaz 3 recoiily ot oincr locovaoas ae as Iollsem,

o CTC Soearaty 8 TTor das Lo b mackl errangemani
a7 Las Tocd-derterefU0T csldavg. Yhsmotae te TRD freilatn as esspleted
securat, caoula be e o2llent, Flans cell fo. feazarg, ligoting, ana a

puarg.

b CC3. Eecuraty i: faxr. Since the TOC is located
beneath the :-:eadq.l.a?te*:s ccmnles, Zerslny is adt vractlzable. Augrmenta-
tion of exvistirg secusziy 1s necessery 1n the form of metal doors at all
entrances ard a geard £ tae mzan entrarce to control access.

£ &2, STFFAC, Axr Cperations Group. Seeurlty as
excellent,

4 Zaunca Sites (other than at MPK). Security 15 as
good as possiole under e dsting condltioes. What a1s lackang physacally
15 compensstea for in security conssiousness of tne personnel assigned.

(b) Recormerdatio-s

1 That penzing ecompletaon of the new 100, CCC assign & guard
ot the headquarters enirance to control sceess therein, (ACTION:

HACSQG-35)

2 That CCS assign & guard at the main entrance to the TOC to
control access therein. (ACTIOL: IMACS0G-35)

3 Thau metel doors be obisined for the CCS TOC. 82, CCS
states that taey heve been reguisitioned. {ACTION: NACSOG-LO)

(7) Indigenous Access to 70D TOC's (refSa(7) CINCPAC report re
ferred to indagenous pilots. Txnis flnding 15 not completely valid since
these pilots £1y an siz2ort of owr missions snd must heve access +o the
maps, In taose locatiors uaere a separate briefing area is maintained,
their mecess to the ©0C =5 controlled.

(8) Terpet Merinrgs on Teem Maps (ref 5a(B) ) our reply to

CITCPAC steted tnat tns 9I7-sei sgstem a8 nov in use. For those targets

for vhich pnoto-maps ere not aveilable this mey be possible but for those
targets wnich are covers=a by photo-caps 1% 1s pot possible due to the area
coverage oi tne map. X4 Dost ceaes, maps are either covered with acetate
and marked with grease pencll or markings are mede directly on the photo-
maps with grease pencil. These marliings are easily removed. The current
non-attributeole photo-zap iz one of the least compromising items carried

Ty el n=74 ‘ran 3 To
Z'Z_— Appendlix H




MORI DocID:

TOP_SKCRET

Iy the PP's, Tvzms are gulc conscilentlsas o rogura "-iir inese
mons or A3 webt oy tnst 17 Leecessiry. Tnic ardeoyrc tT oe £ oprocism e
=211 pe foreec T2 1.2 -2sa. I the RT's are v Lrirg wae 222 of the
éotairel LnIOMnATLIC] LU A necessary Ior TLET €9 nac¢ oo Dnr.Lnso On
Laedr mab. Moel e revcord £ wnotnol praven 2 crawstone ferert
ope.ationz: "Iose ine prospectlve Miake” oatweipgn tae ris.. anoolied”

b, ELDZIT S0 TUOSRAY” (ref Sb) .

Since tne COCEAT OPSIC anspeciron, tale program has Teen re-
nzmed ITALTAD oRDTT" end cacseaguentlyy POLE TLAT. These caanges *rere necec-
sitated epecauce ol ine "despread use of tne nickeace, {.e twrnover of
persannel involvee, ana tne sensitivity of the progran. Toe strangent
security measures are sti1}l emplayed in the auciimsiretion of tae progrom
end the aznolizg of the azmaumtaon. The contamunzticon pnzge, conducted
on Osdnova, 25 serminabed on I Jesuery 1958, tnersoy mrmimazarng dus-
closure oubt of country ard Quripg shipments betwreer taere ona tae 270,
Tne nonwer 22 unds partiecapalang 1» the proctoca was incressed to ipeluds
7/1 Calvery 1n I™ 072 enxd ITPVY LLRP fo zn IT CZ2, '7mile kg recguared
edditional disclo-.re of the program, only a very Limited pumcer of
personnel t=re praiefed. Operctional personnel vvere provided wita only
enoush infermatysw So accorplish zpsertisas.

¢. SIRATA rperetions (ref Sec)

(1) C4-2 Helos (res Se(l) ). GSince 1 Fovesier 1958, STRATA
Teems have been erployed only in tre FRAIRID TTRE end SALE! ECU3S AO's
and in the B¥', ‘hen tnese teams bave been launched Irox I'alnon Phenom,
Toediland, C'1-3's -aced =u 1P (also knoi'n a5 *72) have been utilized.
Tnis type of nelicapter as elso used for iansertisn of P7 R0'z pluas
mmero>us other operations from P, Assocaation of Ci=3 belos with
STRATA or olzer 502G operatiosnas 'would be vartuelly umossitle o cetect.

(2) Eomprent of Temms [ref 5c¢{2) )

{o) rindin-. STBATA teems operating ir the P7/SH 40's are
dressed and eqainvec £ JVA. Tven though radios, compasses, maps, etc.
of oragin ere used, this 1z pot considered éetrimental to the:r cover anid
securaty because these rteus are used oy VAW umts opsratinz in %$ne
aren. Ho-ever, 1t ~Bs nated by the OPSIC tea= on 2L ey tzet cloipang
vas not unlfsr= for ell team members. US type junsle boasts, zats, and
sope clatmang vas wora. lorever, cansideration ves ot gitven to the tyme
and color of uniform vorn oy the I'VA in a particuler igrcei eren.
Evidence of jJunjie boot tracks and observation of tne team was not TVA/VC.

maAan S ATmem - =
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conzuztent vilh Lnear eovel wa Loat gierale foovr e, e.g., #2305 1T
iire trend coles (czrac’s, efe) le xssued 0 teone _-merating in enes

s n - TP LTI N
wtld prens, (}':C:'._u. L v LRI

{3) Cctat Terortais Poct, T (ref 52(2) ) As sieted im SCO's
reply to CILCPAC, tois Lz nov & COL5 facalaty che is not darsgetly
easocrated with STTATA operatiors.

(4) “tereotzmsu {rosrazions (rof Sc(l) EIRATA teams are inserted
utalizing the sanae tecnnigue anc sapportang tir ascets ac FT oor SH R1's
plus otaer non-S5CG elemsnta. Uitn tne increase in air activaty an the
FF AQ eince 1 llovermper 1958, 1dentificataon of STHATA or PF operations by
type of supporting zir acssts woulc pe dafiscull pecause of numerous
otner operating elements using simalar saveraft.

d. MIDRIFF (C) Operations (ref Sd)

(1) Presence of Unmerked SOG Aircreft at Yakhon Phanom (3PN)

{ref 5a(1), STRATA teant &nd I= RT'S are 55111 transportea Lo oL’ Tor
insertion into the FF A0. The elrcraft are parked an an aree located a
consideroble distance froo other aireraft parking ereas and normally
remain there for & peracd of 6 - 8 hours, ILogastical support for SUPEFAC
is normelly accorplished uwlth the same aircraft that are used to transport
teams to INFl. Therefore the previcus problem of urmarked aarcraft re-
maimnz on the ground for an extended period of tame during logisicel
missions 1s no longer aponlacable. However, the urmarked aircraft with
black and green camoufllege are still consplcucus and probably result in no
small emount of curiosity on the part of base personnel. (see pare 3e)

{2) Commmnications Procedures by (-123's (ref 54{2) 80G's reply to
"ITCPAC's finding 15 st1ll velac. :2npual iorse G, HF transmissions are
urrently used on all flights, wwWth oceasional HF voice transmissions
being made by US Instructor Pllots to report aircraft malfunctions.

¢. HUIIDOR Operctions (ref Se)
-
These operations are no longer conducted as a result of the 1
Tovember 1965 bomoing halt. All facilitles mre secured and are maintalned
in a careteker eiatus.

f. PLOTAN Operetions (res 5f)

These operatlions ore no longer conducted as a result of the 1
Fovember 1968 borbing halt.

TOP CRET H-55 Tab 3 to
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ti21 eorgerncry Lhe kasztzs- of ITRANUC T melilitier i nomlly rescrice-
o, Tersoznel tmud nave cxeanzl o or wslectat. Tras 1500r72i1OM CSnLlndes
o e ertrerely neric slle ccogade vae TRV mo e tzc Trisoncss eoon
afier tne gisedvery 37 rassairs personnel. ‘orzover, U‘J,/-‘nlllei 1its zre
reluslont to comduet rezz’ery opeorgisors ceced upHn unverified rformwebion.,
2nothicl probles ar the 227 effart s %

-

at US anz.s foel tae, mast ooseas
eoproval, Tor aperations Iraa thie or $nedy aitler peadgquarsers recher tasn
refiatel; exploating *u ot information sie, Mave. 3Since resnonse Line

-3 of the uinmost imporic-ce, ootzi)aing of eporcval a2nd the inherent
coorcaaliam cozirioutes to welays an toe <recutase of recover, onerations
2nd tacrecy minamires ine caence 2f cuscess. US/f1lied field co—mands
heve been informed that t.igy shoald ainditiete racovery zebvaion satain thear
resnective AD's when they receive credlole informatiosn regerdinz the
locotion of capturec US/illied personnel.

{2) Recormendeilor, That more e:itensive guidance be gaven Lo
US/f115ed comands. L~—enuers should aiain oe informed that they cen
unéertalte recivery oneretlsns on thelr om inntietive wrltkan tnelr
respective AQ's. (ACTIC!: IMACS0G-80)

3. (287 DIDINGS Or SOt CPIIC TRAN )_tﬂ/
AL

In addition to the Iindings of the CII'CPAC OPSEC Team, the folloring
items are considered cy the S03 CPSEC Tean to pe sources of prior knowl-
edge to the eneny.

a. Unauthorized Personnel in SC3 Instellotzons

(1) Fanding. T=%2i during the CPSZC survey -vere the visits and
presence of nersonnel other than SO3 memLers al S0G faciiities. Those
include US milltery erd civilaans vho were elther performane construction
worh, sucn as Seabees &ra engineers, or parsonnel imo had been invited to
tne faeility by 30G perscmnel an on atterot to ootean lozisticel or eédmne
istrat:ive support. Freauently these personnel vasited the mess and elus
fecilities uhere operstlona) matters are sonetimes inadvertently discussed.

(2) Recommendnizsn. Thet only authorized personnel be permitied on

8S0G installations. V.siis of upauthoriced personnel chould be held to m
aminiwron and only for officlel pwrposes. (ACTIOM: I:ACS0G-21).

TORSEGRET H-56 Moh 2 +n
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{2) Tandir~ Tucre ammears to e n- . ortoraars as o2 Cao is
culharimel £9 tra f.. on OOy s.rerafli. Domal @ ts of N norsomnel enl
feoends =f 307 nesvers ofter troavel -inile seacr U5 nerconrel, €454
S5th Omeeial Toreces Crour »ercenrel, are dctica eccess. T issue vas
rarsea by elicraft ererwmen at 10T Tlaigat Detne meri. As o case in poaant,
& UGl Cnenlain travelled cn & SOG C-13D froz T3° to Hha Trang ain tne
comany of a SO0 menber on 23 Yay. This was titnessed oy CPSEC team,

(2) Pegomiendation. That only 303 wmeuvers znd Coanterpart
personnel be authorized to travel on SOG sircrafi. (ACTIC:: IIACSOC~32)

c. Prbassy Rezistered {"T" lurbered) Vehticles

(1) Findings

(2) thile not aindiecative of any particuler operation, the use
of "eivilien" vekhicles oy US military persaanel in uniform Qoes abtiract
attention, 2n cioletior of one of the basac pranciples of clendestane/
covert operations - eronymity. Use of these vehicles is necessary for
some actavities, but each such vehicle should be justiiief by the user.
Further, the use of blocks of numoers ties all of the activities using
such vehicles togetner, egpeeially true an tne field. lNMost SOG umts have
several black T-mumbered vehdieles. Since Vericles pnanted end marked in
this manner are uncommon outside tne Saagon area, attemtlon is drawm to
those facailities using taem.

(2) Recormmendations

{a) That SO veaicles in the Saigon area be painted OD and
narked «lth approopriete !ACY bumper merxaings.

(b) That SOG vehaicles in areas outside Soigsn be painted and
marked similer to other =ilitary vehacles in thelr area.

{e) Taat vebicles driven by personnel regquirei to wear
eivilian clolbang in the performance of their daties be excluded from
(2e) ard (b) sbove.

(d) That further exceptions be reguested in vriting, citirg
Justification.

(ACTION: WACS0G-40)

TOR qp(( H_RT et o en
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- 5 theze gites oo £0 locased toas 2 ) camnl o.ocer er a- Une vaeoliuny
car - _tecs 4as rleceor pocpsyaticr, parcocooel, evlrogoto o, wo aviare
ori reeovery S8 803 Seans. Joseaver &L re.ort liai’ s.ies LVioTe s
2 raorle_e of aeenucie »nrsbectlte orerasae cover L5 accamcoate sooreral

teeze ani nlgwoon Size elelenls ouraps mosuar are/s roeset olinol,

{2) Reeormandaiia-, Thet launc» caites ineated on anstellations
S EEEE e T -
otaer than NT, be re-locctzd ©2 areas sénevated for eroash {rom otrer
U3fAill1cd persommel taat nctivaities ab the leuwich site cennol be ooserved
el thot odeguate cover ve coutirucled ac cach locetion, (ACTION:
UAZE0G-03)
-h% SA).

e. Identifiavle Air Assels

(1) Finding

(a) The composition of oir =ssets used for the insertion and
er.filtration of SO07 teems cen €asily be identilied because of unlgue
atrcraft and comsnicusus earsullaze marlangs. ros: CCN and CCC and their
lzunea eites oieck and green VAT CH-3hs 2rc ured o5 troop carraers in
eacr gar psset packaze. At CCS5 and tne leunch cites ab GQuan Loa and Due
2o campullaned "huey" helicovters ere uced as both slichs and gunsnips,
These aireralt are very conspicuadus end eesily ldentifisble because tney
ere the only ones markec in ihis manner that zre vwsed in the arens of the
laurel. -ites.

{v) The seme nolds true for S03's fixed wang assets, 503 is
the sole user of black and green C-123'c and (<130's in RV.. I2 thecy vere
painted in the seme manner as other aireraft, they vouald not be as con-
spacuons. Their dastinctive eguapment 1s nollicezble only to the treoined
observer but anyone can notice the dlfferent paint. Crew members with
whan this matter tas discussed do not feel that the night camouflage
characterrstics outweign the conspicuousness.

(2) Becommendation. That mir assets, particwlarly helicopters used
for cross-horder operestions, be paimted and parked like other aircraft in
their base area and their areas of operations. (ACTION: 1iACS0G-32)

f. Clothing and Equipment

(1) Fandang. A1l SOG RT's operating in the PF/SH AQ's vear the
US Jungle boot, Enemy dascovery of these distinctive boot prints hes often

TOP CRET H-58 Tab 3 to
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v8) PeesmaEs 2iist. L4EU
12th trear cover -ora t-o. Sssrlile
scles, be issued to =1l 2I0 teams
para 2c(2), above} (2I7IC%N. 1.aC503-

ce provided elou-itz cousistens
oEarT, E.., DOOLS 2tk tare trezd
rati7z 11 enexmy held erees. (sece
~
=)

(0 1y gk

YEo0

g« Freguency > Cperzuaons

(1) Fandang. Iz certeln avees of the SALEY HOUSE AO, operatiors
ere condJdetea g9 freg.e~cly, «tiliring in cocoe ceses the seme I2's,
that ¢he WA have e—pl=rrad effectave early verning systers in an attempt
to thuert these operations. Enexy cbservers on prominens terrain festares
can detect impending operations several minubes prior to ansertion of the

tean.
(2) Recommerdaiior. That reconnaissance operations in PRATRIE
P T ) A
PIRE and SALI, SOo2z no'5 de licited 4o a certain nurber per month in any
given pase mrea. (ACTISH: LIAC33G-35).

h. Irsertion Technigies

{1) Findinz. Daversionary fligat routes ere used by the air assets
when inserting weenms in tre SATE! ZC0USE AO.  Since the launch sites are in
close prosamiy to tze target aress, use of diversionary flaght routes are
nos restricted by tae cmarelling renge of tne helicopters, In addition,
contoar flyinz erd du—=y anserilsn aleo deceave the enemy es to the ectuel
inservion 17. Ik tne FLATSIE T22 AD, portacularly for thoze operations
launcpned f{rom Pau Bed erd Siang Tri, use of daceptive technigues 15 re-
strictea by eirerafy oxsritang range because of the distance to the target
area and altitude of terra.rn enroute to the targel area.

{2) Recormerzzhion. That lewnch sites for the FRATRIE FIRE opera-
tions be located &5 close 25 possidle to the target arems. (ACTIC:
MAC503-25).

1. Divide) Comms.nd et CCC

{1) Tindirs. Foste 1L vasses through the middle of the 0JC com-
pouns, aiforaing dccseriac:on to Wne eney of caxp fortifications,
defensive positiors, Isgzzule fecilitaies, ané balletan; ezreas, and en-
oabling ham to ootain en esticste of the strength of the compound. This

TO ECRET H=59 Tab 3 to
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{2) Tecomeonuziaon, That consié=retazn to goven to Lle use of She
CIZ7 metch ay eats SI0 erl LT percoansl or tnal no pates be ured,

{#OTICT, AC303-307.

Y. Excesclya Faroris by Teams

{1) raniic=, Tec:r are reguired to sazzat three stetus reporis

plus 8 RO reomt 1a.7) "'nile or massion. Dmeessive time on ine aar ang
excessive nuweers of broadeasts facilitzte ene=y intercept awc /or DT,

{2) Recyers2sion. Thet toe vurber of recuwared repdris oe reduced
12 toe mondmer erz voat cisaderation be grres to consclidacicg the 20T
report waith one of the otaer siatus reports. [ACTICN: 1LAZ52G-35).

1. Fornat Devdrise

(1) Tiniang, Teams are currently using fixed formeis Sor reporting.
Use of a flred Iovoas serves as an aid to the enemy cryotosnel rsts,
especielly 1l pordaons of dne messace ATe unnencryvied.

(2) Recarreqsation, Thet vaen fixed formet reports ere used they

be fully enclyptea. (aAG.ICil: 114CS0G35).

m. Use of 833
MED DA 2av

(1) Firdang

a. Certain haghly sensitive reports are being trezsoitted in
the elear on toe 507 sinsle side band net. TAC weather reoorts are a
prame evarple. Vhile e2ther reporit, per se, aoc not appeer o be haghly
seprative, tney can be used t» link eoreas of operations and ere inaoacadors
of vhether or not operations 111l be eonducted. A1l traific on the GGG
s1ngle side band net must be enerypted using the mvealable lor level eodes
and one time pads. Thne e«ceptlon to this should be bona fide emergencics

TOP CRET H-60 Tab 3 to
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(L) Selertion arn_ usc 9f cowmarecntasrs smgnis o

=t moon scewsr rrotienss. Lo, edsel vim oo ol
todesr mae slost.r gnd Y2ff rotaic or? peIrI BT L
*EPLL SVC.1 @ NRIIE 0GCRUSe tie lefs s @ Tz ZITALE TO oL MOle
con.cnilenw. “ne COG ci,le fide cend ret 15 bne pune encople of tioas
vaolation., A clasoaZiec -essepe (el 002 ..88252f ere clastif.ed) must
be off Iane enerypted, usir, iov level coder and/s: one iime pads beiore
1t can ve 5env viz tue fi-gle side band net. This much rore time con-
curans method is used rawner than the gazple pracess o Gypirz the
nessege on & beletype for transmuissio., over on-line-secure teletype
facilaties, Addationally, the sangle =ade band net utilazes hipo
freguency propegation and ic muen zore susceptivle to iFDF and trafiic

¥515. Desmite the aherent advantages af speed end seciraty 1ACSOG-3%
personncl persist an usang garsle sice band comrmmications in rreference
to teletype vecause the radlo roam i1s not nearby.

Fy 1
H

(2) Feearmendation

() ™et a sccure Lelebrpe circuit be used as & primsry means
of communicatlons, *men abailasle, and the cangle side bano be used
stractly as e bach-up means. (ACTION. 1AZ50G-35).

(b} Tnat, vhen cingle side band 15 used, all traffic be en-
erypted ~dth the erception of bona fide emergenciec wnen encrypvlion time
could resiAt in loss of life, (ACTION, IAC30G-35).

L, PrS) OrSCRVATIO: AND CCRmems

The follmwins topacs, “hile not sources of prior knowledgze to the
eneny, are clozely reletea to ooerational securaty. These tovice are a
erroxlavion of connenis raane oy Lhey personncl of tne surveyed activities,
opservations by the OPSLC {eoam, and mscellaneous related corments.

a. assigred aaintenance Personnel

(1) Tanding. The 15th 502 receives its meanlenance supmort from
the J4th aintetcnce Scuadron., It is Zeli tnat she overall security of
the orgamzetion 1ould be ennanced ii malnicnance personnel vere orgamc
to the anit.

L. Clvilamr Cover for NMewse 7 Personnel

(1) Tarcing, Personnel assizred to iouse 7 arraive in-couniry in

mnob ot rocm v £a N
1Ur DL d n=o.L 1ap 3 Two
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STLoe t o T ogta M2 ozt lliar oga.c ThiaT,
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§ civ_az T s-o3r U0 demzrvang COTUT, (200X ACTCT-1,.

{2} Tet~zoav =~ 2= "hit petin Lo ‘o7z £ osewearl Touee 7
1T n -

c. Accslevrolad —ozno Ccoedilec

(1) Tinitrs. "z 2woe lasreh dates orc woved bacl b, several énpm.
“tnen this gecurs loe fz:nv does “IL nave cisg.nte tire fo1 preparaiion,
~aberuiall; cesuliing - glsrm resflorneoce; possibly increased casualties,
seapordized cover torousn reliance on marked maps (see para 2a(8) ), and
less than ¢omplete mssion accomplishment.

(2) Recommens=z%2o1. That launch detes not be moved back without
soand justaficacion. {a--iol': 1LACS0G-35).
d, 8T Ballets
(1) Findara. .o 3I tillets exast in eny of the SOG field elements.
Tuis matier of concers o several units. SI motderial could be samtaced

zy the cuthorized recipient and passed on to others in the umt vho
recuwire 1t.,

(2) Recowmendetxan. That consideration be given for the authori-
zation of ST blllets e zzch 50G actavity. (ACTION: 1:ACS0G-20).

. Massion Abortc
(1) Findins. To soie cases teands orozare for a launcn every dep
Sor ar long as o2 weel., After a certzan periol of taime the indlvadual 13
not psychologleelly rrezzred for combex.
(2) Recorrends~’on. That consideratior be gaven to cancellins
a rs310n after at nas cezn aoorted or postoonen once or tince. (ACTION:
* £C50G-35).

. Loeation of JEE0

{1) I'inding. ~=e fect that JPRC iz co-located with S0G Headguerters
ané the fect that the acsoantzon betuveen tne v as claszified SECOTT
presents an avlevard savwoetion. If JPRC could be Te-locateq outside
Zatlaang 3, even 1f sitill on FACY I Compourl, it could adentify dtself
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1

b3
aald Le mach £ 2oller Al tne U7 C Zetoorcoitc anovavew corcetl arnew
e eo tod of Saier, 007, Eives U7 Leactanticos oo oolenoglely siaffed

to proveiar regmired coall oreizvonce @areet?; w0 ore Taell

~e feazatility of eliminatans thas

ot
2)
ahe nctauguerwers ce swvmied,  (ACTIST CACSCG-SC).

1nsermedy

h. ineoncastent Corer

(l) Mrcors, The eover storg dr tie CSALIT. ECUSE AQ 1s that tas
teart raae & navizeilotal errcr end inadveriue~ily strogea ocoross the boraoer,
lorre er, the teans are olter atiared an Iore.sr uridorme gnd earr, forealn
-regnona,. Tids 15 not comzastest *uth the eocer stox,.

(2) Recormendatisi. Thab tias matter be ezaraned and the coser
stor, revised or iac teoras 2tilred 2nd eswrnred 1n saco @ xoamner as Lo
conform o the e Aistang, cover story. (ACTICT: ACSCG-35).

1. CC57C Zauecavior  SC3 Cormundcations is planeing o eijorous
nrogram o2 CCIZZC eiocatisn. Ineluuwed an whz m1osran 1s o rlonned
comxideations officers eonflerence to deal =il cowunications Drovleas
2nd the mrenaretion of docazents ol incirvelian t2 nrovice guwidance Tar
sormunacations systess usacs,

3« Pedesiznatior of Urits. In accordance wilth guldance received from
Chief, 80T, the suijces ol redesasnatlon of sucordinate writs was esn-
sadered. Tm C & C Devesanments wvere cuerxed on tne mattes and taecar
co=ents ere cornsirctent i1th the eollectrse coanion of the teem, I
deened neccssary by Cnael, 30G to chanze desisnations, tae f2lloiarng
recamnendallons are proposed:

(1) That the decigrataon of MAD nol pe coanged.
{(2) Thet, if the csmponents of Aar Cperations Group are redesig-

nevel, the redesiznation ve accxrplisted eancurrently *atn repaintang of
ajrereft. )
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{Z) That C & C Detachments oe Tezeragrates ce "IV Tenrs of the
ot

Cth Specaml Porces Crotvp &nd L.zt tae; ane tle ICU - czx CIDD potenes
or No poieass as asl.

L. Feea,mtion o TCO Origlaiona) Cooeo lat, e 2 arpll yecofmongi-
TELIECY BTL Allal LG

n 1

tion of Ti¢ C2T700 oo at v TLo oo On Ll zirl ol =
wear; ar oopesetiona unii, vt Lrits a2zs17 e, elife..ea oraoan dascel
Sugport.  Tle out-ol-CoaniI, LUSSA0T T 2UulL A0 Re2cssity remaan haghty
closcified, vat & corer magssaoe cauld be ests.lickec alenp tae lines of
coneaetlars uneonvensional Cocfe. ¢ oneratio- e L. ocow 2om5 tas cocgt ard
imserdicr (orders 37 DV. . Sd4cz & chatge 1n o mreach cule provice av leassh
Larce nogor odsenseses as Well 23 negatans comae of .o corments nenlioned
23ve.

(1) The amoant of plessafiec matter wathan 857 -ould be reduced
consideraosly, Docuients clacsified enlelyr becense the, sho aa operasionsl
capailits or vecause they reveml an associlatao) wvev-een S05 end cuvordi-
nate actavoties could Le declascifiec, Conceriration could then ke
brought to cear on docusents relating to tne clescilied mission.

(?) A sense of esprai de corps would Ve generated. Subordinate
urits, and taeir aesignsc perconrel, would have e majos aesdgueriors to
1hiea 3aey could openiy ord lreely relate. Plaguec, pziches, glasses,
and otier souveurc cdwdd oe dasiributed ara dizploysu openly, creatin:,
2 wit espritv tnatl does not nov cuast. The velue of relatang o a rmajor
wmt hac veen exerplified throushous mlitary Magtory. A case 1a point 1s
1 the TV v, " emoers of the "Riz Red Cne" -reer their pateh 'ath prade
Loln v™-2le assigned ond u on reessijmment. Thas sare ecprat could be
cenerated avhar 530G and 1t voulf no douct regalt in nigher worale,
dmoroved diccaplane, and, hopefull,, en lurrorsea record of micsion
accxmolic nens,

{-) Tffieiency wenorts emd & ard citailons eoalé be wmitten
accaratel;, citing tae oceomplishvienvs of the vndivacual vatiout he ing
to -witc the deserlption around the cover story that has lonz since been
e i ased,

(ACTICS:  LACS0G-C2).

H, ¥, APTZEATT
llager, USK
Tean Corordavator
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222 ririke {S05-32)

Ca~ .odia (S0G-33 £0C wore)

Torthirest aren of Laos {S0G-32)

Tk seript anserts (S05-3 )

veratame training operations in I CTZ (80G-31)
350G vord, S0G-35 Psyop materizl

n2-121 flying psyop cissaons out of DNG/SCR {s0z-32,

$52-3
Ziversionary program direcied sgalnst the VW and I'VA an
Ce=bodia, Laos, acd IV, Under tae Forae {C) program
{s06-3%)

€211 for GCI at Udorn RTAS, Thailand (S0G-32)

JERC recovery missaon (50G-3%, S0G-80}

:2-135 refueling tracks (also Red, Wnhite, Blue, Tan =nd
Sreen) (8GG-32)

Sinzleton agent (50G-3L)

{iT[01]
(b3l

isence, psyops end ¢ross-beach missions

Rusgia (S0G-33 SCG word)
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€-122c/-1%9s assagnad 12 300 (§23-32 172 vord)

Czll sagn 2or APOCS carirg dey same (Zceel Tiger/
-arrcl 721l erez) {S05-32)

Clz miclimace for crogs-vornder o9s anbs Camgonar,
See Szlem rouse (SCG-34)

Code word referring to crozs-bezea miss.sns conaucted
11 tne I TV A0, (S03-31)

Use ol pesple salffers (5C3-ZL SIC --ori)
New "-ord replacing Bifrost (S0G-31)

omoloyment of DCPS resoarces 1n STA for rurposes other
than to ampede infil froz VT to &' (Zi5-3%L)

A ground obstacle %o anfiltration

Alr supported artiperszonnel sube-system of Igloo
Wnite program (806-32, S0G-2L}

Fodular transportable sensor dete colleetlon end
processing system (50G-34)

Replaced niclineme Dye liarker. Ground shstacle sysbem
to impede anfil in RV, Caxzpatible wilza Igloo Wnite
{s0G-34

Gift vits (S0G-33 SOG word)

0ld nlecaname for centamaination of verioas ty‘P s of
Soviet bloc armunition. See Ple Eean (S05-3%)
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IMA recupoly eottpaners (505-34)

Camp Long Thana {80G-33 207 -jord)

806 €-123s (SCG-32)

Call sign of ATCCC during the dsy (DIZ, Laos {S0%-22)

S0G *ord, scheduled personnel/logistic sirlaft
(505-32)

Psyops egeainst TVE wnder Footbtoy (C) (80G-33)
Leaflets (S03-33 SOG word)

DCPG~eponaorea enii-anfil prograr. Formerly luscle
Shomls (80G-2k)

S50G marsps in coordinatiap -4th arkel Tive o prevent
infil by sea anto SVIT (50G-31)

Call sign of GCI redar et "I NTAS, Thailand {50G-32)
Anti-84" mssions {50G-32)

0ld nickraome for contamination of variscus types of
Soviet Tloc srmunition. See Pole Pean {S0G-3L)

liedl {503-33 306 vord)

SOG navol recon activities cgainst iVi* (SC3-31)
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Corzars st Chine (H0G-53 207 vor )
Axr Czooan IV 1n surpori of Taoirog (2] (£23-32)

Samel zzs wnvolharng antid.oenion ndscio s oegainst

WSy ATSOD elememiz (273-31)

Air s.proried anti-vebacilar susesystes of the Igloa

Tiats poograr {£0G-3L)
Cali sugn for VIS ragdan loctbeo 1n 30C-32 {50C-32)
Iortz “zetnan (S053-33 SSC * orad)

80G cpe an the D2 (50G-2L)

Fotsozal agent teams in Vi, under Forae(C)
progrez (S0G-33)

Calt s:zn for GCI racar at DI {505-32)
Cu Iza Chea Island (S0G-33)

Farops 4n support of Foolboy(C) ops an IMVI,
Tor=arly Plowman({C) (S03-31)

55375 zreoudo-organdization an Vil under Footboy(C)
(s53-33)

Peop_e's Froat for Socisl Progress, Channel “¢"

(306-23)

Rad-28 (503-33 S0G ord)

Pro~ran Ly walen veraous wrpes of Savaet Jloe emmundtion
sre cantaaneted and inseried antos ! fC-held areas of
Co=-3.0e, Leos and RYI, Torer nitknzzes Jor this
progren, vere DIDEST 507 erc ITALIAN C2T0Y (30G-3%)
Pro_2c% to ancrirminate "orth Vietnemes= personnlitaes es
anti-regime, discident eles eats; under Torae(l) never
mlesentea (5C3-3h)

Cross-torder operations inio Laos (50G-3h)
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AR 17 W L of Telly Ho area {S03-32)
Cross-Lorder ops in Cembowre, formerly Danlel Soone
{s505-24)

OSPL redespiion counons, L. der For%(v?(pro;ra:n; not
active sinee L lov 65 steradom (86G-23)

Tth Tleet coestal interdictior U7 of 17 degree:s

Search, Locate, Arnihilate, and jlomrors speclsl mission

Sometizes performed by the COC Getachments (80G-3h)
850G ord, A6 containers

Psyops bostlets (80G-33 507 word)

Sacred §oud Pabriots Lengue (80G-33)

Pansandle erea of Laos (S0G-32)

Shoru~iers reconnaissance and terset peguaisition teams
used £2r omeration in i (£05-32)

Area cstending from souther- border of 21T to the ¢
southers corder of Route Fackage one (50G-32)

Ineapacitetaing gas (S0G-3L 003 sord)
Comw2rties for the Ho Chi jann Trell (503-33 S0 tord)

Operatiors -11% oe conductec L2 capiurce POJ's and collect
collect intelligence on PL/VS/TA acti.aties in the T30
or Jtner aatnorized asens. Tace speratisns vall Le of soori
duratiof, &na desirned to geconplien sonnasticated
anlellicence collechion mascuons. Inexigenous agents +1l
ove spotied, assessed, and recruiied frow Caieu Aol Centers
and ES eampoands an J¥il, Seang Dormer VO/IVA, these
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T0p secRET

fgewn ops ir 707 an supparl of Tootooy{C) program
(Ea0-34)

Tiretep rdssaoas (503-71)
In-country blaek vropararda (503-23)

Zrfal of pgert-alludang fo'zces in IV under Torae
(C) rrozram never imvlerented (3753-3L)

Return IV fishermen to 1¥7 as pseudo-ageabs (503-31,
505-33)

Call sizn for the GCI radar at Dang Fa, RYT' (806-32)

Acft employanz clectronie dotection equarment used
to detect era destroy SA, sites [80G-52)

BAC arogran for re-locztinys IT-1353 to Teivmn in
sumport ol an inecreased 1-72 elfort.
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