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THE ASSISTANT SECRETARY OF DEFENSE
WASHINGTON, D.C. 20301-2500

. February 19, 1993
FOREWORD

This Handbook is reissued under the authority of DoD Directive 0-2000.12, "DoD
Combarting Terrorism Program,” August 27, 1990. Its purpose is to provide information
and suggestions for reducing the risk and vulnerability of DoD personnel, their dependents,
facilities, and materiel to acts of terrorism.

DoD 0-2000.12-H, "Protection of DoD Personnel Agamst Terrorist Acts,” August
20, 1983, is hereby canceled.

This Handbook applies to the Ofﬁoe of the Secretary of Defense (OSD), the
Military Departments, the Chairman of the Joint Chiefs of Staff and the Joint Staff, the
Unified and Specified Commands, and the Defense agencies (hereafter refen'ed to
collectively as "the DoD Components”).

This Handbook is effective immediately. The suggested protective measures in this
Handbook are not established as formal DoD guidance, but should be considered for
evaluation and implementation by the DoD Components in executing their responsibilities
assigned in DoD Directive O-2000.12. All measures that protect DoD assets from terrorist
artack, whether or not they are specifically included in this Handbook, should be
implemented consistent with local requirements identified by senior military commanders or
civilian managers as appropriate. The DoD Components may use this Handbook to
develop briefings and to increase antiterrorism awareness as well as for military educadon
and training programs. DoD Components may issue supplementary instructons.
Comprehensive documents that are developed from this Handbook must be protected to
prevent their misuse outside the Department of Defense.

Release of this publication is subject to approval by the Assistant Secretary of
Defense (Special Operations and Low-Intensity Conflict). The National Disclosure Policy
shall govern disclosure of this document to foreign governments. Applicable portons of
this Handbook may be released to DoD dependents and foreign nationals employed by the
Department of Defense to provide them with appropriate guidance on protection measures.

Submit recommended changes through channels to:

Assistant Secretary of Defense

(Special Operations and Low-Intensity Conflict)
The Pentagon
- Washington, DC 20301-2500

The DoD Components may obtain copies of this Handbook through their publicaﬁon
channels. Other Federal Agencies may obtmn copies from this office.

R focdoo T
JAMES R. LOCHER, III

ssistant Secretary of Defense
Special Operations and Low-Intensity Conflict
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DEFINITIONS
Antiterrorism (AT). Defensive measures used to reduce the Vulncrabxhty of indi-

- viduals and property to terrorist acts, to include limited response and containment by

local military forws.

‘AT Awareness. Fundamental knowledge of the terrorist threat and ‘measures to
reduce personal vulnerability to terrorist acts. -

AT Resident Training. Formal classmom instruction in designated DoD courses

that provide specialized instruction on specific combatting terrorism topics; i.e.,
personal protection, terrorism analysis, regional interest, and AT planning.

Combatting Terrorism. Actions, include AT and CT, taken to oppose terrorism
throughout the entire threat spectrum.

Counterterrorism (CT). Offensive measures taken to prevent, dctcr and respond
to terrorism.

DoD-Designated High-physical Threat Countries. Geographic areas deter-
mined to be of significant terrorist threat to DoD travelers, as designated by the
Assistant Secretary of Defense (Special Operations and Low-Intensity Conflict) in
coordination with the Assistant Secretary of Defense (International Security Affairs) ,
the Assistant Secretary of Defense (International Security Policy), and the Deputy
Under Secretary of Defense (Strategy and Resources).

Domestic Terrorism. Terrorism perpeu'awd by the citizens of one country against
fellow countrymen. That includes acts against citizens of a second country wben they
are in the host country, and not the principal or intended target.

. Family Member. Individuals defined as "dependent” in Section 1072(2) of

10 U.S.C (reference (c)) including spouse; unmarried widow; unmarried widower,
unmarried legitimate child, including adopted child or stepchild (under 21, mcapable
of self support or under 23 and enrolled in a full-time institation). ’

ngh-Rnsk Billet. Authorized personnel billet (identfied and recommended by
appropriate authority) that because of grade, assignment, travel itinerary, or symbolic
valoe may makc personnel filling thcm an especially attractive or accessible terrorist
target.

High-Risk Personnel. U.S. personnel and their family mcmbers whose grade,
assignment, travel itinerary, or symbolic value may make them an especially attractive
or accessible terrorist target.

High-Risk Target. U.S. material resodrces and facilities, because of mission
sensitivity, ease of access, isolation, and symbolic value may be an especially
attractive or accessible terrorist target

International (or Transnational) Terrorism. Terrorism in which planning and
execution of the terrorist act transcends national boundaries. In defining international
terrorism, the purpose of the act, the nationalities of the victims, or the resolution of
the incident are considered. Those acts are usually planned to artract widespread
publicity and are designed to focus artention on the exxstence, cause, or demands of
the terrorists.

xi
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CHAPTER 1

THE DoD ANTITERRORISM HANDBOOK

A. INTRODUCTION

1. DoD personnel, facilities, and materiel have been targeted for attack. Criminal
artacks on DoD personnel by individuals and organizations operating outside the formal
command and control structure of national governments have claimed nearly 300 DoD-
affiliated personnel dead and more than 200 injured in the past twenty years.

2. The destrucdon of U.S. Marine Headquarters at the Beirut International Airport in
October 1983 was the single greatest loss of American military personnel attributed to a
single terrorist act. But other attacks could have had caused more casualties and had even
more serious consequences for the ability of the DoD to carry out its assigned roles and
missions.

.. & a2
O - - o ST —

Headquarters in Beirut, Lebanon, was destroyed
by a truck bomb in late October 1983

e R N A~

U.S. Marine
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representanves abroad. They are symbols of the U. S Government. They become terrorist
targets as a means of promoting change .

Remalns of a private vehicle destroyed in the car bomb attack
at Ramstein Air Base, August 1985

8. According to DoD Directive 0-2(D0.12 (reference (3)):
"It is DoD Policy: ‘

1. To protect DoD personnel and their families, facilities, and other
material resources from terrorists acts. . . .

2. To facilitate inter-Service coordination and support of U.S.
Government antiterrorist actvities.”
9. This DoD Antiterrorism Handbook is pan of a larger set of efforts to implement
DoD antiterrorism policy.

B. DoD AT HANDBOOK PURPOSES

1. The DoD Antiterrorism Handbook has been prepared to serve as a reference
document for all DoD Components. The Handbook contains material to support the
development of antiterrorism awareness, education, and training activities by all DoD
components. It contains information that can be used to form the foundation of individual,
family, installation, and unit antiterrorism efforts. :

1

2. Used in conjunction with other DoD, Service, Defense Agency, and Joint

Publications, this DoD Antiterrorism Handbook can assist in the development of

1-3 _
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education and training of personneél‘ifi preventive ‘measures; and develop plans and
programs to prevent, respond, contain, and resolve terrorist incidents should they occur.
There is also a reactive phase in which crisis management plans are implemented and
terrorist incidents resolved. '

D. ANTITERRORISM AND FORCE PROTECTION

1. The term "antiterrorism"” includes those "defensive measui'cs used to reduce the
vulnerability of individuals and property to terrorism, . . . to include limited response and
containment by local military forces." .

2. The term "counterterrorism" involves those "offensive measures taken to prevent,
deter, and respond to terrorism.” Sensitive and compartmented programs of counter-
- terrorism are addressed in relevant National Security Decision Directives (NSDDs),
National Security Directives (NSDs), contingency plans, and other relevant classified
documents.

3. The distinctions between antiterrorism and counterterrorism are approximately

- analogous to the distinctions between preventive and acute medicine. Preventive medicine .
including annual physicals, inoculations, and periodic checkups is intended to reduce the
likelihood of becoming ill and mitigating the effects of illness should it occur. Acute
medicine brings specialized medical resources to a disease, to contain and cure the disease,
sometimes to include invasive procedures such as surgery.

4. The DoD Combatting Terrorism Program (antiterrorism) seeks to reduce the
likelihood that DoD-affiliated personnel, facilities, and materiel will be attacked, and to
mitigate the effects of such attacks should they occur. Antiterrorism, as discussed
throughout this Handbook, is an element of a broader concept called force protection. The
term "force protection” consists of active and passive measures designed to deter and defeat
threats directed toward military service members, their family members, DoD civilians and
the facilities and equipment which support them in the execution of operations.

5. The DoD network of people, facilities, and materiel resources span the globe. Asa
consequence of this far flung distribution of resources, there are an infinite number of
circumstances that can occur resulting in some diminution of DoD Components' capability
1o carry out assigned missions and responsibilities. Natural disasters can degrade DoD
capabilities and performance. Common street crime can be equally damaging to the
" maintenance of readiness and capability. ’ ’

6. Force protection concepts must take into account all of these potential threats to
readiness and capability. Theft and damage to property modvated by greed, acts of
espionage, or acts of sabotage, can be equally effective in terms of limiting or reducing
DoD capabilities. Self protection measures are an integral part of force protection. People
are important "assets,” just as are facilities, equipment, and information.

7.. Department of Defense antiterrorism efforts build on the foundation of physical
security, crime prevention, industrial health, safety, and hygiene programs, and military
and civil construction programs. These efforts are designed to reduce a broad range of
physical dangers faced by DoD-affiliated personnel. The terrorist threat is a significant
danger, and a danger that many DaD force protection initiatives can mitigate. -

1-5
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_forces unable to perform because of training accidents;: natuml disasters, or loss of key
': Jassets due to common street crime. DoD efforts.to preservegfomesy are' motvated by the
- need o cnsure that the requirements of the combatam commanders;can‘be metat all'times.

2. Force protection efforts and antiterrorism progras' Sndiicted” by all DoD
Components are closely related. Each programy:includingfactivitiesiufidertaken in: the

defense industrial base, seeks to ensure the ability of DoD Component.
+;missions and assignments directed by the N (ational Cothmand A thon

S L D

to; carry out all

"ha.nges in force

- posture: ‘make: protection and preservation-of cxléu'ng forcc‘s”an theu' suppomng mdustnal

Tastrucure MY important.
3. This: ¢ is intended to be 2 Rference o
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ubhcatibn is intended

fo provide funhcr information that can ‘assist DoD Componcn;s demgmqg, dcvelopmg,

. .implementing;and evaliiating cffecuve programs ;g?rg%f’fg:ei{hwgﬁ? X
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- mitigate its effects should it occur. )
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CHAPTER 2
CHARACTERISTICS OF TERRORISM

A. DEFINITIONS

1. The term, "terrorism"” has yet to be given a universally accepted definition. The
Federal Bureau of Investigation (FBI) defines terrorism as:
. the unlawful use of force or violence against persons or property to
intimidate or coerce a government, the civilian population, or any segment
thereof, in furtherance of political or social objecuv&r..1

2. The U.S. Department of State (DoS) defines terrorism in a slightly different way:
.. "terrorism” [is] premeditated, politically motivated violence perpetrated
against noncombatant targets by subnational groups or clandestine state
agents, usually intended to influence an audience. "International terrorism”
is terrorism involving the citizens or territory of more than one country.2

3. The following definition is used by the Department of Defense:
The calculated use of violence or threat of violence to inculcate fear;
intended to coerce or ry to intimidate governments or societies in the
* pursuit of goals that are generally political, religious, or ideological 3
4. The definitions of terrorism used by U.S. Government Departments and A gencies
are applicable to all forms of political violence.# Although this Handbook uses the DoD
definition of terrorism throughout, it is important to remember that the DoD definition
subsumes both definidons used by the FBI and the DoS. There is no portion of the U.S.
Code which makes "terrorism” a crime. However, it is unlawful to use violence or the
threat of violence against officers and employees of the United States government, their
contractors, or their dependents, as well as U.S. Government property for any purpose.
Hence acts of political violence committed against DoD pcxsonnel facilites, and materiel
are criminal acts. :

1 ‘Federal Bureau of Investigation, Terrorism in the United States (Washington, D.C.: US. Departnent
of Justice, 1990), p. 25.

2 U.S. Department of State, Patterns of Global Terrorism, 1989 (Washmgton.DC..US De;m‘tmemof
State, 1990), p. v. _

3 DoD Directive 0-2000.12 (tefum @).
4 David E. Long, The Anatonty of Terrorism (New York Free Press, 1990) pp. 3-5. Mr. Long was, at
the time of publication, on loan to the National Defense University from his position as a Foreign
241
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(2) Terrorist groups are by no means invincible. Group dynamics, egos, and
philosophical differences override organizational principles and create opportunites for
~ security forces to identify members, penetrate the organization, and/or prevent terrorist
actions. These personal factors can cause terrorist groups to splinter into new faction(s);
e.g., the splintering of the Popular Front for the Liberation of Palestine (PFLP) into the
PFLP and the Popular Front for the Liberation of Pa.lesnne-—General Command (PFLP-
GC).

(3) Proliferation of terrorist groups can aid efforts by security forces to
hend terrorists and bring about the end of a siege of terror

- ¢. Terrorist Support Structures

(1) In a broader context, terrorist organizations, especially those with little or
no access to government resources, need a support structure. As shown in Figure 2-1, a
typical organization consists of operational members who may be ftmcuonally organized as
outlined below, and several categories of supporters.

Figure 2-1. Terrorist Group Leadership, Member, and Support Pyramld

(2) Atthe top of the pyramid is the terrorist group Hardcore Leadership which
defines policy and directs action. Typically, leaders are completely committed to the cause

2-3
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that the group purports to serve and may chansmauc ﬁgures If the group is state-
supported or state-directed, then the leadership will include one or more members whomay
have had extensive training or education by the sponsoring state.

(3) Beneath the Hardcore Leadership is the Active Cadre. This membership
cadre comprises the "soldiers” of the terrorist group. These are the individuals who build
and deliver bombs, commit armed assaults, and take other criminal actions. The active
cadre may include individuals who are deranged, sociopaths, or psychopaths. While
"crazies” may from time to time achieve notoriety and prominence within a terrorist group,
tieir unstable and idiosyncratic behavior usually prevents them from achieving and
sustaining themselves in a leadership role for a long period. It does not, however, prevent
them from splintering away from a terrorist group and starting their own group. -

(4) Beneath the Active Cadre is a layer of active support. Individuals in this
layer may not consider themselves to be members of a terrorist group. They do, however,
provide money and other resources to causes which, if not outright fronts for, are closely
linked to terrorist groups. They may provide logistical or technical assistance to the
terrorist group. They may even play minor, relatively safe roles in terrorist operations,
such as acting as a tail or a spotter during a targeting effort

(5) Finally, the lowest layer of the pyramid includes passive supporters of a
terrorist group. This layer includes individuals who acknowledge the presence of terrorist
group members or the presence of terrorist group activity in their homes, the
neighborhoods, their place of business, or other locations and actively choose to ignore
such activites. Passive supporters of terrorist groups "look the other way” so that they do
not have to acknowledge their role or complicity in the consequences of a terrorist attack.

(6) Asdepicted in Figure 2-1 and as observed above, there are many types of
individuals who join terrorist groups andorga.mzanons orothervnse lend their support to
such causes.

C. CHARACTERISTICS OF TERRORIST GROUPS
' 1. Leadership

A Leadership of terrorist orgammons is as deerse as the organizations themselves.

Alt.hough the popular image of terrorists in the media is one of a deranged, almost
criminally-psychotic personality, most profiles of terrorists indicate that terrorists and their
leaders are generally politically motivated, fairly well-educated, and usually from middle-
class backgrounds.> Leaders of terrorist organizations are often quite charismatic, and
often have extensive background and training in military tactics and planning. Terrorists
engage in armed activity, but their leaders are not usually similar to hard-core criminals.

5 See Michael Stohl, "Demystifying the Mystery of International Terrorism,” published in Charles W.
Kegley, Jr., Ed., International Terrorism: Characteristics, Causes, Controls New Yark: St Martins
Press, 1990), pp. 81-96. See also Charles A. Russell and Bowman H. Miller, "Portrait of a Terrorist,”
in Lawrence Freedman and Yonah Alexander, Eds., Perspectives on Terrorism (Wilmington, Del.: -
Scholarly Resouarces, 1983), pp. 45-60. ,
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2. Recruitment

Terrorists are generally recruited at a relatively young age--late teens and early
twenties--although those with special skills and training are sought continuously. Those
who join terrorist organizations often have highly ambitious goals that they have failed to
meet Or they may be highly idealistic and have been affected by an event that substantiated
their political beliefs. This leaves them susceptible to the "pitch" of their recruiter, and
increases the chances of their joining the organization.

3. Training

a. Terrorists groups, like other formal organizations, conduct training programs.
Although these training programs vary considerably from one terrorist group to another,
such programs seem to share some common threads.

b. Terrorists generally leam how to use small arms with minimal if not
outstanding proficiency. In some instances, the small arms available to terrorists will be
equivalent to or even better than those of many military forces around the world. Some
terrorist groups have expanded their training syllabi to include man-portable anti-tank and

ti-aircraft weapons. Such weapons are obtained either as the result of thefts, illicit sales,
or overt sales diverted to the terrorist organizations by sympathizers.

c. Terrorists have also been given rigorous instruction in the design and use of
explosive devices. Depending on the degree of governmental support available, the syllabi
have included the use of substances ranging from common grocery store and hardware
store chemicals, to military-type explosives including plastique.

d. Terrorists are also given instruction in intelligence collection and analysis,
including observations, tracking and trailing, cryptography, communications interception,
signals interception, and sunepuuous entry into and exits from stmctmes, compounds, and
vehicles.

e. The quality of training varies significantly from one terrorist group to another.
A very large factor in determining the quality of training is the degree to which a terrorist
group is operating with the knowledge and support of a foreign government. Those
terrorist groups that were supported by the eastern European intelligence services in the
1970s and 1980s appeared to be the best trained.

4. Intelligenee Collection and Analysis

a. Terrorist groups frequently establish dedicated intelligence organizations. The
mission of these organizations is to collect as much information as possible regarding the
activities of potential targets, to aid in the identification of specific targets, to aid terrorist
leaders in the assessment of effective and ineffective tactics, and to provide a post attack
assessment of actions. :

b. Intelligence gathering for terrorist organizations varies in sophistication and
quality from group to group. Most well-funded terrorist organizations are able to buy or
coerce informants with information regarding law enforcement efforts, airline passenger
lists, schedules of events, etc. This is particularly easy in countries with plentiful sources
of open information like the United States. -
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c. Target selecuon for terrorist mc:dents results from evaluation of a number of |
variables. Targets are usually selected for a terrorist event because of the potential for:

(1) Generating large-scale media coverage.:
(2) Damaging or destroying an asset of value to an adversary.
‘ (3) Forcing or coercing political negotiations for the group's .war or current
cause. O
(4) Assassinating a key political, military, ar other figure.
(5) Enhancing the reputation or credibility of the group.

ol —

6 . Counterintelligence

a. . Terrorists operate very effective counterintelligence organizations on their own
behalf. Sometimes, they are able to obtain assistance from government police and
intelligence services, either through use of bribes or coercion, or because they find a
sympathizer who agrees to provide information about government counterterrorism and law
enforcement activities. Terrorists have also demonstrated considerable sophistication in the
acquisition and use of communications intelligence equipment. There have been press
reports on terrorist incidents in Europe and the Middle East suggesting that terrorists used
police and aircraft radio frequency scanners during their artacks.

b. Terrorist groups have demonstrated ruthless behavior towards individuals
thought to be informers or police agents. At times, terrorists torture and then murder
alleged informers outright. . In other instances, however, terrorists manipulate alleged
informers, effectively turning them into double agents providing law enforcement services
with false, mxslwdmg, and decepnve information.

2-6
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7. ‘Deployment

' a. Terrorist groups deploy against targets using any and all means of
transportation and documentation. In the 1970s and 1980s, it was quite common for
terrorists to travel on genuine passports issued in the pseudonyms of terrorists. During the
late 1980s and 1990s, it appears that terrorists relied more frequently on bogus passports or
other travel documents.

b. Stolen and forged airline and passenger ship and/or ferry tickets are other
examples of travel documents in high terrorist demand. The huge volume of international
travel makes the control of such documents difficult at best. Even if ticket blanks are lost
or stolen, reporting the loss or theft to law enforcement, insurance companies or other
authorities is slow, cumbersome, and expensive. It is not surprising that many thefts of
these travel documents are simply ignored.

c. Intemational terrorists operating in Europe appear to have gained substantial
freedom of movement as a result of Europe's political integration. European borders are
becoming increasingly porous, much as the borders between the individual states in the
United States are today. As a result, the requirement for border checks, display of proper
~identification, and the opportunity to detect the international transport of weapons and/or
explosives has diminished.

d. Even though the ability of terrorists to move from one locale to another may be
less inhibited by international travel restrictions, terrorists remain very careful and alert.
Vehicles used by terrorists often contain hidden compartments in which contraband is
concealed. Weapons are often transported in pieces, and improvised explosive devices are
oftentimes shipped from the "manufacturer” to the "user” in multiple shipments.

e. Due to the surreptitious nature of terrorist attacks, movement of terrorists from
a training or staging area to their target location is often a slow process requiring much
support. Safehouses, for last minute communication of plans, intelligence on the target and
escape routes, multiple vehicles, and exhaustive trails of false papers are expensive, take

‘much time to assemble, and must be carefully husbanded as scarce resources. The
clandestine nature of terrorist activity, especially movement to the attack site, is a potential
vulnerability which can be exploited by law enforcement authorities.

8. Types of Terrorist Attacks

a. Common to every definition of terrorism is violent activity. Terrorist
organizations resort to various viole n icitv. incite fear and achieve

b. Although the world today appears to be more peaceful than in recent years, the
threat of terrorism remains real. Therefore, it is important to remain vigilant against the
violent acts of terrorism described below. .
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Federal Bureau of Investigation, Terrorism in the United States, 1989 (Washington, D.C.: U.S.
Department of Justice, 1990), p. 21-22.

U.S. Department of State, Significan: Incidents of Political Violence Agaum Americans, 1990
(Washington, D.C.: U.S. Deparument of Stte, 1991), p. 3.
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D. TERRORIST GROUPS

1. For several years security forces categorized terrorist groups according to their
operational traditions—national, transnational, and international.

2. Natonal groups operated within the boundaries of a single naton. Transnational
groups operated across international borders. International groups operated in two or more
nations and were usually assumed to receive direction from a foreign government. Ease of
international travel and the growing tendency toward cooperative efforts among terrorist
groups have rendered these categaries of little operational use.

3. Terrorist groups are categorized by government affiliation to help security planners
anticipate terrorist targets and their sophistication of intelligence and weaponry. The three
general terrorism categories that have gained acceptance are:

a. Non-State Supported

A terrorist group that o ' ously, receiving no significant support
from any governmen While such groups may be difficult to
detect, control, and > : t many of the advantages afforded to the

other categories of terrorist groups.
b. State-Supported -

(1) A terrorist group that énerally operates § i
port from one or more governments;
'm‘Sme-supponed £r0 ved a wide range o
ass1

eir patrons. Such assistance has run the gamut from state-supported
training facilides including special warfare instruction by military or intelligence service
instructors, sanctuaries approaching resort-like accommodations, logistics and medical

21
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Suppm‘l»mtcmgeme suppon,andduect a1d, to as little as sanctuary acknowledged
bymesmemthsmahmmuonsxmposedonmnsrgmupacumywhﬂemthcsanauary

(2) The degree of state-support for terrorist activities emanating from its
territory has been used by the Department of State as one of the criteria to determine
whether or not a government qualified as a "State Sponsor of Terrorism."” States so
designated risk loss of trade as well as economic and security assistance from the United
States Government, as well as such embarrassment or worse resulting from being labeled a
"State Sponsor of Terrorism."

c. State-Direéted

(1) In the 1980s and early 1990s, there appears to have been an escalation in
the conflict between terrorists on the one hand and governments on the other. In several
instances, most notably in the Middle East, certain states were going beyond the provision
of support to terrorist groups and were actively engaged in the organization and direction of
terrorist activities. Libya, Iraq, and North Korea have been publicly identified as states that
have furnished leadership and direction to terrorist groups.

_ (2) State direction of a terrorist group can change the character of terrorist
organizations and actvities. It can bring about 2 much more disciplined, military-like
organization, resulting in even better planning and execution of terrorist acts. State
direction of terrorist groups often appears to result in an increase in terrorist "fire-power,"
intelligence collection and analysis capabilities, logistics support, and level of competence
in murder, kidnap, hostage taking, and destruction of property.

(3) State direction of terrorist activities can have serious, adverse con-

~ sequences for both terrorists and their sponsors. Following the bombing of a nightclub in

Berlin which was determined to have been the work of state-directed Libyan terrorists, the

United States retaliated against Libya. In the subsequent military attack, Libyan

government buildings were severely damaged, and the Libyan leader, Muammar Qadhafi
suffered the personal loss of a child when his family home was bombed.

(4) State direction of terrorist activity sits on the border between intolerable
international criminal activity and initiation of clandestine military activities tantamount to a
state of war. International response to the Libyan bombing of the Berlin nightclub and the
general lack of opposition to American military retaliation against this terrorist act appears
tohavebeendulynotedbyothcrstatesaccusedofsxmﬂarsponsorshrp and direction of
terrorist organizations.

E. SUMMARY

1. Terrorism is characterized as the unlawful use of violence or threat of violence to
coerce or intimidate a government or a society. DoD personnel, facilities, and materiel have
been victimized by terrorist attacks at home and abroad. They have been selected for

" criminal attack because they are obvious symbols of the U.S. Government.

2. Terrorist groups are led by rational, calculating leaders. These leaders have well

. defined goals and objectives. Terrorist tactics are employed as part of their politico-military

strategy to achieve these goals and objectives. While active members of terrorist groups
2-12
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may mclude individuals who are unbalanced, unstable, or "crazy," it is dangerously
incorrect to assume that terrorist groups generally and terrorist leadership cadres in
particular are irrational or psychotic. Terrorist attacks can usually be understood as rational
so long as the values that define rational in a particular culture are understood.

3. Terrorist groups organize themselves along military lines and develop functional
specialists. Many terrorist groups are well disciplined. They carry out their attacks with

- military-style precision.
4. The U.S. Government has a well articulated policy and implementing strategy to
combat terrorism in all of its forms. This is discussed in the following chapter.

2- 13
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CHAPTER 3

U.S. GOVERNMENT POLICY, STRATEGY, AND
ORGANIZATION TO COMBAT TERRORISM

A. GENERAL US. GOVERNMENT POLICY
1. The U.S. Government's general policy on terrorism is clear and unambiguous:

a. The U.S. Government is opposed to domestic and international terrorism and
is prepared to act in concert with other nations or unilaterally when necessary to prevent or
respond to terrorist acts.

b. The U.S. Government considers the practice of terrorism by any person or
group a potential threat to its national security and will resist the use of terrorism by all legal
means available.

c. States that practice terrorism or actively support it will not do so without
consequence. If there is evidence that a state is mounting or intends to conduct an act of
terrorism against this country, the United States will take measures to protect its citizens,
property and interests.

d. The U.S. Government will make no concessions to terrorists. It will not pay
ransoms, release prisoners, change its policies or agree to other acts that might encourage
additional terrorism. At the same time, the United States will use every available resource
to gain the safe return of American citizens who are held hostage by terrorists.

€. The United States will act in a strong manner against terrorists without
surrendering basic freedoms or endangering democratic principles, and will encourage
other governments to take similar stands.!
2. This clear statement of policy buttressed by statute lays the foundanon for an
implementation strategy.
B. US. GOVERNMENT STRATEGY FOR COMBATTING TERRORISM
1. The basic strategy employed by the U.S. Government to combat terrorism is to

encourage all nations to band together and gwe no sanctuary to terrorists. The stmtcgy has
several clemens

a. International exchange of information and intelligence on terrorists;

1 Report of the Vice-President’s Task Force on Combatting Terrorism (Washington, D.C.: U.S.
Government Printing Office, February, 1986). _
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b. Collective efforts.to unprove &% enforcement organizations' effectiveness in
~ the apprehension and prosecution of terrorists;

c. Bilateral and multilateral efforts to improve aviation and maritime security;
d. Bilateral exchanges of terrorist experts and "cross-training” of counterterrorist
units; ‘
e. Support of antiterrorism tmmng for law enforcement and internal security
- forces; and ,

f. International cooperation in research and development for new equipment to
counter existing and potential terrorist capabilities;

2. The U.S. Government has vigorously pursued the arrest and extradition of those
individuals alleged to have committed acts of violence against Americans. If extradition has
‘not been forthcoming, the government has lobbied for prosecution in foreign courts for
violation of local laws.

3. For example, following the execution of Navy Petty Officer Robert Stethem, the
U.S. Government sought to extradite his alleged murderer, Mohammad Hammadi from -
Germany. Instead, the German government elected to prosecute Hammadi. Upon
conviction, he was sentenced to life imprisonment.

4. On November 14, 1991, the Department of Justice remmed indictments against
two Libyan nationals for their alleged role in the manufacture and insertion of an explosive
device into the baggage compartment of Pan American Airways Flight 103. The aircraft
was destroyed over Lockerbie, Scotland, on December 21, 1988, with the death of 259
persons on the aircraft and 11 persons on the ground.

S. Throughout the first half of 1992, the governments of the United States and the
United Kingdom applied diplomatic pressure to the government of Libya seeking the
extradition of two Libyan nationals. Following unsuccessful discussions with the Libyan
Government, the United States and the United Kingdom took the matter to the United
Nations. The U.N. Security Council adopted a resolution authorizing the application of
international economic sanctions against Libya until the two alleged terrorists were
extradited either to the United Kingdom or to the United States to stand trial for their roles

in the murder of Pan Am Flight 103 passengm and crew and the residents of Lockerbie,
Scotland.

6. There are instances, however, when bilateral and multilateral diplomacy is
ineffective. In those cases, the United States Government has made clear its intention to act
unilaterally to apprehend individuals accused of having attacked or killed American citizens
abroad. The clearest, most dramatic example of the U.S. Governmentswﬂhngnessmtakc
extraordinary measures grew out of a 1985 incident.

7. OnJune 11, 1985, Royal Jordanian Alia Airlines Flight 402 was hijacked en route
from Beirut, Lebanon, to Amman, Jordan. Several U.S. nationals were held hostage
during this incident. One of the alleged hijackers was Fawaz Younis. Younis was
allegedly a member of Amal, a Beirut, Lebanon, based mhgxous-pohual organization
whose members have engaged in acts of terrorism.

3-2
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8. Based on a Federal warrant issued on June 11, 1985, Younis was arrested by the
FBI in international waters in the Mediterranean Sea on September 13, 1987. On March
14, 1989, Fawaz Younis was convicted of conspiracy, hostage taking, and air piracy.
Younis' arrest marked the first time an individual has been returned to the United States to
face charges for violating an extraterritorial statute, Title 18, United States Code Section
1203 (Hostage Taking).2 :

9. Thus the general strategy by whlch the U.S. Government implements its
opposition to terrorism is the following: '
a. Deny sanctuary to terroristsy
b. Encourage the growth and dcvclopment of international opposition to
terrorismy
¢. Impose through multilateral, bilateral, orumlaxeralacuonappropnaxecostsom
states which suppart or direct international terrorist activity; and ¢

d. Retain the right and exercise capabilities to seek out and apprehend on a |,
unilateral basis those individuals who commit politically motivated, criminal acts agams&
American citizens if bilateral ormulnlateral effons to obtain custody dvér such indivic
is unsuceessful.

10. To carry out U.S. Government policy and implement the hmad strategy outlined
here, a significant U.S. Government-wide structure has been developeds

C. US. GOVERNMENT COMBATTING TERRORISM STRUCTURE

The U.S. Government has developed a formal structure to provide policy guidance
and programmatic coordination of efforts to combat terrorism both at home and abroad.

1. Participating Agencies and Departments

2 Federal Bureau of Investigation, Terrorism in the United States, 1989 (Washington, D.C.: U.S.
Department of Justice, 1990), p. 6.
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F. CHAPTER SUMMARY

1. The U.S. Government has a clear, well-defined policy on terrorism: terrorist acts
are criminal acts of violence perpetrated to arouse fear and intimidate persons or
governments. They are intolerable, and the U.S. Government will vigorously oppose
efforts to cause changes in policy espoused by terrorist means. The U.S. Government will
join all other governments in the pursuit of perpetrators of politically motivated violence,
and shall employ all lawful means to apprehend, detain, prosecute and punish those
convicted of such acts.

2. The U.S. Government has a three pronged strategy to implement this policy. The
government works on a multilateral and bilateral basis to deny sanctuary to terrorists. It
seeks either to extradite alleged terrorists to the United States for trial on violations of U.S.
criminal code or to have foreign governments try alleged terrorists under similar,
appropriate laws. It seeks international cooperation to bring informal or formal sanctions
against those states which provide support or direction to terrorist groups. Finally, the
- U.S. Government reserves the right to take direct action against states that support or direct
terrorist acts against American citizens and to extradite alleged perpetrators without their
cooperation or consent to stand trial in American courts for attacks on American citizens.

3. The U.S. Government has an effective interdepartmental structure involving

representatives of all appropriate departments and agencies to coordinate information,

~promote research and development, and provide technical, logistic, and operational support
for domestic and international antiterrorism and counterterrorism efforts.

4. In the following chapter, the legal basis for and boundaries of the DoD Combatting
Terrorism Program are outlined.

3-9
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CHAPTER 4

THE DoD COMBATTING TERRORISM PROGRAM:
LEGAL AND REGULATORY GUIDELINES

A. REFERENCES
1. DoD Directive 2000.12, DoD Combatting Terrorism Program, August 27, 1990.

2. DoD Directive 5200.8, Secunty of DoD Installations and Resources Apnl 25,
1991.

3. DoD Directive 5525.5, DoD Cooperation with Civilian Law Enforcement Officials,
January 15, 1986.

4. DoD Directive 3025.12, Employment of Mﬂmry Resources in the Event of Civil
Disturbances, August 19, 1971.

5. 50 U.S. Code Section 797.

6. 18 U.S. Code Section 1382.
B. GENERAL v

1. This chapter will briefly outline pertinent DoD authority to combat terrorism. This
material is intended only to build a general framework to guide the development of plans,
programs, training, and activities to combat terrorism during peacetime to ensure that DoD
components comply fully with statutes, directives, and regulations. It is intended only as -
an introduction. Policy makers and operational commanders should seek additional
information and guidance from higher headquarters and servicing legal advisors.
2. A lead agency is designated for coordinating U.S. Government actions to resolve
terrorist incidents (ref. 1, para 3-1A).

4-1
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C. DOMESTIC TERRORIST INCIDENTS
1. On-installation incidents.

measures to maintain law and order on mstallauons and to protect military personnel,
facilities, and property (ref. 2, para C). This authority also includes the removal from or
the denial of access to an installation or site of individuals who threaten the orderly
administration of the installation or site.

a. Designated commanders are defined in paragraph E, reference 2. Among other
commanders, all military installation commanders are "designated commanders.”" For
installations or activities not headed by a military commander, the "designated commander”
is the military commander in the chain of command immediately above such installation or

b. Designated commanders must prepare, conspicuously post, and enforce the
security orders and regulation promulgated in accordance with references 2 and 3 in order
to ensure the proper safeguarding of facilities, property, documents, and personnel from
loss, destruction, or sabotage. , ‘

c. Installation commanders are responsible for providing the initial and immediate
response to any incident occurring on the installation. Commanders are responsible for
containing the damage, protecting property and personnel, and restoring order on the
installation. In performing this military purpose, commanders may order searches and
seizures and take other reasonably necessary steps to maintain law and order, andtopmtect
Federal facilities and property.

: or protecung Federal property, facﬂmes, and personnel

commandersmaymtpemmd:cFBImassumcmponmhhtyfmthesemhmymm
unless directed to do so by competent authority. Commanders must, however, allow the
FBImpdmmhadmlemmcnngmmehenm&mhmymm
not prejudiced.

e. Military personnel will always remain under the command and control of the
military chain of command. If military forces are employed during a tactical response to a
terrorist incident, the military commander retains operational responsibility.

4-2
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(1) For installations, or portions of installatons, under exclusive Federal
jurisdiction, the state and local LEA have no jurisdiction or authority, though they may seek
or be asked to assist with security precautions and other duties consistent with their
respective interests (e.g., off-installation traffic control, sealing the area). Commanders
- should be cautious in employing state and local LEA in areas of exclusive Federal
jurisdiction because such personnel may not be within the scope of their state duties and
maya]sonotfallmthnthepmtecnonofl-'ederalstams

(2) If the incident occurs in an area of concurrent or proprietary Junsdmuon,
the status of state and local LEA is clearer, but their role in responding to the incident
remains muddled. The commander exercises broad and ultimate authority to maintain law
and order on the installation, notwithstanding concurrent state jurisdiction. The
commander also may deny entry to (or remove from) the installation anyone who poses a
threat to good order and discipline. ‘

(3) If state and local LEA agree to ,.submit to the commander’s authority in
reacting to a terrorist incident, those LEA personnel may assume a quasi-Federal status as
the commander's agents. Civil liability for their acuons or omissions may attach to the
- U. S .

Agam howcver, tary equipment,
i esponsible for

wﬂlalwaysrcmainlmderthccommandandcontmlofnﬂita'ycommandets.
D INTERNATIONAL TERRORIST INCIDENTS

1. DoD activities outside of U.S. termory are bound by international treaties and
agreements. Status of Forces Agreements (SOFA) are the most common example, but
other bilateral and multilateral stationing agreements impact on U.S. forces preventing and
reacting to terrorist incidents. Such agreements provide the authorities and responsibilities
of the host country and of U.S. forces based within the host country. Agreements
concerning security, safety, use of facilities, sharing of criminal intelligence information,
rules for use of force, and other matters of mutual concern bind overseas commanders.

2. Ultimate responsibility for terrorism counteraction overseas lies with the host
country. The host country has a legitimate interest in and right to enforce the law and
maintain security, even on U.S. installations, within its borders. International agreements
allow the U.S. to exercise authority on U.S. installations. Even if the host country refuses
to protect U.S. installations, we have the right of self defense to protect U.S. facilities,

* property, and personnel.
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4. The U.S. commander retains the responsibility for the safety and security of
personnel and property on U.S. installations outside U.S. territory. Generally, stationing
arrangements grant the U.S. the right (permissive) to take necessary lawful measures to
ensure the security of U.S. installations and personnel. For example, the NATO SOFA, at
Article VII, paragraph 10, states:

A. Regularly constituted military units of a force shall have the right to
police any camps, establishments, or other premises which they occupy
as the result of an agreement with the receiving state. The military
police of the force may take all appropriate measures to insure the
maintenance of order and security on such premises.

a. Applicable directives and regulations for security of U.S. military installations,
personnel, and facilities apply outside U.S. territory, except where made inapplicable in
- whole or in part by international agreements.

b. The U.S. may be obligated by international agreement to cooperate with host
country authorities to allow them access to U.S. installations to protect existing host
country interests, subject to U.S. security considerations.

c. Generzlly, U.S. regulations concerning rules for the use of force and rules'for
carrying firearms must comply with both U.S. and host nation standards (see, e.g., U.S.-
Germany Supplementary Agreement to the NATO SOFA Article 12, para 2).

d. The U.S. retains primary criminal jurisdiction over U.S. personnel committing
criminal acts while performing official duties, and personnel are generally protected from
civil liability while performing official duties. Failing to follow U.S. or host nation rules,
such as those for the carrying of firearms, however, may fall outside the scope of "official
duties” and subject U.S. personnelnofaclgncnnnnalandcwil]msdxcnon.

E. INTELLIGENCE GATHERING

2. Commanders and legal advisors must ensure that intelligence personnel, and
others, follow the substantive and procedural requirements of these references while
conducting intelligence activities:

a. Public Law 95-511, Foreign Intelhgence Surveillance Act of 1978.

b. Executive Order 12333, "United States Innelhgence Activities," December
4, 1981. '

c. DoD Directive 5240.1, DoD Intelligence Activities, April 25, 1988.

4-4
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d. DoD Regulation 5240.1-R, Acdvites of DoD Intelligence Components
That Affect United States Persons, December 1982.

: e. Service regulations (e.g., AR 380-13, Acquisition and Storage of Information
Conceming Nonaffiliated Persons and Organizations, and AR 381- 10 U.S. Army
Intelligence Activities). -
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CHAPTER §

TERRORIST THREAT ANALYSIS AND WARNING

A. INTRODUCTION AND OVERVIEW

1. As noted in Chapter 1, the Deparunent of Defense combatting terrorism efforts
begin with an assessment of the terrorist threat to DoD personnel, facilities, and materiel.
This chapter begins with a brief overview of the organizations that provide threat
information and analysis to DoD Components. It then describes the approach that is used
by the Departument of Defense to analyze terrorist threats posed to DoD assets. Finally, the
chapter concludes with a discussion differentating terrorist threat analysis from terrorist
threat warning. An overview of the DoD terrorist threat warning system will be presented
as the concluding section of this chapter.

2. Analysis of the terrorist threat is a difficult and challenging task. Many U.S.
Government Agencies and Departments contribute information and analytical approaches in
attempt to improve understanding of the terrorist threat. The collection and analysis of
terrorist threat information and publication of the analytical products is only one step in the
combatting terrorism program. Reports of threatening activity, which may or may not be
inspired by terrorists, should not immediately propel a DoD military commander or civilian
manager into an alert posture. Many additional steps in the combatting terrorism planning
process must be completed before informed decisions about appropriate protection postures
can be made.

B. THREAT ANALYSIS ORGANIZATIONS

The threat of terrorist activity targeted against U.S. Government personnel, facilities,
assets, and interests has resulted in the development of a significant government structure
to collect, analyze, and disseminate information about terrorist threats. Since many U.S.
Government Agencies and Departments have overseas activities, it is not surpnsmg to find
them sharing terrorist threat information among themselves.

1. National Level
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2. DoD Level

a. The Secretary of Defense has assigned to the DIA responsibility for
~ establishing and maintaining an all-source terrorism intelligence fusion center. DIA
terrorism analysts tailor and focus all-source intelligence in support of U.S. military
commanders. DIA represents the Department of Defense in intelligence community forums
dealing with terrorism, and provides information and analytical resources to support the
Unified and Specified Commands' and the Services' terrorist threat analysis activities.

b. DIA provides a wide range of terrorism intelligence products to DoD
components including daily awareness products, longer range assessments and estimates of
terrorist activities, as well as indicators and warning information. DIA's role in the
dissemination of terrorist threat information is discussed below.

3. Military Services Role

a. The Secretaries of the Military Departments are directed to "ensure that a
capability exists to receive, evaluate, from a Service perspective, and disseminate all
relevant data on terrorist activities, trends, and indicators of imminent attack.” (DoD
Directive 0-2000.12 (reference (a)). To accomplish this task, each Service Secretary
appoints a Service lead agency (Army: ITAC; Navy and Marine Corps: NISCOM; Air
Force: AFOSI and Marine Corps: Headquarters, Marine Corps (CI)) to monitor foreign
intelligence and counterintelligence activities focusing on terrorist groups and terrorist acts.
To accomplish this mission, the Service lead agency establishes, as needed, field
intelligence offices on an area basis to collect and disseminate information to combatant

b. Each Service:

(1) Coordinates with appropriate U.S. and host-nation agencies.

" (2) Provides overall direction and coordination of the Service intelligence and
counterintelligence efforts.

(3) Operates a 24-hour operations center, which receives and disseminates
worldwide terrorist threat information to and from the combatant command J-2, applicable
Service staff elements, subordinate commands, and national agencies.

(4) Provides Service commanders with information on terrorist threats
concerning their personnel, facilities, and operations.

(5) Conducts investigations of terrorist mcxdents with the FBI or host-nation
authorities for intelligence aspects.

(6) Provides terrorist threat information briefings.

- (7) Performs as the Service's liaison representative to Federal, state, and local
agencies, as well as host-nation agcncxes to exchange information on terrorists. o
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(8) Provides periodic international terrorism products and other threat data to
supported commanders. On request, provides current intelligence data on terrorist groups
and disseminates time sensitive and specific threat warnings to appropriate commands.

4. Field Level Activities

The Department of Defense and each of the Services possess information collection
assets in the field that can be directed to collect information bearing on terrorist threats to
DoD personnel, facilities, and assets. The following are examples of those field activities
that are integrated into the terrorist threat information collection system.

a. Service and/or OSD Investigative Agencies

' Service criminal investigative services; e.g., Army CID, Navy NISCOM,
Marine Corps CID, and Air Force OSI collect and evaluate criminal information and
disseminate terrorist-related information to supported installation and activity commanders.
As appropriate, criminal investigative elements also conduct liaison with local military

" and/or security police and civilian law enforcement agencies.

b. Intelligence and/or Counterintelligence Staff Elements

Intelligence and/or Counterintelligence staff elements of heads of DoD
Agencies and commanders at all echelons should execute the following responsibilities in
accordance with DoD 5240.1-R (reference (aa)):

(1) Report promptly all actual or suspected terrorist mcxdcnts, activites, and
early warnings of terrorist attack to supported and supporting units and/or activities, local
intelligence field office, Unified and Specified Commands, DIA, and appropriate
headquarters.

(2) Initiate and maintain liaison with the security police or provost marshal's
office, local military criminal investigative offices, local intelligence field offices, security
offices, host-nation agencies and as required, other organizations, elements, and
individuals.

(3) Develop and present terrorist threat awareness briefings to all personnel
within their commands in cooperation with the local intelligence field offices.

(4) Report all actual or suspected terrorist incidents or activities to their
immediate commander, supported activites, and Service lead agency through established
reporting channels. '

c¢. Law Enforcement Staff Elements

’ Law enforcement staff elements of DoD agencies and :mhtary commanders
should carry out the following responsibilities:

(1) Inidate and maintain liaison with local intelligence ﬁeld'ofﬁces and
military criminal investigative offices.
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(2) Investigite criminal aciivities committed within their jurisdiction to
determine whether or not such activities may constitute a terrorist threat to DoD personnel,
- facilites, materiel, or other U.S. interests.

(3) Report all actual or suspected terrorist incidents or activities to their
immediate commander, supported activities, and Service lead agency through established
reporting channels.

(4) Maintain liaison with Federal, host-nation, and local law enforcement
agencies or other civil and military combatting terrorism agencies as appropriate.

d. Installation, Facility, Activity, or Unit Security Officers

_ The foundation of the threat reporting function demanded by the DoD
Combatting Terrorism Program rests on the shoulders of installation, facility, activity, or
unit security officers. These individuals may not be part of the military intelligence
community in a formal sense. However, their overall security and force protection
responsibilities place them in positions through which quantities of information of potential
interest or concem to the intelligence and law enforcement communities pass on a recurring
basis. Therefore, these security officers should:

(1) Report all actual or suspected terrorist incidents or activities to their
immediate commander, supporting security or military police office, other supported
activities, local intelligence field office, and local military criminal investigation office in
accordance with applicable Service and DoD instructions, regulations and directives.

(2) Conduct regular liaison visits with the supporting security or military
police office, intelligence field office, and local criminal investigation office.

(3) Assist in providing terrorist threat awareness training and briefings to all
personnel and family members as required by local situations. .
C. TERRORIST THREAT ANALYSIS |

1. The primary intelligence mission in support of the DoD combatting terrorism
program is warning. Specific wamning information—time, date, place, and method of
attack—is never voluntarily provided by terrorists. Careful threat analysis is required in
order to understand and detect preincident indicators of a terrorist attack to issue timely
warning messages.

2. Threat analysis is a critical input into the threat assessment process, a process that
results in the implementation of farce protection plans and the allocation and expenditure of
force protection resources. In addition, threat analysis provides the mtelhgcnce officer with
information upon which to base warnings.

a. Sources
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(1) Open Source Information

(@) Open source mformanon is information in all forms or media that is
publicly available and can be collccted, retamed, and stored without special authorization.
Examples include the following: -

1 News medxa (pnnt and bmadmst)
2 Scholarly pubhg:anons.

3 Unclassified United States and foreign government documents
including congressional or Parliamentary records.

4 Press releases.

S Political tracts, handbills, posters, flyers, and leaflets, often
distributed by organizations committing, supporting, or opposing terrorist actions.

(b) The news media are often excellent open sources of information on
terrorism. These organizations report many major terrorist incidents and often include in-
depth reports on terrorist individuals or groups. Such reports can provide analysts with-
insights into terrorist group goals and objectives, the motivation of individual members of
terrorist organizations, modes of recruitment, training and training methods, and tactics of -
attack.

(c) Terrorist groups and their supporters may publish political tracts,
pamphlets, and news releases that reveal their objectives, tactics, and possible targets.
Such information is often placed into the public domain as part of a campaign of terror.

(d) Some commercial data services offer timely information about
international or military affairs. These data bases often include information regarding
terrorist incidents. Such data services often rely on foreign news media; some maintain
their own network of sources. Information services are provided on subscription or fee-
for-service basis. S

(2) Criminal Information

Both military and civil law enforcement agencies collect criminal
information. Since terrorist acts are criminal acts, criminal information is a lucrative source
for terrorist intelligence. Established law enforcement liaison channels must be used to
obtain such information because the collection, retention, and dissemination of criminal
information are regulated. Local military criminal investigative offices maintain current
information in accordance with DoD regulations governing retention of criminal
information. Such material may assist managers and military commanders in the
assessment of the local terrorist threat.
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(3) Government Informatnon

(a) Government mformanon,refers to materials collected, analyzed, and

disseminated under official auspices:: I.vmcludes, but is not limited to, scientific and

_technical reports, political and economic reports, crime and terrorism statistics, policy
statements, legislation, and official correspondence.

(b) As noted above, some government information may be open source,
available to all persons who either request or purchase it.

(¢) Government information may also be restricted or have limited
_distribution only within government agencies. Such information might include post-
conviction court records, export and/or import license applications, immigration records,
or financial securities registration information not released to the public.

(d) Government information also includes data and analyses derived
from intelligence sources. Intelligence exchanges with local government agencies thmugh
- for example, cooperative arrangements can also augment regional information.

(4) Local Information

(a) Another valuable source of information is the individual service
- member, civil servant, family member, and individuals with regional knowledge such as
college faculty, cultural organizations, etc. Local crime or neighborhood watch programs
can also be valuable sources of information and can serve as a means to keep individuals
informed in dispersed and remote areas.

(b) Local information is often of critical importance as mscollectedand
passed through either law enforcement and/or intelligence channels to the national
intelligence organizations. It is frequently invaluable to analysts in confirming news media
or other open source accounts of terrorist activities; it can provide early warmning of potential
terrorist activities, allowing law enforcement and combatting terrorism measures to be
initiated in a timely manner, thereby thwarting or minimizing the effects of a terrorist attack.

(5) Access to Intelligence
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b. Methodology
(1) DoD Threat Analysis

(@) The Department of Defense has developed a methodology to assess |
terrorist threat to DoD personnel, facnlmes, materiel and interests. This methodology is
used by all DoD Components. :

(b) Threat analysis is the process of compiling and examining all
available information to develop intelligence indicators of possible terrorist activities.
Threat analysis is the essential first step in determining risk of and vulnerability to terrorist
attack. Information used in performing terrorist threat analysis is often more difficult and
complicated to acquire from all sources than information dealing with less esoteric military
threats. Terrorists operate in a clandestine mode. Unlike conventional military forces that
acquire deterrent value by being visible and demonstrating at least a small range of their
total capabilities, terrorists gain maximum advantage by remaining invisible until they
attack. The smallest terrorist groups combine moblhty and cellular organization to make it
exceptionally difficult to "find" and "fix" members.

(©) The traditional missions of law enforcement and military intelligence
organizations have not focused unconventional threats to DoD personnel, facilities, and
materiel. Police and law enforcement organizations usually focus their intelligence efforts
on 1denufymg, locating, and apprehending individual criminals. Military intelligence
organizations focus on conventional threats. Analysis of terrorist threat requires some
degree of reorientation for police and intelligence operations.!

(2) Threat Analysis Factors

The Department of Defense has identified six factors to be used in shaping
the collection and analysis of information from all sources bearing on terrorist threat
These factors are used in making terrorist threat analyses on a country-by-country basis.
The methodology described below is used by the Department of Defense only; other U.S.

Government Departments and Agencies may apply their own analyucal methodology to
form their own terrorist threat analyses.

(a) Existence. A terrorist group is present, assessed to be present, or
able to gain access to a given country or locale.2 '

1 Analysis of information regarding the existence of a terrorist
group addresses the question: who is hostile to existing organizations and social
structures? »

2 A terrorist group need not have posed a threat to American or
DoD interests in the past to draw notice under this factor. Groups that may not pose a

1 Terrorism Counteraction, Headquarters, Department of the Army, FM 100-37, Washington, D.C.: U.S.
Government Printing Office, 1987, p. 20.

2 DoD Directive 0-2000.12 (reference (a)), “Terrorist Threat Condition System, Enclosure 5."
| | 57
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threattoAmencanorDoDmterestsmonecoun mayclécttotargetandmsmkeatmese
interests elsewhere.

(b) Capability. The acquired, .assessed, or demonstrated level of
capability to conduct terrarist attacks.3

1 Analysis of terrorist group capabilities addresses the question:
what weapons have been used by terrorist groups in carrying out past attacks? What
mﬁasuucmnmsmymmeqmp,mgegandcxecutcamckshadmbeemcted”

2 As suggested by the discussion in Chapter II, terrorists operating
»thhout support or direction from foreign governments have access to a wide variety of
commercial equipment suitable for intelligence collection, targeting, and striking at
American or DoD interests in the United States or abroad. Terrorist groups operating with
support or direction from states hostile to the United States can frequently obtain even more
sophisticated weapons, intelligence collection and targeting equipment, better financial
backing and logistics support, and better access to media to promote their ideological aims
than those groups operating without such support.

. 3 Reports of arms, ammunition, and explosives thefts should be
monitored very closely, as should reports of thefts of night vision devices, low-light closed
circuit TV equipment, and other equipment used by law enforcement and intelligence
agencies worldwide for reconnaissance and surveillance. Large-scale commercial
transactions involving explosives for use in mining and mineral exploration, military-style
weapons and ammunition should also be monitored. Reports regarding trafficking in lost
or stolen government travel documents should also be viewed with concem. '

4 The ability of terrorists to move from one country to another is
also an important facet of terrorist group capability. Reports of criminal activity regarding
thefts, forgeries, or alterations of official identification documents, travel documents, or
international tickets may be evidence of future terrorist activity. '

S While none of these information reports is unequivocal evidence
of terrorist activity, if such reports are followed with care, such information can quickly
become a key indicator of capability meriting further scrutiny. Efforts to analyze terrorist
capabilities depend to a very large degree on the ability of analysts to assemble huge
quantities of seemingly unrelated information and identify a pattern of disaggregated or
distributed transactions. The sum of these transactions translates into evidence of terrorist
group capability.

(c) Intentions. Recent demonstrated ann-U S. terrorist activity, or stated
or asscssed intent to conduct such activity.4

1 Analysis of terrorist group intentions seeks to address the
questions: Why do groups engage in terrorist acts? What do they hope to achieve?

3 Ibid
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2 Terrorist groups sometimes provide the world with information
about their long-term goals and objectives. They sometimes provide long treatises that seek
to justify the use of terror tactics to achieve stated goals and objectives. They also display
behaviors which are clear, unambiguous indicators of intent.

(d) Demonstrated terrorist activity over time.5 |
| 1 Analysis of terrorist group history,addresses the questions: What
have terrorists done in the past? What is the terrorist group's method of operations? How
did they acquire the capability they demonstrated? Where did they obtain support? What
additional attacks did they mount?

2 Terrorism analysts recognize that history is not an especially
reliable predictor of future behavior. However, a well-developed history of a terrorist
group is important because it helps put into perspective information about current terrorist
or terrorist related activities. Maintaining a good history of terrorist groups is essential in
order to develop profiles of events that facilitate terrorist threat analysis.

(¢) Targeting. Current credible information on activity mdlcauve of
preparations for specific terrorist operations.$

1 Targeting addresses the questions: who is likely to be attacked,
why are they likely to be attacked, and what is the basis for accepung reports that such
attacks are planned?

2 Translating statements of general intent, supported by historical
patterns of hostile, destructive, and even murderous behavior, into predictions about
future, time and place specific acts deals with targeting, and is the most challenging aspect
of terrorist threat analysis.

() Security Environment. The internal political and security
considerations that impact on the capability of terrorist elements to carry out their
intentions.”

1 The Sccunty Environment of a country refers to the general
ab1hty of national law enforcement, paramilitary, and military institutions to maintain social
order. Parameters examined within the Security Environment including training of law
enforcement, paramilitary, and military forces to deal with terrorist incidents; quality of
equipment available for law enforcement and internal security forces; distribution of internal
security forces throughout a country, etc.

(3) Service Level Terrorist Threat Analysis

(a) Each of the Services maintains its own terrorist threat analysis
capability. While the DoD methodology is used, the Service threat analysts sometimes
view the data from a Service-unique perspective.

5  Ibid.
6 Ibid.
7 Ibid.

. 5-9
FOR OFFICIAL USE ONLY



' DoD 0-2000.12-H
B 0 i T L A
(b) Differences in the perspectives or the salience of particular terrorist
threat factors among DIA, Service, or CINC threat analysts may lead to divergent
conclusions about specific terrorist threats.

(c) It is possible, for example, for the DIA terrorist threat analysis to
conclude that DoD personnel in a given country are generally at risk. The Service terrorist
threat analysis may report that its personnel assigned to the same country are either at
greater or lesser risk than the assessment by DIA. The Service threat analysts may form
their judgment on the basis that, unlike other DoD components, their Service has no
permanent presence in a country. WhilethethmattoallDoDassetsinacountrymaybeat
" one level, a pa.mcu]ar Service, having no assets in the country, faces no threat of terrorism
in the country in quesnon.

(d) Differences in perspective on and salience of terrorist threat factors
assessed by the Unified and Specified Command, Service and DIA terrorism analysts may
sometimes account for differences in analyses or judgements about terrorist threats to DoD-
affiliated personnel, facilities, and assets.

(4) Combatant Commands

(@) The Commanders in Chief of the Unified and Specified Commands
aiso require terrorist threat analysis from their own mtclhgence organizations. The purpose
of these is twofold: '

1 A551st the CINC in prov1d1ng for the security and protection of
forces under his control; and

2 Ensure the flow of information passing through Service lines of
communication within the area of CINC responsibility is also brought to the attention of the
CINC and his staff and disseminated within the Command as appropriate.

(b) The CINC through his J-2 staff is able to draw upon the information-
and analysis resources of the DIA, the Services, and through his Political Advxscr, all US.
Embassies in his area of responsibility.

(5) Elements of Information

(@) The Terrorist Assessment Methodology employs an analytical
approach that focuses information collection and analysis from all sources in a manner such
that data can be aggregated from a wide range of sources over a long period of time to build
a mosaic picture of terrorist groups, their capabilities, their modus operandi, and their
targets. Information is collected from all sources including resources in the field. Specific
requests for information are passed through intelligence channels. :

(b) Intelligence tasking may seek very specific bits of information.
~ When combined with information collected from all sources, intelligence information
collected in response to specific intelligence tasking becomes the basic data on which
analyses and judgments using the six DoD terrorist threat analysis factors--Existence,
Capability, History, Intendons, Targeting, and Security Environment—can be built. '
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D. TERRORIST THREAT LEVEL

1. The DoD terrorist threat analysis community has developed a notation system used
to describe the country-specific results of terrorist threat analysis based on the terrorism
threat analysis methodology briefly described above. Other departments and agencies may
use DoD terrorism information but employ their own terrorist threat analysis methodology.
As a result, there may be differences between the Department of Defense and other
departments or agencies on gross or simple descriptions of terrorist threat to U.S.
Government personnel and facilities in one or more specific countries. The differences
among DoD and other views may be less significant than would first appear once the
summary description terms used by each are explained.

2. The Department of Defense uses a five-step scale to describe the severity of the
threat as judged by intelligence analysts. These five steps from highest to lowest are as
follows: ' ' '

~a. CRITICAL.
b. HIGH.

¢. MEDIUM.
d. LOW. |
e. NEGLIGIBLE.

v 3. Threat levels are the result of combinations of the threat analysis factors discussed
above as reflected in Figure 5-1 below. The factor, Security Environment, is considered
separately as a modifying factor and will influence the assigned threat level

Threat Analysis Factors
Threat Existence | Capability History intentions | Targeting
Level :
CRITICAL o b ﬂ n i
HIGH [} [ [ ] [ ]
MEDIUM 4 o . : u
LOW . ° - 4
NEGLIGIBLE m a
*  Factor must be present 8  Factor may or may not be present

Figure 5-1. DoD-Level Determination of Terrorist Threat Level

4. Threat levels are the result of combinations of the following factors based on
analysis. They describe the broad political environment in which terrorist activity might
ocCuLr. _ .

a. Terrorist Threat Levels may not address the question: "when will a terrorist
attack occur?” '
b. Terrorist Threat Levels do not allocate protective resources.
c. Issuance of Terrorist Threat Level judgments is not a warning notice.
| 5-11
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5. Formal terrorism warning notices are issued separately as described later in this
chapter. The follow discussion expands on the data, information, and analysis that
underlies each Terrorist Threat Level

a. Terrorist Threat Level CRITICAL

CRITICAL. Factors of Existence, Capability, and ’I'argetmg must bev
present. History and Intentions may or may not be present.

(1) Analysts declare threat level CRITICAL when as a result of their
assessment of all available information they:

(a) Detect the presence of terrorist groups in a region or country.

(b) Identify the level of capability (including specific means) by which
terTorist groups can carry out an attack.

(c) Identfy the existence of current, credible targeting of U.S. interests,
DoD personnel, or DoD facilities or materiel.

(2) This is a short-hand expression, and should be interpreted as the strongest
possible analytic judgment to heads of DoD components that further analysis of their
immediate situations should be undertaken. Based on information available to the
intelligence community from all sources, Threat Level CRITICAL is a judgment that
terrorist atrack is highly probable

(3) However, Threat Level CRITICAL may not address the question: when
will a terrorist attack occur?

(4) The character of the CRITICAL threat level determination compels local

- commanders to take appropriate protective measures because current, credible evidence
exists pointing to the targeting of DoD personnel, facﬂmw, assets or interests by terrorist
groups.

6)) CRHICALxsmﬁ’crennmedﬁomaHOthchmmsﬂhwlzvelsbemuse
it is the only one in which credible information identifying DoD personnel.. facilities, assets
or interests as potential targets of antack is present.

b. Terrorist Threat Level HIGH

HIGH. Factors of Existence, Capability, History and Intentions must be
present. - -

(1) As in the case of CRITICAL, analysts establish Threat Level HIGH when
their assessment of terrorist threat information finds:

(a) Evidence of terrorist individual or group existence.
(b) Evidence of capability to attack.

(c) History of terrorist attacks that may or may not involve American
interests, DoD personnel, facilities or materiel.

(d) Credible indications providing‘ evidence of intent to engage in acts
harmful to American interests or DoD personnel, facilities, or materiel.
' 5-12 ‘
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(2) Terrorist Threat Level HIGH is differentiated from CRITICAL because
analysts lack targeting information. It is differentated from MEDIUM because analysts
have sufficient credible information to assess threat factor Intentions toward U.S.
Government interests.

c. Terrorist Threat Level MEDIUM

MEDIUM. Factors of Existence, Capability, and History must be present.
Intentions may or may not be present.

(1) Threat Level MEDIUM and Threat Level HIGH are similar in that data
for the factors Evidence, History, and Capability exists.

(2) Terrorist Threat Level MEDIUM is differentiated from HIGH based on
the content of information in factors Existence, Capability and History. The presence or

absence of information on terrorist group intentions may also permit analysts to
differentiate MEDIUM from HIGH terrorist threat.

d. Terrorist Threat Level LOW

LOW. Existence and Capability must be present. History may or may not be
present. _ _
(1) Threat Level LOW is assessed when there is evidence of terrorist g:roup
existence and capability in a country but no evidence of intentions or targeting. Historical
information of terrorist group activity may or may not be present.

(2) Threat Level LOW is differentiated from MEDIUM by the substantive
information within the threat analysis factors of Existence and Capability.

e. Terrorist Threat Level NEGLIGIBLE
NEGLIGIBLE. Existence and/or capability may or may not be present.

Threat analysts will report a negligible threat level when little or no credible
evidence of terrorist group existence and capability exists for a country subject to analysis
and no credible evidence of history, intention, and targeting exists.

E. CHANGES IN TERRORIST THREAT LEVEL DECLARATIONS

1. Analysis of terrorism is an ongoing process. Although each analysis relies on
information included in previous assessments, judgments with respect to threats to DoD-
affiliated personnel, facilities, and assets begin anew with each analysis. No formal
escalation ladder of Terrorist Threat Level exists; terrorist threat level designations for each
country subject to analysis are applied on the basis of current information and analysis.

2. Terrorist threat level designations can go from NEGLIGIBLE to HIGH or from
HIGH to NEGLIGIBLE without passing through the intermediate steps of LOW or
MEDIUM. While dramatic, extreme changes in judgments about terrorist threat levels in
one country are not common, the Terrorist Threat Level system does not preclude analysts
from making such dramatic changes in Threat Level Designations.

3. In the former case, a new terrorist group might initiate a series of attacks on DoD
personnel or facilities, quickly building evidence of existence, capability, history, intention,
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and targeting. In the lanter case, law ementandsecmty forces might score a big
success, apprehending a major terrorist group virtually intact, wiping out its base of
support, its capability to attack, its ability to target DoD-affiliated personnel and facilities, -
and even its entire active cadre membership.
F. THREAT WARNINGS

1. Overview

b. Individual DoD Components also have the right to independently notify their
members of impending threats. If a DoD Component intelligence activity receives
information that leads to an assessment of an imminent terrorist attack, it may exercise its
right to issue a unilateral wammg to its units, installations, orpe.rsonnel identified as targets
for the attack. o

c. Warnings are issued when specificity of targeting and timing exist or when
analysts have determined that sufficient information indicates that U.S. personnel,
facilities, or interests, particularly those of the Department of Defense, are being targeted
- for attack. Warning need not be country specific. A waming can cover an entire region.
The key to warning is that the terrorism analyst recognizes that the pre-incident indicators
for an attack are present and that 2 warning must be issued.

514 |
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o | |
They are unambiguous—it is clear to the recipients they are
arnings are intended for distribution up, down, and laterally through the

chain of command--not just downward. Warnings of impending terrorist activity are likely
to have national implications and will be provided routinely to decision makers at the pohcy
level of the U.S. Government.

G. TERRORIST THREAT ANALYSIS AND WARNING:
SUMMARY OBSERVATIONS

1. The DoD threat analysis methodology described in this chapter is applied by DoD
Components to form judgments about terrorist threat.

2. The DoD intelligence activities use the terrorist threat analysis methodology to
guide collection and analysis of the best available information on which it forms its
assessment and issues warnings of terrorist threats.

3. Terrorist Threat Level assessments are intended to provide a judgment by DoD
intelligence activities of the terrorist threat for a country based on all-source information on
hand. Terrorist threat analyses summarized in Terrorist Threat Level declarations assist
heads of DoD components, the Services, Unified and Specified Commands, and local
commands make judgments about -the allocation of combatting terrorism and force
protection resources. THERE IS NO AUTOMATIC RELATIONSHIP BETWEEN ANY THREAT

LEVEL AND ANY SPECIFIC COMBATTING TERRORISM RESPONSE AS ARE DESCRIBED
BELOW. .

4. IT REMAINS THE RESPONSIBILITY OF COMMANDERS IN THE FIELD, THEIR
CHAINS OF COMMAND THROUGH THE UNIFIED AND SPECIFIED COMMANDS, THE
MILITARY SERVICES, AND THE HEADS OF DEFENSE AGENCIES, TO ALLOCATE
PROTECTIVE RESOURCES. Judgments about use of personnel, special security equipment,
and changes in organizational behavior should be influenced by but not automancally
driven by Threat Level declarations.

5. In the chapters that follow, additional criteria and analytical tecluuques to be used
by civilian managers and military commanders to inform further judgments about the
allocation of protective resources will be discussed. As noted in Chapter 1, decisions to
alter the force protection posture of DoD personnel and facilities in response to terrorist
threats must consider the risk posed by terrorists, the vulnerability of DoD assets to such
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artacks, and the unport.ance or crmcahty of such assets to the accomplishment of DoD
missions. Chapter 6 examines thme important considerations.
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CHAPTER 6

ASSESSMENT OF RISK, VULNERABILITY, AND
CRITICALITY

A. INTEGRATED TERRORIST THREAT ESTIMATES

1. Several elements of the DoD Combatting Terrorism Program were identified i in
Chapter I of this Handbook. The initial step in the development of a combarting terrorism
program is an analysis of the threat of terrorism as it affects each DoD activity, installation,
or organization in all DoD Components. The process by which terrorist threats can be
analyzed was described in Chapter V. In this chapter, the second step in the development
of a combatting terrorism program will be explored.

2. The development of an Integrated Terrorist Threat Esnmaie is executed by civilian
managers and military commanders at all levels within the DoD Components. They and
their staffs assess the risk of terrorist attack. Questions such as the following are
considered:

a. Are there individuals or organizations in the vicinity of DoD personnel,
facilities, or materiel that represent a threat to those personnel, facilities, or materiel?
b. Is there a risk that the threat will materialize?

3. Assessments of terrorist attack risk seek to understand the circumstances under
which a terrorist attack is more or less likely, and how civilian managers, military
commanders, and their staffs can exert influence before the fact to reduce the likelihood of
terrorist attack and mitigate its effects should it occur.

4. After answering these questions, the following questions are examined:

If DoD assets are attacked, how likely is it that they will be rendered unable to
perform assigned missions?

5. This question goes to the element of vulnerability, the probability that DoD assets
if attacked will not be usable to perform assigned missions and responsibilites:

If DoD assets are inoperable or unable to pcrform, can assigned missions be
accomplished?

6. This question goes to the issue of mission criticality and the potential ability of

terrorist attacks in peacetime, crisis, or war to disrupt the ability of DoD Components to
carry out missions and functions assigned by the National Command Authorities.
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7. This chapter examines assessments of terrorist attack risk, vulnerability to terrorist
attack, and the mission criticality of DaD assets including personnel, facilities, and materiel
subject to terrorist artack.

'B. RISK OF TERRORIST ATTACK

As noted in Chapter S, DoD-level terrorist threat analysts prepare tailored and focused

products for DoD Components generally and the Unified and Specified Commands with
territorial responsibilities specifically.

e 1isk O gthevxcumofaten'onstamcklstheresponsibﬂnyofmanagementand
command at every echelon. It is a responsibility that cannot be delegated or waived. The
nskofbecounngmewcumofatcrronstamckappea'stobemﬂmnwdbysevaalfactors

1. Terrorist Group Goals and Objectives

a. Many terrorist groups around the world have developed clear goals and
objectives. Violence and threats of violence are employed in pursuit of these goals and
-objectives.

~b. In some countries, DoD personnel and facxhn&s may not be at great risk from
such groups because attacks on other targets directly related to terrorist groups objectives
. are available. In other countries, multiple terrorist groups may be operating. In such
cases, some groups may represent a lesser threat to DoD personnel and facilities than other
groups because DoD personnel and facilities are not their priority target. For example,
during the mid to late 1980s, the Provisional Irish Republican Army (PIRA) launched a
series of armed attacks including bombings and shootings of British military forces
stationed in the Netherlands and Germany. Although DoD personnel, facilities, and
materiel in Germany were at considerable risk of becoming victims of terrorist attack, the
probability of PIRA anacksonDoDassctswaslssthanmeprobabxhtyofothermonst

- group attacks such as the Red Army Faction or Revolutionary Cells.!

2. Proximity to Other Terrorist Group Targets

Even if a terrorist group has well-defined goals and objectives, a strategy to achieve
such goals, and attempts to execute a carefully planned attack aimed at other targets, DoD
personnel and facilities can become the victims of terrorist violence. Whenever DoD
personnel and facilities are collocated with facilities of host governments overseas, there is
an increased risk that attacks by terrorists against the host-government facﬂmes will also
include DoD pcrsonnel, facilities, and materiel.

1 See Appendix A for a list of selected atacks on DoD-affiliated personnel and facilities during the period
1972-1991. For additional information on terrorist attacks against U.S. and NATO forces stationed in
Gemmany during the 1980s, see Department of Defense, Terrorist Group Profiles (Washington, D.C.:
uU.s. Govemment Printing Office, 1989). ’
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3. Prominence or Wealth

a. Terrorist groups often conduct attacks as a means of publicizing their group, of
spreading word of their cause, and of intimidating the public. Attacks on prominent
individuals, organizations, or institutions are often newsworthy. Attacks on wealthy
individuals also garner press coverage.
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b. Americans are generally proud of their heritage. We find much within our
nation of which to be proud. Sometimes, however, discretion is the better part of valor,
and some consideration should be given to the various ways in which our nationality is
revealed when so doing places us at risk. :

(1) Vehicle Identification

In many overseas countries, Americans are issued vehicle identification
including special license plates (color, design, special chaxacters) or decals identifying the
vehicle as one registered to an American national.

(2) Personal Dress

The way Americans dress sets us apart from others, particularly overseas.
Loud clothes and T-shirts with civilian and military slogans written on them provide
identification of the wearer’s nationality.
(3) Speech

* The way Americans talk can give others an opportunity to identify us as
potential targets, even if we speak the language. The louder the volume of speech, the
mommxhtarytermsandAmnslangnsedmconvcrsanon,meeasmnxstodctermme
the nationality of the speaker.

(4) Customs and Habits

Even if Americans physically blend in with the locals, our customs and
habits give us away. Simple customs such as the manner in which we use a knife and fork
at dinner to more sophisticated social practices such as greeting business or social
acquaintances can give observers excellent clues as to our nationality, even if we “fit in"
with the appearance of the local population.

6-4
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(5) Personal Behavior

() Some social behavior acceptable in America is not socially acceptable
in foreign lands. Many Americans when overseas do not dress, speak, or behave in
appropriate manner. Some of the inappropriate behaviors observed that help identify the
nationality of American's overseas are the following: ’

Loud and obnoxious speech.

Inappropriate attire for churches, national shrines and memorials.
Public displays of affection.

Smoking in inappropriate places.

Smoking American brands of cigarettes, not local brands.

Inappropriate use of alcohol.
Heckling or verbally accosting other persons.

00 N IN L I W D

Inappropriate operation of motor vehicles.

(b) Even if there is nothing uniquely American about these behaviors, the |
fact we behave in a different, remarkable fashion from others draws attention to us.
Having aroused curiosity in outside observers, it usually does not require exhaustive
observation to determine our nationality from other indicators discussed here.

(6) Currency

Use of American currency or travellers checks with unambiguously
7 American banks o financial institutional identification on them is another means by which
terrorists can identify the nationality of Americans overseas.

S. American Government Representatives

Some terrorist groups have developed rather sophisticated understandings of the
American political system. The leadership of some terrorist groups recognizes that there
are often strongly held views in the American populace that are different from the official
views of the U.S. Government. Sometimes, American government officials are at risk of
terrorist attack even though American tourists or
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6 . Military Affiliation

Once in a while, terrorist groups dxscmmnaxe against specific groups of U.S.
Government employees. It is not surprising that when such discrimination by terrorist
groups take place, State Department employees and DoD personnel appear to be singled out
for special treatment. There are many indicators associated with U.S. military affiliation
that have been used to identify and target DoD personnel in the past. Among these are the
- following: ,

a. Uniforms

Many terrorist groups have generally been able to identify American xmhta:y
uniforms and differentiate them from those wom by foreign military organizations. Some
appear able to identify differences among U.S. military uniforms including Service,
season, and uniform purpose (fatigues, Service dress, formal dress uniforms, etc.). In

- such circumstances, appearing in uniform identifies the wearer as American andmﬂnary

b. Tattoos -

Tatoos have been quite popular among American military personnel for years.

- Aside from the risk of infection and disease that accompanies use of improperly sterilized

tartooing instruments, tattoos are often uniquely American works of art. Tattoos of specific

military unit logos, unit nicknames, American landmarks, or slogans popularized by

American movies can be significant identifying marks that give clues as to the nanona.hty
and affiliation of the owner.

c. Grooming Standards

DoD personnel are expected to adhere to a well-defined set of grooming
standards. Not only are such standards helpful in establishing espirit de corps, in many
instances they serve to improve and maintain personal hygiene and in case of combat
ensure proper fit of protective equipment. In some circumstances, however, rigid
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adherence to personal groommg srandards can be an mponant aid m 1denufymg DoD
military personneL ‘ .
7. Specific Identlty
Some terrorist groups have developed especially soplusucated tactics to terrorize -

and intimidate their target audiences.” A tactic that has been used from time to time with
effect has been t0° target _specxﬁc, named Amencan ofﬁcers or ”fﬁ
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g. Name and Luggage Tags

Name plates on residences, offices, vehicles, and mail boxes help identify
potential targets of terrorist actions. Luggage tags with names and addresses readily visible
are also good sources of information for use by terrorists. '

~ 8. Mistaken Identity
Terrorists are human, and even they make mistakes in identifying and targeting
from time to time. Certain circumstances seem to increase the risk of mistaken identity.
a. Housing

It is useful to know the rental history of a residence before committing to a
lease. If, for example, the previous tenants were affiliated with certain governments
known to be high priority terrorist targets, it may be prudent to look further for housing.

b. Uniforms

Some terrorist organizations have demonstrated excellent uniform and grade
recognition skills; other groups have not. Depending on the existence and capability of
terrorist groups operating in each country, wearing American military uniforms may

&8
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increase risk of attack because of an inability of terrorists to differentiate DoD personnel
from host government personnel on the basis of uniform.

c. Symbols of Power and Prestige

| As in other instances of mistaken identity, if one looks the part of a powerful
or prestigious person, there is always the possibility that one will be mistaken for a
powerful or prestigious person. In those instances where terrorists are seeking a specific
| individual, it may be useful to avoid appearing much like the presumed target.
9. Detectability

Even if terrorists develop detailed information on potential victims of kidnapping or
hostage-taking, they must still be able to detect the presence of their target. Terrorists use

visual surveillance; they may have used electronic surveillance in some instances as well.

10. Accessibility | ’

Even if terrorists can identify DoD personnel as American nationals, as symbols of
American power and prestige, as symbols of military oppression, and even if they can

single out specific individuals, the risk of becoming a terrorist victim may still be
controllable. Not only must terronsts identify, detect and track targets, they must get

within uccessful attack.

C. VULNERABILITY ASSESSMENTS
1. General

a. Vulnerability assessments address the consequences of terrorist attacks in
terms of the ability of units, installations, commands, or activities to accomplish their
assignments successfully, even if terrorists have inflicted casualties or destroyed or
damaged DoD assets. Put slightly differently, vulnerability analysis seeks to understand
the compound probability of (1) being hit by a terrorist attack and (2) whether or not

. assigned respoasibilities can be fulfilled as required if attacked.

b. In assessing vulnerability, some excursions from the range of attacks described
in terrorist threat analysis products for relevant terrorist groups should also be made. Not
only are such excursions helpful in planning for the "greater than expected” threat, such
excursions help managers and military commanders identify the sensitivity of their
combatting terrorism plans, programs, and protective measures to changes in analytical
assumptions, threat, role or mission.

2. Vulnerability Assessment Functions

a. The minimum purpose of vulnerability assessments is to aid installation civilian
managers and military commanders identify the following:
(1) Weaknesses in the physical security plans, programs, and structures.
(2) Inefficiencies and diminution of effectiveness in personnel practices and
procedures relating to security, incident control, incident response, and incident resolution
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including but not hrmted to law enforéement and secunty, mtelhgencc, command,
communications, medical, and public affairs.

(3) Enhancements in operanona.l procedures during times of peace,
mobmzanon, crisis, and war. -

~ (4) Resource requirements necessary to meet DoD, Service, combatant
command, and local security requirements.

b. Installation civilian managers and military commanders may use vulnerability
assessments for other management, training, and oversight purposes as well

3. Vulnerability Assessment Process
. "Terrorist Thinking"
It is imperative that members of the installation staff participating in the

vulnerability assessment step outside their usual roles and "think like a terrorist.” They
need to ponder several questions.

(1) What assets would tm'onstsmrget" Why?

) ‘What capabilities are they reported to have? Which would be effective
against targets assessed as likely? Why?

(3) How might those capabilities be employed?

(4) What might early signs of attack be? How might such attacks be detected
by the authorities?

(5) What are the avenues of approach terrorists would take to reach targeted
assets?

(6) How well-protected are the assets likely to be targeted?
b. Elements of Vulnerability

(1) After identifying several approaches terrorists nﬁght cmploy to gain access
to DoD personnel and facilities, the facility should be examined from physml, personnel,
and operations security perspectives.

(2) The following enumerated list of vulnerability elements is intended to be
descriptive and thought provoking; it is not intended to be comprehensive or definitive.
Vulnerability elements include steps criminals or terrorists might take to gain access to
protected DoD assets and the resulting adverse consequences for the Department of
Defense in terms of diminution of capability to carry out assigned missions. Vulnerability
elements also include actions taken by DoD personnel during the course of execution of
assignments that may increase the risk of terrorist attack and exacerbate the consequences
of attack should it occur. ‘

(3) Terrorists can cut perimeter fences, gain access to a facility, inflict
casualties, and degrade DoD capabilities to execute assigned missions. Undetected
intrusions or detected intrusions that generate no alarm or response suggest a potential

vulnerability to terrorist attack. ' '
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(4) Removal of vehicles from secure storage facilites to an open field in
preparation for unit transit from a main operating base to a training area increases the
- exposure of vehicles to potential terrorist attack. Conduct of training exercises is,
however, part of the normal peacetime training and exercise routine.

~ (5) Military commanders and civilian managers as appropriate have
responsibility for balancing exposure of DoD assets to terrorist attack risk and vulnerability
with continued preparation, training, and execution of DoD missions. Assessments of
vulnerability are continuous, based on the operational tempo of each DoD component's

specific activities.

e at risk because of thexr prommenoe or posmons Appendix D, Enclosure 1,
provides a survey instrument tailored to port security considerations; this survey instrument
can also be used to assess waterside security at DoD installations bordering rivers, lakes, or
bodies of salt water. Topics that should be addressed in a physical security survey include,
but are not necessarily limited to, those illustrated by Figure 6-1.

(7) Physical Security Surveys together with terrorist threat analyses provide
the data necessary to determine Physical Security Threats as defined in DoD 5200.8-R,
Security of DoD Facilities, May 1991.3 Physical Security Assessments provide key inputs
necessary to make judgments with respect to terrorist attack risk (can the targets be hit?)
and vulnerability (can DoD units continue to accomplish assigned missions if attacked by
terrorists?). ,
4. Application of Physical Security and Assessments

a. Visible, fixed, land-based DoD facilities should have vulnerability assessments
performed on a regular basis if terrorist threat analyses establish the existence of terrorist
threat groups in the country housing the facility. However, vulnerability assessments
should not be limited to fixed, land-based DoD facilities. Some DoD assets that require
protection are senior military officers or senior DoD civilian officials. The specific
assignments of these individuals may place them at risk of becoming the victim of a
terrorist attack. In some cases, loss of an individual is tantamount to the termination or
failure of a DoD mission.

b. Vulnerability assessments can also be applied to residences of DoD-affiliated
pcrsonnel, travel plans, and life styles.

c. Vulnerability assessments should exphcnly consider the possibility of indirect
attacks or attacks from unusual approaches. Terrorists have attempted to use hot air
balloons, ultra-light aircraft, powered hang-gliders, swimmer dehvu'y vehicles and other
unusual means to breach perimeter security devices.

2 See Chapter 13 for discussion of High Risk Personnel and High Risk Billets.
3 This subject is addressed in Chapter 7.
| 6-11
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Figure 6-1. Physical Security Survey Topics
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d. Three-dimensional vulnerability assessments are imperative when assessing the
vulnerability of DoD personnel, facilities, or material located within installations or
buildings not owned or completely controlled by the Department of Defense.

“e. Vulnerability assessments are an ongoing process. Vulnerability of DoD assets
changes daily, if not hourly, depending upon the nature of the terrorist threat on the one
hand, and the nature of the tasks being performed on the other. A detailed, statc
vulnerability assessment provides a baseline assessment from which decreases or increases
in vulnerability can be assessed.

f. The process of constructing an Integrated Terrorist Threat Estimate requires
another building block. The overall importance of each DoD asset must be examined in
light of assigned missions, protection requirements, and identified threats.

D. CRITICALITY ASSESSMENTS
1. General Observations

a. The critcality assessment identifies key assets and infrastructures that support
DoD missions, units, or activities and are deemed mission critical by military commanders
or civilian agency managers. It addresses the impact of temporary or permanent loss of key
assets or infrastructures to the installation's and/or unit's ability to perform its mission. It
examines costs of recovery and reconstitution including time, dollars, capability and
infrastructure support.

b. Analysts performing criticality assessments should consider the possibility of
collateral damage sufficient to disable or destroy a DoD critical asset in the event that a
nearby target is attacked by terrorists.

c. Criticality assessments should be performed within the acquisition and
logistics communities as well as in operational units and reserve forces. Application of
criticality assessment elements to research, development, test, and evaluation (RDT&E),
procurement, maintenance, and logistics life-cycle events will facilitate continued Service
and DoD Agency support of combatant commanders and their subordinate commands in the
field during times of crisis or combat, even if the United States and our allies defense
industrial bases should become targets of terrorist attack.

: d. The Service Acquisition Executive and Acquisition Program Executive Officers
should direct preparation of a Key Assets list required under DoD Directive 5160.54
(reference (bb)) for each acquisition program. Contracting Officers and Contracting
Officer's Technical Representatives should survey contractors performing contracts for
DaD to identify key assets as defined by reference (bb).

2. Criticality Assessment Functions

a. In military units deployed under the command of the Services or a Unified and
Specified Command, the staff at each echelon of command determines and prioritizes
critical assets. The commander approves the prioritized kst

b. Thecriticality assessment

(1) Identfies installation’s and/or unit's key assets.
6-13
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2 Detcrmmes whether cnuml'ufuncuons can be duplicated under various

attack scenarios.
~ (3) Determines time required to duplicate kcy assets or infrastructures efforts

if temporarily or permanently lost.

(4) Determines vulnerability of key assets or infrastructures to bombs, vehicle
crashes, armed assault, and sabotage. ' _

(5) Determines priority of response to key assets and infrastructures in the
event of fire, muluple bombings, or other terrorist acts.

3. Elements of Criticality
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“E. USE OF INTEGRATED TERRORIST THREAT ESTIMATES

1. In Chapter 1, it was observed that the DoD Combatting Terrorism Program has
two phases: a proactive or preventive phase and a reactive phase. In Chapter 5, Terrorist
Threat Analysis, the first building block in the proactive phase, was discussed. In this
chapter, the assessment of terrorist attack risk, DoD asset vulnerability to such attacks, and
DoD asset criticality to DoD mission accomplishment have been addressed.

2. The DoD Combatting Terrorism Program mandates that civilian managers and
military commanders at all echelons assume responsibility for assembling an integrated
Terrorist Threat Estimate. This estimate is constructed from four basic building blocks

provided by organizations indicated:
a. Terrorist Threat Analyses (intelligence community).

b. Terrorist Attack Risk Assessments (civilian management/military
commanders).

c. Terrorist Attack Vulnerability Assessments (civilian management and/or
military commanders).

, d. DoD Asset Criticality Assessments (civilian management and/or military
commanders). v v :
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CHAPTER 7
PHYSICAL SECURITY SYSTEM CONCEPT

A. INTRODUCTION

1. This chapter considers the plight of civilian managers and military commanders,
depicted in Figure 7-1. They are frequently confronted with Terrorist Threat Analyses
prepared by DoD-level intelligence agencies. They receive supplementary terrorist threat
information and analyses through Service and CINC channels. Their own intelligence,
counterintelligence, and law enforcement staffs add to the general storehouse of terrorist
threat information.

2. In addition to terrorist threat information and analyses, they receive--on a
continuing basis--judgments on terrorist attack risk, the vulnerability of their missions to
the consequences of attacks on their assets, and the criticality of key assets that may
require protection. Since civilian managers and military commanders have other tasks to
perform as well as to protect DoD-affiliated personnel, facilities, and assets from terrorist
attack, they can easily become overioaded with security-related information and demands
for response in the absence of guidance on establishment of priorities for DoD asset
protection. ,

3. Figure 7-1 illustrates this situation. It shows the aggregate potential for security
enhancements as a result of the development of an Integrated Terrorist Threat Estimate in
the upper left of the figure; the lower right shows a broad range of daily activities that must
be managed and overseen, each embedded in a security or force protection environment.
As suggested by the Plan of the Day in the lower right-hand comer of the figure. life within
DoD components goes on, with or without a terrorist threat.

liCnge d t pmpa'balanceofForcertecuonandAnmmmsmontheone
hand,andmmngoutoﬂmelemmsmthe?]anofﬂxeDay:hatconmbutetoDoDmlssmn
accomplishment. v

4. The upper-right hand corner introduces a new block of information, analytical
tools, and guidance on secunty and security resource allocation priorities: DoD Physical
Security Policy.
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Figure 7-1. Processing Integrated Terrorist Threat Estimates Into
' Antiterrorism and Force Protection Programs ’

mtegrauon “ phys1cal security programs, personnel security acnvm&s, and operanons
security into a mutually reinforcing set of antiterrorism preventive measures.

B. DoD PHYSICAL SECURITY POLICY
1. Policy Objectives

a. DoD has promulgated a general policy dictating physical security measures
applicable to all DoD installations, facilities, and activities. The objectives of reference (cc)
are to: '
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0)) Establish general policy for the secunty of personnel and mstallanons
military operanons, and certain assets.

) Provxde reahsnc guidance, gencral procedures and the necessary
flexibility for commanders to protect personnel, mstallauons, operauons and assets from
typical threats. R

3) Reduce t.he loss, theft, or diversion of and damage to, DoD assets,
thereby ensuring that warfighting capability is mamtamed.

b. To xmplement this policy, OSD has established some nommal design threats
used to help planners address physical security requirements. The design threats include
peacetime, crisis, and wartime conditions, identify broad classes of perpetrators of physical
attacks against DoD facilities and materiel, and postulate nominal ranges of capability
defined by types of weapons ortoolsusedontheone hand, or the ability to penetrate DoD
facilities protected by standard protection systems.

2. Physical Sgcurity Threats

faahnes Thc oapabmues anEl charactcnsucs of w&pons and tools dxctate protecuon .
requirements. Protection reqmrcments, in turn, drive architectural plans, drawmgs, and
construction. , ,

1 Individuals who resort to violent attacks against DoD assets motivated by personal anger, not:polim:s.
7-3
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Figure 7-2. Physical Security Threat Matrix

: ¢. Givil engineers have a very narrow perspective on the design and construction
of facilities to withstand assault.

nnnnnn

agamsttargets. Thc::analystsareconcanedabomtbetechmmlapabﬂnyofw&ponsand
_ tools and the method of operations employed in terrorist attacks.

3. Systems Approach to Physical Security

secunty threats to DoD assets, the dynamic character of DoD force structure, the
distribation of forces and assets among widely distributed DoD installations, and the

different activities of the DoD components.

b. The Regulation establishes the following physical security system
PERFORMANCE GOAL: '
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The goal of the security system for an asset or faczlny is to deploy
security resources so as to preclude or reduce the potential for
sabotage, theft, trespass, terrorism, espionage or other criminal
activity. To achieve this goal a security system provides the
capability to DETECT, ASSESS, COMMUNICATE, DELAY AND
RESPOND TO AN UNAUTHORIZED ATTEMPT AT ENTRY.

c. To meet the functional requirements of the physical security system specxﬁed
above, several system components are identified, including the following:

(1) Integrated electronic security systems.
(2) Entry and circulation control.
(3) Barrier systems.
(4) Access delay and denial systems.
(5) Dedicated security forces.
' (6) Designated immediate response forces.

‘By combining these physical security system components into an integrated protection

system, appropriate levels of protection for United States defense resources can be
achieved. Itis also clear that such systems can be prohibitively expensive if applied to each
and every DoD installatdon or facility within a DoD installation. Physical Sccunty
Protection priorities are therefore established. .

4. DoD Asset Types and Protection Priorities

; a. The DoD Regulation provides clear guidance on the priority for protection of
installations, facilities, activities, organizations, or individuals based on the functions
supported or carried out by each. The Regulation also prescribes the combination of

physical security system components that can and sho hieve appropriate
levels of protection. |

b. Figure 7-3 illustrates how physiéaf security protection resources should be
used to achieve the desired degree of protection for DoD's assets.

5. Specific Physical Security Policy Direction

a. Combining the concepts of a physical security threat, a physical security
system that contains multiple components, and assets requiring protection, the DoD
Regulation elaborates the following policy:
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Figure 7-3. Resource and Asset Priorities
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It is DoD policy that DoD Components shall develop, establish, and

maintain policies and procedures to control access to installations,

including the following:

1. Using a defense-in-depth concept to provide graduated levels of
protection from the installation perimeter to critical assets.

2. Determining the degree of control required over personnel and
equipment entering or leaving the installation.

b. The Regulation also prescribes the development of plans, programs, and
specific measures to enhance security to be implemented under the following situations:
(emphasis added): :

(1) National emergency.

(2) Disaster.

(3) TERRORIST THREAT CONDITIONS.2

(4) Significant criminal activity.

(5) Civil disturbance.

(6) Other contingencies that would SERIOUSLY AFFECT THE ABILITY OF
. INSTALLATION PERSONNEL TO PERFORM THEIR MISSION.

- C. SUMMARY OF PHYSICAL SECURITY SYSTEM FUNCTIONS

1. The physical security system emplaced around DoD installations, facilities,
activities, organizations, and even individuals must perform the following functions:

a. Detect threats;

b. Assess and classify threats;

c. Comm:micmewamingandthmass&ssmcntinformaﬁoné

d. Delay penetration by the threat to the protected asset as long as necessary; and
e. Provide for timely, effective response to the threat.

2. In the discussion that follows in Chapters 8, 9, and 10, various approaches to
enhancing physical security of DoD assets will be addressed. While many of the specific
measures identified will be illustrated with examples based on DoD installations, the
principles apply equally to all DoD activities regardless of their location.

2 See Chapter 17 and Appendix DD below far further discussion.
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CHAPTER 8

PHYSICAL SECURITY SYSTEM COMPONENTS

A. OVERVIEW

1. The physical security systems installed in and around DoD installations and
facilities form the physical backbone of DoD combatting terrorism efforts. The facilities,
equipment, and personnel comprising the installation security force are the first lines of
defense against terrorist attack. DoD installation civilian managers and military
commanders should develop an integrated physical security system as described in

Chapter 7, consistent with the threat, in order to achieve the necessary levels of protection
of DoD assets.

2. DoD 5200.8-R (reference (cc)) encourages the use of technology and people to
achieve a cost-effective, security system level of performance. In this chapter, the basic
components of a physical security system will be described. Security managers should
bear in mind that cost-effective security systems designs use the minimum essential
components to achieve the desired level of security; resource limitations and constraints
mean that trade-offs will be required.

3. This chapter will consider the basic approach to the design and implementation of
installation physical security systems. Each major component will be discussed. The
chapter will conclude with a discussion of physical security system integration with other
installation site selection and design issues.

- B. LAYERED SECURITY CONCEPT

1. The DoD Physical Security Program Regulation emphasizes the need to think of
physical security as a system providing protection-in-depth. In some cases defense-in-
depth can be obtained by constructing "islands” of extreme or high security with a "sea” of
moderate security. -

2. The object of the physical security system no matter how it is described is the
same:

‘a. Retain operational capability and mission functionality by providing the
greatest level of protection to those resources necessary and sufficient to meet specified
operational and/or mission requirements.

3. Asn in Chapter 7, protection of DoD assets is provided by a Physical Secunty
System consisting of the followmg major components:

81
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a. Integrated electronic systems.
b. Entry and circulation control.
c. Barrier systems.

d. Access delay and denial security systems.

e. Dedicated security forces. ,

f. Designated immediate response fqrces.

4. Figure 8-1 illustrates the general, layered defense approach to the implementation
of a physical security system. The DoD asset(s) to be protected are located within an
innermost ring of security. Additional layers of security are provided at increasing
distances from the asset to be protected. The number of layers, the components that

comprisé them, and their resistance to penctration depend on the threat and the importance
of the asset to be protected. .

Figure 8-1. Layered Approach to Protection of DoD Assets

5. Figure 8-2 illustrates the concept of layered, integrated physical security system
components contributing to the security of a DoD asset. An outer perimeter is established
and clearly marked. Just inside the outer perimeter is an outer security zone. Within this

~zone are surveillance systems to monitor activities within the zone and beyond the
perimeter. Access control points have been constructed to control access from outside the
perimeter to the outer security zone. |

. 8-2
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ySterti comiponents into a physical security system that can prov1de high resistance to
penetration, prolong an attack against protected DoD assets, and delay attackers long
enough to permit a response force to arrive in time to apprehend and/or detain the
perpetrators, recover assets, and restore them to their secured status.

7. Figure 8-2 depicts key physical security systemn components and an approach to
the integration of these elements into a physical security system that can detect threats;
identfy, classify, and assess intrusions; delay intrusions long enough to permit response
forces to arrive and complete containment and apprehension; and if all else fails, delay
intruders still longer until overwhelming force arrives to rescue and/or recover the asset.

8. The concept of a layered defense also includes protection from threats launched
against DoD assets from any direction. Threats could come from below or above, as well
as through perimeter fences, walls, or other barriers. Underground parking garages in
office buildings, high-rise apartments, and hotels can harbor terrorists, as can large utility

8-3
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service structures such asmnnels, culvens, canals:: orspﬂlways Ceilings or roofs can be
penetrated and must also be protected. Even wide open spaces on a large installation can
represent potential danger for terrorists equipped with hang-gliders, ultralight aircraft,
parachutes, or even helicopters. '

9. Most DoD assets do not require and should not be protected to the level depicted in
Figure 8-2; if circumstances require such protection, use of the physical security systems
concept allows for identification of temporary or expedient measures that can be used to
increase protection afforded to DoD assets for the duration of a transient threat.

C. PHYSICAL SECURITY SYSTEM FUNCTIONAL REQUIREMENTS

1. General

a. For a physical security system to protect DoD assets, certain security functions
must be performed. Among these functions are the following:

(1) Threat Detection.
(2) Threat Classification and Assessment.
(3) Threat Annunciation.
(4) Threat Delay.
»(5)' Threat Response.
b. Each of these functions is critical to the overall performance of the Physical
Security system. Each is considered in turn.
2. Threat Detection '

a. The first challenge to the physical security system is its ability to detect the
presence of hostile intruders. As a general rule, the earlier the detection of threats and the
longer the range at which they are detected, the greater the opportunities are to protect DoD
assets and minimize the impact of terrorist acts against DoD personnel, materiel, and
facilities. A wide variety of systems can be used to detect the presence of activity at a
distance from the facility. The ability of surveillance systems to detect activity can vary
widely. Several factors can influence surveillance system performance.
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e. The number and vancty of surveillance sensors can be affected by the location
of initial threat detection. If a threat can be detected at the outer perimeter, then additional
sensors can be used between the outer perimeter and the inner perimeter to aid in the
classification and assessment of the intruder before the response force is dispatched. If the
installation or facility is compact and little distance separates the outer perimeter from an
inner security zone, then the response force must be dispatched almost immediately upon
detection of an intrusion so that it can complete assessment and make an initial response.

f. Barriers such as fences, walls, ditches, or roads become platforms on which
intrusion detection system sensors are mounted. Such systems can detect the passage of an
object, animal, or person through a line. They can be used to detect the presence of
intruders within a restricted zone such as sand strip encircling the perimeter of a facility.
They can detect the presence of intruders in a restricted volume of space such as an office, a
garage, or 2 hangar. Intrusion detection systems are especially useful within an
installation, and oftentimes can be used in conjunction with perimeter barriers, security
zones, and interior barriers to provide detailed information about the location of a potential
threat. '

g. If the geography and siting of an installation do not permit detection of threat at
its periphery as is the case when DoD facilities occupy only a portion of a commercial
office building, then threat detection must occur at close quarters to the protected DoD
asset. Under such circumstances, multiple intrusion detection systems, based on different
detection principles, can be employed to provide threat detection and additional information
needed for classification and assessment as discussed below.

h. Detection systems have varying strengths and weaknesses depending upon the
physmal climate and environment in which they are expected to operate, the nature of
targets to be detected, the training and skill of their operators and interpreters of data, and
the topography and geography of the installation or facility from which surveillance is
being mounted. Careful planning is necessary to install a surveillance system at the
installation or facility perimeter with capability of providing both outward and inward
- surveillance. Planners should consult with Service and OSD experts with respect to their
ite-specific needs.

3. Threat Annunciation

a. Itis, of course, not sufficient to detect the presencé of potendal threats. The
pbyslml security system must take additional steps to mitigate the threat.

b. A critical component of the physical security system is threat annunciation.

(1) Threat annunciation must occur in some type of watch center from which
initial attempts to classify and assess the threat will be made.

8-5
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(2) Insome DoD facxhtm whcrc most stnngent security requirements must be
met, threat annunciation may also be needed in a response force ready-room, where
members of the response force remain in an alert state, prepared to respond to identified
threats.

(3) Threat annunciation in the immediate quarters or offices of key personnel
who are considered protected DoD assets, or other DoD assets may also be necessary to
permit transitioning them into a highty protected physical structure (sending key personnel
to a safehaven, pulling aircraft into hardened shelters and revetments, etc.)

c. While the annunciation of threat need not occur simultaneously in these
locations, the physical security system must have a way of communicating the need for
action to personnel assigned to assess or respond to threats. Annunciators can be
auditory (alarm bells, whistles, homns, etc.), visual (flashing lights, blinking and/or
color marks appearing on computer screens), Or even tactile (wbranng units worn as
- pocket pagers).

d. Itis recommended that at least two different types of annunciators be used
throughout an installation where resources permit and a requirement for rapid security
Tesponse exits.

e. Annunciators should be scattered throughout an installation to enable
assessment personnel to summon response forces and to alert protected assets to an
imminent attack. Intercom systems, portable radios, telephones, and radio paging devices
can be used to alert specific personnel or specific facilities. Bells, whistles, sirens, and
ﬂashmghghtsmbeusedforgeneralalarms.

f. Where the threat environment and resources warrant, installations should be
fitted with general annunciators that allow personnel to discriminate among different types
of emergencies. One set of alarms should be used for emergencies requiring the evacuation
of facilities (fire or bomb threats). Another set of alarms should be used to wamn of
emergencies that require taking shelter in interior building spaces away from windows and
exterior walls as in the event of civil disturbances or tornadoes.

4 ‘Threat Classification and Assessment

a. Oncetheprmceofadnwhasbeendewctedaxﬂthrwmsmentpersomel
 notified, the physical security system must classify and assess the threat. The presence of a
threat is usually detected as a result of some sort of alarm. Surveillance systems, including
but not limited to visual surveillance systems and intrusion detection systems, ransmit data
to an information processing center, where detection data are assessed.

b. Assessment of and response to alarms must be swift and as practiced as
possible. An intruder running can cover considerable distance in a matter of seconds.
Guards and other security personnel are relied upon primarily to assess intrusion alarms.
They must respond immediately when alerted. Often, security personnel use CCTV to
assist them in their assessment role. CCTVs can also be slaved to the Intrusion Detection
System (IDS) system. When a sensor alarms on a slaved system, a CCTV camera is
immediately focused onto the alarmed area and the picture focused for the security guard
~ monitoring the IDS system for assessment.
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c. The purposé of such assessments is to determine the following:
(1) Is the alarm real or false? -
(2) 'If the alarm was real, is the intrusion hostile or benign?

e ARRIT AT T TR T T T T ST T ST

S. Tﬁreat Delay

a. Delay is provided by perimeter, exterior, and interior physical barriers erected
or installed to protect the structure, such as fences, gates, walls, windows, doors, locking
systems, ceilings, and floors. These physical barriers are evaluated as a system. The
effectiveness of a barrier system is measured by the minimum total delay time it provides
on any path into the protected area. Delay time is measured from the time the intruder is
detected until he has penetrated all of the barriers, including the time it takes to travel from
barrier to barrier, and the protected area.

b. Delay has three purposes:
(1) Facilitate definitive threat classification and assessment.
(2) Facilitate response by physical security response forces.

(3) Facilitate evacuation of protected DoD assets if evacuation is the most
appropriate, cost-effective force protection remedy.

c. Delay of potential threats at the greatest distance possible from the protected
DoD assets can be essential in making definitive threat classifications and assessments.
Being able to delay intruders at the installation perimeter long enough to classify the threat
(human) and assess it (not carrying firearms) may prevent unnecessary injury or loss of
life.

d. Delay allows the response force an opportunity to take up defensive positions
to protect DoD assets, to defend facilities and personnel, to counterattack, and to conclude
an incident with arrest and apprehension of the perpetrators. The greater the amount of
time intruders can be kept away from major DoD assets requiring protection, the greater the
opportunity for DoD personnel to terminate the threat without loss or compromise of
mission capability.

e. Delay can be critical in facilitating the successful evacuation of DoD assets
from facilities under attack. Delay to facilitate evacuation is especially important to DoD
personnel serving in isolated posts.
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6. Threat Respohse

a. Response to threats begins immediately upon detection; response actvity
increases concurrently with threat classification and assessment. The purposes of the
physical security system response to threats are as follows:

(1) Stop further intrusion by the threat at the greatest chstance possxble from
protected assets;

(2) Slow the rate of advance towards the protected asset as much as possible;

(3) Facilitate the evacuation of the protected asset to safe areas;

(4) Secure the protected asset and contain the threat;

(5)  Contain the threat, prevent additional hostile resources from arriving, and
prepare to apprehend the threat and relieve the protected asset.

b. Specific methods to accomplish these response goals are discussed in Chapter
15. In general, physical security design elements included in DoD installations and

facﬂiﬁescanaidresponsefminaecompﬁshingtheseobjecﬁmF

D. BARRIERS

1. Barriers are an integral part of all physical security systems. They are used at the
perimeter of DoD installations to perform several functions. Barriers establish boundaries.
They deter and intimidate individuals from attempting unlawful or unauthorized entry.
~ Barriers become platforms on which more sophisticated sensors can be placed to aid in

threat detection and classification. Some barriers at the perimeter of a DoD installation help

shield activities within the installation from immediate, direct observation. _
-~ - 2. Barriers are also used at the perimeter of DoD installations to facilitate pedestrian

and vehicle entrance and exit control. Use of barriers channels traffic through designated
~ access control points, where pedestrians and vehicles can be monitored and searched for
- contraband, explosives, or other threats as circumstances warrant. »

3. Barriers are used within individual buildings on DoD installations for similar

purposes. In addition, use of high security doors, window glazings, and walls can provide
“building occupants with protection against ballistic penetrations—small arms fire, bomb

fragments, broken glass, etc.

4. Figure 8-3 presents an illustrative list of both namral and man-made barriers of
potential interest to security program planners.

5. Specific permanent, temporary, and expedient barrier materials are discussed in
Chapters 9 and 10. 4
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Discourage Visitors

dense growth, desert

BARRIER Natural Obstacle Man-made or Result of
FUNCTION Naturally Occurring Human Endeavor
_Establish Boundary River, valley, forest line Wall, fence, hedge
Isolate Activity, Mountains or hills, jungle, Walls, fences

Berms, canals, moats

Aid Detection of
Unauthorized Entry,

Electronic detection devices
mounted on boundary

Intrusion Sand strips at boundary of
areas to be isolated
___Electronic Devices
Impede Pedestrian Rivers, swamps, natural Fences and walls with or
Passage _ terrain features without doors or gates
impede Vehicle Rivers, swamps, natural Fences, walls, Jersey Bounce
Passage terrain features barriers,
Specially designed vehicle
bamiers :
Aircratft arresting cable

Prevent External
Visual Observation

Forests, natural terrain features

Berms, earthworks
Walls, solid fences
Masonry block screens
Translucent glass block,
polycarbonate sheet
Shutters, awnings, draperies

Minimize Ballistic
Material Penetration

High berms, earthworks
Steel reinforced concrete
or masonry walls
Blast shields fabricated
from steel-ply materials
Ballistic resistant Jlasz

Figure 8-3. Security Barrier Functions and lllustrative Examples
E. INTRUSION DETECTION SYSTEMS (IDS)

1. IDS Overview

a. Intrusion Detection Systems (IDS) are used to accomplish the following:

(2) Provide additional controls at critical areas or points.
(3) Substitute for other physical security measures which cannot be used

because of safety regulations, operational requirements, building layout, cost or similar
reasons.

(4) Provide insurance against human error.
(5) Enhance the security force capability to detect and defeat intruders.

(6) Provide the earliest practical warning to security forces of any anempted
penetration of protected areas.
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Y. Thereamfomtyp&sofms
(@) Local Alarm

In this system, the protective circuits and alarm devices actuate a
visible or andible signal in the immediate vicinity of the detected intrusion, usually on the
extcnor of the building. The alarm transmission and/or communication lines do not leave

R e is by local security forces that may be in the area when the alarm is

(b) Central Station
In this type of system, the operation of alarm devices and electrical
circuits are automatically signalled to, recorded in, maintained, and supervised from a
central station owned and managed by a commercial firm with guards and operators in
antendance at all times. These personnel monitor the signals and provide the response force

to any unauthorized entry into the protected area. "

(c) Police Connection

In this type of system, the alarm devices and electrical circuits are
connected via leased telephone company lines to a2 monitoring unit located in nearby civilian
police stations. An agreement with the local police department must be arranged prior to
establishment of this type of system.

(d) Proprietary IDS Station

1 This system is quite similar to a2 Central Station operation, except
that the IDS monitoring and/or recording equipment for all IDS at the installation is located
within a constantly manned DoD civilian or military police, or security force
communications center maintained and owned by the Government installatior -
installation police or security force responds to all IDS activations. §

2 DoD facilities equipped with IDS should utilize Proprietary IDS
Station systems where DoD personnel monitor and respond to all alarms.
2. IDS Sensors | , ’
Intrusion Detection Systems have several components including sensors, data
transmission subsystems, displays and assessment subsystems, power subsystems,
communications subsystems, and maintenance systems. Intrusion detection system (IDS)

sensors are divided primarily into two groups, exterior sensors and interior sensors,
- depending upon their environmental capability.
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a. Exterior Sensors

(1) Exterior sensors are those that function in an outside environment. These
sensors, and their associated processing equipment, are weatherproofed and less sensitive
to changes in climatic conditions. Exterior sensors are used for early detection of intruders
before they reach a protected structure. They are designed to provide fairly uniform
protection coverage over outdoor areas. Exterior sensors are used to establish an intrusion
detection line along fences, walls, and water or other land boundaries surrounding a
protected structure.

(a) Perimeter Sensors

Perimeter sensors are exterior sensors normally installed on fences,
walls, or gates. They detect different types of fence movement resulting from an intruder
climbing, cutting, lifting up, or otherwise violating the fence. They can also be used within
structures to establish inner security zones or to monitor movement within a large, open

(b) Line Sensors

These exterior sensors form an extended boundary through which
intrusion can be detected upon breaking or interfering with the sensor line, passing through
a magnetic field, or changing the pattem in a electronic field.

(2) Figure 8-4 lists various types of exterior sensors.

‘Figure 8-4. Exterior IDS Sensor Types

b. Interior Sensors

(2) Sensors use various methods of detection. Among the most common,
exterior sensors use seismic, magnetic, microwave, infrared, electric field, electromagnetic,

8-11
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- and vibration detection methods Intcnor Sensors prunanly use capacnance, magnetic,
ultrasonic, shock and/or vibration, and infrared techniques. Combinations of these
methods may also be designed into individual sensors. They can be configured in
electronic tiers, requiring an intruder to pass through each tier in progressive succession,
thereby increasing the likelihood that the intruder will be detected.

(a) Penetration Sensors

~ These interior sensors are designed to react to mechamcal or
acousucal vibration, sensor movement, or sensor destruction.

(b) Volumetric Sensors
Volumetric sensors are interior interior type sensors are designed to
react to the motion of an intruder. They may based on infrared, seismic, acoustic, or
sensing technologies.

(¢) Duress Switches

Duress switches, like those used in banks, set off an alarm at the
touch of a button. They allow individuals to communicate situations of duress to forces
that can render assistance. Both fixed and portable switches can be used in this application.
* Fixed duress switches are normally wired to the IDS duress circuit and are permanently
~ mounted for activation of the duress alarm when needed. Portable hand duress switches
electronically transmit to a receiver that is wired to the IDS duress circuit. Upon activation
of a switch button, the small, wireless transmitter sends a radio signal to the receiver,
triggering a duress alarm. Transmitters are designed either to be carried or mounted in
- suitable locations. .

(3) Figure 8-5 provides a listing of several different types of interior intrusion
detection sensors, the purposes for which such sensors are appropriate, the principles by
which each sensor operates, common false alarm causes, and appropriate applications.

3. Data and/or Signal Transmission

This subsystem links sensors with control and monitoring consoles. The
transmission medium is used to send control signals and data to and from all sensors,
control points, and annunciator panels. This subsystem may be hardwired land lines, radio
frequency links, fiber optic cables, or any combination thereof. Most recently,
transmission of data-encrypted alarm signals via satellite has been developed and is now
available commercially.

4. Annunciator, Control, and Display

Annunciator, control, and display subsystems provide equipment for central
operational control and monitoring of the IDS. Through this equipment, security force -
personnel are instantly alerted to the status of any protected area. This subsystem should
be located in a restricted area and closed off from public view. Alarmed spaces should be
designated by zones to facilitate identificaton of penetrated areas, assessments of
vulnerability resulting from intrusions, and dispatch of response forces in a timely manner.
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Figure 8-5. Selected Interior Intrusion Detection Sensors (continued)
-§. Primary Power

a. In the sclection process, a planner must ensure that an IDS is capable of
operation on the power (frequency and voltage) that is available. Within the United States
60 Hz (cycles) and 110 volts alternating current (ac) is the standard. Outside CONUS,

frequencies may be 50 Hz or 60 Hz and voltages can range from 110V to 440V, in any
combination.

b. In many overseas areas, line voltages can fluctuate widely and voltages for a
- 240-volt system can drop to 180V then surge to near 300V. Where this occurs, surge
arrestors and line conditioners will be required to protect the IDS equipment. If the system
selected is not capable of operating on available power, then some means of converting the
power to a usable form must be provided. Sufficient power must be available to operate
theeqmpmentmmhmtobcprowctedaswellastheconu'olmomtmng station. The

power required by each item of equipment must be included in determining the total system

load.

c. ‘Many sensors and display units operate on direct current (dc). When these are
used, it is necessary to provide sufficient dc power rectifiers at each location to convert
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locally available ac power to the dc power required by the sensors and display units. Many
of today's control units and sensors use microprocessors to accomplish their function.
Although powerful in performance, they are susceptible to damage from electrical transients
such as surges or spikes that result from interference or noise on the power line. This
vulnerability can be reduced through the incorporation of surge protectors and/or hghtmg
arrestors in the design.

6. Emergency Backup Power

a. The IDS must be capable of providing protection even when the primary power
fails or is cut off. To ensure this, an alternative power source must be provided. If there is
an uninterruptable power supply (UPS) available, then connecting the IDS to the UPS
should be a prime consideration. Most systems contain a back-up battery that is
continuously trickle-charged by the primary power system. An 8-hour battery backup is
mandatory. However, if the primary power is subject to being out for longer periods, a
16- or 24-hour backup should be procured or arrangements made to provide a guard force
as addmonal protection.

b. Use of an emergency backup generator can pro\rlde the necessary power when
the primary power fails. Battery backup is still required to keep the system up untl the
generator is started. Expected power outages, system load requirements, and fuel
availability will determine the capacity and type of generator required.

7. Tamper Protection

_ Protection from tampering with the IDS, the access system, and the assessment

system should be designed into components of these systems so their effectiveness cannot
be compromised. In typical applications, a switch is located within equipment covers or
doors that are vuinerable to unauthorized entry. A tamper alarm is registered at the
annunciator panel when a cover or door is pried off or removed.

8. Alarm Assessment

a. Alarm assessment is an essential function of a physical security system relying
on intrusion detection systems. IT IS IMPERATIVE THAT THE CAUSE OF THE ALARM BE
INVESTIGATED. Accurate and rapid assessment is essential to prevent the commitment of
response forces as a result of false or nuisance alarms.

b. When an intrusion alarm is received, security personnel must assess the
validity, severity, and nature of the event causing the alarm. Visual methods are commonly
used, either by direct sighting or by the use of Closed Circuit Television (CCTV).

8-15
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1o ; Maihtenance'
a. Requirements

Proper maintenance of an IDS is essential. Systems not properly maintained
may fail to detect intrusion or yield a high number of false and/or nuisance alarms, thereby
losing credibility and demoralizing the security force to the point where alarm activations
are often ignored. As a result, security may be less than that obtained without an IDS. The
more complex an IDS, themmmghlysldlledandumnedthemmtenancetechnmansmnst
be. The number of technicians e
complexity and reliability. Wil
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b. IDS Testing Frequency

All
individual ‘o!d be tested to determine the continued adequacy of their intended

application. All transmission devices will be validated to ensure proper operations.
Testing should be conducted in concert with the security officer. Tests should include
temporary interruption of AC power to ensure AC/DC transfer and that batteries or other
alternate power sources are functional. Test result records should be retained consistent
with Service, Agency, or Inspector General requirements.

F. LIGHTING SYSTEMS

Protective lighting should enable guard force personnel to observe activities around or
inside an installation without disclosing their presence. Adequate lighting for all
approaches to an installation not only discourages attempted unauthorized entry, but also
reveals persons within the area. However, lighting should not be used alone. It should
supplement other measures such as fixed security posts or patrols, fences, and alarms.

1. Protective Lighting Approaches

a. Good protective lighting is achieved by adequate, even light upon bordering
areas, glaring lights in the eyes of the intruder, and relatively little light on security patrol
routes. In addition to seeing long distances, security forces must be able to see low
contrasts, such as indistinct outlines of silhouettes, and must be able to spot an intruder
who may be exposed to view for only a few seconds. All of these abilities are improved by
higher levels of brightness.

b. In planning protective lighting, high brightness contrast between intruder and
background should be the first consideration. The volume and intensity of lighting will
vary based on the surfaces to be illuminated. Dark, dirty surfaces, or surfaces painted with
camouflage paint require more illumination than installations and buildings with clean
concrete, light brick, or glass surfaces. Rough, uneven terrain with dense underbrush
requires more illumination to achieve a constant level of brightness than manicured lawns.

2. Types of Lighting
a. Continuous Lighting (Stationary Luminary)

| Y - o <o
fixed lights to flood a given area continuously during the hours of darkness with

overlapping cones of light Two primary methods of employing continuous lighting are
glare protection and controlled lighting:
(1) Glare Projection Lighting

Glare projection lighting is useful where the glare of lights directed across
surrounding territory will not be annoying to neighbors or residents and not interfere with
adjacent operations. It is a strong deterrent to potential intruders because it makes it
difficult for them to see the inside of the area. It also protects guards by keeping them in
comparative darkness. Such lighting allows guards to observe intruders at considerable
distance beyond the perimeter.
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‘rl
(2) Controlled nghtmg

Controlled lighting is best used where it is necessary to limit the width of
the lighted strip outside the perimeter because of adjoining property or nearby highways,
railroads, navigable waters, or airports. In controlled lighting, the width of the lighted strip
can be controlled and adjusted to fit the particular need, such as illumination of a wide strip
inside a fence and a narrow strip outside; or floodlighting a wall or roof. This method of

lighting often illuminates or silhouettes security personnel as they patrol their route.

'b. Standby Lighting (Stationary Luminary)

The layout of this system is similar to continuous lighting. However, the
luminaries are not continuously lighted, but are either automatically or manually turned on
only when suspicious activity is detected or suspected by the security force or alarm
systems. . ‘

(1) Building Face Perimeters

Building face perimeter lighting illuminates the faees of buildings on or
thhm 20 feet of the property line, or the area line to be protected, and where the public
may approach the buildings. Guards may be stationed inside or outside of the buildings.
Doorways or other insets in the building's face should receive special attention for lighting
to eliminate shadows. .

(2) Active Entrances

Active entrance lighting for pedestrians and vehicles should have two or
more lighting units with adequate illumination for recognition of persons and examination
of credentials. All vehicle entrances should have two lighting units located to facilitate
complete inspection of passenger cars, trucks, and freight cars as well as their contents and
passengers.

(3) Semiactive or Inactive Entrances

Semiactive or inactive entrances should have the same degree of
continuous lighting as the remainder of the perimeter, with standby lighting of sufficient
illumination to be used when the entrance becomes active. Gatehouses at entrances should
have a low level of interior illumination to enable guards to see better, increase their night
vision adaptability, and avoid making them targets.

c¢. Movable Lighting

A movable lighting system (stationary or portable) consisting of manually .
opcrated searchlights that may be lighted during hours of darkness or as needed. This
system is normally used to supplement continuous or standby lighting. .

d. Emergency Lighting

Emergency light may duplicate any or all of the above systems. Its use is

limited to times of power failure or other emergencies that render the normal system
inoperative. It depends on altenative power sources, such as installed or portable
generators or batteries.
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3. Wiring Systems Lot ek

Both muluple and senes circuits may be. used to:advantage jin protective lighting
- systems, dependmg bt the typ “, of lurmnary used, and other design, features of.the'system.
- The"mrcmt should "be arrang‘ so that faﬂure of any one lamp will:notleave a large pottion
& "o‘r : fnapr segment ofa crmca.l -or vuinerable; position in darkness.
‘Connéction”§tiéu be Suc 'that normal mten'upuons causeda by overloads, industrial
-actidents, and" bmldmg or brush ﬁres will not mtermpt the protective system: JIn:addition,
feedéF lines $hould'Be 15¢atéd underground (or suﬁicxently inside the penmeter in the case
of overhead wiring) to minimize the possibility of - sabotageﬁor vandalism from outside the
~ perimeter. The desxgn should provide for simplicity and.economy in: system maintenance
* and “$hould reqmre a xmmmum of shutdowns for route repairs; cleamng, and- lamp
| ”replacement. It 1s necessary;m some instances.to install aduplicate:wirin gﬁ»systemf” e

Y

4. Power _ Sourcas
a. Power sources should meet the following critéria: '
.. (1) Primary- usuallyalomlpubhcunhty T e g
@) Alteimare? the'following should be provided: . e
(a) Standby baneries or gasohne-dnven generators tmy be' used.
1 If cost-effective, a system should stan automancally upon faﬂure
of outside power. PR

.2+ Must ensure continuous hghnng R

SRS 3 -May'be madequaze for snstamed opemnons, therefoxe addmonal

secunty p:eamnons must be: eonsxdexed. ‘ £

, - " 4 "Tested to ensure efficzency and effecuveness The frequency and
duration of test depend on: ' v gt

@) lmmmmaoomuedmfor addmona.l,,i,secu-my
(c) Generator or battery-powered ponable‘,“_ or stationary: hgh:&
1 Forusemacompletepowerfaxlme g0 vhoe A
S Includesaltema:cpowersupply et
Ei T ;

"3 Available at designated éontrol pomts for seeunty pcrsonnel

b. Under ideal circumstances, power supphes related to physmal secmty systems
. should be routed to.the; installation along.separate Toutes frém other%nhty service. In
. addmon power supphes;forgphysanl security.systems should enterfeachfprotected facxhty
f m‘as well as e)ach protected enclave;or:restricted area within a’facxhty’“wsepamtely from other
power and imhty service.
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5. Control Systems .

Controls and switches for protective lighting systems should be inside the
protected area and locked or guarded at all imes. An alternative is to locate controls in a
rentral station similar to or as a part of the system used in intrusion detection alarm central
monitoring stations. ngh impact plastic shields may be installed over lights to prevent
destruction by stones, air rifles, etc. , _

G. THREAT DELAY .
1. Several specific barriers can be employed to delay specific types of threats.

2. A number of techniques can be used to harden perimeter barriers with modest
resistance to penetration. For example, erecting a ballistic barrier on the interior side of
unreinforced masonry building walls can increase the wall's resistance to penetration by
bullets, grenade fragments, and hand tools. While this type of structure would be likely to
fail were explosives detonated immediately at its face or within a few feet to tens of feet, a
ballistic liner can be used to increase resistance to penetration.

3. Doors and windows can also be hardened to increase their resistance to
penetration. Techniques for hardening are discussed in Chapter 10.

4. Ceilings, floors, and roofs, particularly in residential structures, may require
hardening in order to enhance the protective value of such structures. Techniques to
accomplish such hardening are discussed in Chapter 10.

5. Other entrances, openings, or penetrations into installations, facilities, and
structures can be hardened to make them more resistant to penetration. The effect of such
hardening is three-fold. '

6. hmngmcmsmoeoffacﬂmesandmmmsmcefmmnstsm
change their mode of operation. It requires terrorists to spend more time conducting
surveillance of their target. Hardening targets may force terrorists to acquire new tools,
postpone their attacks, and increase their risk of exposure.

H. ASSESSMENT AND INCIDENT RESPONSE FORCES

2. First, they function as barriers. Their presence is a visible and often tangible
reminder of harm that could befall an intruder who ventures on to a DoD mlhtary
installation without proper authorization.
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3. Second, guards are an essential element in the intrusion detection system.
Typically, they are responsible for making an on-the-spot assessment of initial alarms.
Their judgement will figure prominently in installation responses. The ability to assess an
‘ inu'usionalarmasrealorfalseisanimponantskill The ability to determine that a real
intrusion is benign or hostile is a life-threatening decision. Either the intruder or the guard
force, or both are at risk if a miscalculation occurs.

4. Third, guards are usually the initial response force and are therefore
responsible for initial incident control and containment in the event of a terrorist incident.
The desire of terrorists to generate as much publicity as possible can be fulfilled or
minimized depending upon the knowledge and skills of those guards who make the initial
on-scene determinations surrounding a terrorist incident.

S. Guards are an essential element of the physical security system. Therefore,
consider implementing the following measures when employing military personnel, civilian
personnel, and civilian contractor personnel as part of a physical security system.

-a. EXAMINE GUARD DUTIES AND RESPONSIBILITIES CAREFULLY;
COMMUNICATE THE REQUIREMENTS OF THE JOB CLEARLY.

S ' Keepmg the guard force informed, focused, and

dware o JO reqmremcnts and expectations will help the force do a better job and keep
‘morale high. Identify surveillance, intruder detection, classification, and assessment
problems and conduct regular as well as unscheduled exercises to keep the guard force
sensitive to events and aware of their own environment.

b. PROVIDE GUARDS WITH TRANSPORT AND COMMUNICATION APPROPRIATE
TO THE SIZE AND TERRAIN OF THE AREA TO BE KEPT UNDER SURVEILLANCE.

Consider supplying bicycles, mopeds, and motor scooters where foot
are especially long, difficult, or tedious because of local environmental conditions.

c. USE PERSONNEL DRAWN FROM MIDDLE ENLISTED RANKS AND CIVILIAN
GRADES AS WELL AS JUNIOR ENLISTED AND CIVILIAN PERSONNEL AS PART OF THE
GUARD FORCE.

d. KEEP GUARD PERSONNEL INFORMED OF THE THREAT.

One of the most frustrating aspects of being a guard is not knowing what one
should be looking for. Consider arranging for special briefings for guard personnel on
local threat matters. Even if the material is the same material available to others, brief guard
personnel separately. Build esprit de corps wherever possible.
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e. PROVIDE FREQUENT TRAINING OPPOR'IUNI'I'IES FOR THE GUARD FORCE AND
ENCOURAGE THEIR PARTICIPATION IN EXERCISE PLANNING, IMPLEMENTATION, AND
EVALUATION.

(1

ertheless, it can mean the

e ¢ satsfactory protection of DoD assets or the loss of assets,
capability, and innocent lives. Guard force training, accompanied by other security forces
who would operate jointly with the guard force during an incident, should be a recurring
part of physical security system exercises.

(2) Guard personnel and other security personnel frequently bear much of the
burder in standing inspections and participating in exercises. They often have insights
based on their experiences that can improve physical security system response to stress and
to specific threats. They also have concerns about command and control viewed from the
perspective of those who receive orders. Including guard personnel in exercise planning
and evaluation reinforces the value and importance attached to guard responsibilities by
management and command. It also affords security planners additional perspectives that
can result in improvements in the performance of guard and security forces.

I. SUMMARY

1. This chapter has described the basic components of the physical security system
that protects DoD assets in accordance with DoD policy. The system must correctly detect,
classify, and identify threats; it must issue warnings to protected assets to take additional
measures, while meeting, containing, and resolving the threat. The physical security
system relies on a combination of sensor technology, civil engineering techniques, barriers,

and humans to perform these functions.

2. The purpose of a physical security system is to protect assets; it should be
proportionate in acquisition and operating and maintenance costs to the value of the assets
that it is protecting. High value assets—assets that are critical, make accomplishment of
DoD missions vulnerable if they are successfully attacked by terrorists, and at risk--need
greater levels of protection than low value assets. Physical security systems must be
designed with specific threats in mind; excursions from anticipated threats to assess system
level sensitivities and capabilities should and must be made to design a cost-effective
physical security system. The existence of multiple technical and human physical security
system components creates options to mix and match components against security needs.
All components need not be used in all circumstances to create an effective physical security
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CHAPTER 9
PHYSICAL SECURITY MEASURES FOR AN INSTALLATION

“A. INTRODUCTION

1. The DoD Combatting Terrorism Program concept introduced in Chapter 1
emphasized preventive measures designed to reduce the likelihood of terrorist attack and
mitigate its effects should it occur.

2. This chapter will integrate the DoD combatting terrorism program concept with
DoD physical security policy requirements to illustrate the application of a generic physical
security system to common aspects of DoD installations and facilities to protect DoD assets
against terrorist attack. Physical security planning should consider physical security threat
as well as the integrated terrorist threat estimate. Care should be given to ensure plans are
drawn broadly enough to be responsive to radical changes in the physical security threats.

3. Again, prudence must be exercised in the implementation of a physical security
system design. While systems can be designed to meet the most stressful, conceivable
physical security threats terrorist might attempt, the actual measures implemented should
be selected on the basis of threat, risk, vulnerability, and criticality of assets to be
protected. Sensitivity analysis should be performed to verify that the elements of the
design to be implemented can respond to some growth in either the terrorist threat, the
criticality of assets to be protected, or both. Planning for future growth and investing in
- facility infrastructure to support future growth at low incremental cost is prudent.

B. INSTALLATION AND FACILITY DESIGN
1. General Physical Security Considerations

a. The effectiveness of a physical security system depends on at least three
factors. It depends upon the careful planning, development, and installation of physical
security hardware and security procedures to:

(1) Provide early detection of an intrusion.
(2) A layered system of barriers that delay the intruder.
(3) An effective, timely, and practiced response force.
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b. Major considerations for taﬂonng a secunty system to an mdmdual installation
or building include:

(1) Location of the installation and/or building
(@) On or Off Government property. |
* (b) Near perimeter or near center of installation and/or property.

) Avallablhty and capability of local military and/or police and ﬁre
department personnel.

(a) Maximum response time.
(b) Firepower capability.
(¢) Dependability.

(3) Availability and proximity of U.S. Government response force personnel.

(4) Reliability of utlities service for the protected location.

' (5) Access routes in the vicinity of the protected building.
(@) Response force requirements.
~ (b) Escape routes for attackers.
(6) Cost of security systcm components.

- (7) Status of Forces agreements, host-nation restrictions, lease restrictions,
and legal considerations related to the safeguarding of DoD facilities overseas.

c. Questionnaires and survey instruments identified in Appendix C for use in
facility vulnerability assessments are also useful in identifying physical security strengths
and weaknesses for each installation. Portions of the survey instrument can be repeated as
often as necessary to cover each building or special facility within each building as
necessary. : : '

d. The purpose of a physical security survey is to pinpoint the ability of an
existing structure to support current or future DoD activities, given the range of threats that

" might be foreseen on the one hand, andtypcofassctstobemstalledmthc facility on the

other.
2. Functional Physical Secunty Objectives

a. In general, however, facilities and structures, whether built new for use by the
Department of Defense, modified to meet new requirements, or simply occupied "as is,”
should meet the following functional security objectives:

(1) Physical and psychological boundaries (signs, closed doors, etc.) should
establish four areas with increasing security controls beginning at the property boundaries.
The areas are defined as: (a) perimeter--property boundaries; (b) exterior security zone
(which may include building lobbies and loading docks or other work areas); (c) interior
security zone (which may include general workspace for DoD personnel and contractors);
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and (d) Category III or High Security (restricted and/or exclusion) areas (which may
include executive offices, armories, communications facilities, computer rooms, etc.)

(2) Vehicular traffic signs should clearly designate the separate entrances for
trucks and/or deliveries and visitors and employee vehicles. Control points should be
provided near the site boundaries where feasible. Sidewalks should channel pedestrians
toward controlled lobbies and entrances.

(3) All areas of the site should be either supervised or secured SO unobserved
access is not possible.

b. The physical security surveys should draw attention to specific, pragmatic
issues which can affect the utility and cost of providing physical security to DoD personnel
and DoD contractors.

c. The following are specific issues that can arise during the course of a physical
security survey that can have tremendous impact on the dollar and operational cost of

providing security:

3. Industrial Safety anvd Hygiene Considerations

a. There is a close interaction between installation physical security design and
installation industrial safety and hygiene considerations. As a general rule, activities
involving the utilization of hazardous, toxic, or explosive materials should be isolated from
all other actvities; they should be separated from each other as well. Fuel depots, storage
sites for ammunition, medical waste, agricultural and industrial chemicals, and toxic and
hazardous waste processing activities should be isolated from unrelated activities and from
each other wherever possible. Utility service to hazardous, toxic, or explosive materials
handling facilities should be redundant and isolated from other utility service to the
installation or facility if at all feasible. This will ensure uninterrupted operation of systems
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essential to the maintenance of health and safety and for the annunciation of emergency
conditions. '

b. Installation design and operations should be reviewed to ensure that day-to-day
activities do not create situations in which the effects of a terrorist attack cannot be
multiplied because of the industrial safety or hygiene implications of such an artack. For
example, special antiterrorist protection may be necessary for facilities storing toxic or
hazardous materials while awaiting removal or destruction. '

4. Security Considerations For New Construction at New DoD Sites

Consolidation of DoD activities at home and abroad creates new opportunities to
- build some new facilities at entirely new DoD installations. Under such circumstances, the
following general security considerations should be born in mind:

a. Topography

b. Siting

] ( Sufficient space for construction of an outer perimeter barrier or wall.
c. Future and Alternative Use Considerations

Although the type of assets to be installed in a new facility and the perceived
physical security threat may not require all of the security measures identified above, it is
important to remember that the Department of Defense typically erects structures which
must stand for 25 to 100 years. During the life-cycle of such structures, their use may
~ change radically. Accordingly, site selecdon should bear in mind the possibility that

9-4
FOR OFFICIAL USE ONLY
I § ¥ 3



DoD 0-2000.12-H

stringent physical security measures which are land and/or structure intense may be
required in the future. Land acquisition, soil tests, foundation plans, and major structural
member plans should be examined from the perspective of potential, physical security
equipment intense use to ensure that acquisitions and initial designs contain sufficient
expansion capacity to adjust to changing uses and/or changing physical security threats and
countermeasures. ,

d. Environmental Considerations

(1) New DoD facilities should be selected from sites that are located in areas
where local vehicular traffic flow patterns do not impede access to or from the site. In
seeking overseas sites, it is suggested that DoD activities be housed in a semi-residential,
semi-commercial area where traffic is only moderate in volume and can be monitored
without highly visible surveillance systems which might be offensive to the host-country
neighbors.

(2) New DoD facilites should be located away from known natural hazards
such as active geological faults, flood plains, steep hillsides known for mud slides and/or
brushfires. Similarly, care should be taken to avoid sites suspected of severe
environmental contamination, directly beneath usual takeoff and/or approach paths to
civilian airports, adjacent to rail yards, locks, dams, large fossil fuel or nuclear power
plants, or other structures that could endanger the facility were there to be a major accident
or terrorist incident at the neighboring facility.

5. Security Considerations for Existing Structures
a. Consolidation of DoD assets has also created a situation in which several

= S T y 9
I®s may previously have been used by other U.S. Government agenmes and
dcpartmcnts Still others may have hosted commercial activities unrelated to the U.S.

Government. The following issues should be addressed as plans are made to relocate a
DoD facility, activity, or organization to an existing structure.
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2. Permanent Structures

Several permanent structures can be used as berimetcrs around an entire DoD
installation, around enclaves within a DoD installation, or around an isolated building used
solely to house DoD activities. Among the favored approaches are the following:

a. Walls

more of the following: : _

(a) Provide a legal boundary by defining the outermost limit of a

protected area. Ly
(b) Assist in controlling and screening authorized entries into a protected

area. A

() Support detection, assessment, and other security functions.

(d) Cause an intruder to make an overt action that will demonstrate intent
to penetrate the protected area. '

(¢) Serve as a ballistic shield against small arms fire, deny visual
_ observation of activities being conducted within the enclosed area, and add an increased
deterrence to scaling. ’

(f) Serve as a "stand-off™ barrier to protect the structure from vehicle
bomb blast effects. :

(g)v ~Channel visitors through an opening providing better access control.

(3) Walls
additons to DoD or U.S.

(4) In using exterior walls to enhance security, several considerations must be

overnment installations at home or abroad.

addressed:
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c. thle cach of the arrangements described above can be made reasonably
secure, those at the top of the list can be made more secure (better surveillance and
detection of intrusion, longer delay times, better protection of DoD personnel) at
comparable or lower cost than those at the bottom of the list.

C. INSTALLATION PERIMETER BARRIERS

The first line of defense in any physical security system is usually some form of
perimeter protection system. The perimeter of a facility is the outermost area over which
the facility has control. In many cases, a simple sign defining an intangible boundary is
sufficient to delimit the boundary of a DoD installation. This approach is often used where
the expanse of the facility makes physical demarcation impossible or economically
infeasible. In other cases, elaborate structures, such as fences or walls, are used to mark
the outer boundary of a DoD installation. The following discussion is intended to introduce
readers to the range of options available. :

1. General Guidelines

a. An unobstructed area or clear zone should be mammned on both sides of and
between permanent physical barriers. ‘

b Pcnmetcr protection systems can assumc a wide range of forms, in addition to
fences and walls. Waterways, forestation, ditches, berms, barricades, vehicle barriers
(active and passive), difficult approach and/or exit routes, and lighting systems, are often
used effectively in perimeter barrier systems. An IDS should be considered for the exterior
perimeter to provide the earliest possible notification and identification of an intrusion.
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(a) Walls should be at least several feet away from other structures

'”— Walls should be built in a manner such that vehicles cannot park
immediately adjacent to them, thereby affording potental intruders a platform from which
to mount an attack. '

CONSIDER THE USE OF ADDITIONAL TOPPINGS ON WALLS SUCH AS ‘
CONCERTINA WIRE, PICKET FENCES, MULTIPLE STRAND RAZOR OR BARBED WIRE,
OTHER DEVICES TO INHIBIT EFFORTS TO VAULT OR GO OVER THE TOP OF THE WALL.

CONSIDER INSTALLATION OF BOLLARDS OR OTHER BARRICADES
LESS THAN THREE FEET IN HEIGHT AT THE BASE OF THE WALL TO INCREASE STAND-OFF
DISTANCE BETWEEN PARKED VEHICLES AND THE WALL TO AT LEAST 10 FEET.

b. Fences

(1) Fences are frequently used to establish boundaries between a perimeter of
an installation and its surrounding area. Fences, particularly at military facilities, are
typically standard metal chain link fences. Barbed wire and field fencing are often found at
major installations and overseas, as well as wood fences.

(2) Chain link or woven metal mesh fences can be used to establish an outer
perimeter. While SUCH FENCES GENERALLY PROVIDE LITTLE DELAY TIME FOR
TRAINED, WELL-MOTIVATED INTRUDERS, they are important psychological barriers for
many individuals who might seek to penetrate a facility "just for fun." CHAIN LINK -
FENCES ARE EXCELLENT PLATFORMS ON WHICH TO MOUNT SURVEILLANCE SYSTEMS
AND INTRUSION DETECTION DEVICES.

(3) Chain link or woven metal mesh fences can be stiffened and made
somewhat more resident to penetration by vehicles through use of several techniques.

e '-'-- fences, thereby adding to the delaympenemon

(4) Chain link fences can be topped with concertina wire, razor wire, or
multiple strands of barbed wire. SUCH TOPPINGS can be uscful in adding to the
psychological barrier effect of a fen ;

(5) PICKET FENC!-:S are also economxca.l and aesthenc They may be
constructed of wood, iron, or steel. While they are not usually a physical deterrent, they
will keep a watchdog or other watch animals secured on the grounds while not providing a
hiding place for an intruder. They PRIMARILY SERVE TO DELINEATE THE PROPERTY LINE
to intruders and observers alike. Heavy steel picket fences installed with reinforced and
well anchored concrete piers can provide an attractive barrier against light- to moderate-
weight vehicle penetration. Such fences must have properly designed gates to be effective.
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6) Plcket fences are also more suitable for residences than office buildings
but in some cases picket fences may be installed along approaches o the office building to
channel traffic along selected routes. Like other fences, picket fences provide excellent
platforms on which to mount surveillance systems.

3 Temporary Barriers
a. Vegetation

- Hedges and natural vegetation are both economical and acsthetxc and blend into
their surroundings. They provide a symbolic but practical delineation of the property line.
Unless hedges are thick and covered with thomns or pointed leaves, they can be easily
breached. Once breached, they can provide some degree of cover from exterior
observation. The main disadvantage of hedges is the time required to grow to sufficient
size, especially if a portion dies, and a continuing requirement for periodic maintenance.
They are more suitable for residences than office buildings; however, hedges can be used
in either situation when appropriate.

b. Portable Fencing

(1) Portable fencing can be used as a temporary perimeter to establish
psychological barriers and to channel pedestrian and vehicle movement.

(2) Several portable fencing materials are available. Among the materials
available on the commercial market are the following:

(a) Plastic netting.
(b) Rolled wooden slat and/or support wire fencing (snow fencing).

(c) Fixed panels of chain-link fencing materials supported by temporary
posts anchored with cinder blocks or other stabilizing materials.

(d) Fixed panels of board-on-board wooden plank fencing or wooden
stockade fencing supported by temporary posts anchored with cinder blocks or other
stabilizing materials.

(3) Other materials available within DoD that can be used as portable fences
include the following: 4

(a) Coils of concertina wire.
(b) Canvas panels supported by tent-posts.

(c) Plastic sheeting materials supported by tent posts, athletic eqmpment
supports, etc.
| c. Temporary Walls/Rigid Barriers

(1) Several temporary devices can be employed to establish barriers © high
speed vehicle approaches to DoD installations and facilities. Among the devices available
are the following:

(a). Concrete vehicle barriers (Jersey wall segments).
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(b) Concrete or sand ﬁlled 011 drums
(c) Concrete bollards and/or planters.
(d) Steel or steel-reinforced concrete posts.

(2) These structures can be installed along approaches to DoD installations or
facilities within an installation's boundaries in a manner as to force vehicles to make tight,
slow turns before approaching gates or building entrances. These structures can also be
used as temporary barriers to deny access provided that additional barriers are placed in
front of areas to deny high speed vehicle penetrations.

4. Expedient Perimeter Devices _ .

a. Under certain circumstances, it may be necessary to establish a perimeter for
psychological purposes. Several commercially available materials can be used as well as
~ other materials often found on DoD installations to accomplish the expedient erection of a

perimeter and/or perimeter barrier.
b. To mark a perimeter, the following materials can be used:
(1) Painted line. '
2) Rope (cloth rope, steel cable, chain, etc. ).

(3) Colored plastic tape (commercially available products come in multxple '
colors and are without lettering or contain warnings such as "caution,” "construction area,"
"danger,” "police line - do not cross," etc.).

(4) A line of sandbags, one or two bags high.
(5) Barricades, saw horses, empty oil drums, construction barricades, etc.
(6) Jersey walls or concrete vehicle barrier segments.

v - ¢. The purpose of establishing such perimeters is usually to channel movement by
pedestrians and vehicles as an aid to threat detection. Use of expedient perimeters can
establish security zones within an installation or facility, thereby facilitating threat
identification, classification, and assessment. Use of some expedient perimeter devices can
add delay to movement within an installation or facility, channeling vehicles and
pedestrians through choke points, slowing movement, and giving security personnel
additional time to survey and assess pedestrians and vehicles as they approach and proceed

: thmugh check points.

d. Under some circumstances, use of expedient penmcters can add delay to
pedestrian threats by changing the configuration of an approach to a building. Erecting
"trip wire" barriers in front of doors to be secured after hours, or installing water-filled oil
drums in a random pattern along a vehicle or pedestrian approach to a building can
disorient or impede an intruder who has been unable to make last moment observanons on
changes to the approaches to the targeted DoD asset.

e. Vehicles in all sizes and configurations can also be used as expedient barriers.
Parked bumper-to-bumper, vehicles provide an effective barrier to personnel engaged in
routine activity. Most people will not attempt to vault a line of vehicles parked such that
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- their bumpers touch, nor will they usually attempt to pass underneath such a line. Large
construction-type vehicles or armored vehicles can be very effective as supplemental
barriers behind gates to installations or facilities. Vehicles parked randomly on open,
straight expanses of road, aircraft taxiways, or runways can interfere with unauthorized use
of those facilities.

'D. VEHICLE BARRIERS

1. In recent years, all agencies and departments of the United States Government
- have taken active measures to restrict the ability of vehicles carrying explosives to reach
buildings housing government personnel. The destruction of the American embassies in
Kuwait City and Lebanon in 1982 and 1983, as well as the bombing of the Marine
Barracks at Beirut International Airport in October, 1983, effectively sensitized DoD to the
need for vehicle barriers to hold potential threats away from critical structures or outside
critical installations.
a. Vehicle Barrier Types
Several types of vehicle barriers are available. These include the following:
(1) Active Barrier Systems

A barrier is considered active if it requires action by personnel or
equipment to permit entry. Systems that move solid masses, impalers, beams, gates, tire
shredders, and fences, and those that create pits or ramps, are active barriers. Vehicles
(trucks, bulldozers, etc.) are active barriers if used in that mode in the access control
system. :

(2) Passive Barrier Systems

A barmier is passive if its effectiveness relies on its bulk or mass and it has
no moving parts. Such systems typically rely on weight to prevent entry into a restricted
area. Sandbags, highway medians (Jersey Bounce), angled posts, tires, and guardrails are

_examples of passive barrier systems.

(3) Fixed Barrier System

A barrier system is fixed if it is permanently installed or if heavy
equipment is required to move or dismantle the barrier. Hydraulically operated rotation or
retracting systems, pits, and concrete or steel barriers are examples. Fixed barrier systems

can be either active or passive.

(4) Movable Barrier System

A movable barrier system can be transferred from place to place. It may
require heavy equipment or personnel to assist in the transfer. Highway medians,
sandbags (large numbers), 55-gallon drums (filled), or vehicles are typical examples.

(5) Portable Barrier Systems

A portable barrier system is used as a temporary barrier. A movable
system can be used, but may take more time, money and effort than desired. Examples of
portable barriers are ropes, chains, cables, vehicles, or m-punm systems.
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(6) Expedient Barl'i.erﬂ.é}"s:fe g

An expedient barrier system is comprised of one or more articles or
vehicles normally used for other purposes that have been pressed into use on a temporary
or interim basis. Use of heavy earth-moving or engineering equipment, armored personnel
carriers, or tanks as perimeter gates Or perimeter gate barriers are examples of expedient
barrier systems.

b. Vehicle Barrier Design Considerations
- (1) Location

Vehicle barriers can be located in different areas: facility entrances,
enclave entry points (gates), or selected interior locations (i.e., entrances to restricted
areas). Exact locations vary among installations; however, in each case locate the barrier
as far from the critical resource as practical. When possible, position gates and perimeter
boundary fences outside the blast vulnerability envelope or reposition the resource within
the installation to a more secure area. It is more cost effective to secure a specific critical
- resource than an entire facility. However, consolidating critical resources into one central
area may heighten security, but is also reduces the number of target areas for the aggressor
to attack.

(2) Aesthetics

The overall appearance of a vehicle barrier plays an important role in its
selection and acceptance. Many barriers are now made with aesthetics in mind so that a
"fortress effect” can be avoided.

"(3) Safety

A vehicle barrier system should be respected as a tool capable of wielding
deadly force. Even when properly installed to perform its intended purpose, it can kill or
seriously injure individuals as a result of accidental or inadvertent activation caused by
either operator error or equipment malfunction. Provide proper warning signs, lights,
bells, and adequate colors to identify the barrier to ensure personnel safety. Questions such
as the following should be addressed to manufacturers and current users to identfy
potential safety considerations affecting the selection of a barrier system. What happens
when power is lost? Is there an emergency stop switch? Is lighting adequate? What safety
options are available from the manufacturer? Once installed, vehicle barriers should be well
marked and pedestrian traffic channeled away from unsafe areas.

(4) Reliability

IRUPeT;-WIHC othcrs havc dcveloped pmblcms not anuapatcd by
euher thc manufacmrer or user. Many manufacturers indicate a remarkable willingness to
 resolve problems and work effectively with users. Backup generators or manual operating
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Jprowsu:ms are available. Spare pans and supplies also should be maintained on hand to
facilitate rapid return of the barriers to full operation.

(5) Maintainability

Many manufacturers provide aesthetics, diagrams, maintenance
schedules, and procedures for their systems. They should also have spare parts available
to keep barriers in nearly continuous operation. Manufacturers should be asked. for

‘maintainability requirements in the form of training, operation, and maintenance manuals.

If these requirements are not available, the agency that purchases the vehicle barrier must
develop maintenance instructions for the user. In addition, for periods of vehicle barrier
maintenance, the user should consider providing alternate traffic routes.

(6) Cost

Traffic in restricted or sensitive areas should be minimized and the number
of entryways limited. Reducing traffic flow and the number of entryways may provide
increased security and lowered costs for the vehicle barrier system. Installation costs,
which may be excessive, and the cost of operating the system should be addressed during
~the barrier selection process. Complexity and lack of standardized components can incur
higher costs for maintenance and create long, costly downtime periods. Reliability,
availability, and maintainability (RAM) data on the system also affect costs.

(7) Active Barrier Operations

A barrier is active if it requires action by personnel or equipment to
operate. "It should allow for continuous operation with minimal maintenance and
downtime, so that it may be employed during normal and emergency conditions.
Emergency procedures must be available to operate the barrier in case of system breakdown
or power failure. Selecting a normally open or closed option should be evaluated in light of
experienced or expected traffic. Evaluate system failure modes to ensure that the barrier
fails in either the open or closed position, as dictated by security and operation
considerations.

(8) Clear Zones

Barriers installed in clear zones must be designed so that they will not

provide terrorists with a protective hiding place or shield.
(9) Operating Environment

The environment of the facility must be considered when selecting an
appropriate vehicle barrier or barrier options. Hinges, hydraulics, or surfaces with critical
tolerances may require heaters to resist freezing temperatures and ice buildup, or they may
require protection from dirt and debris. If options that protect against environmental
conditions are not available, the system may become inoperative.

(10) Installation Requirements

The vehicle barrier selected must be compatible with the location in which
it is installed, the available power source and its reliability, and other security equipment.

9-13
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PROTECTION OF PRIMARY AND ALTERNATE POWER SOURCES AND HYDRAULICS MUST
BE CONSIDERED. '

(11) Operator Training

Most users recommend operator training regardless of the simplicity of the
system. Opcrator training prevents serious injury and legal liability as well as preventing
equipment' damage caused by improper system operation. Manufacturers do not always
provide information on possible operator problems. The user may have to develop
individual checklists for normal and emergency operating procedures to avoid experiencing
serious problems.

(12) Manufacturers Options |

_ Manufacturers offer additional features thh their systems in the form of
options or optional equipment. Some options enhance system performance while other
. facilitate maintenance or safety. Options increase system cost and may increase
maintenance requirements. Because options vary among manufacturers, consulting with
each company is advised to determine which options are offered and their cost .

2. In addition to the foregoing considerations, the following should also be
considered when assessing vehicle barrier requirements and options:

] RIMETER BARRIER PENETRATIONS AND ACCESS CONTROL
1. Vehicle Entrance and/or Exit Barrier Penetrations

As a general rulé, vehicle barriers described above should be placed outside the
installation perimeter or outside an installation interior perimeter. The following discussion
addresses vehicle access to an msta.llanon or facﬂxty once past the vehicle barrier(s)

. described above:
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a. Installation Vehiclé Access Control Measurs
(1) RESTRICT VEHICLE ENTRY POINTS TO A MINIMUM.

Vehicular entry-exit points should be kept to a minimum. Ideally, to
maximize traffic flow and security, only two regularly used vehicular entry-exit points are
necessary. Both should be similarly constructed and monitored. The use of one should be
limited to employees' cars. The second should be used by visitors and delivery vehicles.
Depending on the size and nature of the facility, a gate for emergency vehicular and
pedestrian exit should be installed outside the perimeter to increase the setback of the
buildings. In either case, design and placement of bollards or other anti-vehicular devxces

i lanmng stages.

| (2) PRCTI'ECI' ALL VEHICLE ACCESS POINTS AGAINST REVERSE ENTRY AND
RAMMING ATTACKS.

(@) All entry-exit points should be secured with a heavy duty sliding
steel, iron, or heavily braced chain link gate equipped with a heavy locking device.
Approaches to all vehicle exit points should be aligned such that high speed approach from
outside the perimeter is not possible. The goal of such realignment is to ensure to the
maximum degree possible that intruders could not simply enter the facility by going the
wrong way against the flow of exiting vehicle traffic. Passive vehicle barriers described
above can be incorporated into the road and pedestrian access designs to accomphsh this
goal. A

(b) All entry-exit points should be constructed with protection against a
ramming vehicle attack. Passive vehicle barriers described above can be incorporated in
ingress-egress designs to make ramming attacks difficult. Vehicle perimeter penetration
gates can also be designed to be highly resistant to ramming attack. Additional vehicle
barriers can be installed behind the gates to provide defense-in-depth against such attack.

(3) LOCK ALL GATES NOT IN USE AND UNDER DIRECT SUPERVISION;

VERIFY THAT LOCKS IN PLACE BELONG TO AND CAN BE OPERATED ONLY BY SECURITY
PERSONNEL. |

Emergency gates should be securely locked and periodically checked.
Security personnel should physically lock and relock all gates or other penetrations secured
with locks to verify that the lock in use belongs to the security department and not some
other activity on the installation or would-be intruders. Any lock found inoperable by the
security personnel should be removed immediately and a security department lock
substituted in its place. Control over keys is essential.

(4) INCLUDE STORAGE LANES, PROTECTED GUARD'POSITIONS, AND
HARDPOINTS FOR SECURITY GUARD BOOTHS TO PERMIT MULTIPLE VEHICLE

INSPECTIONS FOR EXPLOSIVES, WEAPONS, OR CONTRABAND OUTSIDE THE -

INSTALLATION PERIMETER WHEN PREPARING PLANS FOR REVISED VEHICLE ACCESS.

(@) Some of the measures implemented at DoD facilities in response to
terrorist threat may result in significant traffic congestion at vehicle entry gates. Such
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congestion can be reduced if storage lanes can be mcluded in installation access alignments.
During periods of rigorous vehicle inspection, security personnel can inspect vehicles and
their occupants in groups. Vehicles waiting their turn for inspection can be held in storage
lanes adjacent to the installation. This approach to vehicle inspection and installation access
will ease traffic congestion for those not seeking access to the DoD installation. It will also

place vehicles and their operators waiting inspection in an area where they can be momtored
for indications of potentially threatening behavior.

(b) Be sure that vehicle barriers, storage lanes, security booth tie down
points, and protected positions for backup security forces are considered as an mtegrated
security package. Doing so will ensure that vehicle barriers do not obstruct fields of vision
and/or fields of fire for the backup security forces responsible for protecting guards
conducting vehicle inspections.

b. Vehicle Access Control Systems

(1) Primary entrances 0a facility should have a booth for security personnel
dunng peak traffic periods and automated systems for remote operations during other
periods. A ,

. (2) THE FOLLOWING CAPABILITIES ARE RECOMMENDED FOR VEHICLE
ACCESS CONTROL SYSTEMS:

(a) Electrically-operated gates to be activated by security perSonnel at
either the booth or security control center or by a badge reader located in a convenient
location for a driver;

(b) CCTV with the capability of displaying full-facial features of a driver
and vehicle characteristics on the monitor at security control center;

(c) An intercom system located in a convenient location for a dnver to
communicate with the gatehouse and security control center; »
(d) Bollards or other elements to protect the security booth and gates
. against car crash; . ) ' :
’ (e) Sensors to activate the gate, detect vehicles approaching and

departing the gate, activate a CCTV monitor displaying the gate, soxmdanaud:oalcrtm the
security control center;

() Lighting to illuminate the gate area and approachcs toa hlgher level
than mrroundmg areas;

(g) Signs to instruct visitors and employees;
(h) Road surfaces to enable queuing, turnaround, and parking;

(1) Vehicle bypass control (i.e., gate extensions), low and dense
shrubbery, fences, and walls.

(3) Vehicle perimeter access control barriers and gates should be controlled by
key card or remote operation by the central security office when the gatehouse is not
manned. An intercom and CCTV camera with low-light and area scan capability should be
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provided to facilitate communication between the central security office and personnel in
vehicles seeking entry when the access point is closed. The access point should: be
sufficiently illuminated such that all vehicle occupants can be seen via CCTV systems.

c. Perimeter Security Office Booth

(1) At the vehicular entry-exit, a security officer booth should be constructed
to control access. At facilities not having perimeter walls, the security officer booth should
be installed immediately inside the facility foyer.

(2) If justfied by the threat the security officer booth should be completely
protected with reinforced concrete, walls, ballistic doors, and windows. The booth should
be equipped with a security officer duress alarm and intercom system, both annunciating at
the facility receptionist and security officer's office. This security officer would also be
responsible for complete operation of the vehicle gate. If necessary, package inspection
and visitor screening may be conducted just outside of the perimeter security officer booth
by an unarmed security officer equipped with walk-through and hand-held metal detectors.
Provisions for environmental and personal comfort should be considered when designing
the booth.

2. Parking

a. Asa general rule, parking should be restricted to the areas Lhat provide the least
security risks to DoD personnel.

b. If possible, establish a visitor parking facility outside the installation perimeter.
If space does not permit this, try to restrict visitor parking to an area as close to the main
installation gate as possible. Conduct pedestrian screening between the visitor parkmg area
and other sections of the installation if possible.

¢. All parking within the perimeter walls should be restricted to cmployees, with
spaces limited to an area as far from the building as possible. Parking for patrons and
visitors, except for predesignated VIP visitors, should be restricted to outside of the
perimeter wall If possible, parking on streets dlrectly adjacent to buildings, especially

d. When establishing parking areas, security of visitors as well as DoD personnel
should be considered.

(1) AVOID EXTREMELY REMOTE PARKING FOR VISITORS.

(2) INSTALL AN EMERGENCY COMMUNICATION SYSTEM (INTERCOM,
TELEPHONES, ETC.) INSTALLED AT READILY IDENTIFIED, WELL LIGHTED, CCTV
MONITORED LOCATIONS TO PERMIT DIRECT CONTACT WITH THE SECURITY
DEPARTMENT
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(3) PROVIDE PARKING LOTS WITH CCTV CAMERAS CAPABLE OF

.DISPLAYING AND VIDEOTAPING LOT ACTIVITY ON A MONITOR IN THE SECURITY
CONTROL CENTER. ’

Lighting must be of adequate level and direction to support cameras while,
at the same time, giving consideration to energy efficiency and local environmental
concerns. ‘

(4) CHANNEL PEDESTRIANS TOWARDS A PEDESTRIAN ACCESS CONTROL
CHECKPOINT AND/OR INSTALLATION, FACILITY AND/OR BUILDING ACCESS CONTROL
POINT. L

(a) Fences, Jersey wall segments, low, thorny hedges, and other barriers
may be used to guide pedestrians and maintain control over their movements.

(b) Although in-building or underground parking is to be strongly
discouraged, there are circumstances in which there is no alternative. The following
recommendations are made to enhance the security of building occupants.

(5) PROVIDE A COMPLETE VEHICLE CONTROL SYSTEM FOR THOSE
BUILDINGS IN WHICH THE PARKING GARAGE IS INTEGRAL TO THE BUILDING ITSELF.

- Provide nondescript vehicle ID that must be displayed before entering the
garage; CCTV surveillance should be provided for employee safety and building security.

(6) ACCESS FROM THE GARAGE OR PARKING STRUCTURE INTO THE
BUILDING SHOULD BE LIMITED, SECURE, WELL LIGHTED, AND HAVE NO PLACES OF
CONCEALMENT.

Elevators, stairs, and connecting bridges serving the garage or parking |
structure should discharge into a staffed or fully monitored area. Convex mirrors should
be mounted outside the garage elevators to reflect the area adjacent to the door openings.

3. Pedestrian Access Controls ,

- a. Access control is primarily directed at decreasing exposure to criminal activity.
Criminal opportunity can be reduced through design of a facility that restricts persons from
areas where they do not belong. Access to an installation, a group of buildings, or a single
building can be designed so that surveillance, control, and segregation of traffic by function
are facilitated. Depending on the functions to be accomplished by the occupants, access
points can be designed either to be closed during non-duty hours, or to be subject to
surveillance and control for all-hours entry.
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Figure 9-1. Generic Pedestrian Access Control Point

4. Utility Penetrations and Security

a. The installation physical security survey should identify all utility service to the
DoD installation, as well as all utility lines, storm sewers, gas transmission lines, electricity
transmission lines, and other utilities that may cross the installation perimeter. Detailed

knowledge of such service is important for public health and safety considerations as well
as installaton security concerns.

b. All penetrations of the installation's perimeter should be clearly marked. All

- penetrations in fences, walls, or other perimeter structures should be screened, sealed, or

secured to prevent their use as access points for unlawful entry into the installadon. If

access is required for maintenance of utilities, secure all penetrations with screening,

grating, lattice work, or other similar devices such that no opening is greater than ten inches

in diameter. Attach intrusion detection sensors and consider overt or covert visual
surveillance systems if warranted by the sensitivity of DoD assets requiring protection.

c. Under some circumstances, it may be necessary to insert a large sleeve
composed of multiple sections of pipe each no more than 10 inches in diameter into large
storm sewer culverts or tunnels. This approach is illustrated in Figure 9-2.
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Figure 9-2. Installation of a Sewer Plpe Plug

d. This approach should be employed to block all other penetrations through the
perimeter barrier that are large enough for-a person to crawl through (i.e., more than
10 inches in diameter), but cannot be sealed closed for any reason. All such penetrations
should be equipped with intrusion detection sensors or placed under surveillance.

F. EXTERIOR SURVEILLANCE AND/OR INTRUSION DETECTION
. SYSTEMS

1. As noted in Chapter 8, the physical security system's initial task is to detect the
presence of threats to DoD personnel and materiel protected within the facility. A wide
range of surveillance options should be considered, based upon the followmg

a. Identfied threats to the facility;

b. The types, function, operating characteristics, and missions of DoD assets to
be protected; \ _

~ c. Legal and diplomatic limitations on surveillance activities; and

~d. Overall resource constraints.

2. Technology offers physical security system p’la.nneré a wide range of sensors and
phenomenology from which external surveillance systems can be assembled. Figure 9-3
indicates that surveillance systems readily ava.xlable to local military installation
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commanders capable of providing detailed visual images are somewhat less abundant than
systems that detect the presence of a target but may not be able to report back the full
particulars on the detected target. As the target of surveillance moves closer to the facility,
it becomes possible to use guards with binoculars, CCTV or other electrooptical systems,
~rimacino infrared svstems to detect the presence of terrarist threats.

Figure 9-3. External Installation Surveillance Technologies

3. Electromagnetic energy sensor systems use radar to detect aircraft, sonar to detect
water vehicles and swimmers, and laser radar to detect humans or vehicles. These systems
can report surveillance targets in digital or analog formats. Such reports usually require
additional interpretation by operators. Visual surveillance systems report data in image or
photographic form, requiring less interpretation by surveillance system operators before
surveillance information is assessed as threatening or benign. Visual surveillance systems
are usually more limited in detection range than electomagnetic sensors. Many visual
surveillance systems are passive devices. Their use does not require the emission of
energy which could alert an intruder to the presence of surveillance systems. Visual
surveillance systems have performance limitations due in part to ambient weather
conditions that may require use of additional passive sensors. Such systems report
information in a form that may necessitate more complex analysis before the detection of an
intrusion can be classified as a threat

4. SURVEILLANCE SYSTEM MONITORS NEED TO BE PROVIDED INFORMATION OR

DECISION RULES THAT THEY CAN USE TO INTERPRET DATA PROVIDED BY ALL
SURVEILLANCE SYSTEMS IN USE.

S. Figure 9-4 indicates some of the surveillance problems that installation guards and
security officials routinely confront. External surveillance may detect the presence of
general activity hostile to DoD assets; it may also detect the presence of activity or targets
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at, near or beyond the ter barrier which behave in a

gy e wen Wi WS IITIN GRS DD §
Figure 9-4. External Instaliation Combatting Terrorism Survelllance Functions
6. | : T ——

7. On the other hand, it is clear that if external surveillance detects the presence of the
‘threat at the perimeter barrier and is able to maintain contact with the threat, then
classification of the threat and preparing an immediate response if the perimeter is
penetrated is both easier and quicker.

. 8. Surveillance systems that combine detection systems registering the presence of a
threat as well as detection systems that permit direct visual monitoring of the threat provide

~ considerable information to installation threat assessment personnel. Multiple sensors
arrayed in a grid patter from the perimeter barrier stretching in toward the center of the
facility can provide the security force with much information necessary to classify and
characterize the threat without forcing the guard force to leave secure positions.
Surveillance systems often have a lower life<cycle cost. They can be hardened against the
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elements to a substantial degree. It is not surprising to see more DoD components placing
greater emphasis in IDS and other technical surveillance systems to meet their physical
security system protection requirements. The advantages of technical surveillance are lost,
however, unless IDS and other systems remain in top notch repair.

G. INSPECTION AND MAINTENANCE OF BARRIERS AND
SECURITY SYSTEM COMPONENTS

1. Security force personnel should check security barriers at least weekly for defects
that would facilitate unauthorized entry and report such defects to supervisory personnel.
Inspections should look for the following maintenance problems which can have adverse
xmphamons for security:

a. Damaged areas (cuts in fabric, broken posts).

.Deteriomtion (carrosion).

Erosion of soil beneath the barrier.

. Loose fittings (barbed wire, outriggers, fabric fasteners).

Growth in the clear zones that would afford cover for possible intruders.

-0 a0 o

Obstructions which would afford concealment or aid entry and/or exit for an
intruder.

g. Evidence of illegal or improper intrusion or attempted intrusion.

2. Locks should be opened and closed to verify that they are in working order and
that the locks can be opened and closed by the guard or security force. Locks that cannot
be opened by the guard or security force should be removed immediately and replaced with
a DoD lock. An investigation should be undertaken to determine if apparent substitution of
the security department lock was an error, an aucmpt to maintain security following loss or
compromsc of a lock, or an attempt to create a "trap door" through which terrorists could
ingress or egress from a DoD facility.

H. RESPONSE FORCES

1. Another element of the physical security system that is easy to overlook is the
response force. As is discussed in greater detail in Chapter 15, the response force consists
of three elements:

a. Initial response force.
b. Locally available augmentation force (with or without reserves).
c. Regional and/or national special capability response forces.

2. Itis imperative that response forces be assigned to tasks and otherwise housed in
facilities that are in close proximity to but not necessarily within or immediately contiguous
to targets of terrorist attack. While some elements of the response force can be assigned
responsibilities for day-to-day protection of DoD assets, most members of the initial
response force should be dispersed within a facility so that a terrorist attack cannct
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eliminate the response force necessary to contain, regam comrol and termmate an incident
with the rescue and release of DoD personnel.

3. Consider taking the following specific measures:

a. PROVIDE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS
WITH SECURE WORKPLACES.

Structures in which security personnel work should be hardened to increase the
likelihood that personnel can survive if attacked, and at a minimum survive long enough to
provid ‘:tailed information describing the nature of the attack on their posts.

b. PROVIDE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS
WITH SECURE COMMUNICATIONS.

The ability for security personnel to communicate with the central security
office and other security units in the field without interception and/or interference is critical
to the detection, classification and assessment, and response to penetrations of facilities and
further criminal acts.

_ c. PROVIDE SECURITY PERSONNEL WITH PROTECTED QUARTERS AND/OR REST
AREAS. :

It makes little sense for security personnel to work in a secure environment and
then return to quarters that leave them vulnerable to attack and unable to respond if called.
While providing secure quarters to a level of protection comparable to those provided to
high risk personnel may not be feasible, a relatively secure area or facility should be

established so that response forces can remain reasonably protected during off-duty hours
during periods of extreme threat.

1. AIRFIELD COMBATTING TERRORISM SECURITY
CONSIDERATIONS

1. Airfields represent special security challenges because of the unique character of
the facilities and the DoD assets they support. All of the foregoing discussion applies to
airfields. Airfield security planners may also wish to consider the establishment of multiple
internal security perimeters, hardening of selected buildings against terrorist attack,
hardening of petroleum storage, aircrew facilides, maintenance facilities, and other facilities
collocated on the installation. Security planners are, of course, fully aware of DoD
Regulations and Instructions, Service regulations and instructions, and CINC requirements
for enhanced phys1ca1 security protection for many types of munitions stored at DoD
airfields.
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Figure 9-5. Waterside Terrorist Survelllance and Engagement Zones

8. Tt should be emphasized that DoD facilities bordering bodies of water should
include waterside protective measures as part of the facility physical security plan, even if
there are no active waterside commercial, military, or recreational facilities at the facility or

installation. ' ' .

K. EVACUATION FACILITIES

1. The purpose of a physical security system is to prevent the loss, destruction or
compromise of DoD assets. Under some circumstances, this purpose can be best achieved
by withdrawing the asset from locales where terrorist threats cannot be mitigated, or can
only be mitigated at unacceptable costs. Under such circumstances, removal of assets may
be warranted.

2. Security personnel should survey the area adjacent to DoD installations or facilities
to identify potential sites for helicopter landing zones. If no appropriate site is available
near DoD installations for facilities, appropriate alternatives should be identified.

3. In preparing plans for evacuation of DoD assets requiring maximum protection, the
security personnel should consider construction of one or more safehavens in the vicinity
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pei'sonncl and local law enforcement officers. The purpose of such observation posts is
merely to detect the presence of potential dangers to flight operations and report such
threats to appropriate local authorities so that they can respond.

-J. WATERSIDE SECURITY
1. Securing DoD facilities located astride waterways is also an especially challenging

. F The secunty penmeter must be
exten¥e8 Tnto the water if terrorists are asscssed as havmg the capability to launch attacks
using stand-off weapons from boats or other craft.

5. External surveillance must monitor traffic on the surface of the water adjacent to
the facility, extending from the barrier to range exceeding the range of identified terrorist

ity zone may be extended further, especially if the
terrorist thrcat mcludes longer-range standoff weapons such as man-portable antitank
missiles. Within the security zone exists a reaction zone. It is within this zone that
aggressive actions may be undertaken to isolate, delay, and resolve potential threats to DoD
assets from waterside terrorist action.

may also bc declared around navigation aids mounted on structures in shallow water, as is -
the case for airfield navigation aids in bays or rivers.
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of the emergency evacuation site. Such structures should be well camouflaged and
knowledge of their existence kept on a strict "need-to-know" basis.

4. Erecting or constructing special safehavens near emergency evacuation sites should
be considered when circumstances are such that helicopter evacuation might require several
hours to execute after requested. Plans should be prepared that would permit dispersal of
DoD personnel to several safehavens including those adjacent to emergency evacuation
sites before local travel became too dangerous. Relocation of DoD personnel to remote
safehavens to await evacuation may be an effective alternative in some circumstances,
especially those in which the number of DoD personnel and dependents is small.

L. DoD INSTALLATION SECURITY SUMMARY

1. In this chapter, the components of a physical security system outlined in Chapter 8
have been assembled to form the outer layer of security at the level of a DoD installation.
General physical security considerations and functional physical security objectives have
been discussed. Incorporation of good industrial safety and hygiene practices has been
emphasized. Security planners and facilities planners must coordinate their efforts to
ensure that all activities involving the handling of hazardous materials, POL, ammunition
and explosives, and toxic waste are well separated from other installation activities and each
other.

2. The chapter has also examined the use of perimeter barriers and methods to ensure
their continued integrity. Application of surveillance systems to provide early warning of
attempted intrusion detection has been discussed. This chapter has also emphasized the
importance of continuous physical security system maintenance and training activities. The
importance of the guard and security forces to the effective operation of the entire physical
security system has been addressed. The chapter also addressed three areas of special
security considerations: airfields, ports, and evacuation sites.

3. Asin foregoing discussions, the design and implementation of a physical security
system for an installation must look outward at the threat and inward at the types of assets,
the risks of attacks against those assets, the importance of those assets to successful DoD
mission accomplishment, and the criticality of those assets to the Department of Defense.
Protection systems combining components of physical security systems outlined here
should be constructed in relationship to requirements. The existence of physical security
system components does not mandate their use in each and every case; the wide range of
physical security components allows security planners to mix and match them to achieve an
optimum level of security within the available financial, materiel, and human resources.
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CHAPTER 10
PHYSICAL SECURITY FOR A FACILITY

A. INTRODUCTION

1. In Chapter 8, components of a physical security system for each DoD installation
or facility were discussed. In Chapter 9, these components were integrated into an
installation-level physical security system. The installation-level physical security system
provides a basic level of physical protection for all DoD-affiliated personnel, individual
facilities or activities, and materiel on the installation.

- 2. In this chapter, the application of the physical secﬁrity system concept will be
extended to individual DoD facilities. For purposes of this discussion, a DoD facxhty can
be one or more of the following:

An entire building.
One or more floors of a building.
One or more contiguous suites within a building.

d. A residence belonging to a DoD High-Risk Person or prowdcd to a person
occupying a DoD High-Risk Billet.

3. The balance of this chapter considers physical security system application to DoD
facilities other than residences. Chapter 11 will consider residential security as a special
case of facility protection.

o ow

4. The basic concepts of the physical security system remain valid. The security
functions of threat detection, threat classification and identification, threat annunciation,
threat delay, and threat response must be performed. The principal differences between the
performance of these security functions between an installation and a facility is the distance
and speed with which they are performed. An installation perimeter is usually well
removed from assets to be protected. A facility perimeter may be only a matter of inches
away from the assets to be protected. Under these circumstances, the security system
functions must be performed precisely, accurately, and very quickly.

-3 Careful management of scarce resources is necessary: .
security 'can be a force mulnphcr If forces are not protected when not actually in use, they,
and the nominal reserve, replacement, or reconstituted forces that are supposed to be
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available may never materialize. As a result, the Depém'.nent of Defense might be unable to
perform. Force protection takes on new importance from this perspective, but not at the
expense of protecting assets of greater importance faced by larger, more menacing threats.

B. BUILDING PERIMETER BARRIER SELECTION AND HARDENING
1. Building Perimeters

" -a. Perimeters surrounding buildings located off Govemnment property vary from
those with industrial-type perimeter fences to those composed of little more than
aesthetically attractive landscaping.

b. Exterior IDS sensors are not recommended for the Pcnmctcr Protection System
of most office buildings unless either personnel and vehicle access is to be controlled at the
perimeter entrance gate, or the building is required to be secured during non-duty hours to
- protect sensitive assets. Where access control is to be administered at the entrance gate,
exterior sensors should be activated around the remainder of the perimeter dunng working
hours.

provided to allow security personnel to evaluate alarms around the
perimeter of the residence. Even residences without Perimeter Barrier System IDS sensors

should be provided with CCTV that will provide coverage of all of the residence's doors,
~ windows, and other openings that could allow penetration of the Building Protection
System. These cameras should be slaved to the sensor system to immediately position
‘themselves to view the area protected by the violated sensor and force this view to the
security guard's monitor for rapid evaluation. With today's solid-state CCTV technology,
cameras are considerably smallermanthcoldcrmbe typecanmasanddmsmnbcmounted '
- in a myriad of covert locations.

2. Exterior Doors

a. LIMIT NUMBER OF DOORS TO BARE MINIMUM NECESSARY FOR EMERGENCY
EVACUATION PERMIT NORMAL ENTRY AND EXIT 'I'HROUGH ONLY ONE DOOR.

Because of their functional requirements, construction, and methods of
attachment, doors are less attack-resistant than adjacent walls and frequently provide a "soft
spot” in an otherwise attack-resistant structure. For this reason, the number of doorstoa -
facility or residence should be reduced to an absolute minimum and, in cases where more
than one door exists, only one should be provided with outside mounted locks and entry
hardware. All others should, where practicable, present blank, flush surfaces to the
outside to reduce their vulnerability to attack.

b. STRENGTHEN AND HARDEN DOOR JAMB.

The strength of the door jamb must be considered when planning the secure
door system. Hardening of the upright surfaces into which the door is fitted will rcsmt

Jambanack.
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c. USE HIGH SECURITY LOCKING SYSTEMS ON ALL DOORS.

, (1) The weakest part of a door system is the latching component of the lock or
~ locking device. Typical delay times for defeat of locking devices range from 9 seconds to
- 3 minutes. Because of this, priority must be given to protection of the locking system
when selecting components for a door system.

(2) Locking systems can be divided into two basic groups: surface-mounted
or mortise systems. Externally mounted locks and hasps are used for securing utilities
openings, etc. These should be replaced with internally locking devices. Internal locking
systems are always preferred for applications where high security is desired.

d. LOCATE HINGES TO REDUCE THEIR VULNERABILITY TO ATTACK; HARDEN
HINGES IF EXPOSED.

Hinges should be on the inside of the door where possible. If exposed, hinges
become vulnerable to attack by removal of the hinge pin or by cutting or sawing the hinge.
barrel from the hinge. A number of measures involving positive interlocking hardware for
coupling the hinge sides to the door and the door frame are available to increase their
penetration resistance.

3. Windows

a. Windows of various sizes and configurations are required in the walls of most
structures for the passage of light, ventilation, and observation. Windows are always a
significant weak point in the Building Protection System because of their low penetration
resistance. Standard construction window assemblies provide penetration resistance of less
than 10 seconds.

b. Several steps can be taken to harden windows in offices and residences.
Among these are the following:

(1) STRENGTHEN WINDOW FRAMES AND SASHES.

For maximum penetration resistance, window frames should be
constructed of steel and securely fastened or cement grouted to the surrounding structure to
prevent easy removal, separation, or penetration at the point where the window and ,

event of a bomb blast.
. (2) INSTALL HEAVY DUTY WINDOW LOCKS ON ANY WINDOWS WHICH CAN
BE OPENED. '

(@) Wherever possible, windows should be stationary (non-opening).
Common latching devices found on both residential and commercial window systems are
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susceptible to manipulation from the outside. Several techniques can be used to enhance
the security of movable windows.

(d) Frcnch doors and any double doors opcmng out should be equxpped
with protective hinges and a mortise-type lock that is key operated from both sides. The

inactive half of the double door should be equipped with flush throw bolts

(3) CONSIDER SUBSTITUTING BURGLARY-AND BALLISTIC-RESISTANT
GLAZING, ACRYLIC GLAZING, OR POLYCARBONATE GLAZING FOR CONVENTIONAL
GLASS OR SAFETY GLASS GLAZING MATERIALS.

(a) Burglary- and ballistic-resistant glass is similar to laminated safety
glass but has a thicker inner layed 1

®) glazing is lightweight, heat treated or "tempered” plastic. It is
17 times more impact resistant than a comparable thickness piece of conventional glass.

maximum resxstancc to pcnetranon and attack are desired. These compound glazing
materials withstand ermronmental effects of ultraviolet light, cleaners, and normal wear

© The selecting use of

polycarbonate materials for window glazings:
10-4
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can substannally increase penetration time foI'€ - -
spalling and flying glass injuries xesulnng.ﬁomexploswe anacks. L

(5) INSTALL HIGH SECURITY GRILLS, SCREENS, OR MESHWORK OVER
WINDOWS AND SKYLIGHTS. I

(@) All skylights should be screened to prcvent access to buildings via
these routes. Other windows that might be used to gain access to a structure including all
windows on the ground floor and other windows accessible from nearby buildings, walls,
parked vehicles, trees, or utility poles should be screened or grated in some manner.
Windows of a size sufficient to permit entry or removal of arms should be either screened
or barred.

(d) Careshouldbeglventothe manner in which grillwork, screens, or-
barsmafﬁxedtoastmcnnc Anackers often attack the screeas, bars, or grillwork by
prying the treatments away from the window rather than by trying to saw, cut, or burn their
way through them. All bolts used to connect grillwork, screens or bars to the structure or
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wotherpansofthcwmdowmnnemshouldbcwcldedsothatthcycannotbemampulated
by an intruder to gain access.

(¢) When grillwork is installed in bmldmgs or residences where
windows are designed as emergency escapes, be sure to hinge the grillwork and equip it
with a proper release. Ensure the emergency release does not become a weakpoint in the
window security system.

~ 4. Utility Access

a. A careful inspection of the structure exterior must be made to locate any utlity
openings. In conventional building designs, utility openings, manholes, tunnels, air
‘conditioning ducts, filters, or equipment access panels can provide a vulnerable entrance
route with no significant delay. If such openings cannot be eliminated, their delay times
must be increased.

(1) INSTALL SECURITY SCREENS OR GRATES OVER UTILITY ACCESS
OPENINGS.

The techniques described above to secure a window or skylight using
bars, grates, or mesh can be used to restrict access to a structure via utility penetrations.

" (2) ATTACH IDS SENSORS TO UTILITY OPENINGS.

All utility openings greater than 10 inches in diameter should be equipped
with IDS sensors incorporated into the facility's IDS system.

S. Duress Alarms

a. Duressalarmsmdewcsthacanbeacuvawdmuaﬂymthecvemofan
unauthorized penetration attempt. An audible alarm can be sounded locally in an attempt to

- frighten off the intruder. Alternatively, a silent alarm can also be sent to the organization's

secmtycmm.aod:erloanonwhmthealmwou]dsmmxmmdmcasssmm

. Duress alarms can be placed in inconspicuous locations, and can even be
chsgmsedascommon office objects or home decorator items. Duress alarms can also be
incorporated into home or office furnishings.

6. Communication Systems

Telephones are needed at all times and secure means of communication are
essential between a secured area and its dedicated response force. Telephones in many
parts of the world are unavailable, unreliable, and, as in many CONUS locations, exposed
and vulnerable to terrorist attack. The security planner often has little knowledge and no
control over where or how the telephone lines are routed or if they are even minimally
secured. Telephone systems required for security and safety of executive personnel must
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a high security passageway at equal or less cost than the construcnon of a reinforced
masom'ywalltoaccomphshthesamcpmposc

Table 10-1. Selected Facllity Barrier Materlals
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of protection and security resources, access control points as illustrated can be established
in series. The greater the value of the protected asset, the larger the number of checkpoints
that must be passed before access is granted.

Reception Area

Figure 10-1. Reception Area to Access Controlied Facllity

c. This figure illustrates several important features of a secure area access control

waiting area is hardened, an J]
from the waiting area by ballistic resistant glass and an elecmcally controlled ballistic
resistant door. The guard also has a hidden duress alarm.
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2. Access Control Procedures

The systems approach to physical security includes an assessment of day-to-day
operations within the secured area. In order to maintain adequate security throughout a
DoD installation, within a facility, within an activity, and within an organization without
unduly interfering with day-to-day work, it is necessary to permit personnel to move
about. On the other hand, the physical security system has a responsibility to ensure that
protected assets remain protected throughout the regular workday. Accordingly, the
following measures can be implemented to maintain positive control over access to

protected DoD assets.
a. Pass and Badge System-

Where the area is large or where the number of personnel exceeds a number
that can be recognized personally by the guard or persons charged with security
responsibility of the area, a pass and badge identification system should be used. Security
badges will be used primarily for access control. Badges should contain a picture of the
individual authorized access, and may contain additional information about the individual.
Such information should be communicated through badge borders, badge color,
identification photograph background color, etc. Information that should not be printed on
the badge includes home address, specific work location address and telephone number,
security information, and in some areas, information identifying the badge holder as a DoD
or U.S. Government employee.

b. Access List System

Admission of personnel to very high security areas (Level Three Restricted
Access Areas, formerly termed exclusion areas) should be granted only to those persons
who are positively identified. One approach is to prepare access lists containing the names
of those individuals specifically authorized access to a facility. Access lists should be
maintained under stringent control of an individual who is formally designated by the
commanding officer or manager of the facility. That person should be responsible for
updating and confirming the need for access on a regular, frequent basis. Admission of
persons other than those on the authorized access list should be approved by the
commanding officer, manager, or designated representative. Access lists should always be
controlled carefully and never displayed to public view. If a computerized access list
system is used, the computer files used to generate such a list must be safeguarded against
tampering.

c. Exchange Pass System

The exchange pass system is an identification system that may be employed in
highly sensitive areas to ensure stringent access control. It involves exchanging one or
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more identification media (badges, passes, etc.) for another separate type of identifier
(badges, passes, etc.). This system is particularly useful where visitors must gain access
to a high security facility. The process of exchanging passes is an intimate one, permitting
security personnel an opportunity to examine all personnel both upon entering and upon
existng the secured facility.

d. Escort System

Escorting is a method to control visitor personnel within secured facility. The
‘escort must remain with the visitor at all times while within the restricted areas. If local
written policy determines that an individual does not require an escort within the area, the
individual must meet all the entry requirements for unescorted access. Escort personnel
may be civilian or military employed by or attached to the visited activity, and will normally
be ‘from the office of the person being visited. A major objective in escorting visitors
around a facility is to ensure that all material brought into the facility by the visitor is left
with someone who can open and examine the contents, and that visitors leave no packages
or other materials behind upon their deparmure.
E. SAFEHAVENS

1. The innermost layer of protection wuhm a physical security system is the
safehaven. Safehavens are not mtended to withstand a disciplined, paramilitary attack

Jown, left, and right Qecmcally opcrated deadbolts are accepmblc provided that in the
event of power failure, the bolts slide into their locked condmon and a bac
source with automatic switchover is available. Jiis
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S. Safehavens should have only one door and no windows.

7 Consxdcr ms:alhng a main power switch in the safehaven that would allow
occupants in an emergency to interrupt power to the entire office building or residence with
the exception of emergency services circuits (emergency lighting, emergency
communications, emergency computer power supplies, etc.) Interruption of electrical
service in the building can interfere with the use of power tools to gain access to individuals
taking refuge in the safehaven. Furthermore, darkness can make it more difficult for the
intruders to press their attack.

8. Safehavens can be insta

10. Safehavens can remain functional areas of an office building. Eliminating use of
the space is not necessary. It is necessary, however, to regulate use of the space so that
those individuals whose protection is essential can be msmed into the safechaven in a
timely manner in the event of warning of a terrorist attack.

ll The followmg listed eqmpment should be provided inside the safehaven.
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Figure 10-2. Satehaven Concept Impliemented In a
High-Rise Office Bullding

ven though a safehaven is not intended or designed to provide penetration
protection over an extended period of time, it may be necessary for occupants to remain in
the safehaven for several hours while response forces converge on the site, contain and
. resolve the terrorist incident, and verify that no threats to the safehaven occupants remain in
the area. Under such circumstances, occupants of the safehaven may be more secure and
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less likely to be injured or to compromise crisis management by remaining in the safehaven
until the on-scene commander directs them to evacuate or leave the facility. :
F. FACILITY PHYSICAL SECURITY SYSTEM SUMMARY

1. DoD facilities draw their basic security infrastructure from the installation physical
security system. Threats to a particular facility on an installation will usually originate
outside the installation. Dctecnonandwammgwillcomemmostmstano&sasamuhofan-
attempt to penetrate the installation.

2. Famhtysecmtyenhanccnzntsmmmdedmangnnntthebamcphyswsecmty
posture of an installation. 'Ihweenhancementstakzmtoaceotmuulhmmnonson Sec

o L Lo Ay ‘, ¢ e R T 7 =
somemstances,bwauseofthegmveha:manddangertopasonneLfacﬂxm and materiel
- as-a consequence of improper use or misuse of the asset.

3. The basic tenets of good security planning at the msrallanon level extend to
individual facilities. To wit:

a. Utlitdes providing power, communications, and cooling to security systems
should be isolated from otheér utility service to the facility; utlity connections
should be protected and alarmed;

b. Good industrial safety and hygiene practices should be followed without
exception; toxic, hazardous, and explosive materials should be isolated from all

other facilities as - .

Safety equipment including fire extinguishers, first aid kits, emergency
communications, and emergency lighting equipment should be installed and
kept in properly working condition at all times.

d. Facility vulnerability assessments and protective measures implemented in
response thereto should consider terrorist threat from all dimensions where
terrorist group history and capability demonstrate such threat or installation and
facility vulnerability assessment reveal security weaknesses in basement level
and/or roof level perimeter barriers, ballistic penetration barriers, or structural
weakpoints. -

4. The concepts of a physical security system can be expanded to include facilities
that are not located on DoD installations but house DoD assets that must be protected. Such
assets might include distributed DoD offices, or the residences of military officers or DoD
civilians serving in High Risk Billets or who have been designated High-Risk Persons.
Chapter 11 illustrates how the concepts outlined and described in Chapters 8,9, and 10 can
be applied to these circumstances. .
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"CHAPTER 11
RESIDENTIAL PHYSICAL SECURITY CONSIDERATIONS

A. INTRODUCTION

1. The DoD Physical Security Regulation (reference (cc)) mandates the protection of
all DoD assets to the degree necessary to preserve mission capability. DoD personnel are
valuable assets, just as are weapon systems, facilities, and bases. Many of the concepts
and specific techniques used to make DoD installations and facilities more secure can be
applied to residences as well.

2. .This chapter highlights security matters to be considered when selecting a
residence. It describes techniques used to enhance the basic level of physical security
provided by personal residences. ‘

- 3. Many senior military officers and DoD officials (refmed to below as "executives™)

are assigned to overseas posts. Because of their specific assignments or positions of
visibility and terrorist threat conditions, are designated High-Risk Persons.!

T presents security measures

4. Residential security should be examined just like the security of a DoD installation.
A layered defense or defense in depth should be prepared. This chapter outlines specific
steps that can be taken by all DoD-affiliated personnel. 'l'hechaptcreoncludes admscussmn '
of supplemental security measures for High-Risk Persons.

B. SELECTION OF RESIDENCES
1. General Considerations

. a. ﬂmmanumberoffactorsdmmoftcnoonmderedwhcnafamxlyreadcnce
is bcmg selected. Among these factors are the following:

(1) Employment locations for DoD personnel and any working dcpendents
accompanying them.

(2) Recreational facilities.

(3) Schools for dependents.

(4) Shoppin g.v

1 SeeChamebclbwforfmherdisamionofthesedsignaﬁons.
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(5) Inter-urban, regmna.l. and mtcmanonal uansponanon facilities.
(6) Religious institutions.
(7) Medical facilities.
b. It is strongly suggested that some security considerations be added to this list
of residential site selection factors including the following:
2. General Security Atmosphere Indicators

a. A number of observable characteristics can provide clues about the general
security atmosphere. '

(1) When selecting a neighbarhood in which to consider residing, OBSERVE
THE GENERAL SECURITY ATMOSPHERE as indicated by the following typical indicators:

(2) The general character of streets, sidewalks, lighting, pedestrian and
vehicular traffic patterns; :

(3) The presence and condition of parks, playgrounds, recreation areas;

(4) The existence of public or commercial enterprises innermingled with

~ residential dwellings; and

(5) The existence and condition of fire hydrants and police call boxes.

b. Where the streets 935 payednel L, broad enoye
ther, ¢ ',edwnhsldewalk’sfmwwnham

fora.tleasttwocarsmpass
eople, there is a strong

B ehe i ighborhood is fairly securé:’ ”‘Wh&% vorable impressions can

B be remforced by a ‘walk through clean, well utilized pérks. pl;xygrounds an recreational

areas, a walk through clean, attractive mixed use neighborhoods, and a walk through areas

wnhvxﬁbhpmemcofpolwemdﬁ:emthemmalmpxumnwﬁkdymhoﬁupm
further scrutiny.

c. In general, the overall appearance of the area may often serve as an indicator of
crime levels. Where property lines are well defined, homes appear well maintained, and
the landscaping shows an obvious pride in the property, crime rates are likely to be low.
While that may not eliminate the threat of terrorist attack, it does suggest an attractive
general security atmosphere.

3. Specific Indicators of General Security Levels

a. Several observable security measures taken by residents of a neighboarhood can
provide specific indications about local security conditions:

(1) Look for specific indicators of security precautions taken by local
residents. - ,
(2) Presence of barred windows, security grills on doors;
(3) Security walls and fences;
(4) Security lighting;
(5) Large dogs or other watch animals; and
11-2
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(6) Presence of private secm-ityguards.speciallydxp-ingtheday.

b. Observe or make inquiries about the frequency and type of police patrols in a
given neighborhood. Find out what type of police or which police jurisdiction responds to
calls for assistance. Observe the general appearance of police security personnel on the
street. Police who take pride in their appearance, the appearance of their vehicles, and who
make themselves visible to the public in the performance of their duties can usually be
relied upon to provide dependabie police coverage throughout the community.

¢. Try to determine the attitude of the government and the populace toward other
nationals, and particularly Americans. A strong anti-American attitude could be cause for
. You to have diminished faith in local police responsiveness.

4. Background Information on Local Criminal Activity

- a. Investigate local crime activity in the area to which you are considering
moving.

(1) The level of criminal or terrorist activity throughout a community is rarely

uniform. Street crime can be expected to occur in lower income, crowded, and congested

areas. It is generally recommended-that residences not be selected in downtown,

commacmLaespemaﬂymohwdareas,espemanywhenbcaldmmdma:emmmchm
are high crime areas.

who ask for such information.

5. Utilitigs Service and Protection

EXPLORE THE RELIABILITY OF LOCAL UTILITY SERVICE in order to determine
whether or not emergency or backup power and utlity service will be required. The
. availability and reliability of utilities in any given location should be a primary factor in the
selection of a residential site. Reliability of utilities should be determined and in cases were
they are erratic, acquisition and use of backup systems should be assumed. Disruption of
utlities service (particularly electricity and telephone) would facilitate unauthorized access
to a residence by an intruder.

6. ‘Fir_e Protection

CONSIDER THE AVAILABILITY AND EFFECTIVENESS OF LOCAL FIRE PROTECTION
services in each neighborhood being investigated for potential residence. The proximity of
prospective residences to and the effectiveness of the fire protection services is a major
consideration in residential site selection. The availability of water or other substances to
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ﬁghtaﬁreshouldbédetemﬁned. The locations of fire hydrants or other water sources and
means by which they can be accessed and brought to the residence by its occupants before
the arrival of the local fire brigade should be considered.

7. Physical Environment Considerations

a. Investigate potential hazards in the physical environment in and around
neighborhoods of potential residential interest :
) (1) Residential areas under consideration should be well removed from
known environmental hazards such as flood plains, active geological faults, steep slopes of
hills subject to mud slides and/or brushfires. Residential areas close to breeding areas for
disease vectors such as insects or rodents should also avoided if possible.

(2) Sometimes, housing availability restricts residential selection to areas at
risk from at least some of the environmental hazards noted above. If placed in this
situation, take the following measures, plan additional, necessary precautions to prevent
loss or injury from environmental disasters in addition to potential terrorist actions.

b. Be sure to include access to and storage of emergency rations, lighting, power,
and communications, as well as backup or alternatives to any other systems that could be
disnptedasaresultofanenvhonmenmldisaswraspmofymnmovingplans.

8. Residence Access Routes
.~ a. Select candidate residences with access routes that allow many choices of
approach or deparuure.
- (1) Itis essential that access routes to and from residences allow occupants
. many choices of approach or departure to make detection of arrival and departure patterns
difficult and to avoid ambush or attack once it is spotted. Some considerations should
(@) Clear delineation of the street or roadway.

(b) Sufficient street width to allow o cars to pass, even if vehicles are
parked on both sides of the roadway.

(c) Saufficient neighborhood lighting at night.
(d) Unobstructed view of the road from the residence.

114
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9. Parking

a. Consider the location and availability of parking for privately owned vehicles,
motorcycles, and bicycles when examining candidate residences and their sm'mundmg
neighborhoods.

(1) In selecting a residence, consideration must be given to securing personal
property including means of transportation. Bicycles, motorcycles, mopeds, and other
two-wheeled vehicles are usually relatively east to secure. Often they will fit in a storage
shed, or can be locked close to the residence where they can be observed.

(2) The family automobile, and in some cases, official vehicles that have been
approved for transportation between home and office, present another problem. The best
solution is to store the vehicle in a garage that can be kept locked at all imes. Carports and
driveways within a fenced or guarded area are the next best alternative. Off-street parking
alternatives represent still another although far less desirable alternative. Personal or
. official vehicles should not be parked on the street overnight in the vicinity of personal
residences.

C. SECURITY COMPARISONS BETWEEN SINGLE AND MULTIPLE
FAMILY RESIDENCES

1. General Recommendation -

a. After a careful review of the general security atmosphere and specific indicators
of local crime, there may be an opportunity to choose either a single family or a multiple
family residence. Overall housing costs, availability of dependent care or playmates for
dependents, and location convenience factors noted above can be important determinants of
residential choice. There are some specific security considerations, however, that should
also be evaluated in choosing between multiple or single family residences:

b. In most cases, APARTMENTS ARE GENERALLY PREFERRED TO SINGLE
FAMILY DWELLINGS WHEN SECURITY IS A PRIMARY CONSIDERATION. Apartments above
the first floor are more difficult to get to, usually have only one entrance, and provide some
degree of anonymity for the resident. Thus, they present a more difficult target for the
terrorist or burglar, and are often less expensive to modify with security hardware. Living
in an apartment provides benefit of close neighbors. In the event of an emergency and loss
of communications, neighbors can often be relied upon to provide assistance. At the very
lcast.thcymcalld:epohoefommm occupants of apartments cannot.
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the same geneml area. These are often occupied by American or other foreign families.
Such arrangements offer excellent opportunities for cooperative security arrangements.
These enclaves may or may not be fenced, and the families may share the costs for guards,
lighting systems, and alarm systems described in the preceding chapter on physical security
arrangements.

¢. A separate residence in a suburban nclghborhood can be adequately secured,

n

2. Apartment Selection Suggestions

a. ’lhefollomngfmofaparmmhvmg arerecommcndedaspanofa good
security foundation for a private residence:

(1) Find an apartment which: -

(@) Features lobby and parking area security provided by guards, closed
circuit television, or locking devices which can only be operated by the tenants;

() Does not have fire escapes, balconies, or ovcrhangs that could be
used to gain surreptitious eatry to the building;

(¢©) Has only one door for general entry and exit and one door for
services and deliveries, both of which have controlled access via _guards, keys, or key-card
devices;

(d) Has well-lit hal]ways and stairwells, preferably monitored by closed

~ circuit television, which cannot conceal intruders.
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-¢. If adequate security measures are not present, apartment living a.ffoxds the
opporuunity to provide necessary security at a reasonable price, as a shared expense. - -

3. Single Family Home Selection Suggestions

a. Although a well-designed and well-managed apartment is more secure than a
separate house there are often other reasons that result in the selection of a single family
residence by DoD-affiliated personnel. Need for three or four bedrooms to accommodate
children or other dependents, an exercise area for pets, or large areas for official
- entertaining are examples of considerations that may eliminate an apartment as a residential
choice.

b. The main ingredient to be used in selecting. a single dwelling residence is
finding an established residential development or neighborhood where income levels and
lifestyles are compatible. Neighbors routinely looking out for each other are a critical factor
in a well protected residential area. A good overview of the entire neighborhood such as
streets, sidewalks, lighting, and adjacent homes is necessary. Each of these features affect
the security of the neighborhood and thcrefore, the natural protection afforded the
residence.

c. In selecting a single family residence, seek out residences with the following
, tics: .

(1) Find a single family residence that:

‘ (@) Has architectural and natural features which provide opportunities for
occupants to observe activities on the street, the sidewalks, adjacent yards, and public
areas; :

(b) Is placed in the neighborhood such that a stronger or potential
intruder will be readily observed by neighbors; and
(c) Is sitmated within clearly defined boundaries, making an inadvertent
intrusion virtually impossible.
4. Apartment Security Enhancements

a. The apartment should possess a good solid door and the door frame should be
well-constructed. Most residential security hardware that is suitable for single family
dwellings is also suitable for aparmments. Most essential of these is a 190-degree cptical
viewer and a strong secondary deadbolt lock. In the absence of a fire escape, there are a
variety of devices sold commercially that will facilitate exiting an apartment from a
window. The devices include rope or chain ladders, and mechanical rope slings that
provide a controlled descent to the ground.
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b. Additional secnnty measures employed in single famnly residences described
below can be added to apartments as well if necessary.

§. Single Family Residence Security Enhancements

a. Mostofmeconmonenhancemmtswsmglefanﬁlyrcndencesecmtyfocuson
1mprov1ng resistance to intrusion and penetration. Following the general approach
presented above with respect to enhancing the security of an installation or a facility,
consider the following measures: '

(1) Ensure the single family resxdcnce is surrounded by a barncr clearly
delineating the property from adjacent homes.

An aesthetically acccptablc barrier such as a picket fence can provide a
good psychological deterrent to intrusion. Other fencing materials such as split rail, board-
on-board,decomnvewmmesh,dwomnvewaﬂsconmcmdofmasomymstonecan
serve the same purpose. .

itself. It makes no sense to build a high security fence and use a 50 cent low-security hinge

.on a pedestrian gate. Installing a high security cypher lock on a common exterior door
through a decorative wall will add no more security than the security value of the door
itself.

(3) INCREASE THE RESISTANCE OF DOORS, WINDOWS AND ,EX'I'ERIOR
WALLS TO PENETRATION. »

Doors strengthened and made more resistant to penetration using
Windows can also be made more resistant to
Depending on the nature of the terrorist threat
resistant to penetration.

techniques
penetratio
exterior

6. Common Security Enhancements for Residences -

a. Whether selecting an apartment, a single or multifamily dwelling in a secured
compound, or a single family dwclhng the following cons:daanons should be addressed:

_ (1) DO NOT LEAVE UTILITY CONNECTIONS 'INCLUDING TELEPHONE
TERMINAL BOXES, ELECTRICAL SERVICE WIRING, POTABLE WATER CONNECTIONS,
NATURAL GAS CONNECTIONS, ETC., ACCESSIBLE FROM THE EXTERIOR OF THE HOUSE.

Consider relocating utility service or placing the utility connections inside
secured enclosures to prevent tampering or unauthorized access. Add internal backup
systems such as bateries, bottled gas, and two-way radios. Consider finding an alternative
residence as well.
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(2) Select a residential structure that is not vulncxablc LY fire.

: Residences should be constructed from materials that are not readily
combusuble Furthermore, electrical wiring and fixtures as well as natural gas and/or
propane ovens, ranges, water heaters, and other appliances should be in good condition.
Be sure that the residence has sufficient number, location, and accessibility of potential
emergency exits which can be used in the event of a fire. If necessary, acquire hinged high
security window grills to permit use of windows as a fire escape. Be sure to keep fire
extinguishers charged and available; install a smoke detector in the residence if it does not
already have one. '

D. SUPPLEMENTAL RESIDENTIAL SECURIT Y MEASURES FOR
HIGH-RISK BILLETS AND HIGH-RISK PERSONNEL

1. Overview

The balance of
A aple : secmtymcasmﬂmmaybcprowdedmthcmdcnocof
aI-RPorapcrson assxgnedtoanHRB
, b. Before supplemental security measures are provided, an integrated terrorist
threat estimate must be prepared. This document examines the terrorist threat as analyzed
by the intelligence community. The document will also include an assessment risk of a
terrorist attack by the Service, CINC, Service component commander, the local command,
and for DoD personnel assigned to the American Embassy, the State Department's
Regional Security Officer. The document should include an assessment of the vulnerability
of DoD missions as supported by the local activity in the event of a terrorist attack. An
assessment of the criticality of the HRP or HRB should also be prepared. The vulnerability
and criticality assessments dealing with DoD personnel assigned to the CINC or a
component command should be coordinated with chain of command through the CINC to
ensure that assessments of vulnerability and criticality through all echelons of command are
fully informed if not in full agreement.

c. If suppltmcntal security measures are warranted by the integrated terrorist
threat assessment, several steps should be taken at government expense. Many of these
measures may also be taken by personncl at their own expense should they feel a need for
additional security in their residence.

2. Enhanced Protective Measures for High-Risk Personnel Residences

a. Install high security perimeter barriers equipped with high security locks and
intrusion detection devices. =
‘ (1) As noted above, a single family residence should be surrounded by a
perimeter barrier to define the boundaries of the property. Residences housing HRPs may

require high security pcnmetcr barriers such as reinforced masonry walls, high security
steel fences, etc.
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(2) All barriers in the penmetcr should be gated. The gates should be
operated cither by a key-type device (either a physical key or a cipher lock) or by a remote
control lock by someone in the residence. The gate and its supporting hardware should be
able to withstand the same type of attack that might be mounted against the residence
perimeter. If the residence is surrounded by a metal picket fence designed to withstand
vehicular assault, then so too should gates be capable of withstanding vehicular assault.

b. All residential doors should be hardened to withstand penetration.

(1) Depending on the rype of doar construction used, several approaches can
be implemented. Consider methods outlined in Fisure 11-1

Figure 11-1. Door Hardening Techniques
_ (2) Door frames, door jambs, door hinges, and door locks should be
examined and hardened as outlined above and in Appendix E. :
(3) In additon, consider building a screened vestibule in front of each door.
Such vestibules should be equipped with doors, security hardware, and intrusion detection

sensors to provide early warning of an antempted intrusion and to increase delay of an
attack. A

@)

2 The National Association of Architectural Metal Manufacturers is located at 600 S. Federal Street
Suite 400, Chicago, IL 60605-1895. It may be reached by commcmalulephomat3l20966—622.‘2 its
. FAX telephone number is 312-922-2734.
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c¢. Make sliding glass doors as resistant to forcible entry as possible.

(1) Consider substituting -clad polycarbonate materials for the glass
panels in the door.

(2) Windows should be secured as descri Consider
replacing windows in areas where family members will spend large amounts of time with
glass-clad polycarbonate plates.
Any window accessible from the grou 1 Ting Struc , trees, walls, or y
accessible platforms (e.g., parked cars) should be protected with a high security screen,

--grillwork, or bars. In addition, such windows should be equipped with IDS sensors.

d. INSTALL AN INTRUSION DETECTION SYSTEM PROVIDING COVERT
SURVEILLANCE OF ALL EXTERIOR OPENINGS IN THE RESIDENCE, ALL GATES THROUGH
THE EXTERIOR PERIMETER, AND ALL UTILITY CONNECTIONS TO THE RESIDENCE.

Depending on the nature of the threat, the relations between the U.S.
Government and the host government, and the security resources available to U.S. forces,
consideration should be given to installation of IDS annunciators both in the home and in
the central security office at the appropriate U.S. military installation. Local annunciation
would alert all the HRPs in the residence to immediate action in their own defense; remote
annunciation at the appropriate U.S. military installation would permit notification of local
authorities of a possible incident and dispatch of U.S. security personnel to assistance host
national law enforcement and security personnel in accordance with SOFAs and other
MOU:s in effect.

e. Consider installation of a secondary security wall equipped with a medium
security door separating family sleeping areas from the rest of the residence.

In addition, install IDS sensors in hallways, entryways, and stairways. The
secondary security door which forms a barrier between the sleeping areas and the rest of
the residence should be equipped with a vibration type sensor to detect intrusion attempts.

f. Consider adding appropriate external security lights. |

Such lights should provide sufficient light to facilitate functioning of covert
CCTV or other surveillance systems. They may also be aimed in a manner that creates
glare in the eyes of those outside the perimeter of the residence, complicating terrorist
surveillance and intelligence collection. Lights may be either automatic (nn'ned on and off
by timer or photoelectric cell), motion detector initiated, or both.

| g. CONSIDER INSTALLING A SAFEHAVEN

(1) Safehavens can be applied in residences as well as offices. Figure 11-2
illustrates the installation of a safehaven in an apartment or single family residence hallway
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Figure 11-2. Safehaven Concept including Residence Hall
~ ' Security Barrier

(2) Safehavens installed in residences should be supported by covert CCTV
cameras scattered around the house connected to CCTV monitors installed in the safehaven.
The use of covert CCTV cameras provides surveillance information to the occupants of the
safehaven regarding the presence of intruders, law enforcement personnel, or both.
Occupants of the safehaven may also be able to provide additional information about the

presence, location, and armament of intruders based on observations by covert CCTV
cameras.

(3) Itis possible to link CCTYV displays in the safehaven to a central station
along with otuer IDS sensors. In normal situations, the CCTV signal would not be
transmitted to the central station. If, however, the occupants had to retreat into the
safehaven, the IDS might be equipped with a device permitting either manual or automatic
relay of CCTV data. IDS and CCTYV information is vitally important to response forces.
They need to know whether or not intruders remain in the residence, if the intruders are
- armed or injured, and if there are other persons in the residence that might have a bearing
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3. Residential Security Guards

In certain high threat areas overseas, residential secmtyguérdsmmoommnded.
Insomemses.thenanneofthethmtandDonresenccmcoxmu-ywxllbesuchdmtthe

U.S. Embassy will provide residential

4. Animals

a. A variety of animals have been used a one time or another in different parts of

the world as living alarm and security protection systems. While geese, ducks, and

~monkeys can be depended upon to create a racket when disturbed, the most commonly
used animal has been the dog.

b. A dog possesses many security assets. A dog's greatest asset is his alermess
to dangcr His senses are far more highly developed that those of a human. For example,
his sense of smell is one hundred times greater than that of a human. A dog can
discriminate between odors which seem to a human to be identical. A trained dog can
detect an intruder's scent in excess of 250 yards. A dog’s ability to hear surpasses a
human's in both range and pitch. His upper frequency limits are twice that of a man. A
dog's senses of sight and touch for the most part are no greater than a man's. In fact, his
vision is generally considered to be weaker than man's. Dogs are believed to be color

- blind, and all objects appear blurred and out of focus to a dog. However, they are
generally more cognizant to movement despite other visual weaknesses.

c. The dog's sensitive and discriminating senses of smell and hearing enable him
to quickly detect a stranger who is not normally present in the residential area, and the well
trained dog will normally bark when approached by an intruder. Thus, they can be
classified as living audible alarm systems. Like all alarm systems, dogs are sometimes
subject to false alarms. A nervous or high strung dog barking at almost any distraction
negates his effectiveness. To avoid the wrath of neighbors and for the owner's peace of
mind, the dog should be trained to react only to the introduction of strangers into the
neighborhood, and trained to stop barking at the command of the owner.
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E. RESIDENTIAL SECURI'I'Y SUMMARY

1. Functional analysis of the physical security systcmapphedeoDmstallanonsand '
facilities can also be applied to residences of DoD personnel. All physical security system
functions performed in defense of an installation are performed in defense of a residence.
While resource limitations may constrain the level of protection available, the principles do
not change. If terrorist threats can be detected, classified and identified, and annunciated,
residential physical security systems can be designed to delay terrarist attacks long enough
to permit local law enforcement and DoD security forces to provide relief.

2. Residental security is an important facet of protecting DoD personnel assets.
Protection is provided by DoD and the DoS on the basis of the terrorist threat to DoD
personnel, the risk of attack, the probability that if an attack is undertaken at the DoD
persons residence, it will be successful, and the importance of the DoD personnel to the
successful accomphshmcnt of DoD and U.S. Government policies. Provision of
residential security services to DoD personnel is unusual.

3. DoD personnel should not feel helpless in the face of a terrorist threat. There are
many measures to be undertaken by individuals and their families to reduce their risk of
becoming the victim of a terrorist attack.
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CHAPTER 12

»

INDIVIDUAL PROTECTIVE MEASURES

A. INTRODUCTION

DoD Directive 0-2000.12 (reference (a)) declares DoD policy "to protect DoD
personnel and their families, facilities, and other material resources from terrorists acts.”
Physical security measures to enhance the security of DoD-affiliated personnel have been
examined. In this chapter, attention turns to steps that can be taken by each and every
person affiliated with DoD to reduce or mitigate the dangers of becoming victims of
terrorist attack.

B. GENERAL APPROACH TO INDIVIDUAL PROTECTIVE MEASURES

1. Personnel Protection: Plan and Leadership

a. US. Government civilian and military personnel, as well as civilian
contractors associated with the U.S. Government are often targets for terrorist activity.
Heads of DoD components have two major antiterrorism responsibilities:

(1) Provide as much security for personnel under their authority and control
(to include dependents) consistent with threat, risk, vulnerability, criticality assigned roles,
‘missions, and resources; and .

(2) Provide awareness information and educational materials to assist Service
members, DoD civilians, and contractor personnel prepare themselves and their dependents
to reduce their individual risk and vulnerability to terrorist attack.

- b. Security managers or others designated by Heads of Defense Agencies, the
Military Services, the Unified and Specified Commands, commanders of military
installations, and commanders at all echelons should develop a personnel protection plan.
An antiterrorism personnel protection program has three phases.

2. Planning Phase

The Planning Phase has four steps as outlined below.
a. Threat Analysis

(1) All civilian managers or military commanders should obtain a TERRORISM

THREAT ANALYSIS from counterintelligence, intelligence, and law enforcement

organizations to identify the presence of terrorist threats to security in their respective areas

- of operation. Such assessments should include data on threat factors as existence, history,
capability, intentions and targeting. '
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(2) As part of the threat assessment, information on terrorist intelligence
collection and targeting methods used against past victims should be obtained. Such
information is essential in the development of awareness and education plans, programs,
and activities. _

b. Risk, Vulnerability, and Criticality Assessments

(1) A RISK ASSESSMENT examining the likelihood of terrorist attack on DoD
personnel and their dependents assigned at each DoD post should be undertaken. Those
personnel who meet the definition of "high-risk personnel” or who occupy "high-risk
- billets” should be specifically identified and individually assessed.

(2) A CRITICALITY AND VULNERABILITY ASSESSMENT of all individuals
who are at risk should be assessed to be at high or even moderate risk should also be
undertaken. The purposes of such assessments is to identify those individuals who are
mission-essential and who therefore may because of their vulnerability to terrorist attack,
warrant special protective measures, including but not necessarily limited to the following:

_ (a) Augmentation of security devices used in the oﬁicc, home and
vehicle environments;

(b) Assignment to DoD antiterrorism resident or mobile u-ammg course;

(c) Provision of Protective Security Details for periods or tasks at which
the risk is highest; and

(d) Assignment of transportatlon on a domicile to duty basis.

(3) Other individuals may be identified as being vulnerable because of high
visibility, because they are assigned to remote locations far removed from security support,
or because the nature of their work brings them into close contact with others who are
considered to be at high risk. Even if such individuals are not mission critical, specml
secmtyprovmons including some of those outlined above may be appropriate.

c. Resource Requirements and Availability

After completing assessments of threat, risk, criticality, and vulnerabxhty,
assessment of available personnel security resources must be completed. In performing
this assessment, it is essential that planners consider those cases in which resources usually
available for personnel security are allocated to other tasks. The personnel security plan
should have preplanned alternate security amngemcnts to take such considerations into

~account.

d. Continuing Review

The last step in the planning process is the periodic review of all planning
inputs. Terrorist threat levels change almost daily in certain parts of the world; rapidly
changing missions and responsibilities may alter assessments of personnel criticality and
vulnerability. Hence, antiterrorism personnel protection planning is best conceived as a
continuing, iterative process, not an annual exercise. It must be performed in light of daily
or weekly programs of assigned missions and functions at.each installation, facility,
actvity.
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3. Personnel Protection and/or Terrorism Awareness

a. The second phase in a personnel protection program is to increase awareness
of the possible threat of terrorism.  Officials responsible for AT programs should inform all
DoD personnel including dignitaries, civilian employees, and dependents of the terrorist
threat in general, as well as the perceived threat level in the general area of the installation
or area of operations of the DoD activity. This can be accomplished through periodic
briefings and through the preparation and dissemination of printed materials.

~-b. The need for personnel security procedures should be explained during the
awareness stage of the personnel protection program. The specific procedures to be
followed are presented during the education phase of the personnel protection program.
Since it is logistically impossible to protect all possible terrarist targets, SELF-PROTECTION
AND EFFECTIVE CRIME PREVENTION PROCEDURES WILL DETERMINE THE OVERALL
EFFECTIVENESS OF THE ANTITERRORISM PROGRAM.

c. All personnel including dependents and contractor personnel should receive
crime prevention training. CRIME PREVENTION IS THE CORNERSTONE OF A PERSONNEL
SECURITY PROGRAM. Military personnel and dependents alike should be encouraged to
participate in crime-watch programs. They must know how to report suspicious activities.
Checklists which can be used in crime prevention surveys are included in Appendix-O and
Appendix P. A self-protection guide can be found in Appendix F. People who carry out
crime prevention procedures in their homes, their offices, and their day-to-day operations
will significantly decrease their possibility of becoming a terrorist target.

d. Terrorist threat information should be included in briefings on security and
espionage directed against the DoD personnel and DoD contractor personnel. The public
affairs office for each DoD component should routinely keep track of open source
information on terrorist activities and assist in the development and presentation of
awareness briefings. Presentations can be made in schools and to social and service
organizations. The purpose of these briefings is not to scare participants, but to make them
aware of the personnel security threat in the area. Such briefings should present factual
information about the strategies and tactics being used by terrorists and the types of
facilities and/or personnel that have been targeted. In addition, such presentations should
make DoD audiences aware of changes in the overall security environment.

4. Personnel Protection Edumtlon and Training

a. Thcthxrdstcpmthepcrsonalsecmtyproccsslstheacqmsmonofspecﬁc
knowledge and education which can be applied by DoD-affiliated personnel to reduce the
likelihood of becoming the victims of terrorist or other criminal acts. In the sections that
follow, several specific antiterrorism measures that can be used by all persons to reduce the
risk of arttack are presented. Additional material appears in Appendices F through S. '

_ ~ b. Commanders and managers have a continuing responsibility to ensure that

DoD-affiliated personnel receive comprehensive security awareness briefings. These
security briefings, which should include such topics as hostile intelligence service threats,
protection of government property, crime watch, and physical security as well as
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xnformanononmcrronszﬂmats,manessenualmgrednentmreducmgthenskofhmto
DoD-afﬁhatedpcrsonnelﬁ'omallpotcnualsomm.

5. Leadership by Example

a. THE ATTITUDE DISPLAYED BY MANAGERS AND SENIOR OFFICERS TOWARDS
PHYSICAL SECURITY, INFORMATION SECURITY, AND PERSONNEL SECURITY IS MOST
IMPORTANT. The example set by senior officials and officers at each organizational level
- will send an unmistakable message to all personnel assigned to or coming into contact with
the organization. Those leaders who view the threat of terrorism seriously, who heighten
awareness of the threat, and who actively practice antiterrorism measures in their daily lives
will encourage others to do the same.

b. While some antiterrorism precautions are more applicable overseas than in
CONUS, development of good security and antiterrorism habits is the key to personal
safetyfo:Doncrsonnelandtheirdependems, Practice of antiterrorism measures even in
countries or regions where the terrorist threat level is considered NEGLIGIBLE is excellent

preparation for deployment, temporary duty assignments, or other activities where the
terrorism threat level is MEDIUM or HIGH.

c. Information on specific pcrsonnel security topics appears in Appendices E
through S. Local reproduction and distribution to DoD personnel, their dependents, and -
~DoD contractor personnel is encouraged. All DoD-affiliated personnel and their dependents
should review these precautions on a regular basis.

C. PERSONAL PROTECTION MEASURES FOR DoD PERSONNEL ,
1. General Guidance

a. AsnowdmChapterzofdusHandbook,mmstsfmquenﬂyemulmmhmy
organizations as they develop, plan, train, and carry out terrorist attacks attacks against
DoD assets. Like all military or paramilitary organizations, terrorists have a critical need
for information regarding the whereabouts, habits, working environments, home
environments, and other potential points of leverage against their targets. Intelligence
collection and malysisisthad’ore a major function within terrorist organizations. .

b. Three intelligence collection methods used by terrorists against their potcnua]
targets have been noted:

: (1) Human Intelhgcnce (HUMINT) - Terrorists attempts to use people to
gather information about military capabilities and intentions can be countered by adhering to
physical and information security practices. HUMINT collecting can include seemingly
unimportant bar or restaurant conversation concerning operations or the release of
telephone numbers and addresses of key personnel.

(2) Photographic Intelligence (PHOTINT) - Terrorists attempts to gather
xnformanon through photography of surveillance procedures. Established patterns provide
information to a terrorist, to counter, eliminate routines and/or whcn possible use deception
to mask an established pattcm.
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"~ (3) "Signals Intelligence::(SIGINT) - -Terrorist -attempts: to -intercept
communication signals; to counter this activity, classified material-must be. discussed only
on secure lines; other sensitive material including pcrsona] schedules, tmvel mneranes, and

vr v151 should also be discussed only on secure hnes. ‘

‘ )c.v ‘-,One of: the mostimponant mdmdual protecuve measures that can be taken by
DoD—afﬁhated _persons | is. \to develop personal habxts and pracnces tha: frusu'ate terronst
f

A responsxbﬂmes, theu assocxanon wnh tge Depanme .0 en
mportanee 10.th m,p&epamnegg of Defense ‘The followmg are & few general observauons
thatapplytoDonetsonnel,DoDeontracmand endents, v

-2, Qvercome. Routines e

' ~"Most persons*and ergamzanons fall into habus Or. routine behavxors. Work begins
‘f'*and ends“‘at the: same“fnme”every day, meals:are:eaten in'the same- eafezena, exercise takes
" ~place at-the same’time ‘and.at the same location every day,:and»:mdmduals follow the same
" ‘route to-dnd from:the:office everyday.  Terrorists normallysplan:their actions carefully.
They will observe the potential target's routines in order'to decrease their risks and increase

. ,the probability of success. The ahxhty to be unpredxctable increases the risks to terrorists
. and severely decreases the chances of thelr siccess. Reduced pmbablhty of success in
: lcldnappmg or hllmg a target makes target far less desnable '
a. VARY YOUR ROUTE TO AND FROM WORK, AND«;«THE TIME YOU ARRIVE AND

LEAVE. . .. . ; S g

b Exermse ona varymg schedule, uuhzmg dlfferent mutes and dxstances Itis
 best not 10 exercise alone. e
lunch. etc.

c. Avoxd unnes (nme and locanon) fqr shopp 1

' rd. De not: davulge faxmly or personalmfomnn on. w'v}su'angers.

o e Enter and exxt bmldmgs through different doors, 1f ;‘)dssible
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_ () Tanoos, patch&, mihtary dnﬁel hags, or military style clothing, with '
or without unit or American identification markings.

(3) SHOW RESPECT FOR LOCAL CUSTOMS.

Refrain from smoking in public; wear proper attire when visiting national
monuments, houses of worship and other religious shrines or institutions, public buildings;
and limit public displays of affection to the mannerisms used by local residents to show.

- affection and respect for spouses, elders, and children.
(4) REDUCE VISIBILITY N'I'HELOCALCOWUNU'Y.
~ DoD-affiliated personnel are good citizens and often desire to participate in

all community activities. Reducing the visibility of DoD-affiliated persons within a
community should not mean that DoD-affiliated persons should give up active community
life as PTA members, Scout leaders, memberships in religious or educational
organizations. It does mean that DoD-affiliated persons should reconsider running for
elected leadership positions in community organizations. They should shun publicity
where possible, and avoid serving in civic positions where publicity cannot be avoided.

&) DO NOT FLASH LARGE SUMS OF MONEY, EXPENSIVE JEWELRY, OR
LUXURY ITEMS.

4. Be Sensitive to Changes in the Security Atmosphere

Security awareness should be encouraged at all imes. Specifically, watch out for
the following:

a. BE ALERT FOR SURVEILLANCE ATTEMPTS, OR SUSPICIOUS PERSONS OR
. ACTIVITIES, AND REPORT THEM TO THE PROPER AUTHORITIES.

Trust your gut feelings. If you think something is wrong, you are probably
right. Report suspicions and concerns to the installation or unit security officials
immediately; if they are not available, report such information to the nearest mtclhgcnce

activity

b. WATCH FOR UNEXPLAINED ABSENCES OF LOCAL CITIZENS AS AN EARLY
WARNING OF POSSIBLE TERRORIST ACTIONS.

. ¢. Avoid public disputes or confrontations. Report any trouble to the proper
authorities. » | '
d. Do not unnecessarily divulge your home address, phone number, or family
5. Be Prepared for Unexpected Events

Even though DoD personnel, DoD contractors, and their dependents may do
everything recommended above and elsewhere in this Handbook, they may still be
threatened by or become victimized by a terrorist act. Therefore, all DoD personnel, DoD
contractors, and their dependents should implement the following general measures.

a. Get into the habit of "checking in" to let friends and family know where you
are or when to expect you.
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b. KNOW HOW TO USE THE LOCAL PHONE SYSTEM. Always carry “telephone
change.”

Know the emergency numbers for local police, fire, ambulance, and hospital.
Memorize the phone numbers for local military police, the nearest U.S. Embassy or
consulate, or other U.S. Government missions who might be in a position to summon aid
should assistance be needed.

c. KNOW THE LOCATIONS OF CIVILIAN POLICE, MILITARY POLICE,
-GOVERNMENT AGENCIES, THE U.S. EMBASSY, AND OTHER SAFE LOCATIONS WHERE
YOU CAN FIND REFUGE OR ASSISTANCE.

d. Know certain key phrases in the local language.

Such phrases include "I need a policeman,” "Take me to a doctor,” "Where is
the hospital?,"” and "Where is the police station?" If such phrases are difficult to learn or
time is too short, have someone write them down on small file cards. A 3 x 5 card can
contain several phrases written out phonetically that can be read to summon assistance;
alternatively, they can be written down so that a person in need of assistance can merely
show a card to someone competent in a local language, thereby summoning help.

. €. SET UP SIMPLE SIGNAL SYSTEMS THAT CAN ALERT FAMILY MEMBERS OR
ASSOCIATES THAT THERE IS A DANGER. Do not share this information with anyone not -
involved in your signal system.

f. Carry identification showing your blood type and any special medical
conditions. Keep 2 minimum of a one week supply of essential medication on hand at all
times. o

g. Keep your personal affairs in good order. Keep wills current, have powers of
attorney drawn up, take measures to ensure family financial security, and develop a plan
for family actions in the event you are taken hostage.

h. Do not carry sensitive or potentially embarrassing items.
6. Working Environments |

a. The working environment is not immune from attempted acts by criminals or
terrorists. DoD installations in CONUS and U.S. Government installations outside of
CONUS usually provide a level of basic security comparable to or superior to the basic
level of security provided in the surrounding community. Nevertheless, it is important that
a sense of complacency not set in merely because the office is located in a nominally secure
area.

b. The followmg are general practices that will aid in reducxng the likelihood of
terrorist amtack: -

(1) General Suggstions for Office Security
(a) Establish and support an effective security program for the office.

(b) Discourage use of office facilities to store objects of significant
intrinsic value unless essential for the mission or function of the activity (such items include
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petty cash boxes, firearms, personal stereos, bmoculars negonable securities, original
antwork of potential commercial interest, etc.). :

© Ensmethatallpe:sonsworhngmanoﬁeearemnedmbealertfor
suspicious activities, persons or objects.

(d) ARRANGE OFFICE INTERIORS SO THAT STRANGE OR FOREIGN :
OBJECTS LEFT IN THE ROOM WILL BE IMMEDIATELY RECOGNIZED. Consider removing
obvious obstructions behind which or within which improvised explosive devices could be
concealed suchasdrapmes,closedwastebaskets,nnmeddesksandﬁhng cabinets,

and planters.

© vaideforsecmilysystemsonumiordom'sandwindows.

® Ensmeﬂmaccesscommlprocedmmngmouslyobservedaxall
nmesforaecessto ‘

1 The installation.
2 Buildings within an installation.
3 Restricted and/or exclusion areas with a building.

(g) USE AN IDENTIFICATION BADGE SYSTEM CONTAINING A
PHOTOGRAPH. '

Photo badge systems facilitate security by making it easy to identify

, employees, visitors, maintenance personnel, and facilities management and/or security

personnel. Badges should be renewed periodically; badging systems should be modified
every two or three years to preclude use of altered, expired or stolen badges.

(h) Locate desks in a way that persons entering the office or suite can be

(1) IDENTIFY OFFICES BY ROOM NUMBER, COLOR, OR OBJECT NAME,
and not by rank, title, or name of incumbent (room 545, the gold room, the Berlin room,
the maple room, not the General's office, the Assistant Attache's office, or the S-2's
office). ‘

(i) DO NOT USE NAME PLATES ON OFFICES AND PARKING PLACES.
(2) Office Procedures | R
‘Day to day activities within an office can help establish an environment in
which it is more or less difficult for terrorists to gain knowledge needed to successfully

: anackDonersonnel,facxhues,matenal or DoD contractors. The following steps can be

taken to make intelligence collection and targeting more difficult for terrorists, forcing them
to spend more time collecting information, leaving them exposed and visible for detection
by counterintelligence and law enforcement efforts, and ieaving them more vulnerabie to
counterterrorism as well as antiterrorism actions.

(a) Telephone and Mail Procedures

1 Rank or title should not be used when answering telephones.
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2 When taking telephone messages, do not reveal the whereabouts
or activities of the person being sought unless the calla is personally known to the
individual taking the message.

3 COLLECT TELEPHONE MESSAGES IN UNMARKED FOLDERS; do
not leave exposed for observers to identify caller names and phone numbers, persons
called, and messages left.

4 Observe caution when opening mail. In particular, be on thc
lookout for letters or packages which might contain improvised explosive devices. A
cbecklistmaidinlcncrbomborpackagedIEDsapparsinAppendix Q.
(b) Visitor Control Procedures

1 Access to the executive office area should be strictly limited;
during periods of increased threat, access to additional office, shop, laboratory, and other
areas within the installation should also be controlled.

2 Doors from the visitor access area to executive offices or other
restricted areas of a facility should be locked from within; there should be only one visitor
entrance and exit to a restricted access or exclusion area.

3 Have a receptionist clear all visitors before they enter inner
offices. :

4 Permit wc_irkmen or visitors access to restricted areas or exclusion
areas only with escort and only with proper identification; confirm work to be done prior
to admitting workmen to restricted areas of the facility. -

5 Limit publicity in public waiting areas to information that does not
identify personnel by name, position, or office location.
6 DO NOT POST UNIT ROSTERS, MANNING BOARDS, OR PHOTO

BOARDS WHERE THEY CAN BE VIEWED BY VISITORS OR LOCAL CONTRACTORS
PROVIDING CLEANING SERVICES, FOOD AND BEVERAGE SERVICES, DELIVERY OF OFFICE
SUPPLIES, REMOVAL OF TRASH OR WASTE, CARE OF PLANTS, ETC.

71 Restrict use of message boards, sign in-out boards, and other
visual communications to general statements of availability; do not list publicly local travel
itineraries or phone numbers where visitors have easy, unrestricted access to such

(3) General Workmg Procedures

(a) Avoid carrying attache cases, brief cases, or other courier bags
unless absolutely necessary.

Brief cases and attache cases have become symbols or power and
prominence in many cultures. Individuals carrying such items are often assumed to be very
important persons. Use satchel, bag, or other locally obtained book bag instead.

(b) Do not carry items that bear markings which identify the owner by
rank or title, even within the office environment.
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Coffee mngs laheled "Genenl. Anachc. Boss™ may be seen in use by
a visitor sent to gather intelligence to aid in targeting.

(c) Avoid working alone late at night and on days when the remainder of
the staff is absent. '

(d) IF LATE NIGHT WORK IS NECESSARY, WORK IN CONFERENCE

ROOMS OR INTERNAL OFFICES WHERE OBSERVATION FROM THE OUTSIDE OF THE
BUILDING IS NOT POSSIBLE.

Persons working at night should turn lights on and off in several
offices before going to their own offices to disguise the purpose of their activities to outside
observers.

(e) Office doors should be locked when vacant for any lengthy period, at
night and on weekends.

Keys to the office should be retained by the security office and the
incumbent.

(f) Papers, correspondence, communications materials, and other
documents should not be left unattended ovemight.

g) Maintenance activity and janitorial services in key offices,
production, mamtcnancc or other areas installation areas should be performed under the
supervision of security personnel

(h) Removal of property, materiel, or information stored on any media
from the facility should be prohibited without proper written authorization.

@) Consider prohibiting the importation of property, materiel, or
information stored on any media into the facility unless such items have been properly
inspected.

Inspection of boxes, briefcases, handbags, and other containers
should focus on improvised explosive devices, fire arms, incendiary devices and
accelerants, and information collection devices. Inspection of electronic media should
focus on computer viruses or other programs which might be used to modify operating
systems or applications programs permitting unauthorized access to information stored on
or accessed through the facility's computers. _

(G) Offices not in use should be locked to prohibit unauthorized access or
the storage of material which could be used to hide improvised explosive devices or
intelligence collection devices. » '

(k) Use of vehicles or vehicle markings which make it possible to readily
identify the vehicle and its occupants as U.S. Government or DoD contractor personnel
should be minimized.
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(1) ALL PERSONNEL SHOULD HAVE ACCESS TO SOME SORT OF
DURESS ALARM TO ANNUNCIATE AND WARN OF TERRORIST ATTACK.

(m) Secretaries and guard posts should be equipped with covert duress
alarms which can be used to alert backup forces, summon assistance, or otherwise alert
critical personnel for the need to take special actions to avoid a terrorist incident.

(n) Placement of office furnishings directly in front of exterior windows
is to be avoided if at all possible.

(0) Armed Forces Radio and Television broadcasts should refer members
of the American community to written announcements of public events, recreational
activities, town meetings, etc., and refrain from announcing specific times, dates, and
places where DoD-affiliated personnel might be expected to congregate.

(4) Special Procedures for Executive Assistants

Many critical personnel will have secretaries or executive assistants
assigned to their offices to provide additional clerical and professional support. These
assistants can be significant security assets if properly trained, and can represent the
difference between a successful or unsuccessful terrorist attack. The following suggestions

duty.

- ‘of-physical barriers such as electromagnetically
.operated doors to separate offices of senior executives from other offices.

(b) REQUEST INSTALLATION OF A SILENT TROUBLE ALARM BUTTON,
with a signal terminating in the Security Department or at another the secretary's desk some
distance away to ensure that in the event of an emergency it will be possible for someone
other than the executive to summon assistance.

(¢) Do not admit visitors into the executive area unless they have been
positively screened in advance or are known from previous visits.

If the visitors arrive without appointments, they should not be
admitted are until satisfactory identification and valid reasons for the visit have been
established. In such instances, installation security should be notified and a security officer
asked to come to the scene until the visitors establish legitimate reasons for being in the
office. If the visitors cannot do so, the security officer should be asked to escort the visitor
out of the building.

(d) Unknown callers should not be informed of the whereabouts of the
executive, his/her home address, or telephone number.

(¢) A fire extinguisher, first-aid kit, and oxygen bottle should be stored
in the office area.

(f) When receiving a threatening call, including a bomb threat, extortion
threat, or from a mentally disturbed individual, remain calm and listen carefully.
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Each secretary and/or receptionist should have a threatening telephone
call checklist which should be completed as soon as possxble. A recommended checklist is
' anacmd as Appendix Z. .

(g) Do not accept packagcs from strangers until satisfied with the
individual's identity and the nature of the parcel.

(h) TRAVEL ITINERARIES FOR ALL PERSONNEL SHOULD BE KEPT
ABSOLUTELY PRIVATE. Distribution should be limited strictly to those with a need to
know.

(i) DAILY SCHEDULES FOR SENIOR OFFICERS AND CIVILIAN OFFICIALS

SHOULD BE DISTRIBUTED ON A LIMITED BASIS AND SHOULD CONTAIN ONLY THAT
INFORMATION NEEDED BY EACH RECIPIENT. '

For example, if the Defense Attache is scheduled to meet with his
staff and the Embassy's foreign military training staff, the schedule distributed within the
Embassy should only indicate that the Attache will be in a meeting during the scheduled
block of time. Those participating in the meeting should be given specific, supplemental
information in a scparate package.

7 . Safehaven

, Although substantial physical security, personnel security, and operational security
measures can be promoted and implemented, there always remains the possibility that a
terrorist incident will transpire. DoD personnel who are identified as mission critical to a
unit, an installation, a command, or an activity, should be familiar with the location of
safehavens available within U.S. Government and DoD installations. They should be
briefed on emergency routes to and from their scheduled locations to such safehavens.
Executive assistants and security personnel should regularly train and exercise procedures
to be used in the event that it is necessary to evacuate mission critical personnel to
safehavens. ‘

8. At Home

DoD personnel, DoD contractors, and their dependents spend approximately half
of each day in and around a primary residence. Almost everything done from day to day
starts or ends in the vicinity of this residence. The following discussion is intended to
assist personnel in formulating plans to obtain housing outside U.S. Government
compounds or DoD facilities. However, given varying degrees of threats to life and
- property from common street crime as well as terrorist acts at home or abroad, even
personnel assigned to government housing may find antiterrorism and security tips
presented below to be helpful in reducing the threat of violence and loss of property.

a. DoD Member General Residential Security Routines

DoD personnel should SET AN EXAMPLE FOR ANTITERRORISM AND CRIME

" PREVENTION AWARENESS FOR THEIR FAMILIES AND FRIENDS. It is important that the
DoD member explain how carelessness by any family member can place the DoD member
and all other family members at risk of terrorist attack. Such discussion should be
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(4) Try to avoid pmlonged pmence at socxal functions where there is a high
concentration of persons thought to be terrorist targets; try to limit known exposure to risk.

(5) REFRAIN FROM EXCESSIVE USE OF ALCOHOL AT SOCIAL FUNCTIONS;
REMAIN CLEAR HEADED AND UNIMPAIRED; BE READY FOR THE UNEXPECTED.

(6) Vary routes to and from social events held at a central facility; use
different entrances and exits.

) Mxmmzeapmcesinuniformorfoxmalanim

(8) DECLINE INVITATIONS TO APPEAR IN PUBLICITY PHOTOS; if photos are
taken, discourage publication of names associated with persons appearing in the photo.

(9) Participate in recreational activities within the American compound or at a
DoD installation whenever possible; try to select playing fields or recreational areas in
secured installations or within easy reach of such installations if it is thought that terrorist
actvity is particularly likely.
D. FAMILY MEMBERS OF DoD-AFFILIATED PERSONS

All family members of DoD-affiliated persons should become informed about personal
security measures. Whether they become victims themselves, or must respond to the
victimization of another family member, each individual within the family unit should be
aware of basic security procedures. DoD personnel should cultivate an interest in and
attract participation from all family members in the security effort. This should include a
predetermined plan for responding to potential criminal or terrorist acts. The following tips
are provided for a more effective family effort:

1. General Gu;danee

a. Develop a family oriented antiterrorism awareness, education, and training plan
as part of preparing for each new assignment.

(1) Family members require awareness, education, and training in personnel
security antiterrorism techniques just as DoD personnel do. The DoD members should
begin by developing a plan for personal protection, acquiring and maintaining information
on terrorist threats operating in the vicinity of their assignment and their family members,
and developing specific petsona] secnnty measures and other precautions appropriate for
their dependents.

(2) Preparation should begin prior to departure for a new assignment. All
family members should try to learn about the customs, culture, history, and geography of
the area to which the DoD member has been assigned. Study efforts need not be confined
to "book learning.” Use videos, museum trips, travel magazine articles, and visits with
friends who have been assigned to the same or a nearby location. Family security and
awareness briefings may be available upon request of the unit, installation, command, or
other security or intelligence office. All the family members can begin to scan the

newspapers for current events coverage of the region to which they are going. Learning
~ about the area of assignment, its culture, its people, and its customs, whether in CONUS
or overseas, is an important part of becoming aware of the security environment.
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Investment in education will pay large dividends in all facets of a new assignment, not
merely in reducing the risk of becoming a terrorist's victim.

(3) The general antiterrorism security measures discussed in Section B,
above, apply equally to family members as well as DoD personnel. The key elements
noted earlier are the following:

(a) Overcome Routines

1l Vary routes, arrival, and departure times to and from school, after
school activities, day care, religious school, music lessons, and other regular, recurring
2 Vary times and places for shopping, lunch, and other
appoinunems.
3 Go to church or synagogue at different locations, at different
times, and even on different days.
(b) Maintain a Low Profile-

DoD Personnel should explain the nsks and beneﬁts of high proﬁle,
high visibility lifestyles to their dependents. -

: 1 Itis sometimes very dlfﬁcult for many famlhes to go from bemg
highly visible members of a community to being nearly invisible. Visibility is often
especially important to adolescents and non-working spouses of DoD personnel. The
differences and distinctions among participation in community events such as school plays,
sports, and social clubs as opposed to high profile participation should be discussed. DoD
personnel should explain to their dependents the benefits and nsks associated wuh l'ugh
profile, highly visible lifestyles in certain environments. -

2 Tips on reducing the distinctly "Amerién" or "U.S. Military”
profile discussed above apply equally to family members.

(c) Be Alert to and Changes In the Security Atmosphere

~ All DoD personnel and their dependents should be alert to their
security environment and changes that may occur in it Dependents should be told:
1 Be alert for surveillance attempts, or suspicious persons or
activities, and report them to the proper authorities.
2 Warch for unexplained absences of local citizens as an early
wamming of possible terrorist actions.

3 Avoid public disputes or confrontations. Report any trouble to
the proper authorities.

4 Donot unnecessanly dlvulge your home address, phone number,
or family information.
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(d) Be Prepared for Unexpected Events

Dependents of DoD should be instructed on sicps they can take to
deal with unexpected events. Measures listed below should be adapted to meet the needs of
each family member:

l Get into the habit of chechng in" to let friends and famﬂy know
where you are or when to expect you.

2 Knowhowtousethclocalphonesyszem.

3 Know the locations of civilian police, military police, government
agencies, the U.S. Embassy, and other safe locations where you can find refuge or

4 Knowmmkcyphmsesmthenanvel_anguagewchas"lnwda
pohoc'-xan," "Take me to a doctor,” "Where is the hospital?” and "Where is the police
stanon""

5 Set up simple signal systems that can alert family members or
associates that there is a danger. Do not share this information with anyone not involved in
your signal system. 7 , )
- 6 Carry identification showing your blood type and any special

2. Routine Falmly Security Precautions

a. Develop a family duress code so that family members can warn each other
when they are in danger.

b. Develop emergency procedures and practice them.

c. Maintainancrgencyielcphonennmbasfmanfanﬁlymembas.

. d. Never leave house or trunk keys with your ignition key while your car is being

serviced.
¢. DO NOT "HIDE" KEYS OR GIVE THEM TO VERY YOUNG CHILDREN.
f. Never leave young children at home alone. :
g. Never admit strangers to your home without proper identification.

h. TEACH CHILDREN HOW TO CALL THE POLICE AND ENSURE THEY KNOW
WHATTOTH.L THE POLICE (NAME, ADDRESS ETC.).

i. Carefully screen all potential domestic help.
j- Use off street parking at your residence, if at all possible.
k. Avoid frequent exposure on balconies and in windows.

1. Do not store items of high intrinsic value in your home unless they are
frequently used; e.g., keep heirloom jewelry, rare stamp and coin collections, negotiable
securities, etc., in bank vaults or safety deposit boxes.
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m. Do not tack notes on the door for family and fncnds to read; remember,
criminals and terrorists can read too.

n. Keep tools, particularly ladders, under lock.
3. Family "Operations Security” Procedures

Families can improve their security posture by bringing to bear operations security
concepts. The purpose of operations security 1s to frusn'atc advcrsary collecnon of
mformanon about one's activities. §

. - . *-'-'“ 1mplemented to
make it harder for terrorists to learn the nanonahty, specific identity, position, and
responsibilities of DoD personnel, as well as the day-to-day activities of DoD families.

a. Do not place your name on exterior walls of residences.

b. Do not answer your telephone with your name and rank; children and domestic
employees should be instructed not to identify the name, title, or affiliation of the
occupants when answering the telephone

¢. Do not list your telephone number and address in local directories.

d. CREATE THE APPEARANCE THAT THE HOUSE IS OCCUPI.ED BY USING TIMERS
TO CONTROL LIGHTS AND RADIOS WHILE YOU ARE AWAY.

e. Pcrsona.lly destroy all envelopes and other items that reflect personal
information.
f. Close draperies during periods of darkness. Draperies should be opaque and
made of heavy material.
g. Don‘tletyourn'ashmomeasomeofmformanon
4. Potential Threats

Even after implementing all of the measures outlined above, there is always a
possibility that unexpected events will occur. Some may be strong indicators or warnings
of an imminent terrorist incident. The following steps should be implemented when
appropriate:

a. Any unusual occurrence such as anonymous phone calls, threats, etc., should
be reported immediately.

b. CHILDREN SHOULD BE ON GUARD AGAINST ANY APPROACH OR
INTERROGATION BY STRANGERS; efforts by strangers to pick up children, engage themin -

long conversations about their home life or find out what their parents do for a living
should be reported to law enforcement and intelligence activities immediately

c. Never accept unexpected package deliveries.
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- d. Exammc all maxl mﬁﬂlyand lookﬁfor sxgns that an improvised explosive or
incendiary device has been received. See Chapter 16 and Appendix Q for additional -
information on detection and identification of IEDs. '

¢. REPORT FREQUENT WRONG NUMBERS OR NUISANCE TELEPHONE CALLS TO
THE TELEPHONE COMPANY AND THE POLICE. Someone may be attempting to determine
the presence of family members.

- f. REPORT ANY INTERRUPTION IN TELEPHONE OR ELECTRICAL SERVICE,
STRANGE NOISES ON TELEPHONE LINES, OR ANY UNUSUAL INTERFERENCE WITH RADIO,
TELEVISION, OR HOME COMPUTER OPERATIONS TO THE NEAREST INTELLIGENCE OR
LAW ENFORCEMENT ACTIVITIES. In the event that such utility service problems are unique
to residences occupied only by DoD personnel, DoD contractors, or their dependents,
report such disruptions immediately to the local secnmtyandlawenfotocmentagenmesas
well as DoD law enforcement or intelligence activities.

g. Do not automatically open your door to strangcxs, use the peephole and always
check credentials.

h. Be wary of talking to or admitting poll-takers and salespersons to your home.
Terrorists are known to have gathered substantial information relative to their victims using
these ruses.

i. Be alert to peddlers and all strangers.

j- Be alert to public utility crews or other workmen who request access to your
residence.  Check identities. If there is any doubt, refuse them admittance.

- k. Report the presence of strangers in the neighborhood to military law
- enforcement or military intelligence activities as soon as their presence is detected.

1. 'Watch for strange cars cruising or parked frequently in the area, particularly if
oneormoreoccupantsremmnmthecarforextendedpenods. Makeanoteofoocupams,
license numbers and province designators of suspicious vehicles.

m. If you come home and suspect that an unauthorized person is inside, do not go
in to investigate and do not call out to the possnble intruder. Contact the police or your

security patrol.
n. Donot awcpt unsolicited packagcs. All mail should be routed through normal
office channels.

- §. Kidnapping and Hostage Issues

DoD-affiliated persons and their families should discuss steps to be taken if a
member is kidnapped or otherwise becomes the victim of a terrorist attack. Families should
understand the U.S. Government makes every effart to effect the rapid, safe release of any
U.S. citizen held hostage. The importance of family cooperation in such a situation shouid
be stressed. See Chapter 14 for additional discussion on techniques to survive kidnapping
and being held hostage.
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6 Spectal Gutdance for,, Chtldren , .

" a. ‘Pareiits” have specml responstbtlmes *when prov:dmga vpersonal security
instruction for children. There are several children oriented or children specific.
S dtatmnbemkentoenhaneethenmdmdneethenskoftemnstanackagamstmem

(1) ' Never leave young children alone or unattended. Be certain when they are
left,theyatemtheeueofan'ustworthyperson. ,

_ (2) Instruct chtldren to’ keep doors ‘and. wmdows locked, and never to admit
su'angcrs. TR LT i SRR

@

Try to loame chtldren s room(s) ina part ot' the res:dence that is not wsﬂy

amble fmm'me outsxde. e

& . (4) Make sure thatoutsxde doors andwmdowsleadmgtochtldrens rooms
axekeptlocked. especially in the evening..- e A

H (5) Keep the doors to your chtldren § rooms open. o that unusual noises can
be heard.

o (6):Teach children how to contact.the police or a netghbor in an emergency;

. ..also'teach themr how to-contact DoD’ security or mtelhgence activides, nearby; teach them

how to contact the U.S. Embassy if overseas.

: (7) If it is necessary to leave;children at. home, keep the house well hghted
. . and notify the netghbors.

+(8)= . Know: where ,your chtldren are all the nme-mormng, noon, and night

(9) Be sure that anybody with whom children are left for day care, evening
' baby sitting, tutoring, or. companionship is responsible and trustworthy

( 10) ADVISE SCHOOL; OPHCIALS ‘THAT CHILDREN: ARE NOT 'IO BE RELEASED

A Jsi:&..;

b. Preadoléscents and” teenagers should be taught* and encouraged to. take the

C ffollowtngpersonalsecmttysteps T o

ay "Never leave home without advxsmg thetr parents where they wxll be and
wbowﬂlawompanythem. SR L

Y (2)" Travel in pairs or groups. _
(3) Walk along busy streets and avoid isolated areas. .
O} Use locally approved play areas where ‘Tecreational dctivities are

v | J » by ble adults a.nd*where pohce protecuon‘«‘ls mdtly aviilable.

R ':n (5) Refnse automobtle ‘: from strangers and refuse to accompany
+ Strangers anywhere on. foot., even, 1f the ldﬂby strangets that tnom or da.d sent them or said
it was okay. -

(6) Report tmmedxately to the nearest petson of authonty (teacher, pohce) if
~ anyone tries to pick you up or insists that you go for aride with them.
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c. DoD personnel should Jom thh othcr parents involved with American
community schools overseas, DoD Dependent Schools, and local public and private
schools to enhance security. Ask schools to help provide security. Schools should be
asked to do the following:

(1) To refrain from chsseunnanng any information whatsoever about students.

(2) TO AVOID ANY KIND OF PUBLICITY IN WHICH STUDENTS ARE NAMED OR
THEIR PICTURES ARE SHOWN.

(3) TO RELEASE A STUDENT TO SOMEONE OTHER THAN HIS/HER PARENTS

OR TJSTODIAN ONLY AFTER RECEIVING WRITTEN AUTHORIZATION AND THEN ONLY
AFTER CONFIRMING AUTHORIZATION BY TELEPHONE. In high-risk situations it is a good

idea to allow the child to speak to the parent on the phone before authorizing the release.
This practice provides protection against a kidnapper who calls and claims to be the child's
parent. '

(4) To report to the police if any strangers are seen loitering around the school
or talking to students. If such strangers are in a car, the teacher should note its make,
color, model, and tag number and pass this information on to the police.

(5) To have teachers closely supervise outside play periods.
E. TRAVEL SECURITY

1. The following section outlines several measures that when applied to official and
recreational travel can decrease the likelihood of terrorist attack on DoD personnel and their
dependents in transit. Such measures are intended to reinforce the general philosophy
underlying personal protective measures:

* avoid routines,
< maintain a low profile,
"« bealen, and

* be prepared for unexpected events.

Figure 12-1. General Approach to Personal Travel Securlty

a. The number of specific measures individuals and groups can take to implement
this general approach to personal security while traveling is limited only by the imagination
and creativity of the travelers. Use of the security measures should be tempered by the
nature or purpose of their travel, the time and fiscal resources available, as well as the
means and circumstances under which travel is to be made. ‘

b. Readers are encouraged to expand the list of measures outlined below; as well
as to consider the specific circumstances under which a proposed measure might diminish,
not increase the security of DoD personnel and their dependents in travel status.
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2. DoD Travel Security Policy Implementation

-a. Official travel by DoD personnel, DoD contractors, and their dependents is the
subject of the DoD Travel Security Policy. This policy document issued periodically by the
Office of the Assistant Secretary of Defense (Special Operations and Low-Intensity
Conlflict) sets farth special considerations, protections, and authorities to deviate from DoD
Joint Travel Regulations in light of the risk of terrorist attacks against DoD personnel or
their dependents in travel to or through high risk or high potential physical threat countries.

b. DoD Travel Security Policy authorizes the following deviations from the Joint
Travel Regulations when security precautions are deemed necessary by OASD(SO/LIC):

(1) Reimbursement for DoD personnel purchase of U.S. Tourist passports
and visa application fees for visits undertaken on official business;

(2) Authority to travel on non-U.S. flag carriers;

(3) Authority to travel via indirect route at greater cost to the U.S.
Government to avoid high threat or high potential physical threat airports or other ports of
entry. ‘ :

c. DoD Travel Security Policy further directs tickets issued to DoD personnel and
their dependents shall not be marked in any way to indicate that the traveler is affiliated with
the U.S. Government. The Travel Security Policy further states itineraries for General
Officers and other senior DoD Officials shall be marked "For Official Use Only" and shall
be handled in accordance with command regulations for the dissemination of information
so identified.

d. OASD(SO/LIC) staff, who review countries assessed by the intelligence
community as having HIGH or MEDIUM Threat Levels, consider additional factors in

determining whether or not waivers available under the DoD Travel Security Policy should
be provided. Among the factors considered are the following:

(1) The risk of terrorist activity directed at personnel who are on 'I'DYfI'AD
status in a country and who will be resident for less than 72 hours;

(2) The risk of terrorist activity directed at personnel who are on TDY/TAD or
are merely itinerant passing through an airport with stopovers less than 12 hours;

(3) The ambient level of street crime and violence

(4) The ambient level of anti-American violence.

¢. As aresult of such assessment, OASD(SO/LIC) may determine that a country
or region which has been assessed as having a CRITICAL or HIGH threat level does not
qualify as a High Physical Threat or High Potential Physical Threat Country for purposes
of application of the DoD Travel Security Policy.

f. Itis possible, for example, that a country is assessed to have a HIGH Terrorist
Threat Level because of attacks on government outposts, including attacks on American
military personnel serving as advisers. However, on further review, it might also be
shown that there is very good security at the major international airport, that the
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international in-transit lounge and VIP wamng ams are &pecxa.lly well secured, and thae
is little or no history, evidence of intention, or capability information to suggest that -
American personnel passing through the international airpart are at HIGH risk.

3. FAA Security Bulletins

) eI
ty at is consistent wuh this pohcy If FAA
swmtymformanondalsmthﬂma:smbobpasonndonly.thensuchmfmmauonwm

4. Department of State

a. The DoS monitors secunty conditions in countries with U.S. Embassies and
Consulates. It provides a wide variety of security related information and advice upon
request. It is the releasing authority for all unclassxﬁed and unlimited distribution
information on international terrorism.

b. DoD-affiliated personnel seeking the most current public information
on international terrorist threat concerns may call the DoS in Washington, DC,
(202) 647-5225, to obtain the most recent unclassified unlimited information regarding the
international terrorist threat and international travel

5. General Travel Security Suggstnons

Tbeglobald:smhmonofDonusonneLfacﬂamandconmmordmnsmnch
international and long-haul domestic travel for DoD personnel. Even local travel is not
without its security risks. The following are some general comments that apply to all
official ravel. Additional travel security tips are to be found in Appendices I through N,

- a.. De not assume that acts of terrorism "can't happen to me.”
A common thread among accounts of individuals held hostage by Hizballah
terrorists in Lebanon after their release was their own cavalier attitude towards warnings
. issued by the DoS and other governments' foreign ministries regarding travel to Lebanon.

b. Realize the impact of security on your travel itinerary.

: Consider the security implications of destination, routing, and timing of travel
and allow extra time for investigating, planning, and using alternative, more secure
itineraries. Allow extra time between connections, if any, to allow for security inspections
at airports, ports of entry, and other inspection points.

c. Avoid routine schedules. A
Whether planning a trip or executing a plan assembled by others, avoid
following travel routines used by others. Select unusual departure and arrival sites;
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schedule personal time and business activities at odd hours, during evenings, or on
weekends. Be particularly sensitive to the possibility of surveillance. Arrival and
departure times, as well as routes taken to and from work and/or home, should be varied as
often as possible. Different vehicles should be used to make targeting more difficult. For
official business, consideration should be given to using unmarked Government vehicles
where available.

d. Travel in groups when possible where appropriate.

Isolated travelers make easy targets; small groups provide a sufﬁcxcnt number
of eyes and ears to be alert to local security matters.

¢. Avoid wearing military clothing.

Wearing military umformsdnmngpmodsofu'avelandmcrcanoncotﬂdam‘act
unwanted attention. Even wearing "military style” clothing may arouse more attention than
desired.

f. Carry identification.

When asked for identification give only the information requested. Never
surrender your entire wallet or purse or leave your wallet and/or purse unattended. Carry
identification that gives your blood type, as well as any special medical condition or
medication requirement. Keep on hand at least a one-week supply of essential medicines.

g. Carry extra medication, eyeglasses, and other medical necessities.

If you take any medication regularly, take at least one week's extra supply with
you. If you wear glasses, take an extra pair along. Keep all medication in its original
container for customs inspections. if your medication is a narcotic, make sure you have a
letter from your doctor in your possession. Carry all necessary medication with you in
your purse or briefcase; do not put it in checked luggage.

6. Travel Arrangements

The process of making travel arrangements can provide terrorists copious
quantities of information about travelers, their authorities and responsibilities, their
importance to the Department of Defense and the U.S. Government, and their personal
tastes in matters of lifestyle. Such information is of incalculable value for purposes of
- targeting The steps outlined below are intended to deny access to such information by
terrorists. Other measures may be equally helpful in preserving the anonymity of DoD
travelers, thereby complicating detection, identification, and targeting of such personnel for
terrorist acts.

a. If available, consider using U.S. Transportation Command and/or Military
Airlift Command flights or military contract carriers.

' b. Try to arrange international travel through American military air terminals if

possible.

c. Avoid travel through high threat areas, if possible.
d. Travel under an assumed name if appropriate.
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e. Make travel anangcmcnts at the last mmute, or a.ltcmanvcly. make last minute
changes in travel plans at minimal additional cost, to foil efforts at targeting based on data
stored in travel reservation computers.

f. Do not discuss military affiliations with strangers.
g. Consider using a tourist passport.

" j. Do not use luggage that clearly labels its owner as a DoD civilian employee or
military member; e.g., B-4 bags, duffel bags, and sea bags.

k. REMOVE ALL DESTINATION AND BAGGAGE CLAIM TAGS FROM LUGGAGE, as
well as decals, stickers, and other markings which unambiguously identify the luggage as
having been through the United States (e.g., U.S. Customs stickers).

1. Use baggage identification tags that require some manipulation before the name
of the bag owner is visible; try to use baggage tags that allow airline officials and customs
inspectors to identify the owner of the bag by name, but otherwise do not provide
information on the owner's address or country of origin.

-~ m. Do not include controversial or inflammatory reading material in carry-on bags
or checked luggage on intemational travel.

7. Vehicle Travel Tips

a. DoD personnel make millions of trips each year by automobile. Most occur
without any incident. Automobile trips have become so integrated with official business, it
m&sytod:sxmssuseofvehxcl&asmuchmomdangerousmanawalkdownamdor
from one office to another.

: b. Indiscriminate use of automobiles for the conduct of official business can be a
major weakness in personal security efforts. As in the foregoing discussion of travel
arrangements, consider steps to be taken to reinforce efforts of DoD personnel and their

. dependents to make identification of DoD personnel difficult, to make determination of the

prominence or importance of individuals by direct observation difficult, and to reduce the
vulnerability of DoD personnel to successful attack while they are in a vehicle between two
secure facilities, between a security facility and their homes, or between a secure facility
and a secure transfer point for a change in ravel mode.

- c. Appendix L contains several tips on reducing terrorist risk while operating a
vehicle.

12-24

FOR OFFICIAL USE ONLY
) X 1%



DoD 0-2000.12-H

8. Precautions While Flying

In most instances, the safest, most reliable, and least risky mode of transportation
from the perspective of terrorist attack is by air. U.S. TRANSCOM and Military Airlift
Command flights are the most secure means of flying between two points. DoD charted
aircraft flights are also unlikely targets for highjacking or assaults on passengers.
Appendix K offers several tips for "defensive flying."

9. Rail Travel

a. Travel by rail is the least secure means of commercial travel possible. Rail
schedules and routes are highly regular and predictable; they afford terrorists multiple
opportunities to board and leave the train without arousing suspicion. Rail travel is
strongly discouraged in high risk areas or high physical threat and/or potential physxml
tlnw countries.

- . b. If rail travel is necessary, the general precautions outlined above for air travel
are equally appropriate. In addition, the following measures should be implemented:

(1) Avoid travel through high—risk areas; leave the train and switch to foreign
flag airlines if to avoid such areas.

(2) Select a window seat in the middle section of open coach (U.S. style) rail
cars; select a compartment towards the middle of a rail car in multi-compartment European
rail cars; avoid taking seats near passageways between two rail cars if at all possible.

10. Travel at Sea B

, a. Although DoD personncl and their dcpendents do not frequently use ferries,
transoceanic passenger liners, or cruise ships for official travel, there are many international
waterways for which these modes of travel are appropriate for recreational travel.
Unfortunately, there have been several instances of either terrorist attack or criminal assault
on international passenger travel. The purpose of personal security precautions at sea
remains unchanged:

(1) Frustrate intelligence collection and targeting.
(2) Camouflage affiliation and importance.

(3) Reduce likelihood of being attacked.

(4) Mitigate the effects of an attack should it occur.

b. Inaddition to the travel precautions appropriate for flying outlined above, some
additional precautions should be considered:

(1) Select ferry lines, cruise lihcs, or transoceanic passenger lines noted for
good safcty and public health records.

(2) Avoid travel through high-risk areas; avoid sailing on vessels which made
port calls in high-risk areas.
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11. Hotel Procedures

a. It becomes readily apparent that security precautions taken by DoD personnel
and their dependents at home have direct counterparts when staying in hotels, motels, or
guest quarters on U.S. military installations. The approach taken, from site selection, to
installation of additional physical secunty precautions, to family "operations secunty
measures are quite similar.

'b. Asmthecascofothcru'avelmemedanntcnon-msmes,mcgoalsmmmn
as outlined 1 Figure 12-1. ‘

c. The list of measures that follows is long, but by no means exhaustive. DoD
travele— shov'd use their own imagination and develop additional measures that address the
goals of antiterrorism measures spelled out above. -

(1) StayaxDonacxlmswhxleoan/I‘Athmcverpossible.
(2) Avoid staying in hotels ‘with distinctively American names or

p:edomnanﬂy American guests.

(3) Make reservations in two or more hotels and use an assumed or modified
name.

(4) AVOID TAKING STREET-LEVEL ROOMS, TERRACE LEVEL ROOMS WITH
DIRECT ACCESS TO HOTEL GROUNDS, OR STAIRWELLS.

‘When checking into guest quarters and hotels, avoid taking a street-level
room if at all possible. Similarly, seek out alternatives to terrace, veranda, or other rooms
that open directly on to areas that can be easily accessed from other rooms, common areas
of the hotel, the street, or walkways along seawalls, beaches, lakes, etc. Use elevators in
buildings rather than risk attack in stairwells. Stand near the elevator control panel; if
threatened, push the alarm button.

(5) Retain control over all luggage upon arrival in a hotel lobby.

Upon arrival at a hotel, the family should move all their luggage inside
promptly. In some countries, it may be customary for bellboys to carry their guesis'
luggage from the car and deliver it later to their room. However, it is again recommended
that the family never let the luggage out of their sight This will ensure that no explosive
device has been added 0 a bag and timed to detonate later in the family's room.

(6) When in a hotel, note all escape routes.

Shortly after arriving in a strange hotel or other public place, try to find
out the locations of fire escapes, emergency exits, fire alarms and ﬁ:e exnngmshers that
you may need in an emergency.

(7) Vary your pattern of ent&ing and leaving your hotel.

Alternate entrances and exists to the building should be used if they are

available to avoid setting an identifiable pattern of coming and gping.

(8) Do not discuss travel plans over hotel phones.
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(9) Use extra caution in hotel lobbies and other public places where bombs
may be placed.

Public lavatories have been favorite sites for terrorists to hide bombs in
the past. Use of public rest rooms should be avoided to the maximum extent possible.
Discovery of objects such as shopping bags, briefcases, boxes and items wrapped in
newspaper which have been left unattended or which look out of place, should be reported
to someone in authority. Exposed wires or noise, such as a hum or ticking should also
cause an object to be considered suspect. DO NOT TOUCH SUSPECT OBJECTS. Notify

“diithorities.

(10) Bellboys and other strangers in hotel lobbies should not be asked
directions for specific places you intend to go.

Preserve anonymity and camouflage the nature of your business &avel.
Ask directiors from local police or from U.S. military personnel, if possible, not hotel staff
or other guests. '

(11) Do not conduct official business nor meet casual acquaintances in your
temporary living quarters; do not divulge the location of your quarters.

(12) Discourage efforts to enter yourroom while you are gone by preserving a
“lived in" look in your room.

Leave a light and radio or television on in your room when you go out.
'I'hxswnllgwctheappcamnccthatthcroomxsoocupxed. A light will also make it easier for
you to see what or who is in the room when you return. Keep your hotel room key with
you at all times as well. This, too,wxllmakcltmomdxfﬁculttodctemnnewhcn the room
is occupied and when the room is vacant.

(13) Keep your room neat.

_ Neatness will make it hard for things to be placed in your room without
your knowledge. Luggage, briefcases and packages that appear to have been moved or
otherwise disturbed should be treated with cantion. A light dusting of talcum powder can

“be spread on the surface of suitcases, a dresser, or a desk just before you leave the room.

A package that appears to have been opened and resealed should not be touched. Report

such things promptly to military or civilian police.

(14) Hallways should be checked before exiting from an elevator or your
room, for out of place objects or for persons who seem to be loitering.

The management should be asked to remove any boxes, trash cans or
other receptacles near your room which may be used to hide a bomb, or which might get in
your way in case of a fire or other emergency evacuation.

(15) PACKAGES SHOULD NOT BE DELIVERED TO YOUR ROOM.

Purchases should be picked up in person and wrapped in your presence.
Suspicious deliveries to your room should be refused and the article removed from the
building until it can be checked out. Doors should not be opened for strangers or to accept

an unexpected delivery.
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(16) Unexpectedmaﬂlcftforyou atthe dmkorshpped underthe door of your
room should be viewed with suspicion.

(@) Mail, packages, or other articles with any of the characteristics listed
in Figure 12-2 should be treated as potential improvised exploswe devices.

(b) Suspect letters or packages should be isolated. They should not be
put in water, because this could weaken wrappings, allowing mechanical devices to operate
(or otherwise cause detonation) if the letter or package is in fact a bomb. DO NOT OPEN OR
TAMPER WITH THE SUSPECT ITEM IN ANY WAY. Nonfynnhtaryorcwﬂxanauthonnsand
follow their advice.

* Excessive poStage or no postage. , + Lopsided or uneven envelope.

* No retum address. "« QOily stains or discolorations.

« Incorrect title or titles without name. < Protruding wires or tinfoil.

«  Hand printed or poorly typed address. - Misspelled words.

* Postage cancellation stamp does not '« Presence of peculiar odor of
match location of return address. shoe polish, almonds or marzipan.

- Rigid envelope. | . Restricting markings, such as

"Personal,” "Confidential,” and so forth.
e Excessive securing materials,
such as tape or string.

Figure 12-2. Indications of Package or Letter Bomb
F. SUMMARY

1. The Department of Defense acknowledges its responsibility to protect its own
“assets and resources from terrorist attack. Toward that end, the Department of Defense has
expended substantial resources to improve physical security at Department of Defense and
other U.S. Government facilities around the world. It has developed extensive residential
and mobile training courses. It has incorporated blocks of instruction in accession training
and general military training carried out by the Military Services. The Department of
"Defense has expanded professional military tranung opportunities that address personal
security issues.

2. Uldmately, however, responsibility for personal protection is in the hands of each
‘and every member of the Department of Defense, whether they are in uniform or in the civil
service. Toward that end, readers are reminded that the goals of personal protccuon
measures are as follows:

a. Frustrate efforts by terrorists to collect information necessary and sufficient to
identify American personnel as Americans, to determine their position, their prominence,
and their unportance, and translate such information into effective, executable targeting
plans;
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+b. .Carmouflage:the importance.of DoD personnel, .thereby reducmg the value to

S
5

c.i'Reduce. the :accessibility and -vulnerability. of DoD personnel and their
dependems* whose ;prominence or. mission; cnucahty havc begr;, corrcctly 1dcnnfied and

.,evaluaxed by terrorists, and who have becn targcwd fpr anack 1f only the nght opmues

j'w;‘ ST Uiy
o wd 'iMmgaxc the: effectsoftcuons&ambmﬁ!??ﬁ B?n”

" do‘eccur;: by*minimizing the-number. of personnel -involved, ng the, extent of

~'‘perSonnel ‘and. their:dependents must be part of.

( s:.g"f':ﬁ :‘.- tp] |i x g g,; udnyg |

casualties as a result of the incident, and minimizing the longNtcr;;xL eﬁ‘egts 6f terrorist
tions n the survivers sliculd such attacksbe-successful-in taking-hostages. -

"“3""The measures siiifined above are reasonable‘approaches to beifollowed in general
cases. . Rote application of these measures without careful attention to local circumstances,
changes in the national and international security climate, and’contifiing assessments of
terrorist:threat; risk.of terrorist:attack, vulnerability to attack, and tmssxon criticality of DoD
assets may leave DoD personnel and their dcpendcms no bemcr off than if no anutexronsm

.....

measures were ‘appli€dfs sz TREOE e RO e o

‘4...1mplementation of. effective antiterrorism measures for the protgcnon of DoD
comprehensxve

e

protection, interwoven wuh physical security measures, crime ptevcntxon, crisis

amme mobilization training. Vo man pH

Nﬁ, R
[

1 i
# e w - cy
. s ko s
-
i
Ly B -
= A y RUT) o
i 1 s
T ¥ ey
k} 4 EN ‘i v ..
i
' L
i ¥
« 3
R

PR 12-29
., +FOR OFFICIAL USE ONLY

205



DoD 0-2000.12-H

THIS PAGE INTENTIONALLY LEFT BLANK

12-30
FOR OFFICIAL USE ONLY



DoD 0-2000.12-H

CHAPTER 13
EXECUTIVE PROTECTION

A. INTRODUCTION

1. DoD Directive 0-2000.12 (reference (a)) recognizes a need to provide protection to
those military officers and DoD civilians who are assigned to high-risk billets, who are
by the nature of their work, high-risk personnel, or who are assigned to facilites
identified as high-risk targets. The Directive defines these terms as follows:

a. High-Risk Billet. Authorized personnel billet (identified and recommended by
appropriate authority) that because of grade, assignment, travel itinerary, or symbolic value
may make personnel filling them an especially attractive or accessible terrorist target.

b.  High-Risk Personnel. U.S. personnel and their family members whose grade,
assignment, travel itinerary, or symbolic value may make them an especially attractive or
accessible terrorist target.

_ c. High-Risk Target. U.S. material resources and facilities, because of mission
sensitivity, ease of access, isolation, and symbolic value may be an especially attractive or
accessible terrorist target.

2. The following material is intended to supplement information provided in the
preceding chapters. Readers are encouraged to examine Chapter 14, Hostage Survival, as
well. For purposes of this chapter the term "executive” will be applied to all persons
requiring additional security protection who are:

~ a. Assigned to High-Risks Billets;
b. Designated as High-Risk Personnel; or

c. Identfied as High-Risk Targets persons who are assxgned to High-Risk Billets
or designated High-Risk Personnel.

3. The specific supplemental security measures that may be furnished to executives is
subject to a wide range of legal and policy constraints. U.S. law establishes stringent
~ requirements that must be met before certain security measures may be implemented. DoD
Component regulations, instructions, and legal opinions may further constrain
implementation of some protective measures described in this chapter. SOFAs and MOUs
between the U.S. Government and a foreign government will also limit use of some
supplemental security measures. Leases and other conditions imposed by contract for
purchase of land or buildings by the U.S. Government for use by the Department of
Defense may also limit application of certain security techniques. All of these constraints
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should be carefully consula'ed whcn conducung secunty surveys, developing plans, and
implementing additional security measures to protect high risk personnel.

B. EXECUTIVE PROTECTION GOALS

1. In the discussion that follows, several measures are outlined that can afford senior
military officers and DoD personnel additional protection against terrorist acts. The
purpose underlying these measures is to:

a. Increase the interval of time between detecuon of a threat and the onset cf
hostile action against executives and their dependents, or -

b. Increase the amount of time required by terrorists to gain physical access to
-exzcutives from the onset of hostile actions whether executives are at home, at the office, or
2. Implehentation of supplemental security measures should strive to achieve the
foliowing prioritized goals: ,
a. Enhancements should hold the terrorist threat at bay until a response force
amm (Delay at a Distance).

b. Enhancements in physical security should enable executives to flee to safety
(Delay to Permit Flight).

c. Enhancements should permit the executive to retreat into a safehaven of
sufficient strength and survivability such that a response force can wage an effective .
counterattack to liberate executives and others accompanying them to a safehaven,
including dependents at home and colleagues and visitors at work (Delay, Hold, and
Counterattack).

3. All measures discussed below should be applied with care. THERE IS A TRADE-
OFF BETWEEN INCREASING THE LEVEL OF PHYSICAL SECURITY AT THE OFFICE AND AT
HOME AND PRESERVING THE ANONYMITY OF EXECUTIVES, thereby avoiding telltale s1gns
of activity that point to prominence or criticality. :

4. Supplemental physical security measures described below can be expensive.
Expense can be measured not just in terms of dollars, but also in terms of changes to
organizational routine. Therefore, two questions must be resolved before implementing -
bold, disruptive, and expensive supplemental security enhancements:

- a. What are the most cost-effective means of enhancing the security of executives
at risk? How many changes in organizational routines and personal behaviors will have to
be made in order for security measures to bceffccuvemreduangnskofmnstamck
and the vulnerability of executives to such attacks?

b. What are the anticipated costs of additional security measures in terms of
dollars, organizational functionality, and mission apabxhty"

5. Security enhancements can be made to improve the security of executives. But
security enhancements can be even more effective if executives and their families take full
advantage of and reinforce the security measures described in Sections C, D, and E, below.
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If executives do not chahge their behavior to accommodate additional security and
protective measures, then the behaviors can effectively defeat the purpose of additional

6. The second issue is cost. Additional increments of security can be obtained
sufficient to defeat virtually any threat. However, there is a point at which it is simply no
longer economical to add layer upon layer of protective measures to defeat a threat that is
either more potent than available protective means or can be evaded by adopting an
alternative security posture.
C. SUPPLEMENTAL PHYSICAL SECURITY MEASURES

1. Office _

The office environment should, in principle, afford executives the greatest degree

of physical security. The office environment usually places executives in facilities where

attackers must pass by guards, security check points, office workers, aides, and/or
secretaries before reaching them.

a. Physical Security Survey

(1) A thorough physical security survey should be undertaken. Offices of
Defense components attached to U.S. Embassies abroad should have such surveys
performed by the DoS. Other DoD facilities should have such facilities performed by the
cognizant physical security and facilities engineering staffs. Appendix C contains physical
security survey materials that can be used to verify assessments of physical security
generated by use of other survey instruments. /

(2) The best way to approach a physical security site survey is to think like an
intruder. Consider how approaches to the installation or facility could be made; how access
to the building housing executive offices could be gained, and how attacks on offices or
other frequently used facilities could be mounted.

b. Technical Threat Assessment

(1) The next step in evaluating the need for supplemental physical security
measures is a thorough and detailed assessment of the weapons and tactics terrorists might
use to attack the structure in which DoD executives work. Security engineers and architects
need technical threat data or assessments containing the following information:

'(a) Mode of attack.

1 Standoff weapons (mortar, rocket grenade, man-portable anti-
tank and/or antiaircraft weapon, sniper rifle).

2 Close combat (sub-machine gun, pistol, knife, garotte).
3 Contact weapons (bombs, incendiary devices, mines).
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, 4 Withor thhout perimeter penen'anon mds such as power tools,
handtools, or explosives.

(b) Time of attack.
(c) Anacking force size.
(d) Anticipated degree of outside suppart or autonomy.

(2) Such assessments are used to develop engineering design requn-ements
The data are used to:

@) Calculatcfmcestobcwithstoodbybearingsuucnnesinbtﬁldings;

. (®) Idennfyappmpuatesecmtymndowglazmgmatemlsandcalculate
ﬂxe thickness necessary to achieve desired penetration resistance times for anticipated
threats; :

' (c) Calculate the total amount of delay time that must be achieved
through use of camouflage, deception, barriers, and semi-active security devices to permit
response forces to reach the scene of a terrorist attack in time to thwart the attack, capture or
eliminate the terrorists, and rescue executives and their staffs or dependents.

c. Technical Assessment of Responses

(1) Having established a basic design threat, engineers need data on the
anticipated performance of response forces to be arrayed against the design threat and the
expected or desired behavior of the protected executive(s). Some specific information
needed includes but is not necessarily limited to the following:

(@ Response force.
Size.
Supporting weapons.
Response time.
Estimated effectiveness against range of attacks.

[

L T VSR 8]

' (b) Desired options for executive protection.
Evacuate on waming.

Evacuate on detection.

Evacuate only if attacked.

Evacuate only if forced to capitulate.
Do not evacuate. '

(2) Security planners need to know the duration of an attack the structure
housing executives must withstand before help arrives. Matching threat capabilities on the
one hand and anticipated operations by response forces on the other, establishes significant

L T TN VURN TS B
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physical security system performance parameters. These can be quantfied and used to
develop detailed plans, drawings, and physical security equipment acquisition plans.

d. Physical Security Enhancement Measures

(1) Several physical security measures intended to provide additional
protection for executives can be considered based on the requirements defined through
detailed analyses outlined above. The primary purpose of such measures should be to
increase time required by persons outside an installation to reach the executives housed at
an installation. A secondary purpose of such measures should be to reduce or eliminate
hazards to executives that might result from violence in the vicinity. Examples of physical
security measures to be considered follow:

(a) Increase Threat Detection Time by Installing Sensors on
Perimeters and Barriers

1 PROLIFERATE SURVEILLANCE SYSTEMS including seismic,
acoustic, and infrared sensors at or beyond the outer perimeter; supplement with closed
circuit TV/imaging IR systems tied into the alert response farce staging area.

2 EXTEND RESTRICTED AREAS OR EXCLUSION ZONES and relocate
access control points from the executive ofﬁce area to a point closer to the boundary of the
installation;

3 Enlarge, proliferate, and extend intrusion detection sensors from
* the within the installation or facility perimeter to the installation perimeter, allowing IDS to
" collection additional data necessary and sufficient to classify and identify an intrusion
before response force arrives at scene or track of the intruder;

, 4 PROLIFERATE BOTH THE NUMBER AND THE PHENOMENOLOGY
OF SURVEILLANCE AND DETECTION SYSTEMS within the executive office area as well as
approaches leading to and from it in conjunction with measures listed below.
(b) Increase Threat Delay Time Between Perimeter and
Executive Office Building

1 Insuall vehicle barriers and realign roadways to eliminate straight,
level stretches of road in excess of S0 meters in length;

2 Proliferate concentric rings of fences, Jersey barricades, planters,
bollards, and vehicle and/or personnel barriers;

3 Proliferate access control areas supplemented by fire doors and/or
security doors kept in a closed condition between the entrance to the building housing
executive offices and the executive office area itself.

(c) Confuse,'Camouﬂage, and Deceive Observers by Hiding
Executives' Locations

1 Consider relocating executives to buildings not usually assocxated
with office activities, e. g., barracks, motor pool, R&D facilites.
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2 Consxderconstrucnng oﬁ'ice areasmbamck, mowrpool, R&D
~ facilides, etc. :

3 Add executive style, decorative lighting and window treatments to
several different areas of office buildings to MINIMIZE DIFFERENCES IN EXTERNAL
APPEARANCES BETWEEN EXECUTIVE AND NON-EXECUTIVE OFFICES.

(d) Increase Delay Time Between the Entrance to the
Building Housing Executnves and the Executive Office
Area

1 Addﬁredoms,accssconuolpmnts.dead-endcomdors and
nnd-comdaphyswalbamcrsmcomphmtcmstoexecmveoﬁcem

2 Consider the addition of security devices which when activated
disrupt the ability of intruders to retain their thought processes such as flashing strobe
lights, fog generators, noise generators, sirens, fire extinguishing systems, etc.

" (e) Increase Delay Time and/or Make Access More Difficult

Within the Executive Office Structure

1 Subsnnuchxghsectmtydooxsanddoorﬁamesforstandarddoors
in areas leading to or from executives offices.

: 2 Installhlghsecmtygmnng,wuemesh or other materials to bar
access to executives office area through utility tunnels or conduits.

. 3 Strengthen walls, ﬂoors, and ceilings against improvised
explos.ve devices, small arms fire, incendiary devices, and powered hand tools by
substituting steel plate, concrete filled, steel reinforced cinder blocks, or other ballistic
resistant materials for plaster and/or lath or wallboard room dividers.

4 Add steel plates or other ballistic materials in crawl spaces above
dropped ceilings; extend walls separating executive office area from other portions of an
office building from floor to floor, thcrebyprcvennng unobserved and undetected access o

space of dropped ceilings.
(f) Increase Protection for Building Occupants Agamst
Ballistic Threats Against Windows and Exterior Walls

] SUBSTITUTE POLYCARBONATE PANELS FOR GLASS WINDOWS;

2 Add exterior screens and/or plates to cover wmdow areas and
protect against gunfire and grenade and/or bomb fragments.
3 Properly install blast curtains, metal blinds, metal shutters or

other window treatments in executives ofﬁces to protect interior space from glass shards
and other small projectiles.
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| (g) Increase Hold Ttme to Contatn Penetrators

"Add posmve actiofi controls to facnhty and doors and gates such
that gates default to a closed and locked condmon unless manually released.”

_ 2 Add posxuvc actton controls to acccss control areas such that
persons inside an access control area car nctther advance nor wtthdraw thhout afﬁrmanve
action by a secunty ofﬁcerpostcd outside the access control m

C B w@ fl‘he purpose of these mcasm'cs is wofacilitate apprehension of
terrorists. .
: - ’I'here may be some tnstances, however, when the security of
thc exccuuvc and the rcsponsc force is cnhanced by defcaung terrorist attempts to gain
access to the executive and then channelmg the terrorists'ott of the facility and installation
along one route, leavlng alt:mauve mutes avatlable 0. evacuate the cxecunve and othcr key
personncl. ' , i b N
o (h) Install Emergency Executive Support Facthtts lncludtng
aNSafehaven and an Emergency .Evacuation Facility

"1 'Consider installation of helicopter landing aids orr the roof of a

structirre or on an adjacent field far rcmuved from parking areas.

2 ‘Supplemental Rsldenttal Secunty Measurs
a. Site Selectton o - ' :
(1) As noted in Chaptcr ll on res:deuual physxcal sectmty rneasures, site

. selectton"ts an tmportant aspect of physxml security” " A
: ‘(a): Avoid selecting residences pmvxously uscd by othcr scmor U.S.
Government or foreign government officials. o .

(b) Awvoid selecting residences pnmously attacked by terrorist gmups.

(2) While terrorist groups conduct intelligence operations to identify targets,
mistakes have been made in the past.. DoD pcrsonncl should avoid leasmg residences
previously used’ ntatives ofigovernmentsororganization.
“various" térrorist groupsml-'f DoD.personniel leasingiresid - fO
representatives of such governments may be placittg themselves unnecess:

A yawar e o

being attacked asa result of tnstakcn 1dcnt1ty
b. Supplemental Physwul Securlty Masures

U okg
(1) An;execuuve 5. entn'e hfestylc should be mcludcd in secunty surveys used
to assess the need for supplemcntal physical secunty measures at the office 'l'he

for risk and vulnerability.
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(2) The same prmcxpls used to wcnufy supplcmental security improvements
in an office environment apply to executives' home environments as well. Recall thax the -
purposes of physical security enhancements are:

@) Incxcascdmammmtofumetammnwdtotmuatcandoomplctcan
attack on executives' while at home, thereby giving response forces more time to rescue
executives and their dependents.

(b) Reduce potential harm that could result to executives and their
families as a consequence of a terrorist assault mounted against the residence.

(3) As in the case of providing physical security enhancements to an office,
the goals of enhanced residential physical security measures remain the following:

(a) Increase the amount of time between detection of a threat and the
onset of hostile actions.

(b) Delay the terrorists as long as possible; prevent their access to the
executives and their dependents on the one hand, and make departure from the scene to
escape prosecution difficult; provided that in so doing, the lives of executives and their

dependents are not further jeopardized.

w 4) 'l'he followmg are measures that can be implemented selectively, which
xmy help security personnel achieve these objectives:

(a) Increase Time Interval Between Detection of a Threat and
the Onset of Hostile Terx_'orist Acts
1 Ensure all door locks and/or window clasps are working.

.2 Ensure that all doors and windows are properly secured to their
&amsandthcﬁamesmpmpalyanchmedmthcmdmnalsmmm
3 Consider locking the driveway gates with a security lock to
prevent entry. ~ ’ ‘ '
4 Consider installing a through-door viewing device or visitor
5 Consider installing security lights to aid in viewing entrances.
(b) Increase the Number of Physical Barriers Between the
Outer Perimeter of the Residence and the Interior of the
Residence

Senior officers and DoD officials deemed to be at high risk or
occupying high-risk billets may with to consider the following physxcal secunty measures
for their homes:
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1 Add heavy, remotely opérated gates to all fences, walls, and
perimeter barriers, consistent with the penetration resistance of the barrier, between the
residence, the street, and adjacent neighbors.

(c) Increase Time Required to Penetrate Exterior Structural
Walls by Explosives, Hand-Held Power Tools, and Hand
Tools ' :
-1 Consider the addition of additional armor covered by aesthetically
pleasing materials to exterior walls.
2 Consider the addition of a separate reinforced masonry wall
around the residence.

"(d) Increase Surveillance of Residence and Decrease
Response Time

1 Consider installing closed circuit TV systems to permit remote
viewing of all doors and windows accessible from the ground, nearby structures, trees, or
easily acquired platforms (e.g., van parked next to a wall).

2 Consider installing area intrusion detection systems between the
residence perimeter and the residence itself; proliferate number and types of sensors; add

backup communication channels between the intrusion detection system and a surveillance
assessment and/or response dispatch center.

(e) Increase the Durability and Survivability of the Residence
to Terrorist Attack . -

1 Consider fitting windows with either Venetian blinds or thick
curtains to reduce the observability of activities within the residence and to reduce hazards
of flying glass in the event of nearby explosions or gunfire.

2 INSTALL BACKUP POWER SYSTEMS FOR SECURITY DEVICES,
e.g., surveillance systems, communication systems, and access control systems.

3 Have backup communication with the installation or embassy
security department via secure landline or two-way radio.

4 Consider the fitting of a panic alarm bell to the outside of the
house with switches upstairs and down. Such an alarm should also annunciate at the local
police and cognizant DaD or DoS security office.
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¢. Transportation
High-Risk Personnel are most often at their peak accessibility to terrorists

_when they are in transit in official or privately owned vehicles. In this section, some

specific steps that can be taken to reduce the vulnerability of executives in transit are
discussed. Implementation of measures to enhance the security of DoD personnel at high
riskmustbeundertaken%nfnllcomplianccwith.S. laws and DoD Directives.

(1) Domicile to Duty Transportation Policy

(a) As a general rule, Congress has strongly opposed provision of home
to office (domicile to duty) transportation by the Federal Government to its officers and -

cpiovee. (Y

() Congress did, however, grant authority to the President and the
heads of executive agencies and departments to provide domicile to duty transportation
under certain circumstance:

1 .SecSectml3440f3lU.SC.Annota&ed(refm(ee)) -

2 See US. Congress, House Committee on Government Operations, House Report 99-451 on

H.R. 3614, To Restrict the Use of Government Vehicles for Transportation of Officers and Employees
of the Federal Government (Washington, D.C.: U.S. Government Printng Off