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RECOMMENDATIONS FOR DEFENSE INFORMATION INFRASTRUCTURE (DII) NETWORK CONNECTION CRITERIA AND ENGINEERING PRACTICES TOENSURE A ROBUST DEFENSE MESSAGE SYSTEM (DMS)

The DMS is the only messaging system that is consistent with national objectives for interoperable electronic messaging, supporting command and control, administrative, and intelligence information exchange.  The DII provides long-haul telecommunications support for the DMS including special purpose networks for the national intelligence community.  The Department of Defense (DoD) Components are responsible for facilities, equipment and service necessary to support dissemination, transmission and receipt of messages on their sites (i.e., within the confines of a base/post/camp/station, installation, headquarters, Federal building, or deployable locations).

Component sites support user communities with a range of mission support responsibilities to include critical command and control and combat support messaging.  Critical enclaves and users require a high degree of availability and reliability through ready access to pre-designated redundant connectivity, back-up or mirrored system components, high availability or fault tolerant hardware platforms, reliable power, and adequate technical support.

The DMS Initial Operational Test and Evaluation (IOT&E) clearly highlighted the importance of adhering to sound engineering practices when connecting DMS components to the underlying long-haul and base level communications infrastructure.  Thereby, the following guidelines will assist in DII and special purpose network connectivity planning to ensure DMS service.

DMS messaging and directory components such as Subordinate Message Transfer Agents (SMTAs), Local Directory Service Agents (LDSAs), mail and/or Primary Groupware Servers (PGWs) or any other DMS component (such as a Multifunction Interpreter (MFI), Profiling User Agents (PUAs), dedicated Mail List Agents (MLAs), etc., as well as Local Directory System Agents (LDSAs), should be a maximum of two router hops away from the closest DII Point of Presence (POP), commonly referred to as a regional or hub router.

There should be a primary and an alternate telecommunications path to ensure DII/special purpose network connectivity to the DMS site for critical DII (DII) nodes.  Alternate DII connectivity can be provided by several different sources, depending on what is available at the DMS site, including other DII router connections already existing at the site, a separate circuit path to a different DII POP, a DII connection provided by another site within the same geographical region, etc.  Again, it is recommended that any alternative path be a maximum of two router hops away from a DII POP. 

The primary telecommunications path should be of sufficient capacity as to allow message traffic to pass without delay as well as support a site’s composite information technology bandwidth requirements.  Formula variables and associated assumptions can be found in the DMS White Paper entitled, "Bandwidth Requirements for DMS at a Site."  The electronic version of this document, available on the DMS Home page (http://www.disa.mil/D2/dms /invited/index2.html), includes an embedded Excel worksheet that performs the necessary calculations.

Total Delay and Availability of the circuit between the DMS site and DII POP are also considerations when determining the telecommunications path, especially for organizational users, These parameters (e.g., an availability objective of 99.975) are provided in DISA Quality and Reliability Performance Guidelines", (JIEO Engineering Publication 6-95).  The criteria identified in this document should be cited when the service is ordered.

For the majority of cases, the DII should not be part of the local, primary telecommunications path for DMS message traffic destined for a recipient located on the same site as the originator.  Site transmission and dissemination facilities should be designed such that local traffic stays within the confines of the site’s network.  There may be certain times when this cannot be avoided (e.g., certain mail list expansions).

Use of firewalls between the site and the outside world (long haul, regional, wide area networks and local telecommunications systems including DII, Internet, and others) and guards between security enclaves are becoming the norm.  The Defense Information Systems Agency, in coordination with the National Security Agency, will develop, provide, and maintain current information and reference documents on firewalls and/or guard solutions.
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